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About This Guide and Related Documentation

This document is intended for MOTOTRBO radio network administrators as
well as dispatchers responsible for the TRBOnet dispatch console operations. It
provides guidance on the installation, configuration, and maintenance of the
TRBOnNet Server and Dispatch Console applications.

About TRBOnet

TRBOnet is a suite of professional applications for MOTOTRBO digital two-way
radio networks. TRBOnet manages voice and data communication paths across
network endpoints. It provides a unified graphical dispatcher workbench
interface for the entire range of workforce fleet management tasks.

Email & Support

info@trbonet.com — general and

commercial inquiries
support@trbonet.com — technical

Contacts
Region
EMEA +44 203 608 0598
Americas +1 872 222 8726
APAC +61 28 607 8325

support
http://trbonet.com/kb/ — online

knowledge base
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2 Hardware and Software Requirements

TRBOnNet Server/Agent with IP connection only

Voice Channels | 4 8 16 24 24+

CPU Fntel Core .Intel Core Intel Core i7, 4 Cores Intel Corei7, 6 Contact
i5 i5 Cores technical

Memory 2 GB 4GB 4GB 8 GB support

HDD 2 GB for installation files, +1 MB per 1 minute of voice recording

Sound Card No

Windows 10 (x64)/11, Windows Server 2016/2019/2022 (x64)

Supported OS Note: Windows Server 2016/2019/2022 requires Desktop Experience
Role/Feature installed.

Software .NET Framework 4.8, MS SQL Server 2016 or higher

TRBOnNet Server [Agent with Control Stations

Control Stations 1 2+

CPU Intel Core i5

Memory 2GB

HDD 2 GB for installation files, +1 MB per 1 minute of voice recording

Multi-channel Sound Card required;
Recommended:

Sound Card Integrated sound card can be used. 1. M-Audio Delta 1010 LT

2. Roland OCTA CAPTURE Hi-SPEED USB
Audio Capture

Additional

Devices Cable connector Motorola PMKN4016

Supported OS Windows 10 (x64)/11

Software .NET Framework 4.8, MS SQL Server 2016 or higher

CPU Intel Core i5

Memory 4GB

HDD 2 GB for installation files

Sound Card Yes

Display 1600x900 minimum resolution, 1920x1080 and higher resolution is recommended

Additional Devices | Speakers and microphone, or headset; Imtradex devices are recommended

Supported OS Windows 10 (x64)/11

Software .NET Framework 4.8

2 2 Hardware and Software Requirements
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3  System Architecture Overview

3.1  TRBOnet Server, Agent and Console

The TRBOnet software is designed as a client-server architecture,

where TRBOnet Server is PC-based and runs as a Windows service on a
network computer, stores data in an MS SQL database, and allows client
connections from Web Consoles, Dispatch Consoles, and Mobile Clients. The
TRBOnNet service can be located on a dedicated remote PC, a local PC (along
with the Dispatch Console), or on a virtual machine.

In addition, remote software agents, such as TRBOnet Agent, and/or hardware
agents, such as TRBOnet Swift A200, can be connected to TRBOnet Server
providing additional voice and data communications paths to and from remote
sites. Such configurations can be used when radio equipment can't be
connected directly to TRBOnet Server due to IP network limitations (see section
3.3, IP Backend Network Requirements).

TRBOnNet Dispatch Console is a PC-based voice dispatch and data application
for MOTOTRBO professional digital two-way radio systems.

TRBOnet Server

TRBOnet Agent

i

-}
T

Local
Radio Infrastructure

WAN/LAN

T
EEE
.

Radio Infrastructure
Web Console

LEE

TRBOnet
Dispatch Console

3.1 TRBOnet Server, Agent and Console 3
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3.2 MOTOTRBO Radio Systems

3.2.1 Single Site conventional system

A Single Site conventional system is a digital conventional two-way MOTOTRBO
system that includes one digital repeater and allows you to transmit voice and

data via two conventional channels. Radio groups and radio units are assigned
to these conventional radio channels.

3.2.2 IP Site Connect

An IP Site Connect (IPSC) system is a digital conventional two-way MOTOTRBO
system that provides two wide-area channels to increase your communications
RF coverage area. It is possible to connect up to 15 repeaters (each
geographical location of a repeater is called a "site") into one system using an
IP connection, which allows increasing the coverage area for voice and data
transmissions. The main objective of an IPSC system is to provide a stable
connection between the radio units and control centers regardless of the
distance.

1% 2% 3%
L & o L & @ ? o
L & R ®

Master Repeater 1 Peer Repeater 2 Peer Repeater 3

TRBOnet
Server

=

LAN/WAN

L\ LE\ LB\

Dispatcher 1 Dispatcher 2 Dispatcher 3

4 3 System Architecture Overview
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3.2.3 Capacity Plus

Capacity Plus (also known as Capacity Plus Single Site) is a digital trunked two-
way MOTOTRBO system that is designed for high volume communications at a
single site location. The system is designed to provide communications among
a large number of users within a building, a set of buildings, or a single
geographical region. This system type allows you to effortlessly increase the
number of channels for both voice and data transmission between the radio
units and control centers. As this system type is trunked instead of standard
conventional, radio units are always automatically forwarded to a free channel
rather than being programmed to remain on a single slot, thereby
utilizing/sharing the available unused/free RF resources (channels) among
different users. The main objective of Capacity Plus is to support more
simultaneous voice and data transmissions within one capacious system.

[

LTS
Dispatcher 1

[

P Voice Repeater 2
Dispatcher 2

E Voice Repeater 3

LEEESN
Dispatcher 3

E Data Repeater 5
[ ]
LFEN

TRBOnet
Server

Master Voice Repeater 1

Data Repeater 4

3.2.4 Linked Capacity Plus (LCP)

Linked Capacity Plus (also known as Capacity Plus Multi Site) is a digital trunked
multisite two-way MOTOTRBO system that enables you to accommodate both
high volume and wide area communications. This system design allows you to
connect via IP up to 15 Linked Capacity Plus sites located in one geographical
region (for example, City of Charlotte) or in larger geographically separated
territories (for example, covering the Florida Keys from Miami to Key West).
This system type allows you to increase the RF coverage area and the number
of channels for voice and data transmission between the radio units and
control centers. The main objective of Linked Capacity Plus is to support more
simultaneous voice and data transmissions regardless of the distance.

3.2 MOTOTRBO Radio Systems 5
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Voice Repeater 1  Voice Repeater 2 Data Repeater 3 Data Repeater 4

L\

Dispatcher 1

E Router + Switch

Dispatcher 2

LAN/WAN

Router + Switch
LS
Dispatcher 3

m] Router + Switch
L]

Server E E E
Voice Repeater 5 Voice Repeater 6 Data Repeater 7 Data Repeater 8

Control Control Control
Station 1 Station 2 Station N

Site 2 :q}

it
-
-
Ll

"
&

3.2.5 Connect Plus

Connect Plus is a digital trunked multisite two-way MOTOTRBO system that
enables you to accommodate high volume, wide area communication that’s
required for your business allowing you to connect via IP multiple sites located
in one geographical region or in larger geographically separated territories.
This system type allows you to increase the RF coverage area and the number
of channels for voice and data transmission between the radio units and
control centers. Radio units are always automatically forwarded to the control
channel. The main objective of Connect Plus is to support more simultaneous
voice and data transmissions regardless of the distance as well as to provide a
more structural addressing of the transmissions provided by XRC controller
and XRT gateway.

6 3 System Architecture Overview
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Dispatcher 1 XRC 9000 XRC 9000

) ' Voice Repeater 3 )

Voice Repeater 1 Talk Group 1 Talk Group 3

N =0
y--20- N

Dispatcher 2

Data Repeater 2 @ Data Repeater 4

E m Talk Group 2 Talk Group 4
- e

LR\

Dispatcher 3 XRT 9000

B m 5

f_/__—\—

EEW
[ ]

Pace=——uN

TRBOnet
Server*

* TRBOnet Server requires connections to only one XRT 9000 Controller and one XRC 9000 Controller in the system

3.2.6 Capacity Max

Capacity Max is MOTOTRBO's next-generation trunking solution. Built on the
DMR Tier III Mode of Operation, it delivers smooth scalability, low cost of
ownership and reliable operation.

Il Capacity MAX companents I TRECnet components

Application Server Capacity MAX System Server

Dispatch Position TRBOnet Server with Built-in

Software Agent
I

MNIS Data Gateway MNIS VRC Gateway

Trunked Controller

TRBOnet Dispatch
Console

Application network CMSS network

. . Router
Dispatch position

TRBOnet Dispatch
Console

| 3" party network

3.2 MOTOTRBO Radio Systems
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3.3

3.31

IP Backend Network Requirements

Before planning any IP connected MOTOTRBO system, read the MOTOTRBO
System Planner (Back-End Network Considerations).

e Delay/Latency
The amount of time it takes for voice to leave the source repeater and
arrive at the destination repeater. The delay should be less than 60 ms. It
can be up to 90 ms, but requires changes in CPS for both radio units and
repeaters.

o Jitter
The variation of the packet inter-arrival time. It should be less than 60 ms.

e Packet Loss
In the case of voice, the ongoing call ends if six consecutive packets do
not arrive within 60 ms of their expected arrival time. In the case of data,
the repeater waits for the expected number of packets (as per the data
header) before ending the call.

e Bandwidth
Refer to the MOTOTRBO System Planner for bandwidth calculations, but
roughly, it requires 96 kbps for each repeater connection and should be
summed up for all repeaters.

If the IP backend network does not satisfy MOTOTRBO requirements, it will
degrade audio quality significantly, including dropped voice calls.

For TRBOnet Enterprise/PLUS Network Performance Requirements, refer to our
Knowledge Base at https://trbonet.com/kb/system-requirements.

Linked Capacity Plus Specific Requirements

e Addresses and Ports
A static IP Address and UDP Port for the master repeater must be made
available to all peer devices on the Linked Capacity Plus system.

= When a peer device registers with the master repeater, the network
supplies the return IP address and UDP port of the peer device to the
master repeater. The IP address and UDP port must then be made
available to all other MOTOTRBO™ LCP devices on the system.

3 System Architecture Overview
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4 TRBOnet Enterprise and Dependencies
Installation

TRBOnNet runs on Microsoft Windows-based PCs. For the TRBOnet Enterprise
Compatibility Table, see

https://trbonet.com/kb/trbonet-enterprise-plus-compatibility-table/

4.1 Installing Microsoft SQL Server

Download and install Microsoft SQL Server 2016 or higher.

You can download and install either a full-featured MS SQL Server or an
Express edition of MS SQL Server. The Express edition of MS SQL Server is free;
however, it has some technical restrictions (maximum database size of 10 GB,
RAM usage, and other restrictions).

For example, Microsoft SQL Server 2016 SP2 - Express Edition (which is free) is
available at:
https://www.microsoft.com/en-us/download/details.aspx?id=56840

Note: We recommend that you download a version of SQL Server
with Tools.

Select the 32-bit or 64-bit version depending on the underlying OS. Accept the
defaults for the setup.

See also section 5.2.1.1, Windows Authentication on page 14.

4.2 Installing .NET Components

The .NET Framework installer is available at:
https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-8-
offline-installer-for-windows-9d23f658-3b97-68ab-d013-aa3c3e7495e0

4.3 Installing TRBOnet Enterprise

e Contact Neocom Software to obtain the latest installation package of the
TRBOnet Enterprise software, unzip, and run the setup file as a local
administrator.

e When the TRBOnet Enterprise Setup wizard appears, click Next.

e On the End User License Agreement page, accept the terms of the
license, and then click Next.

4.3 Installing TRBOnet Enterprise 9
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Choose Setup Type .
Choose the setup type that best suits your needs

TRBOnet Dispatch Console
This is @ dispatcher computer and only Dispatch Console must be installed

TRBOnet Server and Dispatch Console

This is a Server computer and you need to install Server software and
Dispatch Console

= Custom
E Allows users to choose which program features will be installed and where
i they will be installed.

Neocom Software

< Back Next > Cancel

e On the Choose Setup Type page, click one of the following options:

= TRBOnet Dispatch Console
Choose this option to install only TRBOnet Dispatch Console on your
computer.
= TRBOnet Server and Dispatch Console
Choose this option to install both TRBOnet Server and
TRBOnet Dispatch Console at once on your computer.
= Custom
Choose this option to select from the list one or more components to

be installed.
Custom Setup "]
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

=2~ | Dispatch Console TREONet Enterprise 5.2 Agent
=) ~ | Server Instance
-g hd _Agel t Instance|
This feature requires 199MB on
your hard drive.

Location:  C:'Program Files (x85)\Neocom Software{TREOnet

Browse...
Enterprise}

Meocom Software

Reset Disk Usage <Back Cancel

For example, you may install only TRBOnet Server Instance:

Custom Setup r
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

- X_v | Dispatch Console TRBOnet Enterprise 5.2 Server
(=B serverstanc]
X

- | Agent Instance

This feature requires 209MB on
your hard drive.

Location: C:\Program Files (x86)Neocom Software\TREOnet

Browse...
Enterprise

Neocom Software

Reset Disk Usage < Back Cancel

e Accept the defaults for the rest of the setup and complete the installation.

4 TRBOnet Enterprise and Dependencies Installation
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5 TRBOnet Server

To start TRBOnet Server, click the corresponding shortcut on the desktop,
or click Start > All Programs > Neocom Software > TRBOnet Server x.x
5.1 License Information

The TRBOnet software requires a valid license in order to operate. Depending
on the License Type (see next section), the license can be obtained via
TRBOnet's website or from a Neocom representative.

5.1.1 License Types

There are three license types available for TRBOnet Enterprise:

License . .

Type Demo Trial Commercial
Validity 60 days By Request Permanent (non-expiring)
Quantlfy of Up to 2 control stations
Conjcro or 1IP repeater .

Stations connection By Request According to Customer order
and Radio di .
Units 10 Radio Units
Features Limited functionality By Request According to Customer order
Assigned to server's Assigned to server’s Hardware
g ID.
Hardware ID.
For more details on Assigned to the serial numbers
How to It can be downloaded Hardware ID, see of master repeaFers anq iontrol
obtain from the web page. the article at stations. To retrieve seria '
https://trbonet.com/k numbers, use Control Station's
b/hO\;v-to-qet-tf.]e- codeplug (do not rely on a serial
hardware-id/ number printed on the device's
’ label).
For more information on the license and renewals, contact our technical support at
info@trbonet.com

To see how the Hardware ID and control stations and/or repeaters are
assigned in your license, open the INFO file delivered with the license file (for
example, in Notepad):

5.1 License Information 11
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License ID: aada3405-4e5f-4254-843f-a2balleTc475
License generated by: John Smith

License generation date: T7/20/2016

TRBOnet Support is active up to: T7/20/2017
Product: TRECnet Enterprise (4.0.0.138

License for: Neocom Software Ltd

Licensed instance: [Default]

Server limitations

FEIVEI hardware kKeys: |,". 1
42B1-BA64-D473-D6ES-DFAC

Remote Agent connections: 5

System types: Unlimited

Agent limitations ]

Agent hardware keys: Any -

Number of master radios or master repeaters: 5

Haster radios master repeaters serial numbers: 484TNLIS887; 484TNLIESE; 484TNL28E8S; 484TNLIES90; 484TNLZES])
Total number of peers in IP Site Connect or Capacity Plus systems: 10

Serial numbers of peers used in IP Site Connect or Capacity Plus systems: Unlimited

Limitation for Client connections
Remote Dispatch connections: 10
Number of Remote Dispatch accounts: 10

Subscriber radios limitatioms
Humber of subscriber radios: 10

1. Your license is assigned to the Hardware ID.

2. Your license is assigned to the serial numbers of master repeaters and
control stations.

5.1.2 Moving TRBOnet Server to a Different Server PC
If there is a need to use TRBOnNet Server on a different server PC, please contact
your Neocom sales representative for further instructions.

5.1.3 Using Spare Repeaters

If the plan is to use spare repeaters, for example, as replacement for damaged
ones, communicate the total number of repeaters when ordering a license.

For example, 3 repeaters will be actively used with TRBOnet Server and 1 spare
repeater. Communicate the following repeaters limitation: 3 active 1 spare and
provide the serial numbers of all 4 repeaters when placing an order (also
include the spare repeater’s serial number).

5.1.4 License Manager

¢ Inthe Configuration pane on the left, select License.
In the right pane, you can see the text of your current license.

5 TRBOnet Server
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Configuration

:3 Pl

Advanced Settings

Privacy
DOMS service
Advanced Setting
MMIS data service
. Advanced Setking
3 Audio Paths
B PTT over Cellular

,’_ Advanced Settings

l TRECNet. Mobile gateway
5= Remaote Agents

52| Friendy Servers
28 Phore Connect
" Data Sources

4 Email
m" Incoming Mail Server
L Cukgoing Mail Server
o 3M3 Motifications

[ Push Motifications

St Defaults

To apply the new license:

1. Click the License Manager link in the right pane.

License

License is valid

License I0: 9558%aaf-7714-4380-9540-r48e30eTrd6a
Hardware ID: 42B1-BAG4-D473-DEES-DFAC

License generated by: Eugene Balvabin (4100504
License generation date: 23 March 2021

TREORet Suppart is active up to: 23 March 2022
Product: TREOnet_Enterprise

Licensed to: demo (Wwalt)

Active instance: [Default]

Licensed instance: [Default]

Demo License
Expiry dake: 23 March 2022

Server limitations

Server hardware keys:
42B1-BA64-D473-DEES-DFAC

Remote Agent connections: 2

System bypes: Unlimited

Agent limitations
Agent hardware keys: Any
Mumber of master radios or master repeaters: 10

Master radios | master repeaters serial numbers: Unlimited
Tokal number of peers in IP Sike Connect or Capacity Plus syskems: 10
Serial numbers of peers used in IP Sike Connect or Capacity Flus systems:

Unlimited

License Manager Send Ernail

The License Manager wizard appears.
2. Click Next.

3. Click the ellipsis (...) button on the right-hand side of the License file box.
The Open dialog box appears.

heocom
SOftware

4. Locate the license file you received from our technical support and click

Open.
The full path of the license file appears in the License file box.

5. Click Next.

6. Click Finish to close the wizard.

7. Click Apply and then confirm to restart TRBOnet Server.

Note: To use a single license for multiple TRBOnet software
instances, you need TRBOnet License Server. For
detailed instructions on how to use TRBOnet License
Server, refer to TRBOnet License Server Configuration

5.1 License Information

Guide.

13
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5.2 TRBOnet Server Database

¢ Inthe Configuration pane, select Database.

Configuration Database
& Service -
0 Network S0L Server: (local)\SQLEXPRESS
@ Redundancy Database: TREOnet1l

= Remote Access Restriction

Authentication: Windows
Storage Locations Username:

:ﬁ File Formats Password:
a Reports

£} Service Management
/ Advanced Settings
(N Geocoding Servers
l Radio Systems
LI} Services
! PTT aver Cellular
I Teltonika
5= Remote Agents
5l Friendly Servers
‘@ Phone Connect
)9'_ Advanced Settings

Test Connection

ﬁ Internal PEX Server Upgrade Database
"} Data Sources Create Database
S v
Set Defaults Apply Cancel

e Inthe Database pane, specify the following database-related settings:

= SQL Server
Enter the location of the Microsoft SQL Server name and instance. For
example, in the screenshot above, the default instance name of
Microsoft SQL Server Express installed on the local computer is shown.

= Database
Enter the name of the TRBOnet database.

= Authentication
Select the authentication method for the TRBOnet database. The
default method is Windows Authentication. See also section 5.2.1
Database Authentication Methods (page 14).

= Username and Password
Enter a valid SQL Server login and password if the SQL Server
Authentication is selected for the database.

e When you finish configuring the required database parameters, click
Create Database.

o After you create or upgrade a database, click Apply and then confirm to
restart TRBOnet Server.

5.2.1 Database Authentication Methods
5.2.1.1 Windows Authentication

e From the Authentication drop-down list, select Windows.
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Configuration Database
o service ~
0 Metwaork SQL Server: (local)\SQLEXPRESS
# Redundancy Database: TRBOnet11
/= Remote Access Restriction
Datzbase
Storage Locations Username:
&= File Formats
(@ Reports

Authentication: Windows i
Windows
SQL Server

Password:

L} Service Management
}f Advanced Settings
(N Geocoding Servers
I8 Radio Systems
L. L3 services
B PTT over Cellular
1L Teltonika
5| Remote Agents
5l Friendly Servers
‘T Phone Conmect
)’ Advanced Settings
E Internal PBY Server Upgrade Database -
" Data Seurces Create Database -

=4 Email
Set Defaults Apply Cancel

Test Connection

To provide access permissions for TRBOnet Server to connect to MS SQL Server,
create an account with sysadmin privileges.

During the installation process, MS SQL Server 2008 automatically grants
sysadmin privileges to the NT Authority\SYSTEM account.

In the case of MS SQL Server 2012 and higher versions, add the

NT Authority\SYSTEM account to the Administrators group during the
installation process. If the database owner privileges are required to work with
TRBOnet Database, you need to assign the sysadmin role to the Local System
account. For instructions on how to install and configure MS SQL Server 2012,
see

Appendix B: Configuring SQL Server 2012 for Local System Account.

5.2.1.2 SQL Server Authentication
e From the Authentication drop-down list, select SQL Server.

Configuration Database

o senice "

0 Network SQL Server: {local)\SQLEXPRESS

# Redundancy Datzbase: TRECNEt11

|5 Remote Access Restriction e
Database uthentication: SQL Server
Storage Locations Username: 53

& File Formats Password: Y

ie Reports

L} Service Management
){ Advanced Settings
N Geocoding Servers
I8 Radio Systems
L3 Services
B PTT over Cellular
7 Teltonika
il Remote Agents
[ Friendly Servers
‘& Phone Connect

T a Test C ti

L. 2# Advanced Settings st Lonnecton
: ﬁ Internal PEX Server Upgrade Datsbase
} Data Sources Create Database

4 Email

Set Defaults Apply Cancel
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5.3

To connect to SQL Server using SQL Server Authentication, create a SQL login
with sysadmin privileges in the SQL Server in use. For detailed instructions on
how to create a SQL login, see
http://technet.microsoft.com/en-us/library/aa337562.aspx

TRBOnet Server Service

¢ Inthe Configuration pane, select Service.

Configuration Service

f« flsService -~

0 Network The TREOnet Server service is not installed. It is recommended to run
2 TREOnet Server as a Windows service: it wil start automatically after a
Redundanc
bl Y reboot and run even when no user is logged on. Click the Install Service
[ Remote Access Restriction button below to install the TREOnet Server service.
Database
Storage Locations Service logon type:
e
- File Formats #) Logon as Local System (Recommended)
({# Reports

¥ Logon as User
£+ Service Management
,’_ Advanced Settings

User name: TRBONET v kulinichev

A Geocoding Servers Password:
I8 Radio Systems
L} Services Install Service

B PTT over cellular
1 Teltonika
il Remote Agents
[ Friendly Servers
‘B Phone Connect
)’— Advanced Settings Server password:

- Internal PEX Server Set password Turn off password
I Data Sources
74 Email

Set Defaults Apply Cancel

E\'iew Loq Entries Export Configuration Import Configuration

e Inthe Service pane, specify the following service-related parameters:
= Choose the required logon type:

Logon as Local System
Choose this option to use an account with local system administrator
privileges to run the service as a Windows service (Recommended);

Logon as User

Choose this option to use a different account to run the service as a
Windows service. This account must allow the user to run services in
Windows, have read and write access to the Neocom Software folder
and subfolders in the "%ProgramFiles%" (or,
"%ProgramFiles(x86)%" for 64-bit OS) and "%ProgramData%"
folders. For example, using such an account may be required in the
following cases:

1. An Active Directory domain network is used, and the current
Windows user is not allowed to use a Local System account to
launch services on the local PC due to domain policy restrictions.

2. MS SQL Server is installed on a remote PC, and Windows
Authentication (see section 5.2.1.1, page 14) has been selected to
connect to the database.

= Click the Install Service button.
= Click the Start Service link that appears in the right pane.
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Server password

Click the Set password link and enter a password if you want to
password-protect the server configuration. Once the configuration
password is set, the user will be prompted to enter it when opening
and exiting the TRBOnet Server application.

To remove the password, click the Turn off password link.

5.4 Network Parameters

¢ Inthe Configuration pane, select Network.

Configuration Network
& Service "~
O Network interface: System Default -
# Redundancy Command port: 4021 -
1= Remote Access Restriction
Database Watch PM port: 4017
Storage Locations RTSP port: 4015
& File Formats Firet Vo IP port e
3 Reports irst VoIP port:
L} Service Management WolIP protocal: LUDP
/{ Advanced Settings Data protocol: UDP
i...A. Geocoding Servers
IR Radio Systems Use broadcast mode for audio

L. Services Broadcast port:
B PTT over Cellular
1 Teltonika
5| Remote Agents
5l Friendly Servers Encrypt data traffic between server and dients
‘T Phone Connect
}' Advanced Settings
@ Internal PEX Server
|’ Data Sources
4 Email

| Use proxy server

Configure

Server Certificate:

Port usage

Set Defaults Apply Cancel

¢ In the Network pane, specify the following network-related parameters:

Network interface

From the drop-down list, select the network interface that will be used
to communicate between the Server and Dispatch Consoles. Click ® to
refresh the list of network interfaces available on your PC.

Note: If both TRBOnet Server and Dispatch Console are
installed on the same PC, then select 127.0.0.1
(Loopback Pseudo-Interface).

Command port
Enter the port number to be used by a Dispatch Console to connect to
the Server (4021, by default).

Watch PM port
Enter the port number that will be used by Watch Performance
Monitor to monitor the computer where TRBOnet Server is running.

RTSP
Enter the port number that will be used for multimedia streaming.

5.4 Network Parameters
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First VoIP port

Enter the number of the first VoIP port for audio communications
between the Server and Dispatch Consoles (4022, by default). Each
additional Dispatch Console will establish a connection on the next
available port number.

VoIP protocol
From the drop-down list, select the VoIP protocol type for
communications between the Server and Dispatch Consoles:

e All - UDP will be used first; if unavailable, TCP will be used;
e TCP - slower but more reliable (set by default);

e UDP - faster but data packets can be lost; some routers may drop
UDP packets.

Data protocol
From the drop-down list, select the protocol to exchange data other
than voice between the Server and Dispatch Consoles (TCP, by default).

Use broadcast mode for audio

Selecting this option will help to optimize network load and minimize
transmission delays. The "load" on the network will be reduced as the
Server will utilize a single audio transmission to a group of Dispatch
Consoles instead of sending multiple audio streams to each individual
Dispatch Console. This method of transmission will also minimize the
transmission delays if there's a large number of Dispatch Consoles or
the Server is busy processing other features.

Note: When the broadcast mode is set, a Dispatch Console
cannot run on the same machine as TRBOnet Server,
and a warning message will appear when you select this
option.

e Broadcast port
Enter the port number to be used to broadcast audio (5000, by
default).

Use proxy server
Select this option to enable an alternative proxy server for TRBOnet
Dispatch Software to access Internet.

¢ Click the Configure link to specify the alternative server settings:
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Configure the proxy server X

Use an alternative server

Settings

Address: |177.71.134.70

Port: 20

Authentication
Use authentication

Username: |User

Password:

==

¢ Use an alternative server
Select this option to enable an alternative proxy server.

v Address
Enter the proxy server IP address.

v Port
Enter the proxy server port number.

¢ Use authentication
Select this option to use authentication to connect to the alternative
proxy server.

v Username
Enter the username for the authentication, if needed.

v Password
Enter the password for the authentication, if needed.

o After you configure the proxy server settings, click OK.

= Encrypt data traffic between server and clients
Select this option to guarantee the security of data transfer between
TRBOnNet Server and Dispatch Console, and/or TRBOnet Agent. It is
recommended that this option be used when a connection between
system components is established via the Internet or other public
networks.

= Server Certificate
Select a valid certificate that is signed by a trusted Certificate Authority.

= Port usage
Click this link to see which ports are configured for specific services.
Note that some services use dynamically allocated port numbers and
don't appear in this list. See also 5.12.1, Services.

5.5 Redundancy

TRBOnet Server supports a redundant (secondary/backup) configuration which
allows automatic switching from the primary to the redundant
(secondary/backup) server in case of failure of the primary server. Dispatch
Console operation will not be interrupted.

5.5 Redundancy
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¢ Inthe Configuration pane, select Redundancy.

‘Configuration Redundancy
ﬂ Service -~
0 Network +| Redundant server mode
25 Loy Redundancy Mode: Passive
|5 Remote Access Restriction
Database Primary servers:
Storage Locations IP Address Port
&= File Formats 1 [v] 172.20.40.24 4021
i'_e Reports

£} Service Management
/ Advanced Settings
A Geocoding Servers
IR Radio Systems
BEj PTT over Cellular
i Teltonka
5l Remote Agents
5z Friendly Servers
‘B Phone Connect

Advanced Settings
ﬁ Internal PEX Server
'} Data Sources
24 Email
[ 5MS Notifications v Add Edit Delete Test A|Y
S e
Set Defaults Apply Cancel

¢ Inthe Redundancy pane, select this option to enable the
Redundant server mode option.

¢ Redundancy Mode
Select a mode for the redundant server (Active or Passive) from the
drop-down list.

e To add a primary server, click Add.

Server Properties x
IP Address: | 172.20.40.24
Port: 4021 -

o IP Address
Type the IP address of the primary server.

e Port
Enter the same port number as specified for the Command port.

Note: For more details on Redundant Server configuration, see
Appendix G: Redundant Server (page 424).

5.6 Remote Access Restriction

This section describes how to restrict remote access to TRBOnet Server.
¢ Inthe Configuration pane, select Remote Access Restriction.
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Configuration Remote Access Restriction
& Service Lol
0 Metwork + | Use restricted access
& Redundancy Allowed connections:
= IP Address Password
Database
Storage Locations ¥ 10.10.201.99 sewesmanes
&= File Formats v|| 10,10.109,203 sesssnsnee
_e Reports

£F Service Management
}’ Advanced Settings
N Geocoding Servers
IR Radio Systems
Ef P77 over Celular
T Teltonika
55l Remote Agents
[ Friendly Servers
‘& Phone Connect
)’_ Advanced Settings
‘E Internal PEX Server

} Data Sources
24 Email
[L5 SMS Notifications v Add Delete
[ T,
Set Defaults Apply Cancel

e Inthe Remote Access Restriction pane, select the Use restricted access
checkbox and add allowed connections to the table below:

Note:

Click the Add button.

IP Address
Enter the IP address of the PC that will be allowed to connect.

Password
Enter the password that will be used for a connection from this
IP address.

If the Use restricted access checkbox is selected and the list
of allowed connections is empty or no connections are
selected in the list, the TRBOnet Server won't be able to be
remotely accessed at all.

5.7 Storage Locations

e Inthe Configuration pane, select Storage Locations.

5.7 Storage Locations
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Configuration Storage Locations
& Service
0 Metwork Select save locations for different file types

& Redundancy
= Remote Access Restriction
Database

Database backups

C:'\ProgramData\Meocom Software \TRBOnet.Enterprise \Backups

Meszage attachments
& File Formats o ——
13‘ Reports Ct\ProgramData\Meocom Software TRECnet. Enterprise \Files

£F Service Management
/ Advanced Settings
(N Geocoding Servers
IR Radio Systems
L} Services
g PSC 1
o LCPEnt
-7l Control Station #1
‘.. TRBOnet Swift Agent #1
,’_ Advanced Settings

Audio and video recordings

Voice recordings

C:\ProgramDataMeocom Software \TREOnet. Enterprize \Audio
Video recordings

C:'ProgramData\Meocom Software{TREOnet. Enterprise\Audio

Folder and file name template

SVEAR Yo_%eMONTHYe_%DAY %_%eHOUR %o\ %MINUTE %_%SE... =

‘. @ Redundancy
B P77 over Cellular
)’_ Advanced Settings

----- B PocC Gateway #1

Set Defaults Apply

Cancel

e Inthe Storage Locations pane, select locations where the database
backups and stored files (voice records, video recordings, and message

attachments) will be saved:
= Database backups

Click the ellipsis (...) button and in the Browse For Folder dialog box
locate the appropriate path where database backups will be stored.

Note: Older backups are not deleted automatically. It is
recommended that you regularly delete the files you no
longer need to avoid running out of storage space.

= Message attachments

Click the ellipsis (...) button and in the Browse For Folder dialog box
locate the appropriate path where text message attachments will be

stored.

Audio and Video recordings
= Voice recordings

Click the ellipsis (...) button in the Browse For Folder dialog box locate
the appropriate path where voice recordings will be stored.

= Video recordings

Click the ellipsis (...) button and in the Browse For Folder dialog box
locate the appropriate path where video recordings will be stored.

= Folder and file name template

Click the ellipsis (...) button and in the dialog box that opens:
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Folder and File Mame Template X

Use this template to customize folder and file names

YeYEAR %_%MONTH%:_%eDAY %_%HOUR % \¥eMINUTE %_%SECOND%_
%MILLISECOND %

Channel Name System ID System Name Call Type Source Source Type
Source ID Recipient Recipient Type Recipient 1D

Example:

heocom
SOftware

2024_03_17_10\45_04_725 o wav

canc

e Enter the information (by clicking the appropriate links below: Year,
Month, Day, etc.) that will be used to generate the file/folder names
for voice and video recordings.

5.8 File Formats

5.8 File Formats

¢ In the Configuration pane, select File Formats.

Configuration

o service
G Netwark

& Redundancy

[ Remote Access Restriction

Database
Storage Locations

=
(@ Reports

£} Service Management
)f Advanced Settings
(PN Geocoding Servers
IR Radio Systems

L LF Services
B P77 over Cellular

T Teltorika
52| Remote Agents
5 Friendly Servers
‘R Phone Connect

)’_ Advanced Settings
.8 Internal PEX Server
[ Data Sources

{ Email

Set Defaults

File Formats

Voice recording format:
Audio codec:

Video recording:

WAV - Waveform Audio File -
G.711 pLaw/3000 -
Enabled -
| Add audio to video

| Add text to video

¢ In the File Formats pane, select the file types for which to change default

folders:

= Voice recording format
From the drop-down list, select the format to be used to store audio
recordings. The available formats are WAV, TNA, and OGG.

Note: The TNA format is a proprietary audio format that
contains additional information about radio calls, such
as radio ID, start time, end time, and other parameters.
This format provides more details about call
participants and allows easy navigation within recorded

audio files.
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5.9

Audio codec
From the drop-down list, select the audio codec to be used to
compress the audio files.

Video recording
From the drop-down list, select Enabled or Disabled. If video recording
is enabled, select if to Add audio to video and Add text to video.

Reports

Perform the following steps to select the option to save scheduled reports and
enter the appropriate information.

Note: The selection of the type of scheduled reports is
configured in the Dispatch Console (see section 6.4.5.16
Scheduled Report)

¢ Inthe Configuration pane, select Reports.

Configuration Reports
& Service ~
0 Network | Bave scheduled reports
'55 Redundancy Folder: D:'\Reports
/= Remote Access Restriction E— ooF
Database
Storage Locations
&= File Formats T
@ neocom
L} Service Management 9 SOFtwa re

/ Advanced Settings
Y Geocoding Servers
IR Radio Systems
, Services
B TPSC 1
pf LPENE

-l Control Station #1
L. TREOnet Swift Agent #1

Select... Default

/ Advanced Settings
‘o Redundancy
B PTT over Celular
32 Advanced Settings
‘..l PoC Gateway #1

Set Defaults Apply Cancel

¢ Inthe Reports pane, select the Save scheduled reports checkbox and
specify the following parameters:

Folder
Click the ellipsis (...) button and locate the folder on the PC where you
want to save reports generated by the TRBOnet software.

Format

From the drop-down list, select the format for the reports (PDF or
Excel).

Logo

Click the Select button, and in the 'Open’ dialog box, navigate to the
desired logo file (.BMP, .PNG, .JPG, etc.) and click 'Open’.

To revert to the default logo file, click the Default button.
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5.10 Service Management

The Service Management pane allows you to specify various parameters for the
Presence, Location, and Indoor services.

¢ In the Configuration pane, select Service Management.

Configuration Service Management
@ Service -
G Metwork Presence service

# Redundancy Auto request presence timeout: I:I minutes
EE' Remote Access Restriction ARS refresh interval: minutes
== Database
|| Storage Locations |7 Ignore unregistered Radios
& File Formats

Location service

Dispatch Console update interval: l:l seconds

[#] Send last known locations of radios in alarm

X Advanced Settings

..... )\ Geocoding Servers

IR Radio Systems (® Forthe last: 10 - | minutes
! FTT over Cellular (C) GPS points: 10 -
I Teltonika Indoor service

E Remote Agents

% Friendly Servers

‘B Phone Connect [ Don't use beacon location if radio in alarm has GPS fix (K-TERM only)
X Advanced Settings
‘E Internal PBX Server

*} Data Sources

24 Email

[ 5MS MNotifications

=

T e

[ Remove offiine radio from beacon

v

¢ Inthe Service Management pane, specify the following service-related
parameters:

5.10.1 Presence service

The Presence service group includes the following registration-related
parameters:

e Auto request presence timeout
Enter the time interval that will be used by the server to regularly check
the online subscriber radios if there has been no activity. The server
considers a radio to be inactive (or, offline) if the radio does not send any
GPS, Text, ARS, or Voice messages.

If you do not have a dedicated channel for data revert, use the following

table:
Number of Presence timeout
radio units (minutes) radio units (minutes)
up to 10 5 30to 40 17
10to 20 9 40 to 50 21
20to 30 13 over 50 120

If there is a dedicated data revert channel in the system, you may set this
parameter to a somewhat lower value than indicated in the table.
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Note: If the DDMS service is enabled, set the value of this
parameter to the value of the DeviceRefreshTime
parameter in MOTOTRBO DDMS.

ARS refresh interval

Enter the value of the parameter that determines how often a radio unit
will send ARS packets. It is recommended that a value of 30 minutes be
used for this interval. This value may be changed depending on the
system load.

Notes: For all radio systems (except for Connect PLUS and
Capacity MAX), the ARS service must be enabled on the
subscriber radio channels (MOTOTRBO CPS,
Channels>Channel>ARS).

If the DDMS service is enabled, set the value of this
parameter to the value of the PersistenceTO
parameter in MOTOTRBO DDMS.

See also Appendix F: NAI VOICE & DATA Support.

Ignore unregistered radios
Select this option so that unregistered radio units will be ignored and
thus won't appear in Dispatch Console.

5.10.2 Location service

The Location service group includes the following location-related
parameters:

Dispatch Console update interval

Enter the time interval that will be used to send GPS data packages from
the Server to Dispatch Consoles. The lower the value, the more data
traffic will be present on the network. Adjust this value based on the
network bandwidth. The lower the bandwidth, the higher the update
interval.

Send last known locations of radios in alarm
Select this option so that dispatchers receive the latest locations when an
alarm occurs. Then choose one of the following options:

= For the last X minutes
Choose this option and enter the time, in minutes, to be used as the
last time period for the latest GPS data.

= GPS points
Choose this option and enter the number of GPS points to be used for
the latest GPS data.
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5.10.3 Indoor service

The Indoor service group includes the following indoor-related parameters:

¢ Remove offline radio from beacon
Select this option so that an offline radio is not shown on its associated
beacon.

e Don't use beacon location if radio in alarm has GPS fix (K-TERM only)
Select this option so that beacon positioning is ignored in case of alarm
when a radio transmits valid GPS data.

Note: This feature relates only to K-TERM beacons.

5.11 Advanced Settings

¢ Inthe Configuration pane, select Advanced Settings.

Configuration Advanced Settings
o service ~
0 Metwark Language: English

& Redundancy

= Remote Access Restriction
Database
Storage Locations

Logging level: Mormal

Administrator account: Enabled -
Resetpassword

&= File Formats Text-to-speech voice: Default

(@ Reports Measurement system: Metric

£ ¥ Service Management i

X Rt T Coordinate format: Degrees, Minutes, Seconds
L.l Geocoding Servers TX Passive timeout: Unlimited < | hours

IR Radio Systems —
b X Voice message expiry time: Unlimited < | hours
L.L} Services
I PTT over Cellular Number of messages: Unlimited
. Teltonika

il Remote Agents

Text message expiry time: Unlimited 2 | hours

] Friendly Servers MNumber of messages: Unlimited
5

‘T Phone Connect
)’_ Advanced Settings
ﬁ Internal PBX Server
I’ Data Sources

4 Email

Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following advanced

parameters:

= Language
From the drop-down list, select the interface language for TRBOnet
Server.

= Logging level
From the drop-down list, select the logging level that determines the
granularity of log messages in the System Log. The choices are: None,
Low, Normal, and High.

Note: This information is used by technical support for
troubleshooting purposes, so it is recommended that
this value be kept unchanged (Normal).
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= Administrator account
From the drop-down list, select either Enabled or Disabled. If you select
Disabled, the administrator won't be able to log in to the Dispatch
Console.

e Reset password
Click this link to reset the administrator password to the default
value.

= Text-to-speech voice
From the drop-down list, select the voice that will be used for Text-to-
Speech messages.

= Measurement system
From the drop-down list, select either Metric or US units.

= Coordinate format
From the drop-down list, select a format for displaying coordinates.

= TX Passive timeout
Enter the time period during which text and voice messages will be
stored and later sent when the channel becomes available (no longer
busy). "Unlimited" is recommended.

= Voice message expiry time
Enter the time period during which TRBOnet Server will continue to try
to send Voice messages to a recipient while they are offline.
"Unlimited" is recommended.

¢ Number of messages
Enter the maximum number of Voice messages that will be stored in
the queue before being sent.

= Text message expiry time
Enter the time period during which TRBOnet Server will continue to try
to send Text messages to a recipient while they are offline. "Unlimited"
is recommended.

¢ Number of messages
Enter the maximum number of text messages that will be stored in
the queue before being sent.

5.11.1 Geocoding Servers

Geocoding servers resolve GPS coordinates to street addresses for reporting
purposes and other needs, for example, 'GPS activity for period’ reports. Online
geocoding services, such as Google or Nominatim, can be used and are the
standard default services in TRBOnet. However, their use may be limited by the
number of requests. Furthermore, you can add custom geocoding servers to
the system.
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You can configure geocoding servers in three ways depending on whether the
Server and/or Dispatch Console have Internet access and on your local
geocoding server settings:

1. The Dispatch Console has Internet access and the Server has no Internet
access. The Server can connect to preconfigured (Google and
Nominatim) and/or local corporate geocoding servers via the Dispatch
Console.

2. The Server has Internet access and Dispatch Console has no Internet
access. The Dispatch Console can connect to preconfigured (Google and
Nominatim) and/or local corporate geocoding servers via the Server
(follow the instructions below).

3. You have your own Geocoding server in the local network. In this case,
you can configure data resolving in both the Server and the Dispatch
Console.

5.11.1.1 Configuring Geocoding Servers

¢ Inthe Configuration pane, select Geocoding Servers.

Configuration Geocoding Servers
o service
O Metwork Server Name
& Redundancy
Database
_-D\ Reports

/| Google

| | Mominatim

£} Service Management
# advanced Settings

[PNY :cocoding Servers

I8 Radio Systems
‘. L} services

B PTT over Celular

=l Remote Agents

[ Friendly Servers

@@ Phore Connect
} Data Sources

4 Email

5 5MS Motifications

[ Push Notifications

[ License
Add Delete A \J

D Request a place name upon receiving GPS coordinates

Set Defaults Apply Cancel

¢ Inthe Geocoding Servers pane, specify the following geocoding-related
parameters:

= Google and Nominatim
These are pre-configured geocoding servers, which allow resolving
GPS coordinates to street addresses and street addresses to GPS
coordinates.

Note: These geocoding servers can't be deleted from the
system.

= Click Add to add a geocoding server to the system.
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Map Server for Geocoding X

Server Name: |MyGaocodingServer |

Get address by coordinates

‘Hl‘lp -//127.0.0.1/reverse Format =aml &t ={at }lon={on }ézoom=184adressdetails=1 |

Test

Get coordinates by address
‘I‘Mp:f’f‘IZ?.D 0.1/search?q={address }&format=xml

Test

Concel

e Server Name
Enter the name of your geocoding server.

¢ Get address by coordinates
Select this option to resolve GPS coordinates to street addresses.
In the box below, enter the server address with the appropriate
parameters.

Note: Keep in mind that the {lat} and {lon} variables are
mandatory to allow TRBOnet Dispatch Console to
retrieve GPS coordinates from the radio unit.

Click Test to check the connection to the geocoding server. Enter a
pair of GPS coordinates and see if the resolved street address
appears.

e Get coordinates by address
Select this option to resolve street addresses to GPS coordinates (for
example, for the Search by Address feature).
In the box below, enter the server address with the appropriate
parameters.

Note: Keep in mind that the {address} variable is mandatory
to allow TRBOnet Dispatch Console to search map
objects by address.

Click Test to check the connection to the geocoding server. Enter an
address and see if you get the list of map objects corresponding to
the address entered.

Use the Up (4 ) and Down ( ¥ ) buttons to move the selected
geocoding server up and down in the priority list of geocoding servers.
When requesting GPS data via the geocoding servers configured in
TRBOnet Server, GPS data is requested from the geocoding servers
according to the priority level. The geocoding server at the top of the
list has the highest priority level. In case the first geocoding server is
unavailable, data will be requested from the second geocoding server
in the list, and so forth down the list of geocoding servers.
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The administrator must ensure that the geocoding servers in the list
are able to resolve GPS data.

= Request a place name upon receiving GPS coordinates
Select this option to resolve GPS coordinates to street addresses
immediately by a GPS event. Note that street addresses and GPS
coordinates are automatically (without user intervention) stored in the
TRBOnet database to optimize the response time for street address
requests (for example, GPS reports) and to reduce geocoding server
load. These street addresses and GPS coordinates will be stored
without user intervention whenever GPS are resolved to street
addresses via a request to a Geocoding Server.

5.12 Radio Systems

By enabling the Radio Systems feature, the TRBOnet Server is able to be
connected to a radio system. Otherwise, you should use Remote agents (see
section 5.15, Remote Agents).

e Inthe Configuration pane, select Radio Systems.

¢ Inthe Radio Systems pane, select or make sure that the Enable Radio
Systems option is selected.

Configuration Radio Systems
ﬂ Service ~
0 Metwork +| Enable Radio Systems
@& Redundancy
= Remote Access Restriction CAT Network: 12
Database CAI Group Network: 235
Storage Locations
3 File Formats Registered Radio Systems
(2 Reports . | Mame Address Radio ID
L} Service Management
. ~| IPSC 1 10.12.110.29 84250
)!: Advanced Settings
)\ Geocoding Servers | LCP Ent 192,158.0.100 54250
l Control Station #1 192,168.10.1 54250
..} Services /| TRBOnet Swift Agent #1 10.12.107.105 60250
ol IPSC 1
L ndvanced Settings
Privacy
DDMS service
)’_ Advanced Setting
MNIS data service
)’_ Advanced Setting
. 0I Siot #1 o
PSR Add Delete Test
£ >
Set Defaults Apply Cancel

¢ In the Radio Systems pane, specify the following parameters:

= CAI Network
The CAI (Common Air Interface) Network is a value that is combined
with the Radio ID to produce the individual radio's air interface
network IP address. All radios must use the same CAI Network ID to be
able to exchange data. It is recommended that the default value of 12
is used.
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= CAI Group Network

The CAI Group Network is a value that is combined with the Group ID
to produce the group's air interface network IP address. The CAI
Group Network ID forms the first or most significant byte of each
group's network IP address. All radios must use the same CAI Group

Network ID to be able to exchange data (225, by default).

Note: The values of these two parameters must match those
configured for the radio units via the MOTOTRBO CPS.

Configuration Radio Systems
& Service )
& Network | Enable Radio Systems
# Redundancy
=) Remote Access Restriction CAI Network:
Database CAI Group Network:
Storage Locations
&= File Formats Registered Radio Systems
(@ Reports | Hame

L} Service Management
/ Advanced Settings

L.k Geocoding Servers
I8 Radio Systems

LI} Services
IPSC 1
/ Advanced Settings
5! Privacy

¥ DDMS service

a

4

a

. Advanced Setting
¥ MNIS dats service
- Advanced Setting

IPSC 1

LCP Ent

Control Station #1
TRBOnet Swift Agent #1

Slot #1

Set Defaults

Delete
Add MOTOTRBO System
Add Capacity Max

Add DIMETRA Express

Add TREOnet Swift Agent
Add Control Station

Add ECOS-D Repeater

Add KAIROS Repeater

Add WAVE PTX Universal Gateway
Add ED137 Station

Add Zenitel Station

Add Analog Station

Add Friendly FS-1000 Station
Add XRC-9000 Controller
Add XRT-9000 Controller

LERL S SR SR R S SR SR SR L SR S AL L

Add WAVE 5000 Controller

Address Radio ID

10.12.110.29 64250
192.168.0.100 64250
192.1658.10.1 54250
10.12.107.105 60250

Test

oK Cancel

.

All radio systems based on MOTOTRBO services are represented in the
Registered Radio Systems table, including their Name, IP Address, and Radio

ID (1):

e To add a radio system, click Add and select the appropriate system type
from the drop-down menu (2).

5.12.1 Services

¢ Inthe Configuration pane, under Radio Systems, select Services:

e Inthe Services pane, specify the following Radio System Services-related

parameters:
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5.12 Radio Systems

Automatic Registration Service (ARS)

Select this option to enable the ARS service for the radios. When the
radio powers up, it automatically registers with the server. This feature
is used with data applications, that is, any data traffic on this channel is
associated with an application server such as MOTOTRBO Text
Messaging or MOTOTRBO Location Services.

e Port
Enter the local port number for the ARS service (4005, by default).

e RSSI
Select this option so that the RSSI level will be sent in ARS messages.

Telemetry service (TLM)

Select this option to enable the Telemetry service, which is the wireless
transmission and reception of measured quantities for remotely
monitoring environmental conditions or equipment parameters.

e Port
Enter the local port number for the Telemetry service (4008, by
default).

Text Messaging service (TMS)

Select this option to enable the Text Messaging service (Motorola
Solutions proprietary) which is used to exchange text messages
between the radios and the dispatchers.

e Port
Enter the local port number for the Text Messaging service (4007, by
default).

Location service (LRRP / Indoor)

Select this option to enable the Location service. The radio can send its
coordinates when it is in Global Positioning (via LRRP Protocol) or
iBeacon coverage area.

e Port
This is the local port number for the Location service (4001), which
cannot be modified.

Location service (LIP / Indoor)

Select this option to enable the Location service. The radio can send its
coordinates when it is in Global Positioning (via LIP Protocol) or
iBeacon coverage area.

e Port
This is the local port number for the Location service (5017, by
default).

Job Ticketing service (JTS)
Select this option to enable the Job Ticketing service.
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e Port
This is the local port number for the Job Ticketing service (4013, by
default).

Text Messaging service DMR
Select this option to enable the DMR-based Text Messaging service.

e Port
Enter the local port number for the DMR-based Text Messaging
service (5016, by default).

Indoor service (K-TERM)
Select this option to enable the Indoor Location service.

e Port
Enter the local port number for the Indoor service (3022, by default).

Indoor LAN Service (K-TERM)
Select this option to enable the Indoor LAN service.

e Port
Enter the local port number for the Indoor LAN service (3001, by
default).

Tallysman Sprite service

Select this option to enable the service for autonomous event and
aggregated event reporting to provide significant reduction in GPS
data overhead.

e Port
Enter the local port number for the Tallysman Sprite service (4004,
by default).

FS 5000 location service (GPS)

Select this option to enable the FS 5000 location service, which is a
service for transmitting GPS data packages. This service uses FS 5000
Option Board.

e Port
Enter the local port number for the FS 5000 location service (4004,
by default).

Swift.Tracker v.1 service
Select this option to enable the service to transmit coordinates and
data packages via a radio channel using the Swift.Tracker TR001 device.

e Port
Enter the local port number for the Swift.Tracker v.1 service (4004,
by default).

Swift.Tracker v.1 service (IP channel)

Select this option to enable the service to transmit coordinates and
data packages via a radio channel and a reserved IP channel using the
Swift.Tracker TR001 device.
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5.12 Radio Systems

e Port
Enter the local port number for the Swift.Tracker v.1 service with an
IP channel (4080, by default).

Swift.Tracker v.2 service

Select this option to enable the service to transmit coordinates and
data packages via a radio channel using the Swift.Tracker TR001 device
(version 2).

e Port
Enter the local port number for the Swift.Tracker v.2 service (4104,
by default).

Swift.Tracker v.2 service (IP channel)

Select this option to enable the service to transmit coordinates and
data packages via a radio channel and a reserved IP channel using the
Swift.Tracker TROO1 device (version 2).

e Port
Enter the local port number for the Swift.Tracker v.2 service with an
IP channel (4180, by default).

Extended Text Messaging service

Select this option to enable the Extended Text Messaging service to
include sending detailed preconfigured templates with the help of
TRBOnNet Dispatch Software.

e Port
Enter the local port number for the Extended Text Messaging
service (4010, by default).

Extended Data service
Select this option to enable the Extended Data service that will be used
for communication with TRBOnet Communicator.

e Port
Enter the local port number for the Extended Data service (4106, by
default).

Telemetry service Novox
Select this option to enable the Telemetry service based on NOVOX
devices.

¢ Requests port
Enter the local port number to listen for requests (8090, by default).

e Events port
Enter the local port number to listen for events (8091, by default).

G4S RS232 service
Select this option to enable the custom developed G4S RS232 service.

e Port
Enter the local port number for the G4S RS232 service (4004, by
default).
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= Zebra printer service
Select this option to enable the service for printing Job Tickets. A Zebra
printer is connected to a radio via Bluetooth. The radios should be

Bluetooth-enabled.

e Port

Enter the local port number for Zebra printer service (4072, by

default).

= Forward Data service
Select this option to enable the Forward Data service. This feature is
used to forward "raw data" via the COM port from one device to

another.
e Port

Enter the local port number for Forward Data service (4011, by

default).

5.12.2 Adding a MOTOTRBO Repeater

¢ In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add MOTOTRBO System.

¢ Inthe Repeater pane, specify the connection parameters.
To ensure your connection parameters match the actual configuration of
your radio network, you may need to use Motorola CPS or Config Advisor
tools to determine the values. Contact your radio network administrator,
if you do not have this information.

Configuration

ﬂ Service
0 Network
@& Redundancy
/= Remote Access Restriction

Database

Storage Locations

&= File Formats
(@ Reports
£F Service Management
/ Advanced Settings
7N Geocoding Servers
IR Radio Systems

F Services
,’_ Advanced Settings
) Privacy
[T Slot #1

[ Slot #2

..£13 Local Slots
B PTT over Cellular
T Teltonika
3l Remote Agents

Set Defaults

= System Name

Repeater #1
System Name: Repeater #1
TREOnet Peer ID: 100
TREOnet Radio ID: 54250
TREOnet Local Port: 50000
Master Repeater Connection Information:
1P Address: 10.10.133.5
UDP Port: 50501 - Test
Authentication Key: 951

System Type: IF Site Connect

System Identifier: Department 1

Use MAI Voice
Use NAI Data (MMIS and DDMS)

Use RCM to monitor

Cancel

Enter a name for the repeater. This name will be displayed in the

Dispatch Console.
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5.12 Radio Systems

TRBOnet Peer ID
Enter a Peer ID for TRBOnet Server. The Peer ID must be unique
among the repeaters in the radio system.

Note: Motorola recommends that this value be less than 200.

TRBOnet Radio ID

Enter the Radio ID, which is a gateway for voice and data. The Radio ID
must be unique in the radio system (for Capacity Plus and Linked
Capacity Plus systems, the maximum value is 65535).

TRBOnet Local Port

Enter the local port number that will be used by TRBOnet Server to
establish a connection to the repeater. Use unique port numbers for
each repeater connection if there are several repeaters connected.

Master Repeater Connection Information

IP Address
Enter the Ethernet IP address of the master repeater.

Note: This value is programmed for a repeater via
MOTOTRBO CPS, in Link Establishment>Master IP.

UDP Port
Enter the UDP port number of the master repeater.

Note: This value is programmed for a repeater via
MOTOTRBO CPS, in Link Establishment>Master UDP Port.

Authentication Key
Enter the repeater's authentication key (if any).

Note: This value is programmed for a repeater via
MOTOTRBO CPS, in
Link Establishment>Authentication Key.

System Type

From the drop-down list, select the type of the radio system
('IP Site Connect', 'Capacity Plus’, 'Linked Capacity Plus', or
'Extended Range Direct Mode").

Test

Click this button to check the connection to your master repeater. If
the test is successful, you'll see the information on the repeater you
are connected to, such as the serial number, firmware version, and
other relevant information.
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= System Identifier
Enter the system identifier if a Capacity Plus/Linked Capacity Plus or
Capacity MAX system is used with one or more control stations. Use
the same system identifier as you have specified for the corresponding
control stations.

= Use NAI Voice
Select this option to connect to the repeater via NAI (Network
Application Interface) for Voice transfer. For more details about NAI,
see Appendix F: NAI VOICE & DATA Support (page 414).

= Use NAI Data (MNIS and DDMS)
Select this option to connect to the repeater via NAI (Network
Application Interface) for Data transfer. For more details about NAI,
see Appendix F: NAI VOICE & DATA Support (page 414).

¢ MNIS
MOTOTRBO Network Interface Service is a Windows application
which acts as a data gateway between the data applications and the
radio system. Data messages are routed through the MNIS.

e DDMS
Device Discovery and Mobility Service is a service for tracking the
presence of radio subscribers in the radio network and transmitting
the data to the server.

5.12.2.1 Advanced Settings

¢ In the Configuration pane, under the corresponding Repeater, select
Advanced settings.

Configuration Advanced Settings
& service ~
0 Metwork Call Hangtime (ms):
@ Redundancy Group Call: 3000
&= Remote Access Restriction )
Private Call: 4000
Database
Storage Locations Emergency Call: 4000
&= File Formats
TX Preamble: 120

(@ Reports
L} Service Management TX Timeout: 60 - | seconds
# Advanced Settings

..\ Geocoding Servers Phone System: Motorola Phone System

! Radio Systems TX Interrupt Mode: MSI Proprietary
F-LF Services

Repeater #1 Allow CSBK Data

Advanced Settings|

Privacy

Slot #1
[ Slot #2
..£13 Local Slots
B PTT over Cellular
I Teltonika
3| Remote Agents

Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following repeater-related
advanced settings:

Call Hangtime (ms):
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Group Call

This value sets the duration the repeater reserves the channel after the
end of a group call transmission. During this time, only members of
the group that the channel is reserved for can transmit.

Private Call

This value sets the duration a radio keeps the private call setup after a
user releases the PTT button. This is to avoid setting up the call again
each time a user presses the PTT button to transmit. During this time,
other radios can still transmit since the channel is essentially idle. After
the hang timer expires, the radio transmits using the TX Contact Name
parameter specified for this channel in MOTOTRBO CPS.

Emergency Call

This value sets the duration the repeater reserves the channel after the
end of an emergency call transmission. During this time, only
members of the Group that the channel is reserved for can transmit.

Note: The values of the above three parameters must be
taken from the corresponding parameter values
programmed for the repeater via MOTOTRBO CPS in
General Settings.

TX Preamble

Enter the value of the TX Preamble. The TX Preamble is a string of bits
added in front of a data or control message (Text Messaging, Location
Messaging, Registration, Radio Check, Private Call, and other message
types) before transmission. The acceptable range is 0 - 8640 ms. The
recommended value is 120 ms.

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When
the dispatcher starts any voice session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires.

Phone system
From the drop-down list, select the system for phone calls:

¢ Motorola Phone System
This system uses a special call type with the parameters specified for
a radio unitin MOTOTRBO CPS. The Motorola Phone System is
recommended for IP Site Connect mode to minimize Radio response
time. For more details on programming Motorola Radios, see
Appendix E: SIP Setup for Motorola Phone System (page 411).

e TRBOnet Phone System (TX Interrupt)
This is a phone call system based on the private call type using TX
Interrupt feature. This phone system is available for radio systems
with control stations.

39



neocom
software

= TXInterrupt Mode
Use the default value MSI Proprietary.
The DMR Standard mode is selected when non-Motorola radios are
used that support TX Interrupt and require to be additionally
configured.

= Allow CSBK Data
Select this option so that GPS data is sent in a single CSBK.

Note: This feature is available only when the MNIS Data
Service is enabled for the repeater.

5.12.2.2 Privacy
¢ Inthe Configuration pane, under the corresponding Repeater, select
Privacy.
Configuration Privacy
& service -~
& Network Privacy Type: Enhanced
¥ Redundancy Basic Privacy Key ID:
= E:rtl;l;t:s:&ass Restriction Enhanced Privacy Keys:
Storage Locations hie] alue
= FieFomat AR o ‘ .
(@ Reports | ’

£} Service Management
4 Advanced Settings
LA Geocoding Servers

ARC4 (40 bit)
AES (256 bit)
AES (256 bit) Legacy

IR Radio Systems
L} Services
..} Repeater # 1
)’_ Advanced Settings
Privacy
Slot #1
i1 Slot #2
.£17 Local Slots
! FTT aver Cellular
1% Teltonika
5| Remote Agents Add

D Eile

Remove

Set Defaults Apply

Cancel

¢ Inthe Privacy pane, specify the following privacy-related settings:
= Privacy Type
From the drop-down list, select one of the privacy types: None, Basic,
or Enhanced.
= Basic Privacy Key ID
Enter the Privacy Key ID available for the Basic privacy type.
= Enhanced Privacy Keys

Here you add enhanced privacy keys when the Enhanced privacy type
is selected.

e Click Add and specify the required Algorithm, ID, Name, and Value
for the privacy key being added.
v" Algorithm
From the drop-down list, select one of the enhanced algorithms if
you are going to use additional encryption.
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DDMS Service

The DDMS, or Device Discovery and Mobility Service is a service for tracking the
presence of radio subscribers in the radio network and transmitting the data to
the server.

¢ Inthe Configuration pane, under the corresponding Repeater, select
DDMS service.

5.12 Radio Systems

Configuration

& Service ~
0 Netwaork

@ Redundancy

(= Remote Access Restriction
Database
Storage Locations

DDMS service

+| Use DDMS service
Local port: a

Service IP Address: 127.0.0.1 Test

Service port: 3000

&= File Formats

:_5‘ Reports

L} Service Management

)’_ Advanced Settings Service IP
1 |« 10.10.101.207

Authentication Port: | 5055

Redundant services:
Address | Service port
----- .\ Geocoding Servers
I8 Radio Systems

. Services

: Repeater # 1
¥ advanced Settings
Privacy
)’_ Advanced Setting
MNIS data service

.0 Audio Paths

5] FTT over Cellular

Add Delete Test A|Y

< >

Set Defaults Apply Cancel

In the DDMS service pane, specify the following DDMS service-related
settings:

Use DDMS service

Select this option to enable the DDMS service for the server.

Local Port

Enter the number of the local port to be used on a PC with TRBOnet
Dispatch Software for DDMS service.

Service IP Address

Enter the IP Address of the PC with the DDMS service installed and
running.

Service port

Enter the service port number.

Note: This value is programmed for a DDMS service via
MOTOTRBO DDMS Administrative Client, in
Interfaces>Watcher Settings>PortWatcher.

Authentication Port
Enter the authentication server port number.
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Note: This value is programmed for a DDMS service via
MOTOTRBO DDMS Administrative Client, in
Interfaces>Authentication Server Settings>
AuthenticationServerPort.

= Redundant services
Here you see the list of redundant DDMS services for failover
purposes.

e Click Add and specify the required parameters for the DDMS service
being added.

e Click Test to test if the selected DDMS service is available.

e UsetheUp ( *)and Down ( ¥ ) buttons to move a selected DDMS
service up and down in the priority list of DDMS services.

Advanced Settings

In the Configuration pane, under DDMS service, select Advanced
Settings.

Configuration
o Service -
G Network
¢ Redundancy
& Remote Access Restriction
Database
Storage Locations Site ID Presence Voice Data
&= File Formats
[ I;‘ Reports

Advanced Settings

Radio ID range: 1-200 ?
Events: All

External sites:

+| 251 ¥ o <

£F Service Management
/ Advanced Settings

..... A Geocoding Servers

¥ Services
Repeater # 1

)!' Advanced Settings
[ Privacy

DDMS service

4 Advanced Setting|

MMIS data service
L. Audio Paths
EJ PTT over Cellular

v — Add Delete

£ >

Set Defaults Cancel

Apoly

In the Advanced settings pane, you can specify settings that relate to the
connected DDMS service:

= Radio ID range
Enter the range of the radios to receive data from according to the
following rules:

e To receive data from all radios in the system, leave this box blank.

e To receive data from multiple radios and also from a range of
radios, separate each Radio ID by a comma and also enter the
range. For example: 12, 35, 105-111, 249.

Note: In the Radio ID list, enter Radio IDs only, without
mentioning Radio Names and/or the word "Radio".
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This is the list of sites that is used when the corresponding system has
a MOTOROLA System Bridge to the current Capacity MAX system.

e Click the Add button and add a site by specifying its Site ID and
selecting the appropriate data types (Presence, Voice, and/or

Data).
MNIS Data Service

The MNIS, or Motorola Network Interface Service, is a Windows application
which acts as a data gateway between the data applications and the radio
system. Data messages are routed through the MNIS.

¢ Inthe Configuration pane, under the corresponding Repeater, select

MNIS data service.

Configuration
ﬂ Service
0 Network:
@& Redundancy
5 Remote Access Restriction
Database

MNIS data service

+| Use Data Gateway
+| Service is on a local host

1P Address: 172.16.10.2

Storage Locations +| Contral port: 55000

&= File Formats

- MNIS Service: MOTOTRBO Network Interface Service &2
(@ Reports
= por Redundant services:
£} Service Management
. P Address ol par p
)’: Advanced Settings
A Geocoding Servers 1 |+ 10.10.102.103 55000 0
IR Radio Systems
L} Services
IB Repeater # 1
- ndvanced Settings
Privacy
DDMS service
3 Advanced Setting
i . Advanced Setting
.03 Audio Paths v
[ p— na Add Delete Test A | Y
< >
Set Defaults Apply Cancel

e Inthe MNIS data service pane, specify the following MNIS data service-

5.12 Radio Systems

related settings:

Use Data Gateway

Select this option to enable the MNIS data service for the server.

Service is on a local host

Select this option if the MNIS data service will be used on the local PC.

IP Address

Enter the IP Address used by the MNIS to communicate with the PC.

Note: This value is programmed for a MNIS data service

via

MOTOTRBO MNIS Configuration Utility, and can be

retrieved from
General>Tunnel Network>Tunnel IP Address.
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= Control port

Select this option and enter the number for the MNIS control port.

Note: This value is programmed for a MNIS data service via

MOTOTRBO MNIS Configuration Utility, in

Advanced>Network>MNIS Control Interface TCP Port.

= MNIS Service

Select this option, and from the drop-down list select the available

MNIS service.

= Redundant services

Here you see the list of redundant MNIS data services for failover

purposes.

e Click Add and specify the required parameters for the MNIS data

service being added.

e Click Test to test if the selected MNIS data service is available.

e UsetheUp( 4 )andDown ( ¥ ) buttons to move a selected MNIS
data service up and down in the priority list of MNIS data services.

Advanced Settings

¢ Inthe Configuration pane, under MNIS data service, select

Advanced Settings.

Configuration Advanced Settings
d: Service [l
O Metwork | Send data over control port

@ Redundancy
5 Remote Access Restriction
Database

Storage Locations Limit parallel tasks

&= File Formats
_B‘ Reports

L} Service Management
)!: Advanced Settings

* Geocoding Servers
IR Radio Systems

LF Services

:3 Repeater # 1

j’ Advanced Settings

Max count:

Radio Range:

Privacy

DDMS service

-4 advanced Setting
MNIS data service

x, Advanced Setting|

Audio Paths

Set Defaults

¢ Inthe Advanced settings pane, you can specify settings that relate to the

remote MNIS data service:

= Send data over control port

Select this option so that data will be sent via the specified control port.

Or, do not select this option, and instead select one or both of the

following two options:
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Add network routes to the local Windows routing table

Select this option to allow TRBOnet Server to add network routes to the
local Windows routing table so that data can be sent to the remote
MNIS data service.

Add port forwarding rules to the remote MNIS service

Select this option to allow TRBOnet Server to add forwarding rules to
the remote MNIS data service.

Limit parallel tasks

Select this option to limit the number of tasks to be sent in parallel.
Radio Range

Specify the range of radios to be monitored by the MNIS service.

Slots

Note: The slots are available only when IP Site Connect is selected in

the Repeater pane.

¢ Inthe Configuration pane, under the corresponding Repeater, select

Slot #1 or Slot #2.

Configuration Slot #1
& Service ~
0 MNetwork. v| Slot #1
@ Redundancy Name: Slot 1

[z Remote Access Restriction
Database
Storage Locations

Messaging Delay: Normal

Use slot for RX data only {GPS Revert or Data Revert)

Use Privacy
&= File Formats !

(@ Reports

[T Service Management Allow interruption
}f Advanced Settings
)\ Geocoding Servers
adio Systems

Always transmit when the PTT is pressed ("Impalite™ channel access)
+| Data Call Confirmed

Private call confirmed

¥ Services

+ | Emergency Alarm Ack
Repeater # 1

,’ Advanced Settings +| Emergency CallfAlarm Indication

.01 Slot #2
..£11 Local Slots
B PTT over Cellular
7 Teltonika
5l Remote Agents

Set Defaults Apply Cancel

¢ Inthe Slot pane, specify the following slot-related parameters:

5.12 Radio Systems

= Slot #1 (or Slot #2)

Select this option to enable Slot #1 (or Slot #2) for the Repeater.
Name

Enter a name for the slot. This name will be displayed in the Dispatch
Console.

Messaging Delay

From the drop-down list, select the inter-repeater messaging delay
based on the IP network configuration.

e Normal
The inter-repeater messaging delay is 60 ms.
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e High
The inter-repeater messaging delay is 90 ms.
Use slot for RX data only (GPS Revert or Data Revert)
Select this option to configure the slot so that it will only receive data,
thus having no transmission capability.

Use Privacy
Select this option to use Privacy for the slot.

Note: This option is available only if the Basic or Enhanced
Privacy Type have been selected in Repeater's Privacy
settings.

Privacy Key
From the drop-down list, select the privacy key.

Note: This option is available only if the Enhanced Privacy
Type has been selected in Repeater's Privacy settings).

Allow interruption
Select this option to allow interrupting dispatcher transmissions by
radios that are Transmit Interrupt capable.

Always transmit when the PTT is pressed ("Impolite" channel
access)

Select this option so that when the PTT button is pressed, the
dispatcher will start transmitting regardless of whether the channel is
free or not (that is any transmission in progress will be interrupted).

Data Call confirmed
Select this option to enable data packets in data calls (ARS, GPS, and
Text Message) on the current slot to be confirmed.

Note: This feature is available only when both the Use NAI
Voice and Use NAI Data (MNIS and DDMS) options are
not selected in the Repeater pane.

Private call confirmed
Select this option to set Private calls on the current slot as confirmed.
By default, Private calls are unconfirmed.

Emergency Alarm Ack
Select this option so that the Dispatch Console is allowed to
acknowledge an emergency alarm received via this slot.

Emergency Call/Alarm Indication
Select this option so that audio and visual indication is given for an
emergency call/emergency alarm received via this slot.
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Local Slots

While on a local slot, voice or data are not transmitted between sites in IPSC
systems. Due to MOTOTRBO limitations TRBOnet Server can only receive

information from local slots, but cannot transmit by IP connection to such slots.

Note: Local slots are available only when IP Site Connect is selected,

and the Use NAI Voice option is selected in the Repeater
pane.

If the Use NAI Voice option is not selected, local slots will be
available only through dedicated control stations.

¢ In the Configuration pane, under the corresponding Repeater, select
Local Slots.

5.12 Radio Systems

In the Local Slots pane, specify the following Local Slot-related settings:

Configuration

ﬂ Service
0 Network:

@ Redundancy Name: Peer ID Peer Slot

Local Slots

Load Peers Map

(5 Remote Access Restriction
Database

| Local Brine's 1002 slot #1 -

Storage Locations
&= File Formats
_5‘ Reports
L} Service Management
}’_ Advanced Settings
N Geocoding Servers
IR Radio Systems
. Services
IB Repeater # 1
f Advanced Settings
: Privacy
Slot #1
[0 Slot #2
B 77T over Cellular
1 Teltonika
[l Remote Agents Add Remove

Configure

Set Defaults Apply

To add a Local Slot to the system, click Add.
Select the option in the first column to enable the selected local slot.

Enter a Name for the local slot. This name will be displayed in the
Dispatch Console.

Enter the Peer ID of the repeater.

Note: This value can be taken from the repeater's
configuration in MOTOTRBO CPS, in General
Settings>Radio ID.

From the drop-down list, select the Peer Slot.

To configure the selected local slot, click Configure.
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TX Configuration x
Mame:
Messaging Delay: MNormal

Use slot for RX data only (GPS Revert or Data Revert)

Allow interruption
Always transmit when the PTT is pressed {"Impalite” channel access)
Data Call Confirmed
Private call confirmed
+ | Emergency Alarm Adk

+ | Emergency CallfAlarm Indication

= Specify the desired local slot settings similar to those for a common

5.12.2.7

repeater slot.

Audio Paths

The Audio Paths are talk paths of the system to make and receive Voice Calls; in
general, they are talk groups. TRBOnet Server requires that all audio paths of a
Capacity Plus system be registered in its configuration. If an audio path is not
registered, the TRBOnet operator will not be able to receive and transmit to the
corresponding talk group.

Note: Audio paths are available only when Capacity Plus or Linked

Capacity Plus are selected.

¢ Inthe Configuration pane, under the corresponding Repeater, select
Audio Paths.

Configuration

o service

~
Load Groups Map
€ Network Load Groups Ma

Audio Paths

& Redundancy Call Type Group 1D Site ID
5 Remote Access Restriction
Database
Storage Locations
22 File Formats || Private Call
(@ Reports «|| allcal
£} Service Management
/ Advanced Settings
..\ Geocoding Servers
Radio Systems
L} Services
: I:B Repeater # 1
/’ Advanced Settings
= Privacy
DDMS service
)’_ Advanced Setting
MNIS data service
}’_ Advanced Setting
o y

-— Add Delete Configure

< >

|| Group Call 10 Wide
| | Group Call 20 Wide

Set Defaults Apply

¢ Inthe Audio Paths pane, specify the following Audio Path-related
settings:

= To add an audio path to the system, click Add.
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Make sure the checkbox in the first column is selected to make and
receive voice calls on the selected talk path.
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= From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

= Enter the Group ID, which is an ID of the talk group the dispatcher can
make calls to. The Group ID is not applicable for Private Calls and All
Calls.

= Enter the Site ID of the site the audio path will belong to in a Linked
Capacity Plus system. Or, leave zero value in this column. In this case,
the Site ID will be displayed as Wide, meaning that the audio path will
belong to all sites in the system.

= To configure the selected audio path, click Configure.

= Specify the desired audio path settings similar to those for a common
repeater slot.

5.12.3 Adding a Capacity MAX System

5.124

5.12.5

e Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add Capacity MAX.

Note that a Capacity Max system can only be integrated with TRBOnet PLUS
software. For more information on how to configure and deploy a Capacity
MAX system, see TRBOnet PLUS MOTOTRBO Capacity MAX Deployment Guide.

Adding a DIMETRA Express System

¢ Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.
e In the drop-down menu, click Add DIMETRA Express.

For more information on how to configure and deploy a DIMETRA Express
system, see TRBOnet DIMETRA Express Deployment Guide.

Adding a TRBOnet Swift Agent
The TRBOnet Swift Agent functions as a gateway to receive and transmit voice
and data.

e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add TRBOnet Swift Agent.
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Configuration TRBOnet Swift Agent #1
ﬂ Service -~
£ Network Name: TREOnet Swift Agent #1
@ Redundancy Radio ID: 60250
5 Remote Access Restriction
Database IP Address: 10.12.107.105
Storage Locations Port: 3002 - Test
& rile Formats TREOnet Local Port: | 50001
(@ Reports
I} Service Management Mode: Single Control Station
/ Advanced Settings System [dentifier: Department 2

Lk Geocoding Servers
l Radio Systems

: ervices VaIP port: 4000
Audio Format: PCM 8 kHz 16 bit
)’_ Advanced Settings

i@ Redundancy

B PTT over Celuiar

)f_ Advanced Settings

l PoC Gateway #1

. Teltonika
5l Remote Agents

Use radio for RX data only (GPS Revert or Data Revert)

2| Friendly Servers
—_— - .

Set Defaults Apply Cancel

e In the TRBOnet Swift Agent pane, specify the following Swift Agent-
related parameters:

= Name
Enter a name for the Swift Agent. This name will be displayed in the
Dispatch Console.

= Radio ID
This is the Radio ID of the control station connected to the Swift Agent.
(for Capacity Plus and Linked Capacity Plus systems, the maximum
value is 65535).

Note: This box is populated automatically once you have
successfully tested the Swift Agent by clicking the Test
button.

= IP Address
Enter the IP Address of the Swift Agent network interface.

= Port
Enter the port number of the Swift Agent connection (8002, by default).

= TRBOnet Local Port
Enter the local port number that will be used by TRBOnet Server to
establish a connection to the Swift Agent. The value 0 (default) means
that a random port will be used.

= Test
Click this button to check the connection to the Swift Agent. If the test
is successful, you'll see the information on the Swift Agent you are
connected to, such as Serial number, Firmware version, and other
relevant information.
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* Mode
From the drop-down list, select the connection mode for the Swift
Agent being configured. For more details, see section 5.12.6.1, Control
Station Connection Modes (page 55).

= System Identifier
Enter the system identifier if the control station is used with a Capacity
Plus or Linked Capacity Plus system. Note that the system identifier
should be the same for all control stations used in the radio system.

= Use radio for RX data only (GPS Revert or Data Revert)
Select this option to configure the radio channel so that it will only
receive data, thus having no transmission capability.

= VoIP port
Enter the port number for audio communications (4000, by default).

Note: This setting is used for older firmware versions of
TRBOnet Swift Agent.

= Audio Format
From the drop-down list, select the format to transmit audio data.

5.12.5.1 Advanced Settings

¢ In the Configuration pane, under the corresponding TRBOnet Swift
Agent, select Advanced Settings.

Configuration Advanced Settings
& Service -
0 Metwork | Automatically reset alarm mode
@ Redundancy +| Emergency Cal/Alarm Indication
5 Remote Access Restriction Always transmit when the PTT is pressed ("Impolite” channel access)
Database TX Timeout: &80 % | seconds
Storage Locations
& File Formats | Mic delay time: 800 = | milliseconds
(9 Reports +| Roger beep: D:\WAVIRIngMobile, wav o
[} Service Management
/ Advanced Settings Signaling System: Mone ~ | Canfigure

----- A Geocoding Servers
IR Radio Systems
L LF Services
.. TRBOnet Suift Agent #1
;5 Redundancy
B PTT aver cellular

----- )’_ Advanced Settings

----- l PoC Gateway #1
I Teltonika

5| Remote Agents

[ Friendly Servers
—_— - .

Set Defaults Apply Cancel

e Inthe Advanced Settings pane, specify the following Swift Agent-related
advanced settings:

= Automatically reset alarm mode
Select this option to reset alarm mode on the control station radio
automatically. It is recommended to enable this option.
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Emergency Call/Alarm indication

Select this option so that audio and visual indication is given by the
Control Station radio when an Emergency Call/Emergency Alarm is
received.

Always transmit when the PTT is pressed ("Impolite" channel
access)

Select this option so that that when the PTT button is pressed, the
radio will start transmitting regardless of whether the channel is free
or not (that is any transmission in progress will be interrupted).

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
dispatcher starts any voice session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires.

Mic delay time

Select this option and specify the time, in milliseconds, to be used as a
delay time interval between pushing the PTT and enabling the
microphone.

e Roger beep
Select this option to play a beep sound for the time interval until the
microphone is enabled. Click the ellipsis button (...) on the right and
locate the desired sound file (WAV).

PTT Mode

From the drop-down list, select the mode of pressing the PTT on the

radio.

Signaling system

From the drop-down list, select the signaling system.

¢ MDC-1200 signaling is a Motorola data system using audio
frequency shift keying (ASFK) using a 1,200 baud data rate. A
general option is to enable or disable an acknowledgement (ACK)
data packet.

e SELECT-5 (5 Tone Signaling System). In the 5 Tone Signaling
Systems, each radio has a unique numeric identity (for example,
12345). To signal the number 12345, a sequence of 5 tones is sent.
Sequences of audible tones of a very short duration are sent
between radios. Most 5 tone sequences take less than half a second
to send. Available for Voice Calls, Radio Check, Call Alert, and
Enable/Disable Radio.

Click the Configure link and specify desired SELECT 5 settings.

¢ Quick Call I. Using this signaling system, the radio sends a pair of
tones followed by 50 to 1,000 milliseconds of silence and then a
second pair of tones.
Click the Configure link and specify desired Quick Call I settings.
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5.12.5.2

Quick Call II. Using this signaling system, the radio sends a single
tone followed by 50 to 1,000 milliseconds of silence and then a
second tone.

Click the Configure link and specify desired Quick Call II settings.

Quick Call I MOTOTRBO
When this system is selected, the parameters are configured for the
radio units via the MOTOTRBO CPS.

Redundancy

A Redundant TRBOnet Swift Agent will be used when a connection to the Main
TRBOnet Swift Agent is lost.

¢ In the Configuration pane, under the corresponding TRBOnet Swift
Agent, select Redundancy.

Configuration

& Service
0 Network.

& Redundancy

= Remote Access Restriction
Database
Storage Locations

Redundancy

Redundant agents:
IP Address Port Local Port

1 ||v| 10.10.12.210 &002 o

&= File Formats
(@ Reports
[} Service Management
}’_ Advanced Settings
=N Geocoding Servers
IR Radio Systems
L} Services
... TREOnet Swift Agent #1
)’_ Advanced Settings
%
B PTT aver cellular

----- )’_ Advanced Settings

..... l PoC Gateway #1
. Teltonika
=l Remote Agents

Bl Friendly Servers Add Delet= Test A|Y
— - .

Cancel

Set Defaults Apply

¢ Inthe Redundancy pane, specify the following Redundant Agent-related
settings:

5.12 Radio Systems

= Click Add and specify the desired parameters for the Redundant Agent
being added.

IP Address
Enter the IP Address of the Swift Agent that will be used as a
Redundant Swift Agent.

Port
Enter the port number that will be used for connections between
the server and the Redundant Swift Agent (8002, by default).

Click Test to check the connection to the Redundant Swift Agent.

If the test is successful, you'll see the information on the Swift Agent
you are connected to, such as Serial number, Firmware version, and
other relevant information.
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e Local Port
Enter the port number that will be used for connections from the
Redundant Swift Agent. The value 0 (default) means that a random
port will be used.

5.12.6 Adding a Control Station

e Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add Control Station.

Configuration Control Station #1
& Service Ll
& Network Name: Control Station #1
& Redundancy Radio ID: 64250
= Remote Access Restriction
Database IF Address: 192,168, 10.2 - @ Test
Storage Locations Mode: Single Control Station
:; File Formats System Identifier: Department 1
(@ Reports
£F Service Management Use radio for RX data only (GPS Revert or Data Revert)

)f Advanced Settings

(N Geocoding Servers
IR Radio Systems Recording device: Microphone (Logitech USB Headset) -

L)

Playback device: Speakers (Logitech USB Headset)

L.} Services

(RN ol Station #1

B PTT over Cellular
,’_ Advanced Settings
l PoC Gateway #1
7 Teltonika

52| Remote Agents

5= Friendly Servers
‘R Phone Connect
VI A

Set Defaults Apply Cancel

¢ In the Control Station pane, specify the following control station-related
parameters:

* Name
Enter a name for the control station. This name will be displayed in the
Dispatch Console in the Voice Dispatch Radio Interface pane. It will be
the name at the top of the PTT box.

= RadioID
This is the Radio ID of the radio unit connected as a control station.
(for Capacity Plus and Linked Capacity Plus systems, the maximum
value is 65535).

Note: This box is populated automatically once you have
successfully tested the control station by clicking the
Test button.

= IP Address
Enter, or select from the list, the IP Address of the control station
network interface.

Note: This value can be taken from the radio's configuration
in MOTOTRBO CPS, in Network>Accessory IP.
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= Test
Click this button to check the connection to the control station. If the
test is successful, you'll see the information on the control station you
are connected to, such as radio ID, serial number, firmware version,
and other relevant information.

= Mode
From the drop-down list, select the connection mode for the control

station being configured. For more details, see section 5.12.6.1, Control
Station Connection Modes (page 55).

= System Identifier
Enter the system identifier with which the control station is used within
a Capacity Plus or Linked Capacity Plus system. Note that the system
identifier should be the same for all control stations used in a (Linked)
Capacity Plus system.

= Use radio for RX data only (GPS Revert or Data Revert)
Select this option to configure the radio channel so that it will only
receive data, thus having no transmission capability.

= Playback device
From the drop-down list, select the playback device on the PC that will
be used to transfer audio data to the connected control station.

= Recording device
From the drop-down list, select the recording device on the PC that will
be used to receive audio data from the control station connected via a
line-in jack.

5.12.6.1 Control Station Connection Modes

Single Control Station

The Single Station mode is the simplest connection mode for receiving and
transmitting voice and data through a conventional channel using one control
station at this particular frequency.

Control Station

D < LAN/WAN—> I

[EEES e

TRBOnet Dispatch Console
Server
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IP Site Connect

The IPSC is a digital conventional two-way MOTOTRBO system that allows you
to extend the area of your communications by providing 2 wide area channels
per repeater. It is possible to connect up to 15 repeaters in one system using IP
connection.

The Server Connection Modes are as follows:

1. TRBOnet Server is connected to a repeater with two time slots in the
"IP Site Connect" mode. The Server can transmit and receive over IP.

2. TRBOnet Server has no IP connection to a repeater. Two control
stations are required to transmit and receive voice and data, that is,
one control station per time slot.

% {J{;:/ @J %{2)
oo ®a ® e
R I = T
R

TRBOnet

Repeater 1 Master Repeater 2 Peer Repeater 3 Peer

'l B B0 0

Common Channel

The Common Channel is a mode where it is possible to use multiple simplex
base stations operating at the same frequency with overlapping
communication zones.

This mode allows the customer to provide radio coverage to large areas when
there is only one frequency and additional frequencies are unavailable. While in
this mode, the coverage area is being extended only for the dispatcher, and
specifically when operating at one and the same frequency. When a radio unit
initiates a call, the signal that can potentially be received by several base
stations will be filtered on the server side so that repeated audio playback and
recording is prohibited.

The signal filtering is performed based on the "first packet"”, that is, only the
signal coming first to the server is played back and recorded, while the
remaining signals are discarded.

When a dispatcher initiates a call to a specific base station, the signals received
by the neighboring base stations will be discarded to prevent dispatchers from
listening to their own call at the time of transmission. The dispatcher is not
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recommended to place a simultaneous call to all base stations to avoid
interference to the subscribers.

The recommended way to use this mode is as follows: each base station is
configured with its own color code, and radio units are equipped with option
boards having a Geo-roaming feature, and each geographic area is assigned its
own radio channel with the corresponding color code.
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AN 7 All control stations in the system

S~ - operating the same frequency.

Dispatch Console

Capacity Plus/Linked Capacity Plus

Capacity Plus is a digital trunked two-way MOTOTRBO system that allows you
to accommodate high volume communication. It is designed to organize stable
connection in a few groups within one building or a set of buildings. This
system type allows you to increase the number of channels for voice and data
transmission between the subscribers and control centers. The subscribers are
always automatically forwarded to a free channel. The main objective of
Capacity Plus is to support more simultaneous voice and data transmissions
within one capacious system.

In the Capacity Plus mode you can configure voice and data control stations to
transmit and receive data over the air as it is described in the MOTOTRBO
System Planner. Keep in mind that two data control stations are required per
each data repeater - one per time slot. TRBOnet Dispatch Software provides
you an option to utilize an IP connection to receive voice and data.
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Pz
Dispatcher 1

PN
Dispatcher 2

m fires )

Master Voice Repeater 1

%f
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Dispatcher 3

Voice Repeater 2

Talk Group 2 %

]

TRBOnet
Server

usB UsB
+

Voice Control Station(s)
1 Voice CS per 1 talk
group

5.12.6.2

Advanced Settings

LAN/WAN

Voice Repeater 3

® E

% Data Repeater 4
Data Control Station(s) E

1 Data CS per 1 data
repeater time slot

Data Repeater 5

¢ Inthe Configuration pane, under the corresponding Control Station,
select Advanced Settings.

Configuration

@ Service
G Network

& Redundancy

r'@ Remote Access Restriction
= Database
| | Storage Locations
&= File Formats
@ Reports
{:} Service Management
X Advanced Settings

,Jr\ Geocoding Servers
l Radio Systems

i {:} Services

M Control Station #1
[ 4 2dvanced Settings

B PTT over Cellular

X Advanced Settings
..l PoC Gateway #1

I Teltonika
E Remote Agents
53| Friendly Servers
‘B Phone Connect

P o ..

| Set Defaults

Advanced Settings

[«#] Automaticaly reset alarm mode

|7_ Automatically handle call alert

|7_ Emergency CallfAlarm indication

[ use front microphone

[ Always transmit when the PTT is pressed (‘Impolite" channel access)
[ ] use serial port for PTT device

‘ D:\WaV\RingMobile. wav P

[v] Mic delay time:

|7_ Roger beep:

Signaling System:

[] Allow CsBK Data

| Apply | | oK | | Cancel |

e Inthe Advanced Settings pane, specify the following control station-

related advanced settings:

= Automatically reset alarm mode
Select this option to reset alarm mode on the control station radio
automatically. It is recommended to enable this option.

= Automatically handle call alert
Select this option to automatically redirect call alerts from the control
station radio to the Dispatch Console.
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Emergency Call/Alarm indication

Select this option so that audio and visual indication is given by the
control station radio when an Emergency Call/Emergency Alarm is
received.

Use front microphone
Select this option to use a remote control of the PTT button via a
remote speaker microphone on the radio.

Always transmit when the PTT is pressed ("Impolite" channel
access)

Select this option so that when the PTT button is pressed, the radio will
start transmitting regardless of whether the channel is free or not (that
is any transmission in progress will be interrupted).

Use serial port for PTT device
Select this option to use a remote control of the PTT button via the
serial port of the PC, and select the serial port from the drop-down list.

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
dispatcher starts any voice session in the Dispatch Console, the
ongoing transmission will be interrupted after this TX Timeout expires.

Mic delay time

Select this option and specify the time, in milliseconds, to be used as a
delay time interval between pushing the PTT and enabling the
microphone.

e Roger beep
Select this option to play a beep sound for the time interval until the
microphone is enabled. Click the ellipsis button (...) on the right and
locate the desired sound file (WAV).

Signaling system

From the drop-down list, select the signaling system.

e MDC-1200 signaling is a Motorola data system using audio
frequency-shift keying (AFSK) using a 1,200 baud data rate. A
general option setting for the system is to enable or disable an
acknowledgement (ACK) data packet.

e SELECT-5 (5 Tone Signaling System). In the 5 Tone Signaling
Systems, each radio has a unique numeric identity (for example,
12345). To signal the number 12345, a sequence of 5 tones is sent.
Sequences of audible tones of a very short duration are sent
between radios. Most 5 tone sequences take less than half a second
to send. Available for Voice Calls, Radio Check, Call Alert, and
Enable/Disable Radio.

Click the Configure link and specify desired SELECT 5 settings.
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Configure Select 5 X

Voice Calls

Private Cal Encoder:

Group Call:

Call Type Telegram ID Source ID
[
[
[
\
Al call [
[

Check Radio
Call Alert
Enable Radio

Disable Radio

¢ Quick Call I. Using this signaling system, the radio sends a pair of
tones followed by 50 to 1,000 milliseconds of silence and then a
second pair of tones.
Click the Configure link and specify desired Quick Call I settings.

Quick Call | x

Preamble: 00} T ms
Tone 1: 1000 Sims
Tone 2: 1000 - ms
Long Tone: 4000 S ms
Pause: 200 Slms

Defaults oK Cancel

¢ Quick Call II. Using this signaling system, the radio sends a single
tone followed by 50 to 1,000 milliseconds of silence and then a
second tone.
Click the Configure link and specify desired Quick Call II settings.

¢ Quick Call II MOTOTRBO
When this system is selected, the parameters are configured on the
radio unit via the MOTOTRBO CPS.

= Allow CSBK Data
Select this option so that GPS data is sent in a single CSBK.

5.12.6.3 Audio Paths

The Audio Paths are talk paths of the system to make and receive Voice Calls; in
general, they are talk groups. TRBOnet Server requires that all audio paths of a
radio system be registered in its configuration. If an audio path is not
registered, the TRBOnet operator will not be able to receive and transmit to the
corresponding talk group.

Note: Audio paths are available only when one of the following
modes is selected: Capacity Plus, Linked Capacity Plus,
Connect Plus, or Capacity MAX.

¢ Inthe Configuration pane, under the corresponding Control Station,
select Audio Paths.
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Configuration Audio Paths
ﬂ Service ~
& Network Site ID: 1

@& Redundancy

= Remote Access Restriction
Database
Storage Locations || Group Call 20 Wide

Call Type Group ID

|| Group Cal 10 Wide

&= File Formats || Private Call ™
},‘ Reports
L} Service Management
/{ Advanced Settings
..\ Geocoding Servers
l Radio Systems
L} Services
Control Station #1

|| all call

i /’ Advanced Settings
B P77 over Cellular

)9'_ Advanced Settings

B PoC Gateway #1

1 Teltonika
5| Remote Agents
[ Friendly Servers Add Delete
—_ _

Set Defaults Apply Cancel

¢ Inthe Audio Paths pane, specify the following Audio Path-related
settings:

To add an audio path to the system, click Add.

Make sure the checkbox in the first column is selected to make and
receive voice calls from the selected subscriber.

From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

Enter the Group ID, which is an ID of the talk group the dispatcher can
make calls to. The Group ID is not applicable for Private Calls and All
Calls.

In the Site column, select either Local or Wide. The value Wide means
that the audio path will be to all sites in the system and not just to the
local site.

5.12.7 Adding an ECOS-D Repeater

The ECOS-D repeater is configured as a stand-alone repeater which supports
connections to MOTOTRBO™ radios to transmit voice and data in digital,
analog, and mixed modes.

¢ In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e In the drop-down menu, click Add ECOS-D Repeater.

5.12 Radio Systems
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Configuration ECOS-D #1
& Service ~
& Network Mame: ECOSD #1

& Redundancy

= Remote Access Restriction =
Database Repeater Mode: Digital

Radio ID: 54250

Storage Locations

&= File Formats
(@ Reports

£¥ Service Management
)!' Advanced Settings

A Geocoding Servers
IR Radio Systems

L3 services

Advanced Settings
.0 Slot #1

.0 slot #2
B PTT over Cellular

o Teltonika
55| Remote Agents

Set Defaults Apply Cancel

e Inthe ECOS-D pane, specify the following ECOS-D Repeater-related

parameters:

= Name
Enter a name for the ECOS-D Repeater. This name will be displayed in
the Dispatch Console.

= Radio ID
Enter the Radio ID for the ECOS-D Repeater (for Capacity Plus systems,
the maximum value is 65535).
The Radio ID is an individual ID that uniquely identifies the radio. This
ID is used by other calling radios when addressing the radio, for
instance, when making a private call or sending a text message.

= Repeater Mode

From the drop-down list, select the mode. The available modes are
Digital, Analog, Mixed, and Tier III.

5.12.71 Advanced Settings

e Inthe Configuration pane, under the corresponding ECOS-D, select
Advanced Settings.
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Configuration Advanced Settings
ﬂ Service ~
0 MNetwark Keep Alive Interval:

& Redundancy

|5 Remote Access Restriction
Database
Storage Locations

TX Timeout:

&= File Formats
(@ Reports
L} Service Management
# Advanced Settings
)\ Geocoding Servers
IR Radio Systems
L3 Services
j ECOSD #1
I Slot #1
[T Slot £2
B FTT over Cellular
}! Advanced Settings
..l PoC Gateway #1
1% Teltonika
E:l Remote Agents

Set Defaults

Audio Frame Size:
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Cancel

e Inthe Advanced Settings pane, specify the following ECOS-D Repeater-

5.12.7.2

related advanced settings:
= Keep Alive Interval

Enter the time interval, in seconds, for TRBOnet Server to check the

connection to the ECOS-D repeater (10, by default).

= TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
Dispatcher starts any Voice Session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires (60, by

default).
= Audio Frame Size

Set the audio frame size, in milliseconds.

Slots

The ECOS-D repeater has two available slots (in Digital or Mixed mode) to
transmit voice and data.

e Inthe Configuration pane, under the corresponding ECOS-D, select Slot

5.12 Radio Systems

#1 or Slot #2.
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Configuration Slot #1
& Service 'S
> Network | Slot #1
i Redundancy Mame: Slot 1
[5 Remote Access Restriction TREOnet IP Address: 10.12.97.7 - g|Port: [so80
Database
. ECOSD IP Address: 10.10.5.30 - |Port: @030
Storage Locations
&= File Formats Test
@ Reports
'} Service Management Use gateway for RX data only (GPS Revert or Data Revert)
f Advanced Settings Use Encryption
Lk Geocoding Servers Always transmit when the PTT iz pressed (Impolite™ channel access)

I Radio Systems | Data Call Confirmed
Lo} Services

| Private call confirmed
j ECOSD #1

L Advanced Settings
)
L. Slot %2
Ej PTT over Celular
/’_ Advanced Settings
[ PoC Gateway =1
12 Teltonika
=l Remote Agents

Set Defaults Apply Cancel

In the Slot #1 (or Slot #2) pane, specify the following slot-related
parameters:

* Name
Enter a name for the slot. This name will be displayed in the Dispatch
Console.

= TRBOnet IP Address
Enter the IP Address of the PC with TRBOnet Dispatch Software. Enter
the Port number (6080, by default).

= ECOS-D IP Address
Enter the IP Address of the ECOS-D Repeater (refer to the repeater
configuration). Enter the Port number (6080, by default).

= Click Test to check the connection to the repeater.

= Use gateway for RX data only (GPS Revert or Data Revert)
Select this option to configure the channel so that it will only receive
data, thus having no transmission capability.

= Use Encryption
Select this option to encrypt voice and data traffic over IP.

= Always transmit when the PTT is pressed ("Impolite" channel
access)
Select this option so that that when the PTT button is pressed, the
radio will start transmitting regardless of whether the channel is free
or not (that is any transmission in progress will be interrupted).

= Data Call Confirmed
Select this option to enable individual packets in data calls (ARS, GPS,
and Text Message) on the current slot to be confirmed.

= Private call confirmed
Select this option to set Private calls on the current slot as confirmed.
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5.12.7.3 Tier III and Audio Paths

The ECOS-D repeater can be used in a Tier III mode. To configure this mode,
do the following:

e While in the ECOS-D pane, select Tier III from the Repeater Mode drop-
down list.

¢ In the Configuration pane, under the corresponding ECOS-D, select
Tier III.

Configuration Tier IIT
& Service -
G Network Tier IIT
@& Redundancy Name: Tier 111
[ Remote Access Restriction TREOnet IP Address: 10.12.97.7 ~ ¢|Port: [s0s0 2
Database
Storage Locations
&= File Formats Test
(@ Reports
L} Service Management Use gateway for RX data only (GPS Revert or Data Revert)
)!' Advanced Settings Use Encryption
N Geocoding Servers Always transmit when the PTT is pressed (TTmpolite™ channel access)
IR Radio Systems Data Call Confirmed
L} Services
gy ECOSD #1
% Advanced Settings
.07 Audio Paths
B PTT over Cellular
)’ Advanced Settings
[ B PoC Gateway #1
11l Teltonika
il Remote Agents

Set Defaults Apply Cancel

ECOS-D IP Address: 10.10.9.30 ~|Port: 6080

+ | Private call confirmed

e In the Tier III pane, specify the following Tier IlI-related parameters:

= Use Encryption
Select this option to encrypt voice and data traffic over IP.

= Always transmit when the PTT is pressed ("Impolite" channel
access)
Select this option so that that when the PTT button is pressed, the
radio will start transmitting regardless of whether the channel is free
or not (that is any transmission in progress will be interrupted).

= Private call confirmed
Select this option to set Private calls on the current slot as confirmed.

To configure Audio Paths:

¢ Inthe Configuration pane, under the corresponding ECOS-D, select
Audio Paths.

Note: Make sure the Tier III mode has been selected as a
Repeater Mode for the ECOS-D repeater.
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Configuration

& Service
G Network

¢ Redundancy
/= Remote Access Restriction
Database
Storage Locations
Z2 File Formats
2 Reports
L} Service Management
)’_ Advanced Settings
Lok Geocoding Servers
IR Radio Systems

y ECOS-D #1
)’_ Advanced Settings
Tier I11
-
I PTT over Cellular
L Advanced Settings
PoC Gateway #1
0 Teltonika
[l Remate Agents

Set Defaults

Audio Paths

Call Type Group ID
Group Call 10
Group Call 20

v
v
|| Private Call -
«

Al call

Add Delete

¢ Inthe Audio Paths pane, specify the following Audio Path-related
settings:
To add an Audio Path to the system, click Add.

Make sure the checkbox in the first column is selected to make and
receive Voice Calls from the selected subscriber.

5.12.7.4

From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

Enter the Group ID, which is a radio ID of the talk group to make a call
to. The Group ID is not applicable for Private Calls and All Calls.

Analog channel

The ECOS-D repeater can also use the Analog channel.

¢ In the Configuration pane, under the corresponding ECOS-D, select
Analog.

Note: Make sure the Analog or Mixed mode have been
selected as a Repeater Mode for the ECOS-D repeater.

Configuration

& Service
0 Network
@ Redundancy
= Remote Access Restriction
Database
Storage Locations
&= File Formats
(@ Reports
£} Service Management
‘)’\_ Advanced Settings
(N Geoceding Servers
[ Radio Systems
L. Services

05D #1
/ Advanced Settings
PR, w ] Analog
B PTT over Cellular
,f_ Advanced Settings
l PoC Gateway #1
1 Teltonika
5= Remote Agents

| Friendly Servers
- -

Set Defaults

Analog
Analog
Mame:
TRBOnet IP Address: 10.12.97.7 - @ Port: |60B0 O
ECOS-D IP Address: 10.10.9.30 ~ |Part: 6080
Test

Use gateway for RX data only (GPS Revert or Data Revert)

Use Encryption

Always transmit when the PTT is pressed (Impolite™ channel access)
Data Call Confirmed

Private call confirmed
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e Inthe Analog pane, specify the following Analog channel-related

settings:
= Name

heocom
SOftware

Enter a name for the ECOS-D repeater in the analog mode. This name

will be displayed in the Dispatch Console.
= TRBOnet IP Address

Enter the IP Address of the PC with TRBOnet Dispatch Software. Enter

the Port number (6080, by default).
= ECOS-D IP Address

Enter the IP Address of the ECOS-D Repeater (refer to the repeater
configuration). Enter the Port number (6080, by default).

= Click Test to check the connection to the repeater.

= Always transmit when the PTT is pressed ("Impolite" channel

access)

Select this option so that when the PTT button is pressed, the radio will
start transmitting regardless of whether the channel is free or not (that

is any transmission in progress will be interrupted).

5.12.8 Adding a KAIROS Repeater

The Radio Activity Kairos repeater is configured as a stand-alone repeater
which supports connections to MOTOTRBO™ radios to transmit voice and data

in digital, analog, and mixed modes.

Note: When the Kairos repeater is connected, the following
TRBOnet Dispatch features are not supported: Remote

Monitor, Radio Enable/Disable, Kill Radio, and Telemetry.

¢ In the Radio Systems pane, click Add.

Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add KAIROS Repeater.

Configuration
& Service -
> Network MName:
& Redundancy
= Remote Access Restriction
Database
Storage Locations

Repeater #£1

Kairos #1

IP Address: 10.10.155.130

User Name: kairos

Password: = |ssssss
& File Formats
_5\ Reports
£F Service Management
# advanced Settings
..\ Geocoding Servers
IR Radio Systems
. Services

Radio ID: 54250

Repeater Mode: Mixed {Analeg and Digital)

Advanced Settings
- Slot #1
.3 Slot £2
E---| Anzlog
B P77 over Cellular
T Teltonika
El Remote Agents

5l Friendly Servers
—_— - .

Set Defaults Apply
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¢ Inthe Kairos pane, specify the following repeater-related parameters:

5.12.8.1

Name
Enter a name for the Kairos repeater. This name will be displayed in
the Dispatch Console.

IP Address
Enter the IP Address of the Kairos repeater network interface.

User Name
Enter the user name. For the user name, refer to the Kairos repeater
configuration.

Password
Enter the password for the user. For the password, refer to the Kairos
repeater configuration.

Radio ID
Enter the Radio ID, which is a gateway for voice and data. The Radio ID
must be unique in the radio system.

Repeater Mode
From the drop-down list, select the mode. The available modes are
Digital, Analog, and Mixed.

Advanced Settings

¢ Inthe Configuration pane, under the corresponding Kairos, select
Advanced Settings.

Configuration Advanced Settings
ﬂ Service ~
0 MNetwork Keep Alive Interval: 10 | seconds
# Redundancy TX Timeout: &0 - | seconds

= Remote Access Restriction
Database
Storage Locations

Call Hangtime (ms):

Group Call: 3000

= File Formats
_5‘ Reports
L} Service Management
\}: Advanced Settings
Lo Geocoding Servers
l Radio Systems
,’ Services
n’:-l Kairos #1
[ Slot #1
{11 Slot #2
-1 Analog
B PTT over Cellular
7 Teltonika
| Remote Agents

Private Call: 4000

Emergency Call: 4000

| Friendly Servers
— - .

Set Defaults Apply Cancel

e Inthe Advanced Settings pane, specify the following Kairos Repeater-
related advanced settings:

68

Keep Alive Interval
Enter the time interval, in seconds, for TRBOnet Server to check the
connection to the Kairos repeater (10, be default).
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5.12.8.2

5.12 Radio Systems

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
Dispatcher starts any Voice Session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires (60, be
default).

Call Hangtime (ms):

Group Call

This value sets the duration the repeater reserves the channel after the
end of a group call transmission. During this time, only members of
the group that the channel is reserved for can transmit.

Private Call

This value sets the duration a radio keeps the private call setup after a
user releases the PTT button. This is to avoid setting up the call again
each time a user presses the PTT button to transmit. During this time,
other radios can still transmit since the channel is essentially idle. After
the hang timer expires, the radio transmits using the TX Contact Name
parameter specified for this channel in MOTOTRBO CPS.

Emergency Call

This value sets the duration the repeater reserves the channel after the
end of an emergency call transmission. During this time, only
members of the Group that the channel is reserved for can transmit.

Slots

The Kairos repeater has two digital slots (in Digital mode) and one analog slot
(in Mixed or Analog mode) to transmit voice and data.

In the Configuration pane, under the corresponding Kairos, select Slot
#1 or Slot #2 (or Analog, if you have selected Mixed or Analog mode).

Configuration Slot #1
& Service -
0 Network: +| Slot #1
# Redundancy Name: Slot 1
(5 Remote Access Restriction Audio Codec: G.711 p-Law/B000
Database
Storage Locations Audio port KAIROS: 40000
= File Formats Audio port TRBOnet: 40000
_5\ Reports
£F Service Management Data port KAIROS: 40001
)!' Advanced Settings Data port TRBOnet: 40001
)\ Geocoding Servers
IR Radio Systems
L} Services
gl Kairos #1
p - Advanced Settings
|
L0 Slot #2
frrh Analog
BEf P77 over Cellular
[ Teltonika
=l Remote Agents
?_‘ iriendly_Servars e
Set Defaults Apply Cancel

In the Slot #1 (or Slot #2) pane, specify the following slot-related
parameters:
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= Name
Enter a name for the slot. This name will be displayed in the Dispatch
Console.

= Audio Codec
From the drop-down list, select the audio codec to be used to
compress the audio files.

= Audio port KAIROS/ Audio port TRBOnet
Enter the port numbers to be used for KAIROS/TRBOnet audio ports.

= Data port KAIROS/ Data port TRBOnet
Enter the port numbers to be used for KAIROS/TRBOnet data ports.

Note: Use the matching port numbers for KAIROS and
TRBOnet. The default audio and data port numbers are
40000 and 40001 for Digital slot 1, 40002 and 40003 for
Digital slot 2, and 40004 and 40005 for the Analog slot.

5.12.9 Adding a WAVE PTX Universal Gateway
WAVE PTX is a Push-to-Talk (PTT) service that connects phones, computers and
radios together.

e Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add WAVE PTX Universal Gateway.

e Inthe Wave Universal PTX Gateway pane, specify the following Wave
gateway-related parameters:

* Name
Enter a name for the Wave PTX universal gateway. This name will be
displayed in the Dispatch Console.

= Service API FQDN
Enter the fully-qualified domain name of the service API.

= ClientID
Enter the Client ID that will be used for authentication.

= Client Secret
Enter the Client Secret that will be used for authentication.

= Agency
Enter the name of the agency that will be used.

= Test
Click this button and see the list of all available agencies.

5.12.10 Adding an ED137 / Jotron Station

This section describes how to connect an ED137-compatible radio station (for
example, the Jotron 7000 series Multimode Digital Radio).
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¢ Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add ED137 Station.

‘Configuration ED137 Station #1
& Service ~
€ Network Name: ED137 Station 1
& Redundancy
(5} Remote Access Restriction
Database Local Port: 0
Storage Locations Station Radio User: 900
& File Formats
(@ Reports
£ ¥ Service Management | Separate receiver and transmitter
)f Advanced Settings

Local Interface: 10.12.97.7 - &

+| Use Control Port: 3008

. Receiver:
..k Geocoding Servers

I Radio Systems IP Address: 10.10.123.145
oL} Services Port: 5060 : Test

)’_ Advanced Settings
B FTT over Cellular IP Address: 10.10.123.158
1. Teltonika
5= Remote Agents
[ Friendly Servers
‘& Phone Connect
/ Advanced Settings
ﬁ Internal PBX Server

Set Defaults Apply Cancel

Transmitter:

Port: 5060 - Test

e Inthe ED137 Station pane, specify the following ED137 Station-related
settings:

* Name
Enter a name for the control station. This name will be displayed in the
Dispatch Console.

= Local Interface
Enter the IP address of the PC with TRBOnet Server.

* Local Port
Enter the local UDP port number.

= Station Radio User
Enter the SIP ID of the radio station.

= Use Control Port
Select this option and enter the control port number.

= Separated receiver and transmitter
Select this option if the receiver and transmitter are separate devices
with different IP addresses.

= IP Address
Enter the IP Address of the receiver/transmitter (or transceiver).

= Port
Enter the port number (5060, by default).

5.12.11 Adding a Zenitel Station

This section describes how to connect a Zenitel station.
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5.12.12

In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

In the drop-down menu, click Add Zenitel Station.
In the Zenitel Station pane, specify the following Zenitel-related settings:

= Name
Enter a name for the Zenitel station. This name will be displayed in the
Dispatch Console.
= Radio ID
This is the Radio ID of the Zenitel station.
The maximum value is 65535.

= Local Interface
Enter the IP address of the PC with TRBOnet Server.

= Local Port
Enter the local UDP port number.

= Station IP Address
Enter the IP address of the Zenitel station.

= Station Control Port
Enter the control port on the Zenitel station.

= Station SIP Port
Enter SIP port on the Zenitel station (5060, by default).

Adding an Analog Station

TRBOnet Dispatch Software allows using analog radios as control stations.

In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

In the drop-down menu, click Add Analog Station.

Configuration Control Station #1
& Service ~
O Metwork Name: Analog Control Station
& Redundancy
& Remote Access Restriction Playback device: Digital Audio (5/PDIF) (2- High Definition Au... ~ &
Database Recording device: Microphone {Logitech USE Headset) - @
Storage Locations
&= File Formats Serial port: COoM1
(@ Reports

% Service Management Always transmit when the PTT is pressed ("Impolite” channel access)

/ Advanced Settings TX Timeout: &0 2 | seconds
;A Geocading Servers
IR Radio Systems
L} Services | Roger beep: D: WAV IRingMobile. . wav ¥ o

BJ PTT over Cellular

| Mic delay time: 800 = | miliseconds

Extended protocal: MNone

1% Teltonka o i
Eii Remote Agents Signaling System: Quick Call 1
|52 Friendly Servers Configure
‘& Phone Connect

/’_ Advanced Settings

E Internal PBX Server

b Ii)ata" Sources v

Set Defaults Apply Cancel
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5.12 Radio Systems

In the Control Station pane, specify the following Analog Control Station-

related settings:

Name
Enter a name for the analog control station. This name will be
displayed in the Dispatch Console.

Playback device
From the drop-down list, select the playback device on the PC that the
control station is connected to.

Recording device
From the drop-down list, select the recording device on the PC that the
control station is connected to.

Serial port
From the drop-down list, select the serial port the control station is
connected to on the PC.

Always transmit when the PTT is pressed ("Impolite" channel
access) - Select this option so that when the PTT button is pressed, the
radio will start transmitting regardless of whether the channel is free
or not (that is any transmission in progress will be interrupted).

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
Dispatcher starts any voice session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires.

Mic delay time

Select this option and specify the time, in milliseconds, to be used as a
delay time interval between pushing the PTT and enabling the
microphone.

¢ Roger beep
Select this option to play a beep sound for the time interval until the
microphone is enabled. Click the ellipsis button (...) on the right and
locate the desired sound file (WAV).

Extended protocol

From the drop-down-list, select either None, if your radio does not
support the extended protocol, or IC-F1721D v1.01 if the radio
supports the extended protocol.

Signaling System

From the drop-down-list, select the signaling system (Quick Call I or
Quick Call II). Click the Configure link and specify desired Quick Call
settings. Selecting the signaling system is available only if None is
selected in the Extended Protocol list.
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5.12.12.1 Serial Port

Note: The serial port settings are available only when the
extended protocol IC-F1721D v1.01 is selected for the
analog control station.

¢ Inthe Configuration pane, under the corresponding Control Station,
select Serial Port.

Configuration Serial Port
& Service -
G Network Baud Rate: 19200
& Redundancy Diata Bits: A
= Remote Access Restriction
Database Parity: Mone
Storage Locations Stop Bits: 1
2= File Formats
:j'e Reparts Handshake: MNone

LF Service Management
}’ Advanced Settings
A Geocoding Servers
IR Radio Systems
L} Services
-y Analog Control Station
|
R PTT over Cellular
. Teltonika
5| Remote Agents
| Friendly Servers
@R Phone Connect
}f Advanced Settings

-8 Internal PBX Server v

Set Defaults Apply Cancel

¢ In the Serial Port pane, specify the same serial port settings as those on
the radio device connected to the serial port.

5.12.13 Adding an XRC-9000 Controller

The XRC Controller is a site controller that provides a channel for transferring
data between sites and managing data flow.

e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add XRC-9000 Controller.

5 TRBOnet Server



TRBOnet Enterprise — User Manual

Configuration

& Service
0 Network

& Redundancy
= Remate Access Restriction
Database
Storage Locations
&= File Formats
i'a Reports
£ ¥ Service Management
," Advanced Settings
(N Geocoding Servers
IR Radio Systems

= Services
.UM Controller #1
Services
; )f_ Advanced Settings
& Redundancy
Eq PTT over Cellular
7 Teltonika
52| Remote Agents

5= Friendly Servers
‘R phone Connect
Pas .. PR

Set Defaults

Controller #1
Name: Controller #1
IP Address: 10.12.100.101
System Identifier: Connect Plus 1

Apply

- Test

Cancel
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¢ Inthe Controller pane, specify the following XRC controller-related

5.12.13.1

parameters:

= Name

Enter a name for the XRC controller. This name will be displayed in the

Dispatch Console.
= IP Address

Enter the IP Address of the XRC controller network interface.
= Click Test to check the connection to the controller.

= System Identifier

Enter the system identifier. Note that the system identifier should be

the same through all the controllers in a Connect Plus system.

Services

¢ Inthe Configuration pane, under the corresponding XRC Controller,

5.12 Radio Systems

select Services.

Configuration

& Service
O Network

& Redundancy
= Remate Access Restriction
Database
Storage Locations
&= File Formats
(@ Reports
LF Service Management
‘)’: Advanced Settings
N Geocoding Servers
IR Radio Systems
L} Services
Controller #1
,’: Advanced Settings
. Redundancy
Ef PTT over cellular
T Teltonika
33 Remote Agents
5| Friendly Servers
B Phone Connect
ae . A

Set Defaults

Services

Automatic Registration service (ARS)
Controller port: 4005
Local port: a

| Location service (GPS  Indoor)
Controller part: 4001

Local part: 4001
Use adaptive location updates

| Text Messages service (TMS)

Controller port: 4007
Local port: 4007
Dispatcher ID: 64250

Multi Gate connection

Subscribe ID: 1

Apply

ifla

Cancel
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e Inthe Services pane, specify the following XRC controller-related
services:

= Automatic Registration service (ARS) provides an automated data
application registration for the radio. When the radio powers up, it
automatically registers with the server. This feature is used with data
applications, that is any data traffic on this channel is associated with
an application server, such as MOTOTRBO Text Messaging or
MOTOTRBO Location Service. This option is selected by default and
cannot be cleared.

e Controller port
Enter the controller's port number for ARS service (4005, by default).

e Local port
Enter the local port of the PC with TRBOnet Dispatch Software. The
value 0 (default) means that a random port will be used.

= Location service (GPS / Indoor)
Select this option to enable Location service on the controller. The
radio can send its coordinates when it is in Global Positioning coverage
area. GPS settings can be configured in the Service Management
pane (see section 5.10.2, Location service).

e Controller port
Enter the controller's port number for Location service (4001, by
default).

e Local port
Enter the local port of the PC with TRBOnet Dispatch Software (4001,
by default).

e Use adaptive location updates
Select this option to use the adaptive GPS polling interval.

= Text Messaging service (TMS)
Select this option to enable text message transmission on the
controller.

e Port
Enter the controller's port number for Text Messaging service (4007,
by default).

e Local port
Enter the local port of the PC with TRBOnet Dispatch Software (4007,
by default).

e Dispatcher ID
Enter the Dispatcher ID. The Dispatcher ID should belong to
TRBOnNet Server account in a Connect Plus system.

= Multi Gate connection
Select this option to use a multi-gate connection and enter the
corresponding Subscribe ID.
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5.12.13.2 Advanced Settings

¢ In the Configuration pane, under the corresponding XRC Controller,
select Advanced Settings.

Configuration Advanced Settings
o senice ~
0 MNetwork Radio ID range: 100-200 ?

@ Redundancy
5 Remote Access Restriction
Database
Storage Locations v|| 251 v IV -
&= File Formats 7| 252 " =
1;‘ Reports

External sites:

Site ID r e

£F Service Management
)’_ Advanced Settings

)\ Geocoding Servers
BB Radio Systems

L LT Services
5 Controller #1
Services

@ Redundancy

EJ PTT over Cellular

1 Teltonika
52l Remote Agents

il Friendly Servers
‘& Phone Connect Add Delete
- ¥ PR

Set Defaults Apply Cancel

e Inthe Advanced Settings pane, specify the following XRC controller-
related services:

= Radio ID range
Enter a list of the radios to receive data from according to the following
rules:

e To receive data from all radios in the system, leave this box blank.

e To receive data from multiple radios, separate each Radio ID by a
comma, for example, 105,106,111, and so on.

e To receive data from a range of radios, enter the range using the
following example: 105-111.

Note: In the Radio ID list, enter Radio IDs only, without
mentioning Radio Names and/or the word "Radio".

= External sites
This is the list of Connect Plus sites that is used when the
corresponding Connect Plus system has a MOTOROLA System Bridge
to the current Capacity MAX system.

e Click the Add button and add a site by specifying its Site ID and
selecting the appropriate data types (Presence, Voice, and/or
Data).

5.12.13.3 Redundancy

A redundant XRC controller will be used when a connection to the main XRC
controller is lost.
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¢ Inthe Configuration pane, under the corresponding XRC Controller,

select Redundancy.

Configuration Redundancy
& Service A U
€ Network edundant controllers:

@& Redundancy

5 Remote Access Restriction 1 ||v| 10.10.101.100

Database
Storage Locations
&= File Formats
_,_-} Reports
[} Service Management
)’_ Advanced Settings
(N Geocoding Servers
I Radio Systems
: Services
5 Controller #1

Services

_ Advanced Settings

e

BEf PTT over Celuiar

17 Teltonika

il Remote Agents

| Friendly Servers

‘T Phone Connect Add
Y I A

Set Defaults

IP Address

¢ Inthe Redundancy pane, specify the following redundant XRC controller-

related settings:

= (Click Add and specify the desired parameters for the redundant XRC

controller being added.
e IP Address

Enter the IP Address of the XRC controller that will be used as a

redundant XRC controller.
e Controller port

Enter the port number of the redundant XRC controller for incoming
connections (4005, by default).

Click Test to check the connection to the redundant XRC Controller.
If the test is successful, you'll see the information on the XRC
controller you are connected to, such as serial number, firmware
version, and other relevant information.

Local port

Enter the port number that will be used for incoming connections
from the redundant XRC controller. The value 0 (default) means that
a random port will be used.

5.12.14 Adding an XRT-9000 Controller

The XRT controller functions as a voice gateway connected to each XRC
controller in a Connect Plus system.

¢ In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add XRT-9000 Controller.
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Configuration Controller #1
o service ~
G Metwark System Name: Controller #1
# Redundancy Radio ID: 54250
= Remote Access Restriction s
Database ritecarort 0
Storage Locations XRT-9000 Controller Info:
&= File Formats Controller IP Address: | 10.10.111.102
@
"' Reports Controller TCP Port: 10001 : Test

£} Service Management
/’_ Advanced Settings
..k Geocading Servers Password: LTI
IR Radio Systems
L LF services
Controller #1

L} Services

User Name: Admin

System Identifier: Connect Plus 1

Monitor voice calls {no audio recordings)

. Advanced Settings
: - Redundancy
¥ Controller #1
=1 Privacy
Data Path
i~ Audio Paths
& Redundancy

Set Defaults Apply

¢ Inthe Controller pane, specify the following XRT Controller-related
parameters:

System Name
Enter a name for the XRT Controller. This name will be displayed in the
Dispatch Console.

Radio ID
Enter the individual virtual radio ID. The virtual Radio ID is required to
do the following:

e Make all types of voice calls from XRT Controller to radios,
dispatchers and groups.

e Send commands (for example, Remote Monitor).

Start Local Port
Enter the local port of the PC with TRBOnet Server. The value 0
(default) means that a random port will be used.

XRT Controller Info:

5.12 Radio Systems

Controller IP Address
Enter the IP Address of the XRT controller network interface.

Controller TCP Port
Enter the port number of the XRT controller to be used for connections
via TCP (10001, by default).

Click Test to check the connection to the XRT controller.

User Name
Enter the user name. For the user name, refer to the XRT controller
configuration.

Password
Enter the password for the user. For the password, refer to the XRT
controller configuration.
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5.12.14.1

Note: The user name and password must belong to the same
TRBOnNet Connect Plus account and be appropriately
configured.

System Identifier
Enter the system identifier. Note that the system identifier should be
the same through all the controllers in a Connect Plus system.

Monitor voice calls (no audio recordings)

This is the Billing feature. Select this option to monitor only PTT press
events.

Privacy

¢ Inthe Configuration pane, under the corresponding XRT Controller,
select Privacy.

e In

Configuration Privacy

& service ~
& Network
@ Redundancy
= Remote Access Restriction
Database
Storage Locations
2= e Formats A ——
_,_;‘ Reports
£¥ Service Management
)’ Advanced Settings
)\ Geocoding Servers
IR Radio Systems

L} Services

Privacy Type: Enhanced
Basic Privacy Key ID:

Enhanced Privacy Keys:

: { )
ARC4 (40 hit)
AES (256 bit)

AES (256 bit) Legacy

a5 Controller #1

L} Services

}! Advanced Settings
--§@ Redundancy

..gm Controller #1

o Privacy

Data Path

H Audio Paths
i@ Redundancy

Add

@D File

Remove

W
—

Set Defaults

Apply Cancel

the Privacy pane, specify the following Privacy-related settings:
Privacy Type

From the drop-down list, select one of the privacy types: None, Basic,
or Enhanced.

Basic Privacy Key ID

Enter the Privacy Key ID available for the Basic privacy type.

Enhanced Privacy Keys

Here you add enhanced privacy keys when the Enhanced privacy type
is selected.

e Click Add and specify the required Algorithm, ID, Name, and Value
for the privacy key being added.

v Algorithm
From the drop-down list, select one of the enhanced algorithms if
you are going to use additional encryption.
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5.12.14.2 Data Path
The Data Paths are used to transmit data in a Connect Plus system.

¢ Inthe Configuration pane, under the corresponding XRT Controller,
select Data Path.

Configuration Data Path
ﬂ Service -
0 Network Data Service: Extended Data service
& Redundancy
5 Remote Access Restriction
Database
Storage Locations

Radio ID: 654251

&= File Formats
_5‘ Reports
£F Service Management
4 Advanced Settings
)\ Geocoding Servers
IR Radio Systems
L L3 services
5 Controller #1
Services
. Advanced Settings
-4 Redundancy

L83 Controller £1

5 Privacy

Audio Paths
- Redundancy

v

Set Defaults Apply Cancel

e Inthe Data Path pane, specify the following data path-related settings:

= Data Service
From the drop-down list, select the data service to be used to transfer
data.

= Radio ID
Enter the Radio ID of the data service.

5.12.14.3 Audio Paths

The Audio Paths are talk paths of the system to make and receive voice calls; in
general, they are talk groups. TRBOnet Server requires that all audio paths of a
Connect Plus system be registered in its configuration. If an audio path is not
registered, the TRBOnet operator will not be able to receive and transmit to the
corresponding talk group.

¢ In the Configuration pane, under the corresponding XRT Controller,
select Audio Paths.
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Configuration Audio Paths
¢ service ~
G Metwork Call Type Source 1D arget ID
& Redundancy +| Group call 10
= Remote Access Restriction 7| Group cal a0
Database
Storage Locations || Private Call - 64250
&= File Formats || &l Call
I;‘ Reports
£F Service Management
)’ Advanced Settings
(N Geocoding Servers
5 Controller #1
Services
. Advanced Settings
# Redundancy
Lg% Controller #1
Ll Privacy
£} Data Path
‘55 Redundancy v Add Delete Configure
—_—— e
Set Defaults Apply Cancel

¢ Inthe Audio Paths pane, specify the following Audio Path-related
settings:

= To add an Audio Path to the system, click Add.

= Make sure the checkbox in the first column is selected to make and
receive Voice Calls from the selected subscriber.

= From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

= Enter the Source ID for Private Calls. In general, this is TRBOnet's
Radio ID. If more than one Radio ID is specified in a Connect Plus
system (for example, for different dispatchers), the corresponding talk
paths should be added for all of them.

= Enter the Target ID for Group Calls. This is the Radio ID of the talk
group to make a call to. The Target ID is not applicable for Private Calls
and All Calls.

5.12.14.4 Redundancy

A Redundant XRT Controller will be used when a connection to the Main XRT
Controller is lost.

¢ In the Configuration pane, under the corresponding XRT Controller,
select Redundancy.
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Configuration Redundancy
ﬂ Service A
O Metwork Redundant controllers:
& Redundancy Controller IP Address | Controller TCP Part Start Local Port
= Remote Access Restriction 1 [»] 10.10.112.99 10001 N
Database
Storage Locations
&= File Formats
(@ Reports

L} Service Management
/ Advanced Settings
(N Geocoding Servers
IR Radio Systems
i d} Services
G Controler #1

L} Services
Advanced Settings
Redundancy

ﬁ Controller #1

-5} Privacy
Data Path
Audio Paths

Redundancy N Add Delete Test A |V
- E_——
Set Defaults Apply Cancel

¢ Inthe Redundancy pane, specify the following Redundant XRT
Controller-related settings:

Click Add and specify the desired parameters for the Redundant XRT
Controller being added.

Controller IP Address
Enter the IP Address of the XRT Controller that will be used as a
Redundant XRT Controller.

Controller TCP Port
Enter the port number of the Redundant XRT Controller to be used for
connections via TCP (10001, by default).

Start Local Port
Enter the local port of the PC with TRBOnet Dispatch Software. The
value 0 (default) means that a random port will be used.

Click Test to check the connection to the Redundant XRT Controller.

If the test is successful, you'll see the information on the XRT Controller
you are connected to, such as Serial number, Firmware version, and
other relevant information.

5.12.15 Adding a WAVE 5000 Controller

Before creating a connection to the Wave controller, make sure the Wave
server is configured to allow 3rd party applications to connect with a
Neocom Software-specified license key.

¢ In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add WAVE 5000 Controller.
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Configuration
o service ~
5 Network Name:
& Redundancy
= Remote Access Restriction
Database

WAVE 5000 controller #1

WAVE 5000 controller #1

Connection:
v| Use proxy for connection

Controller IP Address: 10.10.150.110

Storage Locations
&= File Formats Controller Port: 4507
,g Reports TREOnet Local Port: 0
L4 Service Management
,’ Advanced Settings
(N Geocoding Servers

I8 Radio Systems

User Name: test4

Password: el

Profile: all-channels
Services

EJ PTT over cellular
. Teltonika
5= Remote Agents

52 Friendly Servers
‘& Phone Connect
/{ Advanced Settings
’E Internal PEX Server
|* Data Sources

Set Defaults Apply

e Inthe Wave 5000 controller pane, specify the following Wave controller-
related parameters:

Name
Enter a name for the Wave controller. This name will be displayed in
the Dispatch Console.

Use proxy for connection
Select this option to use a proxy server to connect to the Wave
controller.

Controller IP Address
Enter, or select from the list, the IP Address of the Wave controller.

Controller Port
Enter the port number of the Wave controller.

TRBOnet Local Port
Enter the local port number that will be used by TRBOnet Server to
establish a connection to the Wave controller.

User Name
Enter the user name. For the user name, refer to the Wave server
configuration.

Password
Enter the password for the user. For the password, refer to the Wave
server configuration.

Profile
From the drop-down list, select the profile to be used on the Wave
server.

Test
Click this button to check the connection to the Wave controller.
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5.13 PTT over Cellular
To enable connections of Mobile Client applications to TRBOnet Server, you
must configure at least one dedicated gateway.
¢ In the Configuration pane, select PTT over Cellular.
e Inthe PTT over Cellular pane, select Enable PoC service.

Configuration PTT over Cellular
Lk Geocoding Servers -
IR Radio Systems | Enable PoC service

¥ Services
System #1
! IPsSC 1 ... | Name
ol CP1 | TRECnet.Mobile gateway #1 5070
,’_ Advanced Settings
Privacy
DDMS service
% ndvanced Setting
MNIS data service
: }’ Advanced Setting
Audio Paths
=
)’_ Advanced Settings
... Il TRBOnet.Mobie gateway
1. Teltonika
35 Remote Agents
5 Friendly Servers
R Phone Connect
/’_ Advanced Settings

Registered PoC Gateways

= . [—— e Add Delete

£ >

Set Defaults Apply Cancel

5.13.1 Advanced Settings
¢ Inthe Configuration pane, select PTT over Cellular > Advanced
Settings.
¢ Inthe Advanced Settings pane, specify the following parameters:

= Max Call Duration
Specify the maximum duration of a call, in minutes.

= Registration Interval
Enter the time interval, in seconds, to check the registration status of
mobile subscribers.

Call Hangtime

= Private Call
This value sets the duration, in ms, during which the private call setup
is kept after a Mobile Client user releases the PTT button.

* TX Timeout
Enter the time, in seconds, to be used as a limit for PTT calls. When a
Mobile Client user starts a PTT session, transmission will be interrupted
after this TX Timeout expires.

5.13.2 Adding a Mobile Gateway

e Inthe PTT over Cellular pane, click Add.
¢ Inthe Mobile Gateway pane, specify the following parameters:

5.13 PTT over Cellular 85



neocom
SOofFtware

Configuration PoC Gateway #1
2= File Formats A
_5\ Reports MName: PoC Gateway #1

,’ Service Management System Identifier: Mobile 1
)f: Advanced Settings
2L, Geocoding Servers Local Interface: 10.12.97.7 - @

[ Radio Systems Local Port: 5070 ~ | v/ Enable encryption

-4} Services oubie A ) e
---:ﬂIPSCI ublic ress/Domain: .92.204.

tﬁ LCP Ent First VoIP port: Default
~qlgy Control Station #1
-3 TRBOnet Swift Agent #1
)9'_ Advanced Settings
@ Redundancy
Ef PTT over Cellular
/ Advanced Settings

o B-oC Gateway #1

T Teltonika
F:l Remote Agents
F Friendly Servers
T Phone Connect
)’ Advanced Settings
L=

£ >

Set Defaults Apply Cancel

* Name
Enter a name for the mobile gateway.

= System Identifier
Enter the name of the mobile system to which the gateway will belong.

= Local Interface
Enter the IP address of the PC with TRBOnet Server.

= Local Port
Enter the local UDP port number for the Mobile service (5070, by
default).

= Enable encryption
Select this option to enable encryption of voice and data.

Note: Encryption is only supported on the Mobile Client app
version 3.3 and newer.

= Public Address/Domain
This is the public IP address of your PC. Enter the Public Address if your
TRBOnNet Server is behind a router. To detect the public address, click
the ellipsis (...) button.

Public IP Address X

Detect public IP Address over STUN server
STUN Server: stun.ekiga.net
Port: 3475

IP Address detected:  80.246.253.115

e STUN Server
From the drop-down list, select the STUN Server.

e Detect
Click this button to detect your public IP address.
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= First VoIP port
Enter the number of the first VoIP port for audio communications. The
default value is specified in Network Parameters.

5.14 Teltonika

To integrate Teltonika devices into TRBOnet software:
¢ In the Configuration pane, select Teltonika.

Configuration Teltonika
[ Privacy A

DDMS service +| Enable Teltonika service
Advanced Setting

R Local Interface: 10.10.100.99 -3
MNIS data service

LS advanced Setting Local Port: 5010
L1 Audio Paths
& PTT over Cellular

)f Advanced Settings

! TREOnet. Mobile gateway
z
5l Remote Agents
[ Friendly Servers
‘B Phone Connect
: )’ Advanced Settings
Internal PEX Server
- Advanced Settings
External PEX Server
)’_ Advanced Settings

----- & Redundancy

I Data Sources
4 Email

€ >

Set Defaults Apply Cancel

¢ Inthe Teltonika pane:

= Enable Teltonika service
Select this checkbox and specify the following Teltonika-related
parameters.

= Local Interface
From the drop-down list, select the local network interface that will be
used to communicate between TRBOnet Server and Teltonika devices.

* Local port
Enter the UDP port number to be used.

5.15 Remote Agents

The Remote Agent is TRBOnet Agent installed on a remote PC.
e Inthe Configuration pane, select Remote Agents.
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Configuration
[ )’_ Advanced Setting A
MNIS data service
£ advanced Setting
.01 Audio Paths
R PTT over Cellular
/’_ Advanced Settings
.. TRBOnet.Mobik gateway
7 Teltonika
&
3 Agent #1
" @ Redundancy
| Friendly Servers
ER Phone Connect
,f_ Advanced Settings
LR Internal PBY Server
)’ Advanced Settings
}* Data Sources
24 Email
o) 5M5 Notifications
[ Push Notifications

E License

< >

Set Defaults

Remote Agents
Registered remots Agents:
Agent Name IP Address Port Redundancy
+|| Agent #1 10.10.110.190 4020 Mo
Add Delete Test

¢ Inthe Remote Agents pane, click Add.

Configuration
P )’_ Advanced Setting &
MNIS data service
: )’_ Advanced Setting
.01 Audio Paths
I PTT over Cellular
/’_ Advanced Settings
[ TRBONEt.Mobile gateway
I Teltonika
3 Remote Agents
9 Agent #1
.. Redundancy
| Friendly Servers
‘R Phone Connect
,’_ Advanced Settings
LR Internal PBX Server
/ Advanced Settings
} Data Sources
24 Email
} 5M5 Notifications
[ Push Notifications

E License

€ >

Set Defaults

Agent #1
Agent Name: Agent #1
IP Address: 10.10.110. 190
Fort: 4020
Password: Test

#) Use all services

Use selected services

Load services from agent

= Inthe Agent pane, specify the following parameters:

e Agent Name

Enter a name for the remote agent. This name will be displayed in
the Dispatch Console.

Enter the IP address of the remote agent.

Enter the local port number that will be used by TRBOnet Server to
accept connections from the remote agent.

Enter the password, if the connection to the remote agent is

e IP Address

e Port

e Password
password-protected.

[ )

Click Test to check the connection to the remote agent.
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e Use all services
Choose this option so that all available services will be used on the
remote agent.

e Use selected services
Choose this option and click the Load services from agent link to
load services available on the remote agent.

5.15.1 Redundancy
A Redundant remote agent will be used when a connection to the Main remote
agent fails.

¢ Inthe Configuration pane, under the corresponding Agent, select
Redundancy.

Configuration Redundancy
)’_ Advanced Setting s
MI‘:IIS data service Redundant agents:
)’_ Advanced Setting tame
L. Audio Paths 1 | [v] Backup Agent 1 10.10.110.192 4020
! PTT over Cellular 2 || Badkup Agent2 10.10.110.101 4020
}'_ Advanced Settings
‘... [l TREOn=t.Mobile gateway
T Teltonika
55 Remote Agents
9 Agent #1
a1
3 Friendly Servers
ER Phone Connect
)’_ Advanced Settings
B Internal PEX Server
)!' Advanced Settings
|* Data Sources
4 Email
) 5MS Notifications
[E Push Notifications

E License v
Add Edit Delete Test AV
< >

Set Defaults Apply Cancel

1P Address Port

¢ Inthe Redundancy pane, click Add.

Remote Agent »
Agent Name: Backup Agent 2
IP Address: 10.10.110.101
Port: 4020 -
Password: Test

Use selected services

Load services from agent

¢ Inthe Remote Agent dialog box, specify the following parameters:

e Agent Name
Enter a name for the redundant remote agent.
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IP Address
Enter the IP address of the redundant remote agent.

Port
Enter the local port number that will be used by TRBOnet Server to
accept connections from the redundant remote agent.

Password
Enter the password, if the connection to the remote agent is
password-protected.

Click Test to check the connection to the redundant remote agent.

Use all services
Choose this option so that all available services will be used on the
redundant remote agent.

Use selected services
Choose this option and click the Load services from agent link to
load services available on redundant the remote agent.

Click OK to add a redundant remote agent to the system.

5.16 Friendly Servers

The Friendly Servers are used to transmit voice over IP between dispatchers
connected to different servers.

¢ Inthe Configuration pane, select Friendly Servers.

Configuration Friendly Servers
[ Privacy ~
L} DDMS service Registered Friendly Servers:

! Advanced Setting MName IP Address Port
.. MNIS data service
)’ Advanced Setting
- Audio Paths
EJ PTT over Cellular
f Advanced Settings
.. [l TRBOnet.Mobile gateway
T Teltonika
55 Remote Agents
|$E|Friendly Servers
‘R Phone Connect
/ Advanced Settings
TR Internal PEX Server
}f_ Advanced Settings
| Dats Sources

|| Region Server 1 10.10.101.167 4021
|| Region Server 2 10.10.101.198 4022

4 Email
[55 5Ms Notifications
[ Push Notifications

E License

Add Edit Delete Test

Set Defaults Apply Cancel

¢ Inthe Friendly Servers pane, click Add.

Server »
Name: Region Server 1
IP Address: 10.10.101.167]
Port: 4021 -
Password: Test
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= In the Server dialog box, specify the following parameters:

e Name
Enter a name for the friendly server. This name will be displayed in
the Dispatch Console.

e IP Address
Enter the IP Address of the server.

e Port
Enter the local port number on the PC to connect to the friendly
server.

e Password
Enter the password, if the connection to the friendly server is
password-protected.

e Click Test button to check the connection to the friendly server.
o Click OK to add the friendly server to the system.

5.17 Phone Connect

TRBOnet Server has its own built-in SIP server to support VoIP communications
between the radios as well as other SIP-compliant clients. In addition, you can
add multiple external PBX servers to the TRBOnet Server configuration.

¢ In the Configuration pane, select Phone Connect.

Configuration Phone Connect
pll CP1 ~
L3 - Advanced Settings SIP Server
Privacy
DDMS service
)’, Advanced Setting
MMNIS data service
)’_ Advanced Setting
[0 Audio Paths

B PTT over Celular

)’_ Advanced Settings

... ] TRBOnet.Mabile gateway
T Teltonika
5=l Remote Agents
5 Friendly Servers
a

/’_ Advanced Settings

/B Internal PBX Server

/ Advanced Settings

‘}* Data Sources

4 Email
[\ 5MS Motifications

1 |v| Internal PBX Server

py L Add Delete Test A || Y
< >
Set Defaults Apply Cancel

5.17.1 Advanced Settings

¢ In the Configuration pane, under Phone Connect, select
Advanced Settings.
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Configuration Advanced Settings
gl CPL A
)’_ Advanced Settings SIP Ringing Timeout: 30 < | seconds
B Privacy Max Call Duration: 10 - | minutes

L} DDMS service
/ Advanced Setting
L} MNIS data service Phone Owner Address: Take from database -
/ Advanced Setting Configure
-3 Audio Paths
Bf PTT over Cellular
)!’, Advanced Settings
TREOnet.Mobile gateway
1T Teltonika
2| Remote Agents
[ Friendly Servers
' Phone Connect
" 3¢
Internal PBX Server
}t Advanced Settings
;' Data Sources
4 Email
[} SMS Notifications

[

£ >

Set Defaults Apply Cancel

Public Address: 84.52.107.217

¢ Inthe Advanced Settings pane, specify the following parameters:

SIP Ringing Timeout

Specify the maximum ringing time, in seconds.
Max Call Duration

Specify the maximum call time, in minutes.

Public Address

This is the public IP address of your PC. Enter the Public Address if your
TRBOnNet Server is behind a router and an External PBX Server will be
used. To detect the public address, click the ellipsis (...) button.

Public IP Address >

Detect public IP Address over STUN server
STUN Server: stun.ekiga, net
Fort: 3478 -z

IP Address detected:  §0.246.253.115

e STUN Server
From the drop-down list, select the STUN Server.
e Detect
Click this button to detect your public IP address.
Phone Owner Address
From the drop-down list, select 'Take from database’. This will enable
determining the street address of a caller.
Click the Configure link.
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Address format X

Address format:

; %HOUSE_NUMBER %, %STREET_MAME%| -
Availablefields:

SHOUSE NUMBER%: 5eFLAT NUMBER%: SoSTREET NAME%: S0COMMUNITY NAMESS
%STATE MAME%: SPOSTCODEY S6COUNTRY MAMES: SGEXTRA INFO%

oK Cancel

e Add the required fields to the address information.

5.17.2 Internal PBX Server

e Make sure the Internal PBX Server option is selected in the
Phone Connect pane.

e Inthe Configuration pane, select Internal PBX Server.

Configuration Internal PBX Server
...\ Geocoding Servers -
! Radio Systems | Use Internal PBX Server

.} Services =
H Local IP: 10.12.97.7 ~ | Port: 5080

epeater #1

» Advanced Settings Transport: uDP
| Privacy
Slot #1
Slot #2 User's Extension: | 1234
Local Slots

BEJ PTT over Cellular

T Teltonika

52l Remote Agents

[ Friendly Servers

‘& Phone Connect

)’_ Advanced Settings

|
L. Advanced Settings
‘} Data Sources

24 Email

[\ 5MS Motifications

[@ Push Notifications

E License o
Set Defaults Apply Cancel

Dispatch Center

User Name: 1234

¢ Inthe Internal PBX Server pane, specify the following parameters:

= Local IP
Enter the IP address of the PC with TRBOnet Server.

= Port
Enter the local UDP port number for the SIP service (5060, by default).

= Transport
In the drop-down list, select one or more transport protocols (UDP,
TCP, and/or TLS). Note that if TLS is selected, make sure that a valid
certificate is specified in Network > Server Certificate (see section
5.4, Network Parameters).

Dispatch Center

= User’'s Extension
Enter the user’s extension number that will be used by the Dispatch

Center.
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5.17.2.1

User Name
Enter the user name that will be used by the Dispatch Center.

Advanced Settings

¢ In the Configuration pane, under Internal PBX Server, select
Advanced Settings.

Configuration Advanced Settings
* Geocoding Servers ~
I8 Radio Systems Packet time (ms): &0
t Services Audio codecs: G711,G711a,0PUS,G723
epeater #1
? Advanced Settings Video codecs: VP8
! Privacy Registration Interval (sec): 3600
L 2:2: ;; DTMF Send Mode: RFC 2833
Local Slots First VoIP port: Default
g PTT over Celluar Use VoIP ports: Al
T Teltonika
33l Remote Agents
[ Friendly Servers
‘B Phone Connect
/ Advanced Settings
’ﬁ Internal PBX Server
I’ Data Sources
4 Email
[l 5MS Notifications
[ Push Notifications
E License o
Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following Internal PBX Server-
related advanced settings:

Packet time
Enter the packet length, in milliseconds.

Audio codecs
In the drop-down list, select/deselect the codec(s) to be used for audio

compression.

Video codecs

In the drop-down list, select/deselect the codec(s) to be used for video
compression.

Registration Interval (sec)

Enter the time interval, in seconds, to check the SIP registration status
of subscribers.

DTMF Send Mode

Enter mode for sending DTMF tones. The available modes are

RFC 2833, SIP INFO (DTMF relay), and SIP INFO (DTMF).

First VoIP port
Enter the number of the first VoIP port for audio communications. The
default value is specified in Network Parameters.

Use VoIP ports
From the drop-down list, select which VoIP ports will be used (all, even,

or odd).
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5.17.3 External PBX Server

You can enable multiple external PBX servers to use the SIP Interconnect
feature. This feature enables calls from the radio to the phone and vice versa.
The dispatcher can make a call from the Dispatch Console to a phone as well as
redirect a phone call to a subscriber radio.

¢ Inthe Phone Connect pane, click Add.
Or, in the Configuration pane, right-click Phone Connect and choose
Add PBX Server.

‘Configuration

I:B cP1

Advanced Settings
Privacy
DDMS service
)’_ Advanced Setting
MNIS data service
)’_ Advanced Setting
L. Audio Paths
B PTT over Celular
)’_ Advanced Settings
..l TRBOnNet.Mabile gateway
o Teltonika
5=l Remote Agents
[ Friendly Servers
‘& Phone Connect
)’_ Advanced Settings
Internal PBX Server
: )’ Advanced Settings
s Y Advanced Settings
L. Redundancy

foi o
< >

Set Defaults

External PBX Server

| Use External PEX Server

Provider options

Address: yourprovider.com upP -
Port: 5080 - Test
Local IP: 10.10.100.99 - | Port: 5061

Dispatch Center
User's Bxtension: | 57068
User Name: Dispatcher 1

UserPassword: |sessssssss

Test Cal

¢ Inthe External PBX Server pane, specify the following parameters:

Use External PBX Server
Select this option to enable an external PBX server.

Provider options

Address

Enter your SIP provider address, and select the protocol from the drop-
down list on the right of the address (for more details, contact your SIP

provider).
Port

Enter the port number of the SIP provider (5060, by default).
Click Test to check the connection to the provider.

e LocalIP
Enter the IP address of the PC with TRBOnet Server.

e Port
Enter the local port number to make connections from.

Dispatch Center

5.17 Phone Connect

Note: This information is provided by the SIP provider.
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= User’'s Extension
Enter the extension number that will be associated with TRBOnet
Server to make and receive calls.

= User Name
Enter the user name for the login.

= User Password
Enter the user password for the login.

= Test Call
Click this button to make a test call.

Note: To make a test call, make sure that the TRBOnet Server
service is not running.
5.17.3.1 Advanced Settings

¢ In the Configuration pane, under the corresponding External PBX
Server, select Advanced Settings.

Configuration Advanced Settings
:3 CP1 ~
,’_ Advanced Settings Packet time {ms): &0 S
“E Privacy Codecs: G711,G711a,0PUS,G729 -
L} DDMS service =
)’ Advanced Setting Registration Interval (sec): 3600 -
MNIS data service DTMF Send Mode: RFC 2333 -

)’ Advanced Setting Do not register users with PEX server (SIP trunk)
- Audio Paths
! PTT over Cellular Do not register internal users with PEX server
[,  Advanced Settings Change User Authentication settings
TRBOnet.Mobile gateway First VoIP port: Default =
I Teltonika
B Remote Agents Use VolP ports: Al -
5 Friendly Servers + | Allow outgeing SIP calls
ﬂ Phone Connect Available SIP numbers: 5555-6666 -
L2 Advanced Settings
‘B Internal PEX Server
: }! Advanced Settings
3 External PBX Server
- Redundancy v
< T >
Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following External PBX
Server-related advanced settings:

= Packet time
Enter the same value as specified in the phone system;

= Codecs
In the drop-down list, select/deselect the codecs specified in the phone
system.

Note: For more details on Phone System configuration, see
Appendix E: SIP Setup for Motorola Phone System
(page 411).
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5.17 Phone Connect

Registration Interval (sec)
Enter the time interval, in seconds, to check the SIP registration status
of subscribers.

Do not register users with PBX server (SIP trunk)
Select this option so that radios will use the SIP trunk system to get
extensions.

¢ Do not register internal users with PBX server
Select this option so that internal users won't be registered with the
external PBX server.

Change User Authentication settings

Click this link to set up user authentication for the systems with
enhanced authentication parameters. It is recommended to be used
when Radio ID is equal to User’s Extension. In case when voice is
transmitted via a radio channel, the Radio ID is used. When voice is
transmitted via a GSM channel, the User’s Extension is used.

SIP Authentication Users X

User's Extension 4 | Authorization User I

m
g
m

» 010101 {User 1

o Add Delete
¥ X

e Click Add to add a user.

e User’s Extension
Enter the extension number for the new user.

e Authorization User Name
Enter the name that will be used as the authorization user name.

e Click OK to save the new user authorization.

First VoIP port
Enter the number of the first VoIP port for audio communications. The
default value is specified in Network Parameters.

Use VoIP ports
From the drop-down list, select which VoIP ports will be used (all, even,
or odd).

Allow outgoing SIP calls
Select this option to allow users to make outgoing SIP calls.

¢ Available SIP numbers
Enter the range of SIP phone numbers that will be available for
outgoing calls.
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5.17.3.2 Redundancy

A Redundant PBX Server be used when a connection to the main PBX Server
fails.

¢ Inthe Configuration pane, under the corresponding External PBX
Server, select Redundancy.

Configuration Redundancy
~LF MMIS data service &
/’: Advanced Setting
.0 Audio Paths
EJ PTT over Celular 1 +|i 123.21,102.201 5060 5061

Redundant PBX Servers:

PEX Server Address | PBX Server Port TREOnet Local Port

7. Teltonika
3= Remote Agents

5 Friendly Servers

‘& Phone Connect
)f_ Advanced Settings
B Internal PBX Server
,’_ Advanced Settings
a External PBX Server
/’_ Advanced Settings

----- & Redundancy
|' Data Sources

74 Email

|55 5MS Notifications

@J Push Notfications | Register users when PBX server changes
E License
v Add Delete Test AV
< >
Set Defaults Apply Cancel

e Inthe Redundancy pane, click Add.

= PBX Server Address
Enter the IP address of the redundant server.

= Check the corresponding port numbers (PBX Server Port and
TRBOnet Local Port).

= Select the checkbox beside the server address.

= Register users when PBX server changes
Select this checkbox so that phone users will be registered when the
PBX server is switched to the redundant server.

5.18 Data Sources

The Data Sources feature allows receiving data from third-party applications
and devices.

TRBOnet Dispatch Software can work with the following two data source types:

1. Physical or virtual devices connected via a COM port
2. PCs running third-party applications connected via TCP/IP

To allow TRBOnet Dispatch Software to receive data from a third-party
application or device:

e Inthe Configuration pane, select Data Sources.
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Configuration Data Sources
X Advanced Setting 4
{:} MNIS data service | Enable Data Sources
.. Advanced Settng
[ Audio Paths

Bf PTT over Cellular
X Advanced Settings
{ [l TREOnet Mabile gatewsy
T Teltonika
E Remote Agents
@ Friendly Servers
‘L Phone Connect
X Advanced Settings
/B Internal PBX Server
X Advanced Settings
¥
‘|;r COM ports
LA repp
= Email
[ 5MS Motifications
[ Push Notifications

a License v

£ >

Set Defaults Apply Cancel

e Inthe Data Sources pane, select the Enable Data Sources option.

5.18.1 COM Ports

To manage physical or virtual devices connected to the TRBOnet Server PC via
COM port:
¢ Inthe Configuration pane, under Data Sources, select COM ports.

Configuration COM ports
X Advanced Setting A
L} MNIS data service MName |Baud |Parity Data Bits | Handshake | Stop Bits

; - Advanced Setting
L. Audio Paths
Ej PTT over cellular
X Advanced Settings
l TREORet.Mabile gateway
. Teltonika
% Remote Agents
E Friendly Servers
& Phone Connect
X Advanced Settings
IR Internal PBX Server
X Advanced Settings
b Data Sources
8
- B= 1cpP
24 Email
[ 5MS Notifications
[ Push Notifications

E License v

£ >

Set Defaults Apply Cancel

+ | COM1 9600 | None 8| Mone 1
~| COMZ 9600 None & MNone 1

Add Delete Edit

e Inthe COM ports pane, click Add to add a device.
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COM Port X

Serial port name:

Baud rate: 9600
Parity checking: MNone

Stop bits per byte: 1

Diata bits per byte: 8

Handshzaking protocol : Mone

Protocol Text

Text Encoding: ASCIT

Message delimiter: LINE FEED 0x0A(\)
Cancel

e Inthe COM Port dialog box, specify the following parameters:

Serial port name
From the drop-down list, select the COM port on the PC with TRBOnet
Server to which the device is connected to.

Baud rate
From the drop-down list, select the baud rate at which the data is
transmitted.

Parity checking

From the drop-down list, select one of the values that represent the
parity-checking protocol.

Stop bits per byte

From the drop-down list, select the standard number of stop bits per
byte.

Data bits per byte
From the drop-down list, select the standard length of data bits per
byte.

Handshaking protocol
From the drop-down list, select the handshaking protocol for serial
port transmission of data.

Text Encoding
From the drop-down list, select the Text Encoding type.

Note: The Text Encoding types selected in the TRBOnet Server
and in the connected application must be the same to
avoid incorrect text display and incorrect data parsing.

Message delimiter
From the drop-down list, select the type of delimiters in the data.

Note: The Message delimiter types selected in the TRBOnet
Server and in the connected application must be the
same to avoid incorrect text display and incorrect data
parsing.
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= Click OK to save settings and close the dialog box.

5.18.2 TCP/IP

To manage PCs running third-party applications:
e Inthe Configuration pane, under Data Sources, select TCP/IP.

Configuration TCP/IP
,’_ Advanced Setting A
MNIS data service Name Remote IP Port Mode | Encoding
L2 advanced Setting
.17 Audio Paths

B PTT over Cellular

j’ Advanced Settings

.. [l TRBONet.Mobile gateway
T Teltonika
35l Remote Agents

-+ Terminal 1 11002 Client  UTF8
| | Terminal 2 10.10,102,218 11002 | Server | UTF8

[ Friendly Servers
' Phone Connect
)f Advanced Settings
LR Internal PBX Server
)’, Advanced Settings

[0} SMS Notifications
[ Push Notifications

S icense

€ >

Set Defaults Apply Cancel

Add Delete Edit

e Inthe TCP/IP pane, click Add to add a TCP/IP connection.

External Connection X
Name: Terminal 2
Mode: Server {TRBCnet connects to App) -
Remate IP: 10.10.102.216
Port: 11002 7
Protocol: Text -

Text Enceding: |UTF3 -
[] Ignere the following data
During: 30 min

Discard the following substring:

V{22

Carce

e Inthe External Connection dialog box, specify the following parameters:

5.18 Data Sources

Name
Enter a name for the TCP/IP connection.

Mode
From the drop-down list, select the connection mode. The connection
mode depends on the type of the application installed on the
connected PC:
e Client
In this case, the application connects to TRBOnet Server which sends
the data to the application.
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e Server
In this case, TRBOnet Server accepts connections from the
application and receives the data.

= Remote IP
Enter the IP address of the application server.

Note: Available only when the Server connection mode is
selected.

= Port
In the case of the Client connection mode, select the local port of the
PC with TRBOnet Server PC.
In the case of the Server connection mode, select the port of the PC
where the third-party application is installed.

= Text Encoding
From the drop-down list, select the Text Encoding type.

Note: The Text Encoding types selected in the TRBOnet Server
and in the connected application must be the same to
avoid incorrect text display and incorrect data parsing.

= Ignore the following data
Select this option so that the following messages arriving during the
specified time period will be ignored.
e During
Specify the time period, in minutes, so that similar messages that
arrive during this time period will be ignored.

¢ Discard the following substring
Enter a regular expression that will be used to filter messages upon
arriving and before being processed. For example, the following
regular expression \d{2}:\d{2}:\d{2} means that if a message
contains a substring like 11:01:54, then this substring will be
dropped before processing the message.

5.19 Email Settings

TRBOnet Dispatch Console allows processing emails as follows:

1. Receive emails from email servers and forward them to a particular radio
or talk group (via a POP3 or IMAP server);

2. Send emails from radios to a particular email address (SMTP Server).

Note: Microsoft Exchange Server can be used as SMTP and
POP3/IMAP servers.

¢ Inthe Configuration pane, select Email.
¢ Inthe Email pane, select Enable Email Server.
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Configuration Email
i )’_ Advanced Setting ~
MNIS data service | Enable Email Server
,f_ Advanced Setting
.. Audio Paths
EJ PTT over Cellular

)’ Advanced Settings

... [] TRBOnEet.Mobile gateway
5=l Remote Agents
[l Friendly Servers
‘& Phone Cornect
)f_ Advanced Settings
i/ ZR Internal PEX Server
/ Advanced Settings

: 3 External PBX Server
}’ Data Sources

B

-w Incoming Mail Server

..au® Outgoing Mail Server

L) 5M5 Notifications
@i Push Motifications

E License

< >

Set Defaults Apply Cancel

5.19.1 Incoming Mail Server

The Incoming Mail Server is used to synchronize the Incoming Emails folder
located on a mail server with your local PC. If you are using a POP3 server, all
incoming emails can be downloaded from the mail server to the local PC to be
then forwarded as text messages to radios or talk groups.
¢ In the Configuration pane, under Email, select Incoming Mail Server.
Configuration Incoming Mail Server

MMIS data service &
)’_ Advanced Setting Enable

- Audio Paths Server: ‘imap.gmail‘com |

BJ FTT over Cellular = - -

A advanced Settings is server requires a secure connection (S5L)
... [l TRBONet.Mobile gateway Port: 993 =

i Teltonika Protacol: IMAP
izl Remote Agents
I Friendly Servers Check for new messages
‘B Phone Connect every: 60 + seconds

Advanced Settings

2 Enternal FEX Server Connect using OAuth 2.0
/’: Advanced Settings

8 External PBX Server Provider: Gmail -
l Data Sources Email: ‘ |
24 Email

ot Client ID: \ |
L..» Outgoing Mail Server Client secret: ‘ ================== |

[ 5MS Motifications
[ Push Notifications

E License

< >

Set Defaults Apply Cancel

Authorize and Check

¢ In the Incoming Mail Server pane, specify the following incoming mail-
related parameters:

= Enable
Select this option to enable Incoming Mail Server.

= Server
Enter the server hostname or IP address.

= This server requires a secure connection (SSL)
Select this option to enable a secure connection. Note that a dedicated
port will be used to connect to the mail server via SSL.
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Note: The port number will automatically change when you
select this option. For example, from 110 to 995 for
POP3, and from 143 to 993 for IMAP.

= Port
The port number to be used for the connection.

Note: This box is populated automatically depending on the
selected protocol and whether a secure connection is
required.

= Protocol
From the drop-down list, select either IMAP or POP3. Note that if you
select POP3, all email messages will be deleted from the server once
you have downloaded them. In the case of IMAP, all new messages will
be marked as read once you have downloaded them.

Note: The port number will automatically change when you
change the protocol.

= Check for new messages every X seconds
Enter the time interval to check for new email messages (60, by
default).

= Connect using
From the list, select one of the following options:

e Anonymous access
Select this option to use an anonymous access to the incoming mail
server.

¢ Windows authentication
Select this option to connect via TRBOnet Service Windows Account,
if it is running under a specific account;

¢ Use login and password
Select this option and specify the credentials for the mailbox:
v Login
Enter the incoming mail server login.
v' Password
Enter the incoming mail server password.

e OAuth 2.0
Select this option if the email server requires
OAuth 2.0 authorization.

v Provider
From the drop-down list, select either Office 365 or Gmail.

v Email
Enter the email address.
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v If Gmail is selected as the email provider, enter the Client ID and
Client secret.
If Office 365 is selected as the email provider, enter the Client ID
and Tenant ID.

v Authorize and Check
Click this button to authorize your email account and check for
new emails.

5.19.2 Outgoing Mail Server

The SMTP Server is used to send emails from users to mail servers as well as
between mail servers to deliver emails to the final destination.

For example, the administrator can enable email notifications from TRBOnet
Dispatch Console to particular email users when alarms occur on selected
radios. In this case, the radio sends an alarm to TRBOnet Server which in turn
converts this alarm to text and then forwards it as an email message to
particular email addresses (for example, to admin@yourcompany.com).

¢ In the Configuration pane, under Email, select Outgoing Mail Server.

Configuration Outgeing Mail Server
L7 MNIS data service
,’_ Advanced Setting Enable
i3 Audio Paths

B P77 over Celular
)f_ Advanced Settings SMTP Server: ‘nuﬂnnk.mfﬁceBSE.cnm |
. ] TREONet.Mabile gateway
7 Teltonika

5=l Remote Agents

2 Friendly Servers

ﬂ Phone Connect Connect using OAuth 2.0
)’_ Advanced Settings

Sender's Email: ‘ |

Encryption: Explicit {TLS)

SMTP Server Part: 587 =

Internal PEX Server Provider: Office 365
/ Advanced Settings Email: ‘ |
L@ External PBX Server )
Client ID: ‘ |
‘} Data Sources
= Email Tenant I e ——— |
[ Incoming Mail Server
- - Authorize
pe % § Outgeing Mail Server
1 5MS Notifications Send Test Message
[ Push Notifications
E License
v
< >
Set Defaults Apply Cancel

¢ In the Outgoing Mail Server pane, specify the following outgoing mail-
related parameters:

= Enable
Select this option to enable Outgoing Mail Server.

= Sender Email
Enter the email address (optional) of the sender.

= SMTP server
Enter the server hostname or IP address of the SMTP server.
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Encryption

From the drop-down list, select the encryption protocol (SSL, TLS) if a
secure connection is required, or select None if not. Note that three
different dedicated ports will be used to connect to the mail server: via
SSL, TLS, or with no encryption.

Note: The port number will automatically change when you
select the encryption protocol. For example, from 25 (no
encryption) to 465 for SSL, and to 587 for TLS.

SMTP server port
The port number to be used for the connection.

Note: This box is populated automatically depending on the
selected encryption protocol.

Connect using
From the list, select one of the following options:

¢ Anonymous access
Select this option to use an anonymous access to the SMTP server.

¢ Windows authentication
Select this option to connect via TRBOnet Service Windows Account,
if it is running under a specific account;

e Login and password
Select this option and specify the credentials for the mailbox:

v' User name
Enter the SMTP server user name.

v' Password
Enter the SMTP server password.

v Type
From the drop-down list, select the SMTP login type.

e OAuth 2.0

Select this option if the email server requires

OAuth 2.0 authorization.

v Provider
From the drop-down list, select either Office 365 or Gmail.

v' Email
Enter the email address.

v If Gmail is selected as the email provider, enter the Client ID and
Client secret.
If Office 365 is selected as the email provider, enter the Client ID
and Tenant ID.

v Authorize
Click this button to authorize your email account.
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v Send Test Message
Click this button to send a test message from the Sender Email
address.

5.20 SMS Notifications

TRBOnet Dispatch Console allows sending SMS notifications to a cell phone
when alarms and other events occur on selected radios (for example, DTMF
commands from radios, Telemetry, Radio Status, and other events).

e Inthe Configuration pane, select SMS Notifications.
¢ Inthe SMS Notifications pane, select Enable SMS Service.

Configuration SMS Notifications
,’_ Advanced Setting A
[ Audio Paths | Enable SMS Service

B PTT over Cellular
L2 advanced Settings Connection to GSM via: Vianett service (www.vianett.com) o

[ l TREOnet.Mobile gateway

- i Sender: | |
o Teltonika
55 Remote Agents Username: |Iogin@:yourcompany.com |
5= Friendly Servers
‘R Phone Connect

- Advanced Settings Send Test MMS Send Test SMS
Internal PBX Server

/’_ Advanced Settings

I’ Data Sources

- CoM ports

| g

LS Topgp
=4 Email

Password: | ------- |

-rery Incoming Mail Server
i..e® Outgoing Mail Server

8} 5Ms Motifications
[© Push Notifications

[ vicense

€ >

SetDefaults Apply Cancel

¢ Inthe SMS Notifications pane, specify the following SMS-related
parameters:

= Connection to GSM via
From the drop-down list, select the type of connection.

e COM port GSM modem
Select this item if you are using a GSM Modem connected via COM
port. In addition, select the COM port the modem is connected to,
and enter the SIM Card Pin Code.

e Gemalto Cinterion EHS6T LAN
Select this item if you are using a Cinterion EHS6T GSM modem
connected via LAN. In addition, enter the IP address of the modem,
and enter the SIM Card Pin Code.

e Vianett service
Select this item to use an account on Vianett service.
For more details on Vianett service, see www.vianett.com
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e SMS Broadcast
Select this item to use an account on SMS Broadcast service.
For more details on SMS Broadcast service, see
www.smsbroadcast.com.au

e Clickatell
Select this item to use an account on Clickatell service.
In addition to the Username and Password, you'll have to specify
the APIID.
For more details on Clickatell service, see www.clickatell.com

¢ IntelliSoftware
Select this item to use IntelliSoftware SMS Gateway.
For more details on IntelliSoftware SMS service, see
www.intellisoftware.co.uk

¢ MailingVox
Select this item to use an account on MailingVox service.
In addition to the Username and Password, you'll have to specify
the APIID.
For more details on MailingVox service, see
www.mailingvox.com/sms/

= Sender
Enter the sender phone number.

= Username

Enter the login for the selected service account.
= Password

Enter the password for the selected service account.
= Send Test MMS

Click this button to send a test MMS from the selected service account
to a recipient's phone number.

Note: This button is available when connected via Vianett
service only.

= Send Test SMS
Click to send a test SMS from the selected service account to a
recipient’s phone number.
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5.21 Push Notifications

TRBOnet Dispatch Console allows sending push notifications to connected
TRBO.SOS applications.

¢ In the Configuration pane, select Push Notifications.
¢ Inthe Push Notifications pane, select Enable Push Service.

Configuration Push Notifications
)’, Advanced Setting &
L3 Audio Paths v| Enable Push Service
B PTT over Cellular
,f_ Advanced Settings
[ TREOnet.Mobik gateway B 8031 - LSS
T Teltonka
53 Remote Agents
| Friendly Servers
ER Phone Connect
)’_ Advanced Settings
LR Internal PBY Server
)’ Advanced Settings
}* Data Sources
. COM ports
LA g
24 Email

Server: push. trbonet.com

-w Incoming Mail Server
L.aIF QUtgoing Mail Server
J SMS Notifications

e} Push Notifications:
E License

< >

Set Defaults Apply Cancel

¢ In the Push Notifications pane, specify the following parameters:

= Server
Enter the Ethernet IP address of the push server.
= Port
Enter the UDP port number of the push server.
= Test
Click this button to check the connection to your push server. If the test

is successful, you'll see information on the server you are connected
to.
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6 TRBOnNet Dispatch Console

The key features of TRBOnet can be configured by the administrator in
TRBOnet Dispatch Console after initial installation and configuration.

6.1 Connecting to Server

e Launch TRBOnet Dispatch using the desktop or Start menu shortcut.

e Enter the required connection settings as explained below.
For the default Admin credentials (User Name and Password), consult
our support team.

Note: For security reasons, we strongly recommend that you
change the password for the administrator immediately
after the first login. See section 6.3.4.5, Changing

Password.
Connect to TREOnet Server X
Connect to:
Address: Server 1 w
Port: 4021 = Configure
Authentication:
Method: TREOnet Authentication v
User Name: |adm\n |
Password: |uuuuu |
[] remember passward
[] connect on startup
Concl
Connect to:
= Address

Enter the IP address of the TRBOnet Server to connect to.

Note: This is the Network interface parameter of TRBOnet
Server configured in section 5.4, Network Parameters

(page 17).

= Port
Enter the local port of the TRBOnet Server PC to accept connections
from the Dispatch Console.

Note: This is the Command port parameter of TRBOnet
Server configured in section 5.4, Network Parameters

(page 17).

Authentication:

= Method
From the drop-down list, select the Authentication method:
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o TRBOnet Authentication
Select this method to log on as a User registered in the TRBOnet
Dispatch Console Users list.

Windows Aut

hentication
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Select this method to log on using the PC name. The system
automatically shows the PC name as a User Name.

Note: The Windows user must be registered in the TRBOnet
Dispatch Console Users list.

User Name/Password

Enter the user name and password.
For the default Admin credentials (User Name and Password), consult
our support team.

Note: For security reasons, we strongly recommend that you
change the password for the administrator immediately
after the first login. For this, on the Tools menu, click
Change Password.

e Remember password
Select this option to have the Dispatch Console application remember

your password.

Connect on startup

Select this option to launch the Dispatch Console application without
having to type the User Name and Password every time. Use this option if
you regularly connect to the same TRBOnet Server and your workstation
is in a secure location.

6.2

Main Window Elements

When the TRBOnet Dispatch Console application is initially launched, the
default Dispatch Console window will be displayed with the Voice Dispatch tab

being active.

Voice Dispatch 1
B VY &I

& B oniine Dispateners (1)
. 8 agministrator

() oniine, Indoor

Radio Interface
nterface

() oniine, GPS Fixed
& () Online, No GPS

@ 1 ve
@® Reoio 125 Qe
& () Offine (19)

(1) voice Dispatch

-2, tocation Tracking

& 700 Ticketing

T

RX[TX

DEE

Group 22

J

RX/TX

[ Text essages

B Playback (@
3 Date
© vowerecorting © 305ep21 10:57:
\ 2 Reports 30-5ep-2110:57:
- 3 s05ep-21 10557
Event Viewer O 305ep21 10:56:

[ 30-Sep-2110:55:
1

[-52) Radio Allocation &)

d Lof

L'é Administration

<<<<<<<

0:52:58 AM

47 AM
27 AM

20 AM
00AM  In
1AM Mobie 1

inistrator

Administrator
Rl

2844

Rado 125

Priv :
16aM Battery: 50%
1
7 v [mw «

Requests ToTak | RadioState | Active Tasks || Active Routes | User Activty | Map | C:

Group Cal: Radio 125" called'11' (00:04)  Takers: Radio 125

r @ Defautt Settings || 5 Details | (7] Show Notes [

Radio Bridge

=ik 2
Unknown
Any Groups

Add Note
Note

[® Connected &5 B By B | 8 Administrator | [ Licensed to: des

6.2 Main Window Elements
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The main user interface elements are as follows:
Main menu

Radio list panel

Modules tab panel

Radio Interface panel

Activity Monitor panel

o v kd N =

Quick Pane panel

Note: The look of the Dispatch Console windows may have been
customized for your specific operation.

6.3 Main Menu

The TRBOnet Dispatch Console main menu allows the user to manage the main
Dispatch Console options. The main menu is located in the upper left corner of
the main window.

6.3.1 File

The File menu contains the following items:

e File > Connect to TRBOnet Server
Choose this menu item to connect to a different TRBOnet Server, or to
use different credentials for the current connection.

For more details, see section 6.1, Connecting to Server (page 110).

o File > Exit
Choose this menu item to exit TRBOnet Dispatch Console.

6.3.2 View

The View menu contains the following items:

e View > Show Navigation Pane
Choose this menu item to toggle the display of the Navigation pane on
the left of the main window. The Navigation pane includes two panes: the
Radio list pane and the Modules tab panel (see section 6.2, Main Window
Elements).

e View > Show Touch Keyboard Button
Select this menu item to display a Touch Keyboard button on the bottom
of the Modules panel. Clicking this button will bring up a virtual keyboard
on the screen.

e View > Show Modules
Choose this menu item, and in the drop-down menu select/deselect the
modules to display in the Modules tab panel.
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6.3 Main Menu

e View > Additional Tabs

Choose this menu item, and in the drop-down menu select/deselect the
tabs to display in the Activity Monitor panel.

e View > Configure PTT Boxes

Choose this menu item to configure the view of PTT boxes.

Configure PTT Boxes

Radio Interface

Type Mame

Channel Intercom

Channel Control Station #1
Group Group 1

Group Group 2

dpcreate [Shedit ¢ Delete

x

‘fiew Mode Available Calls

Normal -
Normal Al

Normal Firemen

Normal Police -

-

ok || canee

In the Configure PTT Boxes dialog box, specify the following PTT box

parameters:
= Type

In this column, the box type (for example, Channel, Group, Radio or All

Call) is displayed.

Note: The 'Channel' type means that the PTT box has been
automatically created by the radio systems connected
to TRBOnet Server and it can only be partially edited.
The Edit link is grayed out when a PTT box of this type is

selected.

= Name

Enter a name for the selected box. This name will be displayed in the

title of the PTT box.
= View Mode

From the drop-down list, select the view mode:

¢ Invisible

Select this mode so that the PTT box will not be displayed.

e Normal

Select this mode so that the PTT box will be displayed in Normal

view mode:
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/_ Control Station #1 [ (=]
Channel 1
All call (-]

Session;

Free channel

Sender:

RX [T

- J

¢ Minimized
Select this mode so that the PTT box will be displayed in Minimized
view mode:

ControlStation #1__ [1][<][@] ]

Note: Hover the mouse pointer over the Minimized PTT box to
view the PTT box in the Normal view mode.

= Available Calls
From the drop-down list, select the destination radio or radio group for
the PTT box.

Create virtual channel boxes

= To create a virtual PTT box, click the Create link in the lower-left corner
of the Configure Voice Boxes dialog box.

Virtual Channel X
Name: Group Call
Call Type: Call Destination:
O ancal (® Select by Dispatcher
(®) Group Call () Selected from list
(O Private cal ‘ j

Execute call on channels:

() Execute call on all available channels
(® Execute call only on selected channels
v Control Station #1

[~ Intercom

¥ Local Brine's

Repeater #1: Slot #1

[ Repeater £1: Slot 22

crcel

In the Virtual Channel dialog box, specify the following virtual channel
parameters:

* Name
Select this option and enter a name for the virtual channel.

= Choose a Call Type for the channel.
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6.3 Main Menu

Call Destination

(available only when Group Call or Private Call is selected as the Call
Type)

Choose Select by Dispatcher to allow the dispatcher to select a Call
Destination.

Or, choose Selected from list and from the list below select the
desired group (if the Group Call type is chosen) or individual radio (if
the Private Call type is chosen).

Execute call on channels

(available only when All Call or Group Call is selected as the Call Type)
Choose Execute call on all available channels,

or Execute call only on selected channels and in the list below select
the available channels.

e View > Configure Active Calls panel
Choose this menu item to configure call types and advanced settings for
the Active Calls panel. This menu item is available if View > Show Active
Calls Panel is selected.

Call Types
On this tab, you can select which call types to display in the Active Calls
panel:

Active Calls )
£alTpeE | advanced
I show All Call
I Show Group Calls
W Show Emergency Calls
W show Private Calls
¥ Show Remote Monitor

W Show Intercom Group Calls

W Show Intercom Private Calls

canel

Advanced
On this tab, you can set following options:

e Show Visible Channels
Select this option to display Visible channels in the Active Calls panel.

e Show Hidden Channels
Select this option to display Hidden channels in the Active Calls
panel.
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Note: For the visibility of channels, see Configure PTT boxes,
View Mode.

e Show Requests To Talk
Select this option to display Requests To Talk in the Active Calls
panel.

¢ Show Missed Call
Select this option to display Missed calls in the Active Calls panel.

Active Calls X

¥ Show Visible Channels
[V Show Hidden Channels
¥ Show Requests To Talk

[V show Missed Calls

[oc ] camel

The Active Calls panel is displayed in the upper part of the Dispatch
Console:

File View Map Tools Help

Radio Interface B
=t & X7 &

E] & Online Dispatchers (1)
B administrator

- L )

L Police (=]

Drag and Drop PTT Box here to
create new group

ession:

RXJTX

Recent Calls/Events

3 Voice ‘l [0 Playback [l Save~ () Print | 11 Pause < Clear + i Reload | [ Filter By Radio | = Grouping '\ Auto Filter > Default Settings >
Date | Radio System | Sender | Redipient | Message | Details | Note. |
29-5ep-2016 17:03:17  Control Station... Administrator  Police Dispatcher ‘Administrator' ... Members: Administrator i‘
29-5ep-2016 17:02:37  Control Station... Administrator  Police. Dispatcher 'Administrator’ ... Members: Administrator
: Control Station... Administrator  Police Dispatcher ‘Administrator’ ... Members: Administrator
Control Station... Administrator  Firemen Dispatcher ‘Administrator' ... Members: Administrator
29-Sep-20 01:47  Control Station... Administrator  Police Dispatcher 'Administrator' ... Members: Administrator
29-Sep-2016 17:01:25 Intercom Administrator  All Intercom Call: Dispatcher '... Members: Administrator -
i) 4] 4| Record1ofae v [m|mi«] L,J
Recent Cals/Events | RecentCals | Radio State | Active Tasks | | User Activity | Map | Cameras
127001 By G B B | § Administrator | (8 Licensed to: demo Demo License | @ Active-

e View > Customize Shortcuts

Choose this menu item to configure shortcuts for the actions on the
selected channels.
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6.3 Main Menu

Change Shortcut Settings X

¥ Show shortcut buttons

Shortout Device Button Action Caption

Shift Terminate Al Tran... Terminate -
Space Toggle Select chan... Toggle Select

L Unmute channels Unmute

Enter Maone (Footswitch Intercom

DG 1

IPSC 1: Slot #1

IPSC 1: Slot #2

333319

Group 11

-
M4 | 4| Record 4of 11 k| KM 4 4
qpCreate [ShEdit X Delete Show all PTT boxes

Cance

= To configure shortcut PTT actions to the PTT boxes, click the
Show all PTT boxes link, double-click the desired PTT box(es) to apply
the changes, then assign a keyboard shortcut or combination of keys.

= To configure specific non-PTT actions to PTT boxes (for example, mute
channels or set selected PTT channels), click the Create link to make
the changes:

Action X
Caption: ‘Mube Mode
Shorteut: ctrl i
Device Button: ‘Mone (Footswitch PTT) j
Action: [Mute channels j

Channels:

[v Telephony

W Intercom

[~ DG1

[~ IPSC 1: Slot £1
[~ IPSC 1: Slot %2

L4

Lo

[ Group 22 ¥

In the Action dialog box that appears, specify the following
parameters:

Caption

Enter the caption that will be displayed in the Dispatch Console.
Shortcut

Click the Configure button, and on the keyboard, press the key or

key combination you want to assign as a shortcut for the selected
action.

Device Button
From the drop-down list, select the external device button you want
to assign for the selected action.

Action
From the drop-down list, select the desired action:
v Toggle Select channel

This action sets the Select status to selected PTT boxes and the
Unselect status to others.
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v Mute channels
This action mutes selected PTT boxes.

v Unmute channels
This action unmutes selected PTT boxes.

v Toggle Mute channel
This action sets the Unmute status to selected PTT boxes and the
Mute status to others.

v Terminate All Transmissions
This action terminates all transmissions for selected PTT boxes.

v' Change channel settings
This action will configure settings, such as Recorder, Player,
Speaker, etc., for the channel specified below.

v' Change Sound settings
This action will configure the Sound settings, such as Recorder
and Player.

e Channels
In the list below, select the PTT boxes to which to assign the actions
specified above.

= To enable displaying the configured shortcuts in the Dispatch Console,

select the Show shortcut buttons option.

All the shortcuts you have configured are displayed in the upper part of the
Dispatch Console:

File View Map Tools Help

Radio Interface € )
" Radio Interface | Recent Calls/Events Radios
Terminate all  Transmit Quick Commands [
& B, Online Dispatchers (1) Actve Calis ®
B administrator Pre-recorded Messages [X]
L Police 2 S ~ || To: Selected Channels
(D Intercom [Enfcs] Control Station #1 [ E?l\ Patch X

E‘E‘lj Voice Dispatch All Call Channel 4
All Call -

Session: Session:

@, Job Ticketing Free channel Free chamel

Ej Route Management Sender: Sender
éll RFID Tracker
RX[TX RY /TX
[ Teteges L ) € A.
E Recent Calls/Events ™ |
Voice Recording . = = Y
¥ Playback | Saver () Print | 11 Pause ¥ Clear v & Reload | | Filter By Radio | = Grouping 7 AutoFilter @ Default Settings =
@ Reports Date Radio System | Sender Recipient Message Details Note
D 29-Sep-2016 18:15:42  Intercom Administrator Al Intercom Call: Dispatcher ... Members: Administrator -
= - e 29-5ep-2016 17:53:22 RadioServer All Connection to ‘Control Sta...
15| Event viewer
* D 29-5ep-2016 17:27:01 Intercom Administrator Al Intercom Call: Dispatcher ... Members: Administrator
— 29-5ep-2016 17:27:00 Control Station... Administrator  Police Dispatcher ‘Administrator’ ... Members: Administrator
*2] Radio Allocation
([ 29-5ep-2016 17:26:48  Intercom Administrator Al Intercom Call: Dispatcher ... Members: Administrator -
= 6] 9| «] Record10F319 [ m|mi| B
@ Administration Recent Calls/Events | RecentCalls | RadioState | Active Tasks  ActiveRoutes | User Activity | Map | Cameras
[ 127.00.1 &3 B B B | § Administrator | [ Licensed to: demo Demo License @ Active -

e View > Add Radio Interface Tab
Choose this menu item to add a new Radio Interface tab to the Radio
Interface pane.
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Configure PTT Boxes x
Name: |Rad\o Interface #1 |
Type ‘ Name View Mode Available Calls
Channel Telephony Mormal EI
Channel Intercom Normal
Channel DG 1 Normal
Channel IPSC 1: Slot #1 Normal All
Channel IPSC 1: Slot #2 Normal All
Channel Group 11 Mormal
Channel Group 22 Mormal
Channel All Call Normal All
Radio Private Call Normal Al EI
dpcreate [ShEdit ¢ Delete E

= In the Configure PTT Boxes dialog box, specify the following PTT box
parameters for the new radio interface:

¢ Name
Enter a name for the radio interface.

Other parameters can be configured in the same way as when
Configuring PTT Boxes.

The user can switch between Radio Interfaces by clicking on the tab bar in the
upper part of the Radio Interface pane.

File View Map Tools Help
Voice Dispatch Radio Interface &)
EBil=t & X7 & {1 Raco interface ” Radlio Interface #1 [ RecentGlofevents [Redos || |

5 B, oniine Dispatchers (1)

& administrator
@ | Firemen =]
|j Police =]
[Jantercom e8] 2] [ control Station #1
All call Channel 4
(L votoe Disatch
Session Session:

Il

Sender:

Recent Calls/Events

i _ 5] Playback (el Save~ () Print | 11 Pause ¥ Clear ~ 'S Reload | ‘[ Filter By Radio | = Grouping "/ Auto Filter
= Date | Radio System | Sender |Recpient | Message | Detaiis Note |
@ 30-Sep-2016 10:48:54  Intercom Administrator Al Intercom Call: Dispatche... Members: Administrator ﬂ
29-5ep-2016 18:15:42  Intercom Administrator Al Intercom Call: Dispatche... Members: Administrator
o 3% 29-5ep-2016 17:53:22 RadioServer Al Connection to 'Control ...
{5 Event viewer p
E 29-5ep-2016 17:27:01  Intercom Administrator Al Intercom Call: Dispatche... Members: Administrator
29-Sep-2016 17:27:00 Control Statio... Administrator  Police Dispatcher ‘Administrato... Members: Administrator
1] Radio Acation 29-5ep-2016 17:26:48  Intercom Admiristrator  All Intercom Call: Dispatche... Members: Administrator o
i#4] 40| 4| Record1of303 v [m[m] ] 5
Administration
@ Recent Calls/Events | RecentCalls. | Radio State || Active Tasks | | User actity | Map | Cameras
3127001 B | & Administrator | [ Licensed to: demo Demo License | @ Active-

e View > Delete Radio Interface Tab
Choose this menu item to delete the Radio Interface tab currently
selected in the Radio Interface pane.

Note: The default Radio Interface tabs can't be deleted.

e View > Show Channel Selector Box

Select this menu item to display a separate PTT box that allows selecting a
channel.
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T )

|

- J

Intercom
1P Site Connect: Slot #1

IP Site Connect: Slot #2

Session;

[ 1

Sender:

Channel not selected

Click the arrow of the drop-down list and select the channel for this PTT

box.

e View > Show Call Type Buttons
Select this menu item to display the Call Type Buttons panel in PTT boxes.

[P site Connect: Slot #1 | -|\

-

Session:

Free channel

Sender:

L 1

RX JTX

ﬂ‘hj

e View > Show Keypad Pa

nel

Select this menu item to display the Keypad panel in PTT boxes.

(_ 1P Site Connect: Slot #1 [=g

Note: The Keypad panel will be displayed only when the Num
button is pressed in the Call Type Buttons panel.

e View > Audio Message Library

Choose this menu item to add configured Voice Messages to the Queued
Messages panel. For how to configure Voice Message settings, see Tasks,

Voice Message.
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Saved Audio Files X
4 Add % Remove | v Filter | Shortcut
| Filename | Description Severity Shortcut Visibility
Alarm Tone Alarm Hidden
»  Bobby.mp3 Infarmation ]
Daisy.way Information
Send concel |

= In the Saved Audio Files dialog box, specify the following parameters:

¢ Filename
The name of the message displayed in the Queued Messages panel.
e Description
Enter a description for the Voice Message.
e Severity
From the drop-down list, select the severity level (Information,
Alarm, or Warning).

e Shortcut
Click the Shortcut button and press the key or key combination you
want to assign as a shortcut for the selected Voice Message box.
o Visibility
From the drop-down list, select how to display the selected Voice
Message box:
v Hidden
Hide the Voice Message box.
v Button
Display the Voice Message as a button (1).
v' Link
Display the Voice Message as a link (2).

Radio Interface

Radio Interface | Recent Calls/Events

[Jintercom [

@ -
Session:

fon:
[Free channel
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o View > Extended PTT boxes
Select this menu item to display PTT boxes as shown:

v Control Station #1
|Contro| Station #1 ‘ <) § )
S |Channe| 1 j Q @
— Free channel
mﬁ [ i } Terminate J
cal: |All Call o [ enea )
¢ ¢
7 8 9

L & 8 |eiimonjn )

e View > Large PTT boxes
Select this menu item to display PTT boxes as shown:

e View > Medium PTT boxes
Select this menu item to display PTT boxes as shown:

| Control Station #1

Channel
=) ¢ || o

Channel 1

¢ View > Small PTT boxes
Select this menu item to display PTT boxes as shown:

[Cuntrol Station #1 [« }

Free channel
alcal Channel 1

e View > Custom PTT boxes >

Select Custom PTT Boxes 1 to display PTT boxes as shown:

Control Station #1

H«o
Free channel

R fTX

Select Custom PTT Boxes 2 to display PTT boxes as shown:

Group 10

E30

Police
Free channel
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Select Custom PTT Boxes 3 to display PTT boxes as shown:

Slot 1

ARl @

[ »

Al Call ®

Free channel £
:

=)

RX fTX 7
! B

e View > PTT Box Themes
Click this menu item and select the theme to be edited, or create a new
theme.

To create a new theme:

Click View > PTT Box Themes > Create Theme.

In the PTT Box Theme dialog box, enter a theme name and specify
desired colors for PTT box elements in various statuses and for
various call types.

From the Preview list box, select the box size/type and see how it
will look like.

To set the theme as default, select the Set as default theme option
located at the bottom of the dialog box.

Click OK.

PTT Box Theme X

Name: Police:

PTT Box Statuses Defeuts  Preview: | Lorge PTT Boxes 3
H * | { [ control station / Channel @

Q

Recipients

Session:
Free channel

Background: 1255, 213, 213 -

Outer Border (= 4
Text [mmws oo
Field Borders (= 4
indicstor Background: [ ]
Status Bar Text ’El—;|
P =
[ Set as defaut theme Cancel

e View > Show Active Calls Panel

Select this menu item to display the Active Calls panel in the Dispatch
Console.

See also Configuring Active Calls panel.

View > Show PTT Search Bar
Select this menu item to display the search bar in the Radio Interface
panel.

View > Show Clock Panel
Select this menu item to display the Clock panel (1) in the Dispatch
Console.
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e View > Show Quick Commands Panel
Select this menu item to display the Quick Commands panel (2) in the
Dispatch Console. For more details, see section 6.5.6, Quick Commands.

e View > Show Pre-recorded Messages Panel
Select this menu item to display the Pre-recorded Messages panel (3) in
the Dispatch Console. For more details, see section 6.5.7, Pre-recorded
Messages.

e View > Show Patch Panel
Select this menu item to display the Patch panel (4) in the Dispatch
Console. For more details, see section 6.5.5, Patches.

e View > Show Phone Calls Tab
Select this menu item to display the Phone Calls tab (5) in the Radio
Interface pane.

e View > Show Extended Messages Tab
Select this menu item to display the Extended Messages tab (6) in the
Radio Interface pane.

e View > Show Radios Tab
Select this menu item to display the Radios tab (7) in the Radio Interface

pane.
Radio Interface
Monday, May 27, 2019
12:24 pm
M intercom
@ Allcall
: (o foe [[_rie [
To: Selected Channels
6.3.3 Map
e Select Location Tracking (1) in the Navigation pane to enable Map
Options:

e Click the Map menu (2).
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% Map Content.
& | Firef [ P G- [ Beacons
. EA Geocoding. W12 Beer
® Open New Map in Tab. | ME@coffee
@ q I — o Floor plan__X| | Ll @Tes
- en New Map in Window... i
& [} Poi | pen Tew ap I ®[e)o [8] showBeacons: ~ [# DrawingPanel] > -1 Map Chjects
&S Google Earth . [ [&) camera 1
|3 Delete Route on Google Earth 2 1] Hospital
Show Radios on Google Earth » J@ i [ roice
2 G- [ Map Regions
@ Location Tracking . o) =7 Region 1
—— 1 - [ [ Map Routes
& sob Ticketing @
M S 235
] RFID Tracker ]
125
[ Text tessages Wm Laiiude, 55'5627,63" N; Longtude: 30'1649.88" E |
i _ Recent Calls/Events 7
[ Playback [l Save~ () Print | 01 Pause < Clear - 'S Reload | [J Filter By Radio | = Grouping 7 Auto Filter (> Defautt Settings 2
@ Reports Date Radio System Sender Redpient Message Details
S 09.06.2017 14:43:57 Server Al Connection to ‘Capaity Plus 1" h. i‘
Event Viewer 09.06.2017 12:43:30  CapacityPlus 1 Administrater u Dispatcher 'Administrator’ calls gr... Members: Administrator, 125
09.06.2017 12:40:06  Capacity Plus 1 125 11 Radio '125' calls group '11' (00:08)  Members: 135
EEI - 09.06.2017 12:39:55 Capadty Plus 1 Administrator 11 Dispatcher ‘Administrator' calls gr... Members: Administrator
06,2017 12:38:34 Capadty Plus 1 Administrator Police Dispatcher 'Administrator’ calls ar... Members: Administrator A
Wil 4| ] Rerord 167305 D %] 5
@ Administration Recent Calls/Events | Recent Calls || Request ToTalk | RadioState | Active Tasks | ActiveRoutes | User Activity | Beacons | BeaconEvents | TagList

127001 &3 B | § Administrstor | [ Licensed to: demo. | @ Active~

The Map menu contains the following items:

e Map > Select Active Map
Click this menu item to select the map to display in the Dispatch Console.

Select Map.. X
Caption: |
Avaiable Maps
Name Path state
MAPNIK oK
croe oK
TRANSPORT oK
LANDSCAPE o
SING ROAD o
BING_AREA oK
BING_HVBRID o
ndd = oD ==

= Enter the Caption of the map that will be displayed in the Dispatch
Console.

= In the list of Available Maps, choose the map to be displayed.
Adding custom maps

You can also add an online map using its specific URL.
= Click the Add button.

Add Map X
Name: =X |
Map Type: WM (web Map Service) -
URL: [ttp:4/maps dgs.udel edu:80/geoserver/DGS_Suricial_and_Cortact_Geology/wms |

AW Get Capabilties
[)|mepTite [ rdentfier | Desaription [ style

is map shows the surfical geology of D...
p shows the surficial geology cont.

DGS Statewide Geologic Map ...
logic Statewide Map

i //maps.dgs udel edu:80/geoserver/DGS_Suficia_and_Cortact_Geology/wms ?REQUEST-GETMAPSSER] (5

=

e Enter a Name for the new map.
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e Map Type
From the drop-down list, select the map type: Custom Map, WMS
(Web Map Service), or WMTS (Web Map Tile Service)

e Enter the URL of the map service and click Get Capabilities.
As a result, the table in the lower part of the dialog box will get
populated with the available map layers.

e Select the checkbox in the left column of the table to enable the
appropriate map layer.

e Click OK.

As a result, the new map will appear in the list of available online maps.

e Map > Save Online Map Data
Click this menu item to save your current map region.

Download Map Tiles - o x
Region from N59°57'32.29" E030°17'59.68" to N59°56°13.91" E030°17'19.45™
Tie expiation, days: |30
[0 Refresh dll tiles

Zoom level: 16 Tiles to download: 23

Status: Finshed
Loading zoom level: 16
Loaded fromthe web: 0
Updated from the web: 0
Loca: 23

Failed: 0

[ Previewties [] Show downloaded ties

Loaded: 23 of 23 (100 %)

In the dialog box, specify the following parameters:

= Tile expiration, days
Enter the expiration time, in days, for the map tiles. When you
download the map, the already downloaded tiles are checked and if
they are older than this number of days, these map tiles will be re-
downloaded from the Internet.

= Refresh all tiles
Select this option to re-download the mabp tiles before saving to your
PC.

= Zoom level
Move the slider from left to right to increase the detail level of the
map.

= Preview tiles
Select this option to show how the map is divided into tiles.

= Show downloaded tiles
Select this option to show the progress bar while the online map is
being saved.

= C(Click Start and wait for the system to save the files. This may take
several minutes.
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Click this menu item to specify the folder and settings to store the map

data.

Online Map - o X
Map cache

Cache folder:
D:\Temp\Maps

Update: Never

Map Type: BING_ROAD

hitp://msdn microsoft fibrary 428642 ssp

G

In the Online Map dialog box, specify the following settings:

Cache folder
Click Change and locate the folder on the PC where you want to store
the map data.

Update

Select the update interval ('Never', 'Immediately’, or 'By period') for
the map data stored in the specified Cache folder.

Map Type

From the drop-down list, select the map type. For more details on the
maps used in TRBOnet Dispatch Console, see section 6.3.3.1, Map
Types (page 127).

<Map Provider> key

Enter the key for the selected map.

Note: To obtain the key, click the hyperlink below and follow
the instructions.

6.3.3.1 Map Types

Online maps:

6.3 Main Menu

MAPNIK - free online map. For more details on OpenStreetMaps, visit
the official the website: http://www.openstreetmap.org

Thunderforest - commercial online maps. Visit
http://www.thunderforest.com/docs/apikeys/ to get a key.

Microsoft BING - commercial maps from Microsoft. Includes
BING_ROAD, BING_AREA, and BING_HYBRID subtypes. A user may use
BING maps for 90 days and then they must get a Basic Key. Visit
http://msdn.microsoft.com/en-us/library/ff428642.aspx to get a Basic
Key.

Google Maps - online mapping service from Google. Visit
https://developers.qoogle.com/maps/documentation/javascript/get-

api-key#key to get a key.

127
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Custom Maps - online mapping services such as TRBOnet Map Server,
WMS and WMTS services. For more details, refer to TRBOnet Map Server
User Guide. For more details on the WMS/WMTS services, visit
http://www.opengeospatial.org/standards/wms/introduction.

Offline Maps:

TMap - internal map-making resource. The user can create an offline
copy of online maps for selected regions according to their needs and
requirements. The user can create a map from any picture via the
TRBOnet Map Edit application.

Click Start > All Programs > Neocom Software > TRBOnet
Enterprise> Console> TRBOnet.MapEditor.exe

For more details on map calibration, read the following article at:
https://trbonet.com/kb/how-do-i-create-a-custom-map-for-trbonet/

Beacon 2D - two-dimension offline map for Indoor positioning. The
user can create indoor maps using the Indoor 2D Map Converter. See
section 6.4.21.2, Indoor 2D Map Converter.

Beacon 3D - three-dimension map for Indoor positioning. The user
can use any DirectX file as a map.

e Map > Print
Click this menu item to print the map region currently displayed in the
Map pane.

e Map > Geocoding
Click this menu item to configure geocoding servers in the Dispatch
Console.

Geocoding X

Load data from TREOnet Server if Geocoding services are unavailable on local PC

[ server Name
I | Goode
¥ |Nominatin

Load data from TRBOnet Server if Geocoding services are
unavailable on local PC

Select this option to receive location data from the TRBOnet Server PC
if the Dispatch Console is unable to resolve location data.

For other settings, see section 5.11.1.1, Configuring Geocoding Servers
(page 29).

e Map > Open New Map in Tab
Click this menu item to add a new map tab to the Map pane.
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Select Map.. %
Map Type: Online maps v
Caption: [y maapl
Available Maps
Name Path State
MAPNIK oK
crae oK
TRANSPORT oK
LANDSCAPE ok
BING_ROAD oK
BING_AREA oK
BING_HYBRID oK
ndd e cancel

= Map Type

From the drop-down list, select the map type.
= Caption

Enter a caption for the new map tab.

= For other settings, see Selecting Active Map.

Once you have clicked OK, the new tab will appear in the Map pane:
BING ROAD ¥ My Map XI|

G} ©) T e Fifer =) 7 Show Beacons: Al « | & Ruler 4 FindonMap=~ &\ 4 DrawingPanel 7 Route~ < Geofencing 7
%, 3 % %
0 % iz %
Z o A 5
% 2 &
£ = © S,
@ - r 2
o ? @ % % %
s % < %
< 235 % £y %
% © 2 o
% < B S
% . 2
& %5, "’% o
= 5 2 3®
W® ° R
@ 125 o*°
o ?f <
s Vasil'yevskiy Island
% .
% Nbe =
% )
% b e %
X a . r %
b 5 ‘\I‘O o >,
° % @ Qe‘lL 7
> L = Q‘Os z
SJom P o o ) %
= \ 5
% % "zg o0 [ Lattude: 59°5629,70" N; Longitude: 30°1653,10"E |

e Map > Open New Map in Window
Click this menu item to create a new map window with the specified map.

= For required settings, see Selecting Active Map
Once you have clicked OK, the new Map window will appear:

235 - o x
o EEEET- N || Ruler G4 FindonMap~ & | &7 Drawing Panel | 7l Route~ & Geofencing
g El=s Bl 5
El
E§ Vasil'yevskiy Island
E & B} Online Dispatchers (1) gl
= & adminisirator
© [} Firemen |
BH® 12 e
® k3 9151%]
| Police =]
saint
Androws
Cathedral
\
‘0 Lattude 59°5628.50'N; Longtude: 30'1645 62°E |
235

e Map > Google Earth
Click this menu item to open the Google Earth application.
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Note: Google Earth must be previously installed on the PC. To
download Google Earth, go to the Google Earth website
https://www.google.com/intl/en/earth/desktop/, and

click Download.

e Map > Delete Routes on Google Earth
Click this menu item delete all routes from Google Earth.

e Map > Show Radios on Google Earth
Click this menu item and in the drop-down menu select which radios to

display on Google Earth.

6.3.4 Tools

The Tools menu contains the following items:

e Tools > Event Viewer in Window

Click this menu item to open the Event Viewer in a new window.

B Event Viewer - o X
) Al Events [ Playback [ Save | 11 Pause ¥ Clear & Reload | = Grouping '/ Auto Filter @ Default Settings || 5 Details ||[11] Show Notes
-] Text essages Date | system | sender Destination Desciption Detais
i mbox (D 0502 IL2%AM PL Radolzs 2 Group Cal: Radio 125'called 22 (00:09) _ Takers: Radio 125 -
o8 sent (D 0Sep2111:12:46AM CP1  Rado12s 11 Group Call: Radio 125'called 11! (00:07)  Takers: Radio 125, Adrminitrator
&y Telemetry (D M0Sep211L1240AN P1 Radois 2 Group Call Radio 125'called 22 (00:04)  Takers: Radio 125
B obtanedsonds |5 3gep 2t 1n238AM 1 Radois 1t Group Cals Radio 125'called" 11" (00:04)  Takers: Radio 125
G Senteommands |5, 30 cep21 sussais AN voble 1 44 Rade 125 Private Cal: 4444 called Radio 125 (00:13) Takkers: 444 Rado 125
B vacecals () 305021 L10:52AM Moble 1 4444 Rado 125 Private Cal: 4444 called Radio 125 (00:09) Takers: 4444
i © w2z b1 s aunswoir  PrvateCl 444 caled Admnstatr ... Takr: 444, Adinsatr
i Dot o || DS MTIM L adninsor 2 Group Cal: ‘Adrinistrator caled 22 (00:08) Takers: Admiistatar
30Sep21STDAM P Admnstator 11 Group Cal: ‘Adminstrator calld '11'(00:08) Takers: Admiistrator
() 30.Sep21 1:57:00 AM  Intercom Administrator Al AlICall Adminisrator caled"AF 00:01)  Takers: Adniisrator
(D 30.Sep21 :56:I0AM Moble 1 4444 Rado 125 Private Cal: 4444 called Radio 125 (00:26) Takers: Radio 125, 4444
(D 30Sep21 M:5uSOAM CPL Radol25 11 Group Cal: Ratio 125'caled" 11 (00:04)  Takers: Ratio 125
(D 21Sep214m0m L Adminsvator Al Al Call Administrator caled"AT (00:03) [ Takers: Admistrator a
(© 21Sep21430:10PM  CPL Adminstiator 11 Group Cal:‘Adminstrator caled '11 (00:06) Takers: Adminstrator
() 2150021 430:10PM  Intercom Administrator  Dispatcher Graup 1 Group Cal: ‘Acninsirator caled Dispatche .. Takers: Adminsirator
( 20:5ep21430:10PM  Intercom Administrator Al Al Call Administrator caled"AF (00:02)  Takers: Adminstrator
() 2150021 430:10PM  Intercom Administrator  Dispatcher Group 2 Group Cal: ‘Achminitrator caled Dipatche
(© 205ep2142832PM 1 Adminstator 22 Group Cal: etor’ called 22 (00:09) =
W[ €] Record 20212 ¥l « [T G ail i >
H Sender Radio 125 Date: 30Sep-21 11:12:4 AM
Destination; [FElPlavback (g Save (7 Add Mote
Group Call: Radio 125 called 11 (00:07)
|

¢ Tools > Recent Calls/Events in Window

Click this menu item to open Recent Calls/Events in a new window.

| Recent Calls/Events.

[ Playback (el Save~ (2 Print | 1 Pause ¥ Clear - '&i Reload

[ Filter By Radio

Date System Sender Destination | Description Details N.
30-5ep-21 11:12:46 AM  CP1 Radio 125 22 Group Call: Radio 125' called 22 (00:04) Takers: Radio 125 -
30-5ep-2111:12:46 AM  CP1 Radio 125 1 Group Call: Radio 125' called "11' (00:07) Takers: Radio 125, Administr
30-5ep-2111:12:40 AM  CP1 Radio 125 2 Group Call: Radio 125' called 22 (00:04) Takers: Radio 125
30-5ep-2111:12:39 AM  CP1 Radio 125 1 Group Call: Radio 125' called "1 (00:04) Takers: Radio 125
@ 30-5ep-21 11:12:11AM  Mobile 1 2444 Radio 125 Private Call: '4444 caled Radio 125' (00:13)  Talkers: 4444, Radio 125
@ 30-5ep-21 11:10:52AM  Mobile 1 2444 Radio 125 Private Call: '4444 caled Radio 125' (00:08) Takers: 4444
) 30-5ep-21 10:57:47 AM  Mobile 1 2444 Administrator  Private Call: '4444' called "Administrator’ (00:02) Takers: 4444, Admiristrator
30-5ep-2110:57:27 AM  CP1 Administrator 22 Group Call: ‘Administrator’ caled 22 (00:08)  Takers: Admiristrator
30-5ep-2110:57:20 AM  CP1 Administrator 11 Group Call: ‘Administrator caled 11 (00:08)  Talkers: Admiristrator
() 30-5ep-21 10:57:00 AM Intercom  Administrator Al All Call: "Adrministrator’ called 'All (00:01) Takers: Administrator
) 30-5ep-21 10:56:10 AM  Mobile 1 2444 Radio 125 Private Call: '4444 caled Radio 125' (00:26)  Takers: Radio 125, 4444

[ 30-5ep-21 10:55:16 AM 2444 Al Battery: 50%
P2l 30-5ep-21 10:52:58 AM  CP1 Radio 125 1 Group Call: Radio 125' called "11' (00:04) Takers: Radio 125 ©
iW|«| 4| Record1of331 »[wmi ¢ 3

= Grouping "/ Auto Filter

— [m) X

@ Default Settings

Sender: Radio 125
Destination: 22

7]

io 125' called '22' (00:04)

Date: 30-5ep-21 11:12:46 AM
[BlPlavback [ Add Note

= Click Playback to play back the selected call.

= (Click Save to save the selected call as an audio file.
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In the Save As dialog box, locate the folder where you want to save the
audio file, specify the file name, and from the drop-down 'Save as type'
list, select the format (*.wav, *.tna, or *.0gg) for the audio file.

= (Click Add Note to add a note to the selected event.

Mote X
well done ;I
=
Add Extension... oK | Cancel

e Enter the text of the note in the text box.

¢ You can extend the form of a note by clicking the Add Extension
link and adding new fields and their possible values to the form.

e Tools > Job Ticketing Monitoring
Click this menu item to open the window that visually represents the job
tickets created by dispatchers and assigned to radios.

------

In this window, you can perform the following actions:

= Select a time period for which to display Job Ticketing data.
= Monitor tickets created by dispatchers.

= Monitor tickets assigned to radios.

All data are shown in the form of status diagrams.

¢ Tools > Radios in Window
Click this menu item to open a new window that displays the radios
present in the system.
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Radios — [m] X
Fite: | | RadioGroups: Ml -
v GelectAl)

Statuses: | (Online, Indoar), (Gnine, ... 4 Poice

¥| Cleaners

| 11

W 22

/| Mobile Client d
oK Cancel | |

Q|

In this window, you can make radio calls, send text messages. In addition,
you can select to display radios by groups and statuses.
e Tools > Phone Calls in Window

Click this menu item to open a new window that displays Phone Calls
available in the system.

_n
a
3
il

i

B o ¥
N EN KN
N EN KN
I N N

. call m

Contacts — |

Shortcuts |

=

In this window, you can make and receive phone calls. To make a call,
enter a phone number in the dial string and click Call. You can also select
a contact from the Contacts list. Or, use the shortcut buttons you have
previously created for your contacts (Tools > Contacts).

e Tools > Telemetry Monitoring

Click this menu item to open the window that displays configured
telemetry profiles for the radios.

Telemetry £1 - o X

Radio ~ | status VIOL vI02

* From the Show drop-down list, select the Telemetry profile to display.
See also section 6.4.12, Telemetry (page 230).

e Tools > Text Messages in Window
Click this menu item to open a new window to manage text messages.
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Text Messages - o x

BlEs & XY S'@ | Clear S Reload ||} Inbox [ Sent

[05-0ct-2016 17:51:13 Received from 235 to 125
His be on

[05-0ct-2015 18:01:43 Received from 235 to 125
only §m

I05-0ct-2015 18:06:04 Received from 125 to 235
nog

3 | [05-Oct-2016 18:10:53 Sent from Administrator to Police
p making me fool

Recipient: % | Police | EJ send | ] AttachFile

125

In this window, you can perform the following tasks:
= View sent messages in the upper-right pane.

= Select online dispatchers and radio groups in the left pane, or by
clicking the ellipsis (...) button in the lower-right pane.

= Type messages in the text box in the lower-right pane.
= Send messages by clicking the Send button in the lower-right pane.

Tools > Routes in Window
Click this menu item to open a new window to manage routes.

For more details on Route Management configuration,
see section 6.8, Guard Tour / Route Management (page 354).

Tools > Camera in Window
Click this menu item to open a new window with an IP camera view.

® Camerat - [m} >

Camera: |Camera 1

l\! L

In this window, the IP camera view is displayed.

= Camera
From the drop-down list, select a camera that is connected to TRBOnet
Dispatch Console.

See also section 6.4.9, IP Cameras (page 223).

e Tools > Reset All Location Triggers

Choose this menu item to stop/start location triggers on all radios.
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e Tools > Dynamic Regrouping
Click this menu item to dynamically regroup radios depending on current
needs. For more details, see section 6.4.31.2, Dynamic Regrouping.

Note: The Dynamic Regrouping feature is available only for
Capacity MAX systems. In addition, the radio's firmware
version must be 2.10 or later, and the DGNA feature
must be enabled on the radios.

e Tools > Terminate All Transmissions
Click this menu item to terminate all voice sessions.

This action is a "hard" request to stop all "hung" transmissions in the
TRBOnet software. If a radio communication session is not allowed to be
interrupted on a repeater or base station, it will only be stopped for the
TRBOnet software.

¢ Tools > Contacts

Click this menu item to open the Contacts list for reference purposes as
well as for creating favorites and shortcut buttons.

Contacts w
AII ' spedify text to searh
2‘ Dispatcher Group 1 wr
R Dispatcher % Dispatcher Group 2 -
%& Disp. Group R Administrator /
Disp 1
El Radio R P L

8 pisp2 .-
Radio Group R Disp 3
,;:; Phone 2222

3333
<"}‘ Favorites
L~ 4444
5555
PA2 W [+
OK | Cancel |

Creating favorites

e Inthe right pane, click the gray star on the right of the contact's
name until it turns yellow.

Creating shortcut buttons
o Click the Favorites tab.
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Contacts X

A an - Specif

;}_ Dispatcher Group 1
Dispatch
R spatcher % Dispatcher Group 2

& Disp. Group $ Eugene /' g

= & -
. ;‘Walt I
Radio Group

::"; Phone

xt to searh

ﬁ:}‘ Favorites

oK | Cancel |

¢ Inthe right pane, click the circle to on the right of the contact's

name and from the menu that opens select the desired button
color.

The shortcut buttons you have created will appear in the Phone Calls
window (Tools > Phone Calls in Window).

6.3.4.1 Options

e On the Tools menu, click Options.

Options X

Sound Map  Coverage Map Hardware Advanced Audic Alarm  Phone Calls
@ Configure the Sound Notification
2

Use Sound Notifications

@, Textmessage received
. Information received
@, warning received

@, Marm received

Sound:
(Sound by default) ~r Select...

Alarm or Emergency Call duration: 53 seconds

Sound

¢ Inthe Options dialog box, click the Sound tab.

¢ Use Sound Notifications
Select this option to enable sound notifications in the Dispatch
Console.

e Select the event in the list and specify the sound.

e From the Sound drop-down list, select ether 'Sound by default' to

play default sound, or 'Disabled’ to disable sound notification for
the event.
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. [ . e L.
e C(lick l—l to listen to the sound notification for the selected event.
e Click Select and browse for the audio file on your PC.

= Alarm of Emergency Call duration
Enter the time value, in seconds, for the duration of the alarm tone
when an emergency call is received.
Map
e In the Options dialog box, click the Map tab.

Options X

Sound Msp  CoverageMap Hardware Advanced Audio Alarm  Phene Calls

= Canfigure the image parameters that are shown on the map

£

seconds

000 E™

[ radios [ Map Obects
E]

Dearees, Minutes, Seconds =)
[@Portablerados <[+ ]

‘The images below will be shown on the map:

®®®e

Path to Google Earth exe fle

e Map refresh interval
Enter the time period, in seconds, to update map data.

e Show directions
Select this option to display a direction of motion for map objects.

e Show radio names
Select this option to display radios names on the map.

e Show map object names
Select this option to display object names on the map.

e Hide overlapping names of objects
Select this option to hide overlapping object names.

e Group nearby icons
Select this option to group nearby icons together.

e Show last known indoor locations of online radios
If this option is selected, online radios will remain displayed at the
beacon location after they left the beacon's coverage area and have
not detected another beacon yet.

e Show PTT on map
Select this option to allow the dispatcher to make private calls by
clicking a corresponding radio icon on the map.
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Default Map Filter
Select/deselect the icons for the default map filter (for a description
of the icons, see section 6.6.2.4, Filters).

Show coordinates on map

In the drop-down list, select the coordinate systems/units that will
be used to display coordinates in the lower-right corner of the Map
pane.

Select image size
From the drop-down list, select the size of a radio icon.

Select default image type

From the drop-down list, select the default image type of a radio
icon.

You can also create your own radio icons. Click + on the right and in
the dialog box that opens, enter the following information.

Custom Device Image x

Name: First aid 1 |

Select image

|D.'-.Images"-.Wuudpecker.png | -4 b 4

Draw background

Freview

16x 16 20x 20 24x 24 43 x 48

32x 32
e o @ @
Advanced mode Cancel

v Name
Enter a name for the icon.

v’ Select image
Click the Browse button and locate the image file you want to use
as anicon.

v Draw background
Select this option so that the transparent background will be
colored according to the radio status. The image file formats that
support transparency are: .png, .gif, and .ico.

Note: You can also assign different images for different icon

sizes. Click the Advanced mode link and select images
for different sizes (16x16, 20x20, 24x24, 32x32, 48x48).

e Path to Google Earth exe file

Click the ellipsis (...) button and specify the location of the Google
Earth exe file on your PC. For example, the path may look like:
C:\Program Files\Google\Google Earth Pro\client\googleearth.exe
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Coverage Map

TRBOnet Dispatch Console allows displaying RSSI levels on a map. The RSSIis a
received signal strength indicator. It measures the power level of the RX signal

at a repeater's receiver. The RSSI maps can be used by radio system engineers
to plan further extension of their radio networks.

¢ Inthe Options dialog box, click the Coverage Map tab.

Options

Sound Msp  CoverageMap Hardware

O show as dots
® Show coverage zones

X

Advanced Audio Alarm  Phone Calls

-97  Satisfactory
-113|Foor
-eo|Bad

Add Delete

znna: RSSI zone size (m)
Value (d5) [Desaription [ color
65 | Excellent B Green
-81|Normal [ Orange

B DerkGolderrod
B DrkMagenta
B Red

Default

o

= Show as dots

For a more detailed data view, choose this option to display on the
map, dots of RSSI levels representing coordinate points.

" MAPNIK [ world

x

Smolensky
Lutheran

= Show coverage zones

iz - & FlshewRoute. Gl Fitern ()] () ] Playback Rowte o

(4, Search by Address | ff] Coverage Mag
j e & '
 p—— [ ]

MO Vedenskiy

\\\\\\

Kroverksky
e Strait
the .
N
Bichs
Cematery
3
o &y
o %
s
%=
% Y N
5 3y
& XN A M R
M Excellent %Mo Nomer 7gr® - T
o Y * Velikogo e & ploshchad
IPDGT e & U o v
Bad2342 52 o
n ﬁ% J Boishaya Nevi®jver @\‘ﬁ* @29 Admiralteyskiy
800 % . »
% . Latiude: 59,9438352; Longtude: 30 2846281
2 Ralchayn Nou Rier

For a less detailed view, choose this option to configure and display on
the map, RSSI zones of average RSSI levels using GPS coordinates.

e RSSI zone size

Enter the size of the RSSI zone within which RSSI levels will be

averaged.
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. Etosha MAPQUEST x
AR h‘isv-i-mi e B[O[@LE

S %, [ Select RS data by period ]

Stan Dt EEE |
nd D v D> o
o | [ Coma |
[ =

v \ %
./i
' &
§ %
% t

e -

A s AINTY

" PETERSBURG
3 o CANKT-NETERBYPI)

]

; &
Loueude: 58 9475618: Longeuce: 302354330

= Click Add to add a new RSSI level.

e Value
Enter the minimum level for the signal range (for example, -65
means -65 and higher).

e Description
Enter the name of the RSSI level to display in the system.

e Color
Pick a color for the RSSI indicator on the map.

To view RSSI Levels on the map, click the Location Tracking tab in the
Navigation pane, and on the Map pane toolbar, click Coverage Map.
Then set the Start Date and End Date to display RSSI data.

Hardware

e Inthe Options dialog box, click the Hardware tab.

Options X
sound Map  CoverageMap Hardnare Advanced Audio Alam  Phone Calls

Q% External hardware options. You can connect additional equipment such as a
3 footswitch or a fist microphane to press the PTT button.

[ Use signaling device
s coM1
Configure
External Devices:

[Name Desaription

5| Footswitch coM3
4B Microphone 1 TREOnet Mic Adapter
|53 Kevboard wired Keyboard 600

o Add L Edit S nala

"
IR ] TReOnet Microphone Adapter

Firstvo @8 TRBOnet Media Dock 2000

frstp . TREOnet Footswitch (RS232)
TRECnet Footswitch (USE)

oK Cancel

= Use signaling device
Select this option to use an external signaling device.

o Serial port
From the drop-down list, select the COM port the signaling device is
connected to.
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= Click Configure and specify the duration of a signal and which call
types to include in signaling.

Signaling COM port X

Duration 0 EI: seconds

Private Call
Call Alert
Alam

oK Cancel

The External Devices table displays the connected devices
(Type/Name/Description).

140

Click the Add link, and from the pull-down menu select the type of
TRBOnet device with a PTT button connected to the PC (Microphone
Adapter, Media Dock, or Footswitch), or the device type (HID,
DirectX, TIPRO, or COM).

In the dialog box that opens, specify the desired device parameters,
and click OK.

First VoIP port

Enter the number of the first VoIP port for audio communications
(4022, by default). Each additional Dispatch Console will create a
connection on the next port number.

First IP Camera port

Enter the number of the first IP Camera port for video
communications (13152, by default). Each additional Dispatch
Console will create a connection on the next port number.

Use proxy server
Select this option to enable a Proxy Server service in TRBOnet
Dispatch Console to access the Internet.

A proxy server can be used when a user's computer cannot be
connected directly to the Internet, but there is another computer
with Internet access in the network.

v" Click the Configure link to specify the alternative server settings.

Configure the proxy server x

Use an alternative server

Settings

Address:  |177.71.134.70

Paort: 30

Authentication
Use authentication

Username: |User

Password:

Corcl
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Advanced

e Inthe Options dialog box, click the Advanced tab.

Options X

Sound Map  CoverageMap Hardware Advanced Audio Alarm  Phone Calls

@F%  Advanced application ptions
3

‘Configuration Scope -~
O Per machine: all dispatchers share the same workspace

(@ Per user: a separate workspace for each Windows user account
PTT Options

[ Tone anc d PTT when using an external PTT device

[ Use Record Mode with external PTT device

Suggest recording a message when channel is busy or radio s offine
Enable sticky PTT

Use [Enter] key to press PTT Confiqure...

[] Enable Single PTT Select mode.

Dispatch Options

[ Mute other dispatchers.

[ Mute radio-to-radio calle

[ Mute server messages

[ Mute other channels during incoming and outgoing calls

[ Mute incoming Tone and PTT call

[ Play a sound when starting a Tone and PTT call

[ Automatically set channel to Solo when transmitting aucio

[ Automatically unmute channel when transmitting audio

matic radio name pattern Confiqure...

notes
[ show status in radio information tooltp
show confirmation dialogs

==

Configuration Scope

= Per machine
Choose this option to store settings in a common place for all
dispatchers of the Dispatch Console.

= Per user

Choose this option to store settings for each dispatcher separately if
they are using different Windows user accounts.

PTT Options

= Tone and PTT when using external PTT device
Select this option to enable Alert Tone for all subscribers on a channel
when the dispatcher presses the PTT button on an external PTT device.

= Use Record Mode with external PTT device
Select this option to record all voice transmissions from external PTT
devices (Palm mics, Footswitches, and other devices).

= Suggest recording a message when channel is busy or radio is
offline
Select this option to record a message when a radio channel is busy or
radio is offline.

= Enable sticky PTT
Select this option to start and finish voice calls by a short press of the
PTT rather than holding the PTT down until the end of a voice call.

= Use 'Space' key to press PTT
Select this option to use a shortcut for the PTT. Click the Configure

link, and on the keyboard, press the key or combination of keys you
want to use as a shortcut for the PTT button.
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Enable Single PTT Select mode
Select this option so that only one PTT box can be selected at a time,
that is you can't have multiple selected PTT boxes.

Dispatch Options

Mute other dispatchers
Select this option to mute all other dispatchers voice transmissions.

Mute radio-to-radio calls
Select this option to mute all private calls on the channel.

Mute server messages
Select this option to mute server messages as they are being played
back.

Mute other channels during incoming and outgoing calls
Select this option to mute other channels when the dispatcher
transmits audio or records a voice message.

Mute incoming Tone and PTT call
Select this option to mute the tone when you receive a Tone and PTT
call.

Play a sound when starting a Tone and PTT call
Select this option to play the tone when you start a Tone and PTT call.

Automatically set channel to Solo when transmitting audio
Select this option to mute other channels when transmitting audio.

Automatically unmute channel when transmitting audio
Select this option to automatically unmute a channel when
transmitting through this channel.

View Options

142

Customize automatic radio name pattern

Select this option and click the Configure link to set a custom alias for
a radio in the list of radios. Once the changes are made, selecting this
checkbox will cause a change to the radios in the Radio list pane
(upper left pane of the Main Interface screen).

Display Formats X

Radio display name:

ENER =
Example: My Radio

Display name of allocated radio:

| %ENAME % (%OWNER %) =
Example: My Radic (John Smith

Display name of allocated radio

{user took two or more radios):

| %ENAME % (%OWNER %) =
Example: My Radic (John Smith

Defaults Cancel
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e Radio display name
Click the ellipsis (...) button and in the Format dialog box pick the
fields to display for a radio.

Format X

SENAME %% (YaCHANMEL %)
Example: My Radio (Cantral Station [ Channel)

Add Field:

Radio Name

Radio Owner's name
Radio ID

Active Channel

oK Cancel

o Display name of allocated radio
Click the ellipsis (...) button and in the Format dialog box pick the
fields to display for an allocated (taken) radio.

o Display name of allocated radio (user took two or more radios)
Click the ellipsis (...) button and in the Format dialog box pick the
fields to display for an allocated (taken) radio in case when a user
has more than one radio.

e Click Defaults to set default settings for radio display.

Show extended notes
Select this option to enable Extended Notes in the Dispatch Console.

The Extended Notes feature is intended to add predefined Extended
Notes templates, the same as for Extended Messages, for the selected
calls and events.

For example, a Taxi Dispatcher needs to check clients' call response
period for the company internal monitoring of the employees. They
can add a predefined template and check the time period. All Extended
Notes are displayed in the Ext. Note column in the Recent
Calls/Events tab:

Recent Calls/Events

[ Playback | Save || Il Pause ¥ Clean '& Reload | [ Filter By Radio | = Grouping "/ Auto Filter & Default Settings | [ Details ||[] Show Notes [ Add Note || Extended Nott
Date T Radio System Sender Recipient
B 7/7/2014 3:43:56 AM Radio 11 Al

Ext. Note Note
=
3% 7712014 3:49:5 AM Radio 11 Al

¥ 7720143:47:52AM  Repeater #15iot 1 Radio 105 Dispatcher Administrator Accept 1

B 7/7/20143:91:24 A Repeater #1lot 1 Radioserver Radio 105 Telemetry status cann...

=% /712014 3:90:15 A Administrator Al test

[ 7/7/20143:39:08 M Repeater #1 St 1 Radio 105 Unknown group: 1010 Radio Radio 105' calls View

3% /72014 3:32:55 AM Administrator Radio 105

S 7/7/2014 3:18:43 AM 15 al

[ 7/7/2014 12:56:40 AM Intercom Dispatcher 1 al
i35AM  Intercom Dispatcher 1 Al

d540f83 b | W w4 R

nts RecentCals RadioState  Active Tasks | Active Routes  User Activity  Map

Click the Extended Notes button (1) to fill the template;
Click the View button (2) to see the Extended Note.

Show status in radio information tooltip
Select this option to show the radio status in the Radio information
tooltip (see section 6.5.1.3, Radio Information Tooltip).
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= Show confirmation dialogs
Select this option to enable confirmation dialogs for dispatcher actions.
For example, when sending a configured Voice Message from the
Dispatch Console, the following confirmation dialog box will appear:

TRBOnet Enterprise 5.1 / Dispatch Console

e Start 'Voice Message'?

= Show incoming text messages in a pop-up window
Select this option so that incoming Text Messages will pop up over the
application window.

File View Mp Tooks Hep

= Close button minimizes application
Select this option so that clicking the Close button will minimize the
Dispatch Console rather than close it.

* Minimize button minimizes window to PTT Panel
Select this option so that when you click the Minimize button you will
see only the PTT Panel displayed at the top of the PC's screen.

= Show this number of recent calls/events
Enter the number of items to display in the Recent calls/Events pane.

= Measurement system
From the drop-down list, select Metric, US, or Nautical units.

= Coordinate system
From the drop-down list, select the coordinate system to be used.

Audio
¢ In the Options dialog box, click the Audio tab.
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Options

Default audio devices:
Recorder:

Player: Default Audio Device

Sound Map  CoverageMap Hardware Advanced Audo  alarm

Phone Calls

Confiqure

Filter ..

Selected channel

3
]

»|
>

Recorder: [pefaut

Player: [pefaut

Speaker: [Defauit

Volume: -—t

External PTT:  |Fook {Footswitch P15

Indicator: [

Ll + idid B

Theme: [Defal

Unselected channel

Intercom

Private Calls

System sounds

Alarm

Telephony

Audio player
Reset Al sudin devices to default

B

e

]
g
2 B
E 3 <

-

LK KKK

Default audio devices
= Recorder

o
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From the drop-down list, select the recording device the microphone is

connected to.

= Player

From the drop-down list, select the audio device to play incoming voice
messages and playback voice recordings in the Dispatch Console.

Note: If TRBOnet Dispatch Console is running on the same PC
with TRBOnet Server connected to control stations via a
programming cable and sound card, the playback and
recording devices cannot be the same for TRBOnet

Dispatch Console and TRBOnet Server.

In the list below, you can configure audio settings for specific channels by
expanding the corresponding items (Selected channel, Unselected

channel, Intercom, etc.)

The configurable audio settings are as follows: Recorder, Player, Speaker,

Volume level, External PTT, Indicator, and Theme.

Alarm

6.3 Main Menu

¢ In the Options dialog box, click the Alarm tab.
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Alarm Panel

From the drop-down list, select where to show the alarm panel (in the
main window or in a new window), or select '"None' to hide it.

Call Button
From the drop-down list, select the call destination when the PTT

Options

Sound  Hap

Alarm Pael:
call Button:
Always sl
[ Display «

Select may

Coverage Map  Hardware

Advanced Audio  AArm  Phone Calls

Configure display options for radios in alarm made

X

[Prsin window

[ore
how radio an map

amera in new window

L1 Display radio in news windar

P

o

Lelle]

button is pressed in the alarm panel (private call, group call, or all call).

@ Radios in Alarm

Beer
GPs:
Region:

®: x
Geofencing Alarm
Request Location
PTT Copy Coordinates
Find on GPS map
Find on Beacon map
GPS: 18 Jul 2018 17:01
Region: Region 1
Coffee 18 Jul 2018 17:01
135 x

Emergency Call

Request Location
Copy Coordinates
Find on GPS map
Find on Beacon map

18 Jul 2018 16:58
18 Jul 2018 16:57
Region 1

Minimize

= Always show radio on map

Select this option so that radios in alarm mode will always be displayed
on the map regardless of the filters applied to the radio (see section

6.6.2.4, Filters).

Note: When this option is selected, you cannot disable the

= Display camera in new window

Select this option so that when a radio is in alarm mode, a window will
open with the camera associated with the radio.

display of radios in alarm mode.
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= Display radio in new window
Select this option to display a radio in alarm mode on the selected map
in a new, separate window.
e Map
This field displays the map name. Click the Select default GPS map

link and specify the outdoor map on which to display a radio in
alarm mode.

125 _ o x

- | Fiter B [@] Q@ 8 7 Show Beacons: Al v | & CLFindonMap~ & | & Drawing Panel | 1 Route »

210

Bloom 3

dew 2y uo s1

Lattude: 59°5626.78" N; Longtude: 30°1646.14"E

Note: If a radio in alarm mode has a detected beacon, the
appropriate indoor map will be displayed in this

window.
Phone Calls
e Inthe Options dialog box, click the Phone Calls tab.
Options X
Sound Map  CoverageMap Hardware Advanced Audio Alarm  Phone Calls
10 E|:
call Priority Ringtone Action
Normal: Default b Play
Emergency: Default b Play
High: Default b Play
Low: Default b Play
Video calls
[ Start a video
Camera: j
3
Configure
"TRBOnet PoC System Confiqure
Cancel

* Queue all incoming phone calls
Select this option so that when the phone line is busy, incoming calls
will be queued rather than rejected.
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= Show this number of recent phone calls
Enter the number of items to display in the list of recent calls. The list
of recent phone calls appears when you click the arrow on the right of
the dial string in the Contact Dialer box (see section 6.5.9.1, Phone Calls
from/to Dispatch Console).

Ringtone configuration
On the Incoming Call (Call Waiting) tab:

e Click a corresponding link in the Ringtone column, and from the
pull-down menu, select either Set Default, Set Custom, or Disable.
If you select Custom, in the dialog box that opens, browse for the
audio file on the local PC and click Open.

e Click a Play link in the Action column to play back the
corresponding ringtone.

On the Call on hold tab:

¢ Remind after
Enter the timeout, in seconds, that will be used for playing the
reminder tone when a call is on Hold.

¢ Ringtone
Specify the reminder tone to be played when a call is on Hold.

Video calls

e Start a video call using this camera
Select this option so that a video call is started with the selected
camera turned on.

¢ Camera
Select a camera that will be used for video calls.

e Screen to share
Select a monitor that will be used to share screen while in a video
call.

e Video profiles

v Phone
Click the Configure link to configure the settings that will be used
for video calls in the Phone system (camera/monitor format,
scale, bit rate, frame rate).

v TRBOnet PoC System
Click the Configure link to configure the settings that will be used
for video calls in the PoC system (camera/monitor format, scale,
bit rate, frame rate).

6.3.4.2 Exporting/Importing Options

A dispatcher can export custom Dispatch Console settings (Volume level, UI
view, shortcuts configuration, and other settings) as a .config file and save it to
the local PC or to a selected external device.
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¢ Click Tools > Export Options and save the file to the specified location.
If you want to apply settings from a different TRBOnet Dispatch Console:
¢ Click Tools > Import Options and browse for the .config file with the
desired settings.
6.3.4.3 Exporting/Importing Objects

A dispatcher can export/import various types of objects, such as beacons, IP
cameras, map objects, maps regions, map routes, phone contacts, radio users,
and radios.

To export objects:
e Click Tools > Export Objects.
In the dialog box that opens, enter the following information:

“= Object Export - m} x
Objects: Radios [+
Map Cbjects j
Radio ID Radio | Map Regions me SipContact:UserExtension Block incoming calls Block outgoing calls
ofl aflc  |Map Regions (drdes) g e e
Map Routes
v|| 235 Radio | Phone Contacts False False
~|| 4444 Radio {Radio Users 4444 False False
v|| 125 Radio False False
~| 3333 3333 3333 False False
|| 100 Radio 100 False False
1 »
Select All Unselect Al Export
.
= Objects

From the drop-down list, select the type of objects you want to export.
= In the table below, select/deselect the desired records.

= Click Export, and in the Save As dialog box, locate the folder where
you want to save the file, type a filename, and click Save.

To import objects:
e Click Tools > Import Objects.

In the dialog box that opens, enter the following information:
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Object Import from File X

Name: |Import Objects

Generdl  Update  Column Mapping

Cbjects: |Radio Users j
File Path

|D:'|,C5U\users.csv J
Passwords encrypted

Delete objects not present in file

Cancel

= Objects
From the drop-down list, select the type of objects you want to import.

= Inthe table below, in the right column, enter/change the column
names that would correspond to the database field names.

= Passwords encrypted
Select this option if the passwords are kept encrypted in the data being
imported.

= Click Import, and in the Open dialog box, locate the desired file and
click Open.
6.3.4.4 Setting Language
e On the Tools menu, click Set Language

Select Language X

Language: E

= From the drop-down list, select the desired language and click OK.
The changes will apply after you restart the Dispatch Console.

6.3.4.5 Changing Password
e On the Tools menu, click Change Password

Change Password X

{f\s) Chanage Password

Old password: | ----- |

Mew password: |ouoon |

Repeat password: | ------ |

Cancel
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= In the Old password box, enter your current password.

= In the New password box, enter the new password.

= In the Repeat password box, enter the new password again.
= Click OK.

6.3.5 Help

e Help > Send Feedback
Click this menu item to send your feedback to Neocom Software, either
through E-mail, or online via the site.

e Help > Save System Logs
Click this menu item to save the logs as a .zip file. This .zip file can then be
sent to Neocom support.

e Help > About
Click this menu item to see the About dialog displaying information about
TRBOnNet Enterprise (applied license, version, build date, and other
relevant information).

6.4 Administration

This section describes how to configure the most important settings of
TRBOnet Enterprise.

e Click the Administration tab (1), and see the full system information in
the Server (2) pane:

File View Map Tools Help

Administration Server &
g 2 & 1: Line free [«][@] I B rrtercom [-][«][@] |8 B A1 cal [
P crow 10 [2][«][@] | F Group 20 [2][«][@]

[Jprivate cal [][«][@]

“ ™,
f@ Administration

Licensed to:
demo

Cg Reports
5] Event Viewer
4] Radio Allocation
@ Administration —t—1
{127,001 &9 B | & Administrator | [8 Licensed to: demo Demo License @ Active-

6.4.1 Database

e Go to Administration (1), Database (2) to see the full overview of the
database:

6.4 Administration

151



152

neocom

SOofFtware

6.4.2

File View Map Tools Help

[ server A
[ License

Database

P intercom

P 1: Line free (@
A PsC 1: Slot 51 [l[«[@]
Group 22 [5]

 Back Up Database

am
f..qlsl) Radio Systems 2

Lo system Erdge

(1=} voice Dispatch

P PsC 1 slot =2

Al cal

5 Schedule Backup

(local)\SQLEYPRESS
TREOnet!
30-5ep-19 12:56:02PM

Microsoft S
Jun 15 201
Copyright (C} 2017 Microsoft
Express Edition (§4-bit) on Windoy

% Location Tracking —J
Server name:
“ N Database name:
Job Ticketing
Backup date:
Database version:
Route Management
[] Text Messages
Data size:
ﬂ Voice Recording Audio size:
C% Reports
Event Viewer
"] Radio Allocation 1

R — -

163.19M8
629.43M8

QL Server 2017 (RTM-GDR) (KB4505224) - 14.0,2027.2 (X64)
5 00:26:19

Corp:

oration
is 10 Pro 10.0 <X64> (Build 18362: )

[ Connected &3 B B B B | & Administrator | (24 Licensed to: demo Demo License

@ Active~

In the Database pane, the administrator can restore and back up the

database and audio recordings.

For more details on backups, see Appendix D: Backing up and Restoring
Database and Audio Recordings (page 399).

Systems

All radio systems registered in the Server are represented in the Systems pane.
In addition to radio systems, the following systems can also be present in the
Systems pane: Intercom, Phone Connect, PoC, and Public Announcement
systems.

e Go to Administration (1), Systems (2) to see the system parameters:

File Wiew Map Tools Help

Administration Systems EI[E]
"
Sysen D Coption
Intercom
Telephony
@
|| TREORE POC System Mobik 1 Mobile 1
7 Arrouncenent v
& 30 Ticketing
]| RFID Tracker
[] Tent Messages
(8 Reports
T
*12] Radio allocation / 1
[z, admiistration rd
e« 4 Record 3of S b b b 4

[® connected &3 @ B & | § 2dministrator | [ Licensed to: demoa (Walt) (Derna License)

The administrator is able to see the following system parameters in the table:

System Type - the type of the system.

System ID - a unique System Identifier configured in TRBOnet Server
configuration for repeater or control stations in the system.

Caption - the caption of the system.
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6.4.2.1 System Properties

To see the radio system properties, do the following:
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e Select a radio system in the list and click the Properties button (1);

File View Map Tools Help

Administration
A

double-click the radio system in the list;

[Jprivate cal [2][<][e]

Zf Properties

e |
3 1 Line free [<][@] I P tntercom @E=) (<EE ]
Group 10 [][][2] Group 20 [][][2] Group 30 [][<l[@]

System System 1D
+/ Intercom

+ff Phone

«ff Capadity Plus Department1

[] Text Messages

ﬁ Voice Recording

C,% Reports

Event Viewer

2

. oo

Kmmm ¥ w ] a]

Caption
Intercom
Telephony
CapadtyPLUS

B 127001 55[eh| & Administrator
Reset

R Licensed to: demo Demo License

| © Active-

-

click the corresponding element at the bottom of the Dispatch Console
window, and choose Properties (2).

The administrator is able to see Active and Inactive registered systems. In case
you have more than 10 registered systems, systems are grouped and can be
seen in the drop-down list.

Common information for all system elements is listed below:

Description tab

On the Description tab, you can see the general info:

6.4 Administration

Repeater #1: Slot #1 *
Description  Channels  Transmits
System Type: IIP Site Connect
System ID: IDeparimentl
Caption: IRepeater #1: Slot #1
Cancel |
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e System Type
The system type for a repeater/control station (in Digital or Analogue
mode).

For more details on the systems, see section 3.2, MOTOTRBO Radio
Systems (page 4).
e SystemID

The Unique System Identifier configured in TRBOnet Server for a repeater
or control stations in the system.

e Caption
Enter the system name.

Channels tab
On the Channels tab, you see the list of channels:

Repeater #1: Slot #1 X
Descripion  Channels  Transmits
7' Properties Control | =5 Reset
‘Name Voice Data
- Repeater #1: Slot #1 RX, TX RX, TX
Channel for private and phone calls:
H

¢ Click the Properties button to see the channel additional data:

Repeater #1: Slot #1 X

Description  Talk groups ~ Volume

ID: |Scccﬁflﬁ-akﬁ4b4f-hﬁe?—58lel§dehceh

MName: |Repeater #1: Slot #1

Type: [MoTCTREC Repeater

Mode: [P site connect

Connected

Serial Number: |484TMG4110

Firmware version: ‘2‘6.0.7

Cancel

= ID
Default registration number (manufacturer’s number);

= Name
System element’s name in the system;
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= Type
System type for a repeater/control station (in Digital or Analogue
mode).

= Mode
System type for a repeater/connection mode for a control station.
For details on the control station modes, see section 5.12.6.1, Control
Station Connection Modes (page 55).

= Connected

e Serial number
Default system element’s serial number (manufacturer’s number).

e Firmware Version
Current system element’s firmware version.

¢ Click the Reset button to test the connection to the system element.
Note: For a repeater, clicking the Reset button reconnects the
repeater.

For a control station, clicking the Reset button reloads
the radio.

Talk groups tab (for repeaters only)
= On the Talk groups tab, you can see selected Talk group info:

Repeater #1: Slot #1 *

Description  Talk groups  yolume

Specify available talk groups

[v | Al Call
[v |Firemen
v |Police

= Specify available Talk groups for the system element in the list of
created Talk groups.

Selected Talk groups are available on the Radio tab in the system
element box in the drop-down list:
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/_D Repeater #1: Slot #2 @

All call
Firemen
Police:
Session;
Free channel
Sender:
R JTX
\ *)

Note: Close TRBOnet Server before applying the system
element settings.

Volume tab (for repeaters only)
= On the Volume tab, you can see Volume settings for the repeater:

Repeater #1: Slot #1 X
Description  Talk groups  Velume
+ +
RX ™
Reset Reset
[] configure system volume

¢ Specify the RX and TX volume levels for the Repeater using a
volume control slider.

e Click the Reset link to set default volume level for RX or TX.

e Configure system volume
Select this option to save default volume settings for Voice
transmissions from the selected Repeater.

Extras tab
e On the Extras tab, you can see the information about audio and data
transmissions:
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Repeater #1: Slot #1 *
Description  Channels  Extras

Enable voice Recarding

Use DTMF commands ko mute and unmute incoming audio
traffic from the channel in consoles

Mute: 123

Unmute: 321

= Enable Voice Recording
Select this option to enable Voice Recording for the selected repeater.

= Use DTMF commands to mute and unmute incoming audio traffic
from the channel in consoles
Select this option to use certain DTMF commands that can be sent to
the channel so that the channel will be muted/unmuted in active
consoles.
¢ Mute

Enter the DTMF sequence that will be sent to the channel to mute
the channel in active consoles.

e Unmute
Enter the DTMF sequence that will be to the channel to unmute the
channel in active consoles.

6.4.2.2 Intercom Properties

e Select Intercom in the list and click the Properties button;
or,
double-click Intercom in the list of radio systems.

Channels tab

On the Channels tab, you see the list of Intercom channels.
These are the dispatcher groups you added in TRBOnet Dispatch Console
(see section 6.4.24, Dispatcher Groups).
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Extras tab
Intercom X

Description  Channels  Trunked Channels  Extras
Enable Voice Recording
Call Hangtime (ms):
Group Call: ’m
Private Call: 4000 o
T Timeout: &0 El: seconds
Always transmit when the PTT is pressed

= Enable Voice Recording
Select this option to record all audio transmissions over the Intercom
channel.

Call Hangtime (ms):

= Group Call
This value sets the duration of reserving the channel after the end of a
group call transmission. During this time, only members of the
dispatcher group that the channel is reserved for can transmit.

= Private Call
This value sets the duration during which the private dispatcher call
setup is kept after a dispatcher releases the PTT button. This is to avoid
setting up the call again each time a dispatcher presses the PTT button
to transmit. During this time, other dispatchers can still transmit since
the channel is essentially idle.

= TX Timeout
Enter the time, in seconds, to be used as a voice session limit. When
the dispatcher starts a voice session over the Intercom channel,
transmission will be interrupted after this TX Timeout expires.

= Always transmit when the PTT is pressed ("Impolite" channel
access)
Select this option so that when the PTT button is pressed, the
dispatcher will start transmitting regardless of whether the channel is
free or not (that is any transmission in progress will be interrupted).

6.4.3 System Bridge

TRBOnNet Dispatch Console provides the System Bridge function that allows
configuring the network for redirecting radio calls.

The administrator can create the following two types of system bridges:
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1. System Bridge for Radio Channels - allows connecting all types of
Radios (analogue and digital radios, supports IP Site Connect, Capacity
Plus, Linked Capacity Plus and Connect Plus modes). See section 6.4.3.1
Radio Bridge.

2. System Bridge for Repeaters (Binary Patch) - allows connecting only

the repeater slots between IP Site Connect systems without
encoding/decoding voice and data. See section 6.4.3.2, Binary Patch.

To add a system bridge:
e Go to Administration (1), System Bridge (2).

5§ TRBOnet Enterprise 5.3 / Dispatch Console

- o X
file View Msp Tools Help
Administration em Bridge AR
ﬁf;”: !!!!! 2 | 1: tne free = @ M ntercom 2« B W [veintenace D) (WEE [@]«]=]
[ Database [J6roup 10 [eE[e) (WEE] (2] () B N [ Jevercency croup [0 (] B [ Jrecular cerowe 3] (4] A
L svatens oot 1 D) EETE D) s D<) EEET B <2
& Phone Calls 2 [Jeroup 11 [«[2) (MEE] [<[2) (WEE:H [2)] B (@] [ ]Private call [«[E]}
G Tasks v
< 5 Mdrreren B<]E]
A, voice pin [ Add- =) Edit | [k Delete
A
[l rocotion Tracks Binary Patch (for IPSC Systems only)
Iy Radio Bridge Private calls
S 30 Tickets ¥l Radio Eridge Rado Bridge
[ Text Messages
Q Voice Recording
Py
Event Viewer
EEI Radio Allocation / 1
p——
| «0| 4| Record 20F 3 | m|m | »
[ Connected &3 B B B B | § Administrator | (8 Licensed to: demo (Wat] Demo License | F2) @ Active-

e Click the Add button, and from the drop-down menu, select the System
Bridge type (3).

6.4.3.1 Radio Bridge

Radio Bridge X
Name: IRadm Bridge
Bridge Mode: [channels rediect calls to each ather E
PTT Button: [Aways Enabled B

Chanrels | Parameters | Initialization

Channels to redirect calls

System Group Mode
IPSC 1: Slot #1 Cleaners Always
Pl ] any Groups \ Always \

Cancal

e On the Channels tab, specify the following bridge parameters:
= Name

Specify a name for the Radio Bridge to display in the Radio Interface
pane.
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= Bridge Mode
Select the mode from the drop-down list. For more details on System
Bridge types, see Radio Bridge Types (page 161).

= PTT Button
From the drop-down list, select how to display the PTT button in the
System Bridge box. There are 3 options available:

e Enabled when Bridge is activated
¢ Always Enabled
e Invisible

= On the Channels tab, click the Add button (1) to add a channel to the
list.

= In the System column, select a radio channel from the drop-down list
(2).

= In the Group column, select available group for the radio channel (3).

= In the Mode column, select a mode for the radio channel (4).

e Always
Enables the System Bridge always, regardless of the radio status
(online/offline).

e By Radio
Enables the System Bridge on a selected channel when there are
online radios capable to receive voice calls from the selected group.

e On the Parameters tab, specify call types for the System Bridge:

Radio Bridge x

Name: |Radio Bridge
Wiork Mode: [channes redirect the cals to each ather -
PTT Button: [alwvays enabled E|
Channels | Parameters | Initialization

Specify call types for System Bridge:

¥ voice Call ¥ Text Message

™ Check Radio [~ Telemetry

I Enable/Disable Radio ¥ Location (GPS)

I™ Call Alert I User Data

W Emergency Alert

Cona

= Select call types to use in System Bridge mode.
= Click OK to add a System Bridge for the radio channels.
¢ On the Initialization tab, specify how the bridge will be initialized:
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Radio Bridge X
Name: [Radio Bridge
Vork Mode: [channels redirect the cals to each other B
PTT Button: INways Enabled B

Channels | Parameters | Initialization

Specify call sources for System Bridge:
[¥ call from dispatcher

Dispatcher:  [(Any) B
¥ Call from other bridge

Bridge: [cany) B
[V Call from radio

Rado: () -

= Call from dispatcher
Select this option and from the Dispatcher drop-down list, select the
desired dispatcher.

= Call from other bridge
Select this option and from the Bridge drop-down list, select the
desired bridge.

= Call from radio
Select this option and from the Radio drop-down list, select the desired
radio(s).

The System Bridge boxes are displayed on the Patch panel of the Radio
Interface pane:

File View Map Tools Help

Voice Dispatch R a [AED
i= [ g B |7 8 K || Radio tnterface| Teephony | Recent Cals/events | Rados
e -
() Online, No GPS: Confiaure
e O Offline (18} ~
() Radio 235 [J1ntercom [[J pispatcher Group 1 [« -
E Free channel E Free channel
""""" Alcal Dispatcher Group 1
g [E capplus - cleaners
[J1psc 1:5lot #1 (=@ [J1psc 1: kot #2 B E é‘:ﬁ;’:sm "
5L, Location Tracking S| Cleaners S Firemen @1
=3 | Adminstrator =3 | Administrator Al Cal
. ___J Y i cal
B sobTicketng || L EE Ceener = [ Firemen - Cleaners
") = TPSC 1: Slot #2
W Dlsroup 11 @@ | Oeow2 EE Qrescx
Free channel Free channel — () IPSC 1: Slot #1
[ ] Text © Cleaners
Recent Cal
ﬂ Voice Recording B Playback 5m~|@ Print | 11 Pause ¥ Clear - '&i Reload | [ Filter By Radio | = Grouping "/ Auto Filter & Default Settings
Date |Raio System | Sender | Redpient | Details Hote |
CE Reports (7] 13-Mar-20 4:08:55PM  [PSC 1: Siot #2  Administrator er ‘Administrator’ calls group ... Units: Administrator -
7] 13-Mar- 03:. IPSC 1: Slot #1
F" ‘Event Viewer 7] 13-Mar- 208 IPSC 1: Slot #2.
-20 4:08:38 PM IPSC 1: Slot #1 " s
(/) Radio Allscation 13Mar-20 405:24PM PSC 1 Slot £2  Administrator Firemen
12Mar-90 441072 DM DS 10 Ent 21 Ardminictratnr laznare ier e ' inictratne' calle areon Inites inietr 3ter hd
o Rrd ot 95 v Drlw 4 »
E i unes Recent Call/Events | Recent Calls | Requests ToTalk | Radio State | Active Tasks | || User Actiity | Map | Cameras
[ Connected 3 € B € B | @ Administrotor | [ Licensed to: deme (Walt) Demo License | @ active~

Radio Bridge Types
1. Channels redirect calls to each other

This is the most common type of System Bridge when data exchanges
between the channels set in the System Bridge settings. Thus, there is a
common channel for all the radios of the specified control stations:

To create this type of System Bridge, add a System Bridge and set the
Work Mode as Channels redirect calls to each other.
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P Site Connect ;‘////“

N MOTOTRBO IP

To create this type of System Bridge, add a System Bridge and set the
Work Mode as Channel redirects calls to multiple channels.

3. Multiple channels redirect calls to one channel

D

To create this type of System Bridge, add a System Bridge and set the
Work Mode as Multiple channels redirect calls to one channel.

4. Redirect private calls

Select this mode so that private calls can be redirected between radio
systems.

5. Redirect private calls to group calls

Select this mode so that private calls will be redirected to group calls
within one radio system or between radio systems.
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6.4.3.2 Binary Patch

Binary Cross Patch (IPSC Systems only) X

Name: [Binary paten
Rules
Rule 1of 2 “

Siot: Slot 1 M voice Data
[ Al calls [l private Calls W Group Cals

Groups: (All Groups)

Repeaters: (Al Repeaters)

Rule 20f 2 ~

Siot: Slot2 [ voice [lpaa
1 all calls M private Cals [ Group Calls

Groups: (All Groups)

Repeaters: (Al Repeaters)

g Add X Delete

e Name
Specify a name for the Binary Patch to display in the Radio Interface pane.
e Rules
Specify the rules for redirecting calls between IPSC systems. Click the Add
link below to add a rule.

= Slot
From the drop-down list, select the slot (Slot 1 or Slot 2) of the IPSC
systems being connected.

= Select the type of data: Voice and/or Data.
= Select the call types: All Calls, Private Calls, and/or Group Calls.

= Groups
In the drop-down list, select the group(s).
= Repeaters

In the drop-down list, select the IPSC systems to be connected via the
selected slot.

The Binary Patch boxes are displayed on the Patch panel of the Radio Interface
pane:

File View Map Tools Help

Voice Dispatch Radio Interface

i = b () K V| @ || Radio nterface| Teeshony | RecentGalsfevents |

e & Online Dispatche.
& administrator

() Online, Indoor (0
() Online, GPS Fixe.

() Online, No GPS (0)
© () Offine (2)

Control Station #1
e

Charnel 4

[[JRepeater #1:Slot #1

[ aeE

Patch on Repeaters
Binary Patch

idge B
[ Repeater #1: slot #2 Oancail H@ Radio Bri
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Note: System Bridges can also be created by drag and drop of
the PTT boxes in the Radio Interface pane. Itis a
temporary System Bridge, which will be deleted after
reconnecting to TRBOnet Server or exiting TRBOnet
Dispatch Console.

6.4.4 Phone Calls
This section describes how to configure the Phone Connect system in TRBOnet
Dispatch Console.
e Go to Administration (1), Phone Calls (2).
e Inthe Phone Calls pane, click the Configuration tab (3).

File View Map Tools Help

Administration Phone Calls &
onfiguration | Extansons

Checkif the radio is avallable before making a call No

cal natifications Yes
Play 2 tone when PTT s pressed or released: Yes

fie (TRBOnet Mobie) Confanre

fie (TREO.50S) #4\\ 4

fle (TRBOnet Communica tor) Inbound Call Configuration

Inbound Call Control

Cal to Dispatch Center: Redrect to onne dispatchers
Cal to unregistered number: Reject

Donot
Inter:

v Do ot Yes
of dgis: Uninited
Accept code: #
Number
|14\, Location Tracking 0
Numbers
& 30b Ticketing Configure [+
= 5
Ej Route Management Conference Configuration
60 minutes
[ i o
No
' Voice Recording o
s
Event Viewar Voice Message Loop Settings
Play No
[75) Radio Allocation Py voice message this many times: 2
1 set ves
e [ el 7 5
[ Connected &5 B B B B B | 8 Administrator | (28 Licensed to: demo (Walt) (Demo License) @ Active~

6.4.4.1 Radio Call Configuration

e Click the Configure button (4) to set radio call configuration parameters:
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Radio Call Configuration x

Access code: ,07
Deaccess code: ’4—
Callback Reguest Options
[ allow radios to make outgoing calls

¥ Send a OTMF command to request a callback

[V Send 2 text message to request a callback

Use this prefix in text messages: sip:

Start transmission: ’m
Calls to Radios and PoC Devices
Start transmission: ’W‘
Max ring time: m seconds
¥ Check if the radio is available before making a call
v call notifications
[¥ Play a tone when PTT is pressed or released

Tone volume level: -— +

oK Cancel

e Access Code
Set the value to that configured for the radios as Access Code in
MOTOTRBO CPS (see Appendix E: SIP Setup for Motorola Phone System,
section Programming Radios).

e Deaccess Code
Set the value to that configured for the radios as Deaccess Code in
MOTOTRBO CPS (see Appendix E: SIP Setup for Motorola Phone System,
section Programming Radios).

Callback Request Options

e Allow radio users to make outgoing calls
Select this option to enable outgoing phone calls from the radios.

¢ Send a DTMF command to request a callback
Select this option to allow radio users to dial the phone number as a
sequence of DTMF tones sent over the radio channel.

¢ Send a text message to request a callback
Select this option to allow radio users to initiate phone calls via sending
TMS messages with a specified prefix to the dispatcher.

= Use this prefix in text messages

Enter the specific prefix for a text message.
e Start transmission

Select the mode for starting transmission on the radio that initiates a call.

= Wait for answer
Transmission will be started as soon as the called party answers the
call.

= Immediately

Transmission will be started immediately that is without waiting for the
called party to answer the call.
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Calls to Radios and PoC Devices

Start transmission
Select the option how to start transmission on the radio receiving a
phone call.

= Immediately
Select to start the call immediately.

= Wait for PTT
Select to play a ringtone until the radio user presses the PTT.

Max ring time
Specify a timeout that defines how long to attempt to connect to the
radio.

Check if the radio is available before making a call

If this option is selected, a Radio Check command will be executed before
placing a call. Select this option if the Use NAI Data (MNIS and DDMS)
option is not selected in the Repeater pane (see section 5.12.2, Adding a
MOTOTRBO Repeater).

Call notifications
Select this option to send a text message to the radio when the channel is
busy and a phone call cannot be established.

Play a tone phone when PTT is pressed or released

Select this option so that a tone will be played during the established
phone call when PTT is pressed or released on the remote radio that
doesn't support a Full-Duplex mode.

6.4.4.2 Inbound Call Configuration

Click the Configure button (5) to set inbound call configuration
parameters:

Inbound Call Configuration X

Inbound Call Control

Call ko Dispakch Center: fForward ko TR j

Call to unregistered number : |Re]act j
I Do not establish call until called party responds

Interactive Yoice Response (IYR) Options

[¥ Do nok wait For Accept code iF one of the Fixed numbers below is disled

Mazimum number of digits: 3 El:
Accept code: # =

Mumber Destination

1] Call dispatcher {any available)
1<Nurber > Call radio with Radio ID = <kumber >
235 Call radio Unknown’

56 Call dispatcher {any available)

__%,m _—3 Edit _—3( Delete

0K Cancel
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Inbound Call Control

Call to Dispatch Center

Select the mode for handling incoming calls made to the Dispatch Center.

= Reject
All incoming phone calls will be declined.
= Forward to IVR

When an incoming call arrives, the phone user will hear Voice Menu
commands.

= Redirect to online dispatchers
All incoming voice calls will be redirected to all dispatchers of the
Dispatch center and any available dispatcher will answer the phone
call.

= Use as a regular phone number
A call to the Dispatch Center's number will be processed as a call to a
regular phone number, and will depend on the selection made in the
parameter below.

Call to unregistered number
Select the mode for handling incoming calls made to unregistered
numbers.

* Reject

Select this option to decline all phone calls to unregistered subscribers.

= Use this number as Radio ID
Select this option so that the system will use unregistered numbers as
a Radio ID and start a Private Call.

= Use this number as Internal Phone Number
Select this option to allow the system to read unregistered numbers
according to Voice Menu rules.

= Forward call to PABX
Select this option to forward all calls to unregistered numbers to the
External PBX.

Interactive Voice Response (IVR) Options

6.4 Administration

Do not wait for Accept code if one of the fixed numbers below is
dialed

Select this option to search for the fixed number in the Extensions table
automatically.

When this option is disabled, the subscriber must dial the number
according to the following example: (phone number)#. The character #
(or *, if selected as the Accept code) is used to search for the phone
number in the table.

Maximum number of digits
Specify the maximum number of characters allowed in a phone number.
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e Accept Code
Specify the character that will be used to finish dialing the extension
number.

All available numbers are listed in the table below.
e Click the Add link to add a number to the table.

To add a static (fixed) number

Choose Static number.

Extension numl ber x

{* Static number

" Dynamic number

Number: 123458

call Type: [ca Group

Channel: [tPsc 1: Slat 21

Group: |Cleaners

Priority: [wormal

Number
Enter a phone number to add to the table (contact list).

Call Type
Select the call type from the drop-down list.

o Call Dispatcher
Select this type to make a phone call to the dispatcher.

e Call Radio
Select this type to make a phone call to the selected radio.

e Call Group
Select this type to make a phone call to the selected group.

Channel
Select the channel to make a group phone call through (available for
group calls only).

Dispatcher/Radio/Group

Select the dispatcher, radio, or group depending on what you have
selected in the Call Type box.

Priority

Select the priority with which the call will be made (available for radio
and group calls only).

To add a dynamic number

= Choose Dynamic number.

168
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Extension number X

" Static number

¥ Dynamic number

Prefix: [1231

calType:  [call Radio

|Detectad by Radio ID

H
[futo Detect =l
El
El

Priority: |Norma|

= Prefix
Specify a prefix to type in on the keyboard.

= Call Type
Select the call type from the drop-down list.

o Call Radio
Select this type to make a phone call to a radio.

e Call Group
Select this type to make a phone call to a group.

e Call Phone
Select this type to make a phone call to a phone number.

= Channel
Select the channel to make a group phone call through (available for
group calls only).

= Priority
Select the priority with which the call will be made (available for radio
and group calls only).

6.4.4.3 Conference Configuration
e Click the Configure button (6) to set conference parameters:

Conference Configuration =
Max Call Duration: 50 EI: minutes
I Automatic Voice Detection
[ Automatic Gain Control Disabled
[ Automatic Moise Reduction
Cancel

= Max Call Duration
Enter the maximum time allowed for the conference, in minutes.
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Automatic Voice Detection
Select this option to enable automatic voice detection during a
conference call.

Automatic Gain Control
Select this option to enable automatic gain control during a conference
call. In the list on the right, select the desired gain level, in dB.

Automatic Noise Reduction
Select this option to enable automatic noise reduction during a
conference call.

6.4.4.4 Voice Message Loop Settings

e Click the Configure button (7) to configure Voice Message Loop Settings:

Note: These settings apply if the Voice Message task is
enabled or the Voice Message or Text to Speech actions
are selected in an Alarm Management rule.

Voice Message Loop Settings X

[V Play intro message

Play voice message this many times: B 3:

[V Set delay between voice messages

OK Cancel

Play intro message
Select this option to play an introduction message before playing the
voice message itself.

Play voice message this many times
Specify how many times to play the voice message.

Set delay between voice messages
Select this option to set a delay between repeated voice messages.

6.4.4.5 Adding Extensions
e Go to Administration (1), Phone Calls (2).
e Inthe Phone Calls pane, click the Extensions tab (3), and then Add (4).
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Fil: View Map Tools Help

Administration Phone Calls 4)
3 Server P Corfiguratior
A License B.add 5 Edit I Auto Filter @ Default Settings
(@ Database Type Last Name Display Name: | Lagical Groups
i Syseems 4 — B Dispatch Cert: Intemal PBX
g sysanendzs K B STP Ph 2408 Tohy Joh Bingh JohnB.
2 rhons Cals one ohn ohn ingham ohn .
@ Tasks K G SIP Phone 2409 2409 walt
1] Custom Fields X & SIP Phone Phone User X Eugene
54 Madbus TCP Connections 2 X & SIP Phone Prune
58 Virtual Modbus Devices General | Logical Groups | Custom Fields
& 1 Cameras
1| Public Arnouncements 3 User's Extension:  |2408]
- (£, Event/alarm Management
Y Telemetry User Name: __]uhrv
L e
< D User Password; | seemee
{11, vaice Dispatch Password {tepeat);
Eﬂ Route Management
[] Tent Messages
[ Cancel
ﬁ Voice Recording
Qa Reports
Event Viewer
[7] Radio Allocation 1
[é Administration ]
44|« ¢ Record10f§ b W M < »
@ connected &3 B B B | & Administrator | [ Licensed to: demo ¢ialt) (Demo License, ) @ Active -

In the Phone User dialog box, specify the following parameters:

User’s Extension

Enter the extension number that will be used by the phone user.
User Name

Enter the user name that will be used by the phone user.

User Password

Enter the password for the phone user to be authenticated by the
phone system.

Password (repeat)
Enter the password again.

Fist Name/Last Name/Display Name
Enter the first, last and display names of the phone user.

In addition, on the Logical Groups tab, specify logical groups for the
phone user. For more information about logical groups, see section
6.4.29, Logical Groups.

On the Custom Fields tab, specify the desired values for the custom
fields. For more information about custom fields, see section 6.4.6
Custom Fields).

6.4.4.6 Call Redirection

If a dispatcher doesn’t take a phone call within the set period or they have
changed their status to unavailable, the call is automatically forwarded to a
specified dispatcher, radio, radio group, or phone account. This can be useful
during night shifts when no dispatcher is available.

¢ Click Administration (1), Phone Calls (2), Call Redirection (3), Add (4).
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Fil: View Map Tools Help

Administration Phone Calls )
[ server ~ ||~ _canfiawation | Extensions " Call Redirection |_Phane Contacts | Dial Plans
({8 License Ehadd Edit Delete | = Groupt 7 Buto Filker &> Default Settings
3 patab: cits e Redrect to
-l Systems
L33 System Bridge
2 Phone Call Redirect Call X
4 call to:
Destination: [S o1 |
~ Timeout: El =] seconds
< >
Redirect to:
i .
(i voice Dispatch T [ rado orowp 5|
System: CP1 hd
[, tocation Tvrking : | E
Destinaton: [ |
@ Reblicketing Priority: [normal -
L:ﬂ Route Management
[] Text Messages
ﬁ Yoice Recording
@ Reports
Event Viewer
0K Cancel
“5] Radio Allocation 1
Ié Administration /
e «| <|record0af 0 » ] « »
[ connected &3 B B B | | Administrator | [ Licensed to: demo (Walth (Demo License) @ Active -

In the Redirect Call dialog box, specify the following parameters:

Call to

Destination
From the drop-down list, select the dispatcher or dispatcher group.

Timeout
Specify the time period, in seconds, defining how long to wait until the
dispatcher answers a call.

Redirect to

- Type
From the drop-down list, select one of the following:

Decline
The calls will be declined.

Dispatcher

The calls will be redirected to a specified dispatcher or dispatcher
group.

Radio unit

The calls will be redirected to a specified radio.

Radio Group
The calls will be redirected to a specified radio group.

Phone account
The calls will be redirected to a phone account from the phone
book.

System
If a radio group is selected as the redirection destination, select the
radio system over which to make a call to the specified radio group.
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Destination

From the drop-down list, select a particular dispatcher/dispatcher
group, radio, radio group, or phone account, depending on what you
have selected in the Type field.

Priority

If a radio or radio group is selected as the redirection destination,
select the priority with which the call will be made over the radio
system.

6.4.4.7 Phone Contacts

In addition to SIP extensions, the phone contacts can also be used in your
Phone Connect system.

e Go to Administration (1), Phone Calls (2).

e Inthe Phone Calls pane, click the Phone Contacts tab (3), and then Add
(4).

6.4 Administration

File View Map Tools Help
Administration Phone Calls 8]
g server ~ Configuration | Extensions | Cal Redirector Contacts| Dial Plans
{EA License uping "/ ilter "6 Default Settings
13 patabase User Bctension jser First Name L3stdame Display Name Logical Groups.
i Systems 554 walt
i System Bridge Phone Contact X
&p Phone Calls — 57 e
@ Tasks 2 General | Logical Groups | Custom Fields \ 3
I voice Di
[Ep—
% Location Tracking First Mame: Phiip
@ b Dicketing Display Name: P Wison
g Route Management
[] Text Messages
'E Voice Recording
L Reports 0K Cancel
Event Viewer
*13] Radio Allocation
= — 1
L% Administration A=
4| 4] 4| Record 1F2 ¥ | w|wi ¢ 3
[ Connected &3 B B BY | ¥ Administrator | [ Licensed to: demo (Walt) (Demo License) @ Active -

In the Phone Contact dialog box, specify the following parameters:

User’s Extension
Enter the extension number for the phone contact.

User Name
Enter the user name for the phone contact.

Fist Name/Last Name/Display Name
Enter the first, last and display names of the phone contact.

In addition, on the Logical Groups tab, specify logical groups for the
phone contact. For more information about logical groups, see section
6.4.29, Logical Groups.

On the Custom Fields tab, specify the desired values for the custom
fields. For more information about custom fields, see section 6.4.6
Custom Fields).
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6.4.4.8 Dial Plans

In order to restrict incoming and outgoing calls as well as set priority for calls,
dial plans can be used in your Phone Connect system.

e Go to Administration (1), Phone Calls (2).

e Inthe Phone Calls pane, click the Dial Plans tab (3), and then Add (4).

File View Map Tools Help

1 Systems

a8 System Bridge

{--&p phone cals —

@ Tasks

v

(1) voice Dispatch

% Location Tracking

@ Job Ticketing

Ej Route Management

[] vext messages

ﬁ' Voice Recording

() Reports

Event Viewer

]j—ﬂ Radio Allocation

[% Administration

T

4

| —1

General | Patterns | Inheritance

MName: Droite

Description: Restrict dialing for Bob's group

[ Apply te Incoming calls (Caller number)
[ Apply te Incoming calls (Destination number)
¥ Apply to Outgoing calls (Destination number)

1| 4| «|Record 1of2 ¥ |m| <

»

[ Connected &3 B B B | 8 Administrator | [ Licensed to: demo (Walt) (Demo License)

@ Active~

In the Dial Plan dialog box, specify the following parameters:

Name

Enter a name for the dial plan.

Description

Enter a description for the dial plan.

Apply to Incoming Calls (Caller number)

Select this checkbox to apply the dial plan to incoming calls from the
numbers specified in the patterns.

Apply to Incoming Calls (Destination number)
Select this checkbox to apply the dial plan to incoming calls to the
numbers specified in the patterns.

Apply to Outgoing Calls (Destination number)
Select this checkbox to apply the dial plan to outgoing calls to the
numbers specified in the patterns.

e C(Click the Patterns tab.
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Dial Plan

General | Patterns | Inheritance

You can use wildcard characters in pattern:
* - any number of characters
? - one character

XNH-YyY -range of numbers from ¢ to yyy
If pattern starts with ** the following number will be exduded

311777

Call Priority: Normal

= Specify the pattern that will be used to match the numbers in the dial
string or the incoming call numbers.

= Call Priority

From the drop-down list, specify the priority for the calls
corresponding to the specified patterns.

e C(Click the Inheritance tab.

Dial Plan

General | Patterns | Inheritance

Call Priority Dial Plan

| Inherit ~ Fedora

Inherit
Emergency
High
Narmal
Low

On this tab, you can select the profiles to include in the dial plan you are
adding/editing.

= Call Priority
From the drop-down list, select the priority for the inherited dial plan.

6.4.5 Tasks

This section describes how to configure the tasks that can be performed in
TRBOnet Dispatch Console.

e Go to Administration (1), Tasks (2), and see the list of the tasks in the
right pane.
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File View Map Tools Help

:
[ server A
4 Licer
(3 Datab:
ik Systems
i System Bridge

|1

P—
M| 4 4 Record3of7 » W[ 4 »

[ Connected &3 B B B B B | ¥ Administrator | [ Licensed to: demo Deme License

e To create a task, click Add (3), and from the drop-down list, select the
appropriate task.

Note: After you have created a task you need to enable it. Just select
the checkbox (4) beside the task you want to enable.

6.4.5.1 Dispatcher Presence Control

When enabled, this feature checks the presence of dispatchers and sends
notifications to interested parties if the specified dispatchers are not present in
the system.

e Inthe Tasks pane, double-click Dispatcher Presence Control.

e Inthe Dispatcher Presence Control dialog box, specify the following
options:

Dispatcher Presence Control x

Presence timeout 10 minutes

Reminder time 30 seconds

®) Al Dispatchers
(O) Selected Dispatchers

Notifications

0K Cancel

= Presence timeout
Enter the time period, in minutes, that will be used as a timeout to
check for the presence of dispatchers.

* Reminder time
Enter the time period, in seconds, that will be used to show a reminder
pop-up dialog before the planned time of performing the check. When
the reminder appears on top of the screen, the dispatcher must click
the round button in the center to confirm their presence in the system.
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= All Dispatchers
Choose this option button so that all dispatchers will be checked for
presence.
= Selected Dispatchers
Choose this option button so that only selected dispatchers will be
checked for presence.
e Dispatchers
In the drop-down list, select the dispatchers.

= Notifications
Click this link to select who will receive the appropriate notifications.
The recipients may include dispatchers, Email groups, SMS groups,
radios, and radio groups.

6.4.5.2 Export to SWD - Location of radio

When enabled, this task will perform exporting location data to a dedicated
SWD Server database.

¢ Inthe Tasks pane, double-click Export to SWD - Location of radio.

e Inthe Export to SWD - Location of radio dialog box, specify the
following options:

Export to SWD - Location of radia X

67 | s |

SWD Server Address: |swd.trbonat.com Port: |SDDD il

TREONet Server Address: |p0rts.trbonet.com Port: |282EIU jl

¥ 5end data with confirmation

Connection tab
e SWD Server Address
Enter the IP Address of the PC with the running SWD Server.

= Port
Enter the port number that will be used for the connection.

e TRBOnet Server Address
Enter the IP Address of the PC with the running TRBOnet Server.

= Port
Enter the port number that will be used for the connection.
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e Send data with confirmation
Select this option to send location data to the SWD server until a
confirmation is received.

Radios tab

e Add data received from all radios
Choose this option so that location data will be sent to the SWD server
from all radios in the system.

e Add data received from selected radios
Choose this option, and in the list below, select the radios whose location
data will be sent to the SWD server.

6.4.5.3 Geofencing

The Geofencing feature allows controlling the location and speed of radios
relative to manually defined regions on the map.

The Geofencing monitoring consists of the manually defined regions and the
tasks. The regions specify where to apply the rules, while the tasks specify how
to apply the rules for the regions and radios.

e Inthe Tasks pane, double-click Geofencing.

The administrator can add/disable/delete the rules for Geofencing as well as
edit the currently selected rules:

Geofencing and Speed Contral X

General | Time Range | Location| Speed| Regions| Radios| Lone Worker|
Select the general parameters of the rule
Name [Monitor Ares 3 |
Description: | Watch out for the strangers
After the rule s triggered:
[ Reset Alarm mode when the rule conditions are no longer met
[renn th / fher each rule modii nuyserver restart, and amylstar of each scheduled tme window (not recommended) (1)
7 7 7
[ addrie -] pssblerut [ vekterue |

e Click the Add Rule button (1) and select the appropriate rule from the
drop-down list (Map Region, Beacons, Radios) to add a rule to the current
Geofencing configuration. A new rule will be displayed in the list of rules
(4).

e Click the Disable rule button (2) to disable the selected rule.

e Click the Delete rule button (3) to delete the selected rule.

e Rerun the rules after each rule modification, ...
If you select this option (though it is not recommended), the rule will be
rerun each time the rule is modified, or the server is restarted, or when
the scheduled time window starts.
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Map Region Rule
This section describes settings that can be applied for a Map Region rule.
General tab

e Name

Enter the rule name.
e Description

Add a description of the rule.
e After the rule is triggered

= Reset Alarm mode when the rule conditions are no longer met
Select this option to reset Alarm mode after the rule is triggered.

Time Range tab

On this tab, you can select which time periods the rule will be monitored.
e AllTime
Choose this option to monitor the rule all the time.
e Selected Time

Choose this option and specify the days of week and the time of day the
rule will be monitored.

= Click the Add link.
o Day of Week
From the list, select the day of week on which to monitor the rule.

o Start
Specify the time of day at which to start monitoring the rule.

e End
Specify the time of day at which to stop monitoring the rule.

Location tab

Geofencing and Speed Control %
General| Time Range | Location | speed| Regions| Racios| Lone werker|

| Monitor Area 1

Define the radic's relative pesitioning conditions which will trigger the rule and choose
speific actions to perform when the rule is executed

Trigger this rule when raio:
[] Enters selected regions
Leaves selected regions

For multple nested overlapping regions
@ Crosses outer border only
O Crosses any border

Perform the following actions:
Activate Alarm mede
[ Activate Lone Worker mode
[] Notify source radio
[ send notification

........

[JRenun the ruies after each rule modfication, server restart, and at the start of each scheduled time w

[ addrie  [-|[  Dssberue ][ Deeterue
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Trigger this rule when radio:

e Enters selected regions
Select this option so that the rule will be triggered as soon as a radio
enters the selected region.

o Leaves selected regions
Select this option so that the rule will be triggered as soon as a radio
leaves the selected region.

e For multiple nested/overlapping regions

Choose one of the options specifying for multiple regions whether to
consider only an outer border of the group of regions, or any border of a
region within the group.

Perform the following actions:

Here you specify which actions to execute when the rule is triggered.

e Activate Alarm mode
Select this option to activate an Alarm mode in the Dispatch Console.

e Activate Lone Worker mode
Select this option to automatically activate a Lone Worker mode for the
radio in case of entering or leaving the selected region.

¢ Notify source radio
Select this option to automatically send a text message to the radio when
it enters or leaves the selected region.

¢ Send notification
Select this option to send a notification when the radio enters or leaves
the selected region. Click the Recipients link and specify the recipients to
send the notification to.

e Send RTT to source radio
Select this option to automatically send a Request-to-Talk to the radio
when it enters or leaves the selected region.

Speed tab

Geofencing and Speed Control X

General| Time Range| Location | Speed | Regions| Racios| Lone warker|

vl Monitor Area 1

Define the radio’s motion atributes which wil trigger the rule and choose spedfic
actions to perform when the rule is executed

Trigger this rule when radio:
[ Moves faster than: 60 2|k
[ Moves slower than: ) <] b
[ Remains motionless longer than: |30 2| seconds

Monitor speed in relation to regions: ~[Everywhere

[CIRerun the rules after each rule medification, server restart, and at the start of each scheduled time window {not recommended) ( E )

|__addrie  [-][ osaberue |[ pekterue Cancel
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Trigger the rule when a radio:

Moves faster than

Select this option and specify the maximum allowed speed for the
vehicles. The rule will be triggered when the vehicle with the radio
exceeds this speed limit.

Moves slower than

Select this option and specify the minimum allowed speed for the
vehicles. The rule will be triggered when the vehicle with the radio drops
below the specified speed.

Remains motionless longer than

Select this option and specify the time period, in seconds, during which
the vehicle is allowed to remain motionless. The rule will be triggered
when the vehicle with the radio remains motionless longer than this
specified time period.

Monitor speed in relation to regions

From the drop-down list, select where to monitor the speed of the

vehicles: inside or outside the selected regions, or independently of the
regions.

Perform the following actions:
Here you specify which actions to execute when the rule is triggered.

Activate Alarm mode
Select this option to activate an Alarm mode in the Dispatch Console.

Notify source radio
Select this option to automatically send a text message to the radio when
it enters or leaves the selected region.

Send RTT to source radio
Select this option to automatically send a Request To Talk to the radio
when it enters or leaves the selected region.

Regions tab

6.4 Administration

Geofencing and Speed Control X
I [ General] Time Range Location| Speed] Regions | Racius| Lone worker|
Monitor Area 1
Monitor Arez 3 Select regions where the rule wil be triggered
| Monitor Zone 2 Q Alregons
(® selected regions
Regions
[ 456733
1 My zone
[ Route 1
[ Route 2
[Flizone 2
Select All Deselect All
[JRerun the rules after each rule modification, server restart, and at the start of each schecled time window (not recommended) (1)
[ _addrue  [-][ oisblerue |[  Deeterue Cancdl
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All regions
Choose this option to apply this rule for all regions.

Selected regions
Choose this option to apply the rule for one or several regions.

Select all
Click this button to select all regions in the list.

Deselect all
Click this button to deselect all regions in the list.

Radios tab
Geofencing and Speed Control X
General Time Range| Location| Speed| Regions| Radios | Lone Worker |
itar
Manitor B Apply the ruie to selected radios:
O Alradios
@® Selected radios
e
> [/ (3 Al
~[@n
® 333
@ 4444
(@ radio 235
¥ mez
¥ e}
> [ Cleaners
> (3 Firemen
12 3 4 5 6
Sele ed// \
&3 a - ek -
[JRerun the rules after each rue modfication, server restart, and at the start of each scheduled tme window (notrecommended) (1)
[amrus_[-] [ oseemun | [ ossterua
Il radi
e All radios

Choose this option to apply this rule for all radios.

Selected radios
Choose this option to apply the rule for one or several radios.

Select all (1)
Click this button to select all radios in the list.

Clear all (2)
Click this button to deselect all radios in the list.

Collapse all (3)
Click this button to collapse the view of radios in the list.

Expand all (4)

Click this button to expand the view of radios in the list.

V()

Click this button, and from the drop-down menu, select filters for the
radios to be displayed in the list (Online (Indoor, GPS Fixed, No GPS),
Offline).

gi - (s)

Click this button, and from the drop-down menu, select which list to
display: Radio List, Radio Groups, or Logical Groups.
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Lone Worker tab

Geofencing and Speed Control X
General| Time Range| Location| Speed| Regions | Radios [ Lone Warker |
¥l Moritor Area 1
vl Monitor Area 3 Select the tasks to be executed when the rule is triggered
O Al tasks
(® selected tasks
Lone Workers
[ Lone Worker
[JRenun the rules after each rule modification, server restart, and at the start of each scheduled time window (not recommended) ()
[ scrie  [-[[ owvense [[ ooercrue [oc e ]

e All tasks
Choose this option to execute all Lone Worker tasks configured by the
administrator when the rule has been triggered.

e Selected tasks
Choose this option, and in the list below, select the Lone Worker tasks to
be executed when the rule has been triggered.

Other Rules

This section describes settings that can be applied for Geofencing rules of the
types other than Map Region. These settings are represented in the table

below:
Rule Type ’ Tab Name Parameters Description
Settings common General Name - Enter the rule name.

for all rule types Description - add the rule description.

All Time
Choose this option to monitor the rule all the time.

Time Range

Selected Time
Choose this option and specify the days of week and
the time of day the rule will be monitored.

= (Click the Add link.

e Day of Week
From the list, select the day of week on which
to monitor the rule.

e Start

Specify the time of day at which to start
monitoring the rule.

e End
Specify the time of day at which to stop
monitoring the rule.
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Rule Type Tab Name Parameters Description

Radios All radios - choose to apply this rule for all radios;

Selected radios - choose to apply the rule for one or
several radios;

Rule Type ‘ Tab Name ‘ Parameters Description

Beacons General Rule Type:

Allows configuring Beacon entry - select to enable the rule when a
rules when a radio radio enters the beacon coverage zone.

enters or leaves
the beacon
coverage zone

Beacon exit - select to enable the rule when a
radio leaves the beacon coverage zone.

Activate Alarm mode when the rule is triggered -
select this option to activate Alarm mode in the
Dispatch Console if Beacons rule has been triggered.

Reset Alarm mode if the rule is not triggered -
select to reset Alarm mode in the Dispatch
Console automatically if the rule condition was not
triggered (for example, when Beacon entry is
selected and the radio enters the monitored
coverage zone and then leaves the zone, the
alarm mode in the Dispatch Console will be reset
automatically).

Send RTT to radio when the rule is triggered -
select this option to automatically send a
Request To Talk to the radio if the rule has been
triggered.

Send text message to radio when the rule is
triggered - select this option to automatically send a
text message to the radio if the rule has been
triggered.

Activate Lone Worker when the rule is triggered -
select this option to allow automatically activating a
Lone Worker policy for a radio in case of entering or
leaving beacon coverage zone.

Time Range See above.

Radios See above.

Beacons All Beacons - choose to apply this rule for all
beacons;

Selected beacons - choose to apply the rule for one
or several beacons.

Lone Worker All tasks - choose to apply all tasks configured by the
administrator when the rule has been triggered;

Selected tasks - choose this option, and in the list
below, select the Lone Worker tasks to be executed
when the rule has been triggered.
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Radios General Rule Type:

Allows using Geofence entry - select to enable the rule when a
radio(s) as map radio enters the proximity zone associated with
region(s) and another radio.

monitoring when
another radio
enters or leaves
the vicinity of the
radio’s zone

Geofence exit - select to enable the rule when a
radio leaves the proximity zone associated with
another radio.

Activate Alarm mode when the rule is triggered -
select to activate Alarm mode in the Dispatch Console
if Radios rule has been triggered.

Reset Alarm mode if the rule is not triggered -
select to reset Alarm mode in the Dispatch Console
automatically if the rule condition was not triggered
(for example, when Geofence entry is selected and
radio enters the monitored vicinity zone and then
instantly leaves the zone, alarm mode in the Dispatch
Console will be reset automatically).

Send text message to radio when the rule is
triggered - select to inform radio user if the rule has
been triggered.

Send RTT to radio when the rule is triggered -
select to inform radio user if the rule has been
triggered.

Minimum distance between radios - specify the
distance, in meters or feet, depending on what is
chosen in Tools > Options > Advanced /
Measurement system. When a distance is less than
the selected value, the rule will be triggered
according to the settings above.

Color of region - select the color for the radio's
proximity zone.

Time Range See above.

Proximity Select the radios in the proximity zones of which the
Zones rule is applied.

Radios See above.

Map Regions Rule works only in regions
Select this option and then choose either All regions
or Selected regions.

6.4.5.4 Idle Time

The Idle Time feature allows monitoring vehicles idle time assigning Telemetry
Commands on selected VIOs.

¢ Inthe Tasks pane, double-click Idle Time.
Specify the telemetry command to set the Idle Time:
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Idle Time x

Start vio: [T 1] Command: [vigh

Bl
Stop vio: | 14| command: [High -

Start
e Specify the telemetry VIO and Command to start the Idle Time task.

Stop
e Specify the telemetry VIO and Command to stop the Idle Time task.
The administrator can see Idle Time reports and statistics.

Click Reports (1), and under Location History > Vehicle Tracking, select
Idle Time (Summary) or Idle Time (Detailed) (2), and specify report
parameters:

Fie View Map Toos Help

[ge
- ;

Idle Time (Summary) Sovediroes: | ot seiactads-

0t £ W o for e the e Time task 8 coniured and e

Save Resortprofle Deete Reportprofie

Note: Specify the speed accuracy value in the Speed box (3).

6.4.5.5 Radio Allocation (Sprite Forms)

This function is used for direct communication between the dispatcher and the
subscriber via special Tallysman Option board installed into the radio. The
dispatcher and subscriber have special form templates. The dispatcher receives
Duty ID of the subscriber with his template output form whereas the
subscriber sends it using his template input form. The radio name changes to
its Duty ID.

Note: Any activity may be decoded with its Duty ID so this is a
way to communicate for the dispatcher and subscribers
only.

e In the Tasks pane, double-click Radio Allocation (Sprite Forms).
e Load the Sprite Form (output template) and select the Field Name:
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Radio Allocation (Sprite Forms) x

Form Description:

(APP_VERSION1=0.14 -
APP_VERSION2-1

DATE_MODIFIED=12/12/2012 8:21:05a.m.

FORMATTED=
0203000FBIECOAFS02FBO04ESA204275730128000000106120500028768CEQF1
OFBOOF5025368696674206E756D62657235AD781E

AS_ARRAY=0:02, (03, (00, 00F, (xBY, (x8C, (DA, BcF5, (02, OxFB, (<00,
Ox4E, Ox5A, (20, (xd2, (75, 073, (01, (80, (00, (0O, (01, (06, (x18,
0x05, 200, (02, (<87, (x68, IxCE. (xOF, Bx10, BcFB, (00, OxF5, (<02, (53,
0x68, (x63, (66, (74, (20, (xBE, (75, (eBD, (x62, (65, (72, (35, (xAD,
0x78. I 1E

METADATA=-0002000000000000

m

FORM_TITLE=NZ Bus
FORM_ID=2
FORM_REVISION=3

[Field Data #0]
JapapSi sy <

Load

Field Name Shift number ﬂ

Cancel

e Click OK to add a Sprite Form.
6.4.5.6 SMS and Email Notifications

TRBOnet Dispatch Console allows managing text messages:

1. Send Text Messages from LAN to a particular radio or talk group (POP3
Server);

2. Forward all Text Messages from radios to base radio to particular email
address (SMTP Server).

Note: Microsoft Exchange Server can be used as SMTP and
POP3 servers. For more details on SMTP or POP3
servers, ask your System Administrator.

¢ Inthe Tasks pane, double-click SMS and Email notifications:

SMS settings tab

SMS and Email Notifications

SMS settngs  Outgeing

ettings (SWTF) _ Incoming Email setings
Send SMS to

[ send muis to

Forw
I
Qutgoing mes (from dispatchers to radio network)

SMS Groups

cone

= Send SMS to recipients if radio is in alarm mode
Select this option to send an SMS in case of an alarm on the radio.
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= Send MMS to recipients if radio is in alarm mode
Select this option to send an MMS in case of an alarm on the radio.

Forward Text Messages to mobile phones

= Input messages (from radio network to dispatchers)
Select this option to forward incoming text messages to mobile
phones.

= Output messages (from dispatchers to radio network)
Select this option to forward outgoing text messages to mobile
phones.

For more details on SMS settings, see section 5.19.2, Outgoing Mail Server
(page 105).

A radio sends text messages to the base station. TRBOnet Server forwards all
text messages to a particular email address (for example,
admin@yourcompany.com). The administrator receives text messages from
radios as regular emails.

Outgoing Email settings (SMTP) tab

= Send email to recipients if radio is in alarm mode
Select this option to send an Email in case of alarm.

Forward Text Messages to email recipients

= Input messages (from radio network to dispatchers)
Select this option to forward incoming text messages to Email
address(es).

= Output messages (from dispatchers to radio network)
Select this option to forward outgoing text messages to Email
address(es).

Incoming Email settings tab

TRBOnNet Server connects to POP3 server, reads emails and sends text
messages to radios or talk groups.

1. Create an email account on your email server.
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2. Send an email to radioserver@yourcompany.com. In the Subject field,
enter either 'RadioIlD:XXX' to send an email to a selected radio, or
'GroupID:XXX' to send an email to a selected radio group.

Note: If you don't properly specify the email Subject, or
specified a non-existing RadioID (or GroupID), a
corresponding notification will appear in the Event
Viewer of the Dispatch Console.

e Forward incoming emails to radios
Select this option to forward incoming emails to radio network.
6.4.5.7 User Activity

The User Activity function allows the dispatcher to create the statuses to
which radios can be assigned due to their activity.

For example, if a radio sends an On duty message or presses an exact preset
telemetry button, this radio gets assigned to the On duty status in the Dispatch
Console. The dispatcher can also manually assign desired statuses to radios.

¢ Inthe Tasks pane, double-click User Activity:

Statuses tab

User Activity x
Statuses  Advanced
Mame Description

@ offouty

@ onbuty

(@) User Activity #1

Add Edit Delete
Cancel

e Click Add to add a User Activity status:
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User Activity Configuration X
General | ogical Groups

Mame: |User Activity #1

Description:

Background: ® Sea - |+

Assign this status to radios by using the following rules:
Manualy by dispatcher
[ automatically by receiving Text Message from a radio

[] automatically by receiving Telemetry Command from a radio

1 5 Any event

[ automatically by receiving DTMF command from a radio

—

[ Automatically by receiving Status Message from a radio

Carcel

Name
Enter a name for the user activity status.

Description
Add a description for the user activity status.

Background
Select the background color to display the radios assigned to the
status.

Assign this status to radios by using the following rules:

Manually by dispatcher
Select this option to assign the status to radios manually.

Automatically by receiving Text Message from a radio

Select this option to assign the status to the radio list after receiving a
text message from the radio. If you select this option, enter the text
message in the Message box.

Automatically by receiving Telemetry Command from a radio
Select this option to assign the status to the radio after receiving a
telemetry command from the radio. If you select this option, specify
the VIO contact, and from the Command drop-down list, select the
signal level at which the radio should send the telemetry command.

Automatically by receiving DTMF command from a radio

Select this option to assign the status to the radio after receiving a
predefined DTMF command from the radio, for instance, #11#. If you
select this option, specify a DTMF combination without the #
characters in the Command box.

Automatically by receiving Status Message from a radio

Select this option to assign the status to the radio after receiving a
specified Status Message, for instance, 1. If you select this option,
specify the Status.
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Click the Advanced tab:

User Activity >

Statuses Advanced

Assign default status to offline radios

% minutes

Timeout: 1

Cancel

e Assign default status to offline radios
Select this option to assign the default status to offline radios.

e Timeout
Specify the time period, in minutes, after which the default status will be
assigned an offline radio.

6.4.5.8 Lone Worker

The Lone Worker policy lets the dispatcher set a time interval the
communication with a radio user is expected. For example, if a lone worker has
not called the dispatcher for 15 minutes, the radio receives a message and the
Dispatcher receives an alarm signal.

e To add a Lone Worker task, in the Tasks pane, click Add > Lone Worker.

¢ Inthe Lone Worker dialog box that appears, specify the following
parameters:

Lone Worker X

Task name: Lone Warker

Task Start Conditions Task Stop

[ Manually by dispatcher
Automatically by receiving Text Message from a radio

Message: Start |

Automatically by receiving Telemetry Command from a radio

VIO: 1 % Command: Any event -

[ Automatically by receiving DTMF command from a radio
[ automatically by receiving Status Message from a radio
0 =

Send text message to radio
Message: |L\"nl started|

canal
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Task Start tab

Manually by dispatcher
Select this option to start the Lone Worker task manually by the
dispatcher.

Automatically by receiving Text Message from a radio

Select this option so that the Lone Worker task will start after receiving a
message from a radio. If you select this option, specify a text message in
the Message box.

Automatically by receiving Telemetry Command from a radio

Select this option so that the Lone Worker task will start after receiving a
telemetry command from a radio. If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal level at
which the user's radio should send the telemetry command.

Automatically by receiving DTMF command from a radio

Select this option so that the Lone Worker task will start after receiving a
predefined DTMF command, for instance, #11#. If you select this option,
specify a DTMF combination without the # characters in the Command
box.

Automatically by receiving Status Message from a radio
Select this option so that the Lone Worker task will start after receiving a
specified status from a radio. If you select this option, specify Status.

Send text message to radio
Select this option and in the Message box enter the text message that
will be sent to the radio when a Lone Worker task is started for that radio.

Conditions tab

Lone Worker X

Task name: Lone Worker

Task Start  Conditions  Task Stop

Response time 30 2| minutes

Send notification to radio
Reminder time 60
(® send Request To Tak
(C) Send Text Message

< seconds

|:| Reset Lane Worker when receiving Text Message
["] Reset Lone Worker when receiving Telemetry command
1 e Any event -

[] Reset Lone Worker when the distance has been traveled

[[] Do not trigger alarm if radio is offline for less than

Cancel
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Response time
Specify the time period, in minutes, that determines how long TRBOnet
Server waits since the last radio transmission.

Send notification to radio
Select this option so that TRBOnet Server will send a notification to the
radio before raising the alarm if the radio has not transmitted for the
specified time period.
= Reminder time
Specify the time period before it comes to raise the alarm, to send a
notification asking the radio to respond.

= Send Request to Talk
Choose this option to send a Request-to-Talk to the radio.

= Send Text Message
Choose this option to send a text message to the radio. Specify the
message text in the Message box.

Reset Lone Worker when receiving Text Message
Select this option to reset the Lone Worker task after receiving the
message specified in the Message box.

Reset Lone Worker when receiving Telemetry command

Select this option to reset the Lone Worker task after receiving the
telemetry command. If you select this option, specify the VIO contact, and
from the Command drop-down list, select the signal level at which the
user's radio should send the telemetry command.

Reset Lone Worker when the distance has been traveled
Select this option to reset the Lone Worker task after the distance
specified in the Distance box has been traveled.

Do not trigger alarm if radio is offline for less than
Select this option so that the alarm is not triggered if the radio is offline
for a time less than the time specified in the Interval box.

Task Stop tab

6.4 Administration

Lone Worker x

Task name: Lone Worker

Task Start Conditions Task Stop

Manually by dispatcher
[ automatically by receiving Text Message from a radio

[ automatically by receiving Telemetry Command from a radio
1 S Any event
Automatically by receiving DTMF command from a radio
Command: 123 #123#
[ automatically by receiving Status Message from a radio

[] Automatically when a radio goes offline
[ send text message to radio

Cancel
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In the Task Stop tab, you can specify how to stop the Lone Worker task.
The available options are similar to those you specified on the Task Start
tab.

Enabling Lone Worker

e To enable the Lone Worker task for a selected radio, go to Voice Dispatch
(1), right-click the selected radio (2), and choose Start Lone Worker (3):

Private Call
Send Call

Request Location

Show Route on Google Earth

Monitoring »
Specify Custom lcons...

Set Radio Channel »

I: Slot #1 [ A @l [IRepeater #1: Slot #2

e+ (L Print | 11 Pause f Clear ~ &3 Reload | [ Fiter By Radi ouping ‘/ Auto Filter @ Default Settings >

Date |Radiosystem  |sender | Recpient |Message | petais | Note |Ext.note |
21:0ct-2016 17:56:27  Repeater £1: Slo... Adminstra... Police Dispatcher ‘Administr... Members: Adminsir B
20-0ct-2016 17:56:27  Repeater £1: Slo.., Administa,., Folice Dispatcher ‘Adrinisir... Members: Adrinisir,.,

Repeater #1: Slo... Administra... Al Al Call from dispatch... Members: Administr...

125 al Al Call from 125 (00... Members: 125
25 o Al Call rom ‘235 (00... Memberss 235

-0 R Reneater £1: Cn 778 all all Call fram 940N Memhera: 738 A

i) #[ 4] Record 10f 453 »r:vr:wf:l L|J
p—— T e e

(6127001 g8 B € | § acministrator | [ Licensed to: demo Demo License | © active-

e To monitor the Lone Worker task, click the Active Tasks tab:

Drag and Drop PTT Box here to
reate new group

Patch on Repeaters
Binary Patch

1M Stop | = Grouping 7 Auto Filter @ Defautt Settings
Task | Radio
Lone Worker 1 125 (Pete) 125 16:55 ——————— 47.35

6] @] <] Record 1o 1 ¥ [ | mi[ <] |
| RecentCaluents | RecenGals | Radiosiste | chueToss | | (v comess
127001 &3 @ B | § Administrstor | [8 Licensed to: demo Demo License | @ Active-

6.4.5.9 Lone Worker Scheduler

The Lone Worker Scheduler task allows configuring a schedule for the Lone
Worker task.

e To add the task, in the Tasks pane, click Add > Lone Worker Scheduler.

e Task name
Enter a name for the task.

194 6 TRBOnet Dispatch Console



TRBOnet Enterprise — User Manual @ Software

Time Range tab

e All Time
Choose this option to run the task all the time.

e Selected Time

Choose this option and specify the days of week and the time of day the
task will be run.

= (lick the Add link.

o Day of Week
From the list, select the day of week on which to run the task.

e Start
Specify the time of day at which to start running the task.

e End
Specify the time of day at which to stop running the task.

Radios tab

¢ All radios
Choose this option to run the task for all radios.

e Selected radios
Choose this option to run the task for one or several radios.

Lone Worker tab

e All tasks
Choose this option to run all Lone Worker tasks.

e Selected tasks

Choose this option, and in the list below, select the Lone Worker tasks to
run.

Note: When a Lone Worker task is mentioned as Disabled,
enable it on the Tasks pane.
6.4.5.10 Export Data

TRBOnet Dispatch Console provides the Export Data function, which allows
exporting data to an external database table.

e To add an Export Data task, in the Tasks pane, click Add > Export Data.
e Inthe Export Data dialog box, specify the following parameters:
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Export Data X
Task name: |Export to database table - Location of radio ‘
Type: |Export to database table j
Data: |Location of radio j
Connection Data  Scheduler Advanced
" Use default connection
{* Select connection
Server name |focal)\sqLEXPRESS
Database name |TRBOnet j
¥ Windows authentication
User name |
User password |
Conce
Connection tab
e Task name
Enter a name for the task.
« Type

Select the type of data export from the drop-down list. TRBOnet Dispatch
Console allows exporting data for third-party systems using data export
tasks.

Export to database table
Allows exporting data to MS SQL Server tables. Specify MS SQL Server
connection parameters, database, and table to export data.

Export to Versatrans
Allows exporting data to the Versatrans data collection system via IP.
For more details, visit the official website of Versatrans.

Export to Google
Allows exporting data to file (file format is KML). For more details, visit
the following website.

Export to NMEA
Allows exporting data to a file (text file format, export format is NMEA
0183). For more details, visit the following website.

Export to file
Allows exporting data to a text file.

Data
Select which data to export from the drop-down list.

Use default connection
Choose this option to use the default connection to SQL Server.

Select connection
Choose this option and specify the SQL Server and database name.
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e Server name
Enter the SQL server name.

o Database name
Select the database from the drop-down list.

e Windows authentication
Select this option to use Windows authentication, or deselect it to use
SQL Server authentication (SQL Server user name and password will be

required).
Export Data X
Task name: |Expurt to database table - Location of radio |
Type: |Expnrtbo database table j
Data: |LUcatUr| of radio j
Connection Data  Scheduler Advanced
Table: [Export_Locations]
Create table  Load columns list
Column mapping:
Table column Data
Date Location date -
Latitude Latitude
Longitude Longitude
Speed Speed
Direction Direction
Predision Accuracy
RardinTn Radin TN hd
oK Cancel
e Table

the name of the table to be exported into external database (by default,

the name of the table is created after you have specified it in Create table
dialog box).

¢ Click the Load columns list link to update the columns list in case you
have made any changes to the table.

e Click the Create table link to add a new table for data export:

Create table *
Create new table to export data
Active database connection
Table name: Export_Locations
Column list:
Table column Data
v Date Location date -
v| Latitude Latitude
v| Longitude Longitude
v| Speed Speed
| Direction Direction
v Predsion Accuracy
v| RadiolD Radio ID
v ID Unique radio ID
v Name Radio name
v| ExportDate Export date =
Cancel
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= Select the data fields to add to the table.

Scheduler tab
Export Data x
Task name: |Export to database table - Location of radio |
Type: |Exportm database table j
Data: |L0can0n of radio j

Connection Data  Scheduler  Advanced

Days of week: |(AII days) j

Start time: 13:00 E|:
Stop time: 15:00 E|:
Repeat every: 01:00:00 3:

" Execute at particular time

Cancel

o Days of week
In the drop-down list, select the days of the week on which to export the
data.

e Execute recurrently with interval
Choose this option to perform data export on a periodic basis.
= Start time
Specify the time at which to start data export.
= Stop time
Specify the time at which to stop data export.

= Repeat every
Specify a time period for periodic data exports.

e Execute at particular time
Choose this option and specify the times in the columns of the table
below.
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Export Data X
Task name: |Expurt to database table - Location of radio |
Type: |Exp0rth0 database table j
Data: |L0caﬁ0n of radio j

Connection Data  Scheduler Advanced

Export only modified data

Export mode
(® Always add new records
(0) Update existing and add new records
() Update existing records

Cancel

e Export only modified data
Select this option to export only modified data.

e Export mode

Choose the mode for exporting data.

6.4.5.11

Scheduled Task

This task allows sending scheduled commands to selected radios.

e To add a scheduled task, in the Tasks pane, click Add > Scheduled Task.
¢ Inthe Scheduled Task dialog box, specify the following parameters:

= Task name

Scheduled Task

X
Task name: |S|:heduled Task 1
Command | Scheduler
Command: ‘Send Text Message [~
Mezsage

Send Telemetry
" Send to Radic| REQUest Location

Send Voice Message
& )
* Send to Radio send Signaling

Recipient: send command to Control Station
o Reguest To Talk
Custom Event

< ® 3333 Send Swift Command

v ® 5555 Send Push MNotification

7] (@ Radio 100
(® Radio 125
(® radio 235
(®) Radio 4434

Selected: 3

i) VI-|i=

Concel

Enter a name for the task.
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Command tab

= Command
From the drop-down list, select what to send to selected radios.
For a description of the available commands, see sections 6.5.6.1 -
6.5.6.10.

Scheduler tab

Scheduled Task X

Task name: |5|:heduled Task 1

Command Scheduler

Start date: 01 December 2027 -
End date: | 12 December 2022 j

Days of week: |M0nday’, Tuesday, Wednesday, Thursday, Frid. j

¥ Execute recurrently with interval

Start time: 12:00 AM E|:
End time: 12:00 AM 3:
Repeat every: 01:00:00 3:

" Execute at particular time

Cancel
Start date
Select the date to start the task.
End date

Select the date to end the task.

Days of week
In the drop-down list, select the days of the week on which to perform the
task.

Execute recurrently with interval
Choose this option to perform the task on a periodic basis.

Start time
Specify the time at which to start the task.

End time
Specify the time at which to end the task.

Repeat every
Specify a time period for periodic task executions.

Execute at particular time
Choose this option and specify the times in the columns of the table
below.
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6.4.5.12 Voice Message

The Voice Message task allows you to automatically broadcast a predefined
Voice Message after receiving a telemetry command, a text message, or a

DTMF

command.

e To add a Voice Message task, in the Tasks pane, click Add > Voice
Message.

The user can have several Voice Message policies for different purposes. Enter
a name for the policy in the Task name box and set the policy parameters.

Task Settings tab

6.4 Administration

Voice Message

Task name: Voice Message

Task Settings  Start Conditions  Stop Conditions  Telemetry

|| Load from file

j" Record message

@, Play back message

Call Type Channel Call Destination
Private Call Auto Detect Radio 125
Group Call 5} IPSC 1: Slot #1 Cleaners
Phone Call Phone Connect 2410

b Add % Remove

Priority: |N0rma\ j
Offest: [1} 3: second(s)
Send voice message
This many times: 3 3: {0 = unfimited)
Every: 3 3: second(s)
e

Load from file
Click this link to load an existing file from your PC.

Record message
Click this link to record a new voice message.

Play back message

Click this link to play back the voice message.

Click the Add link and specify Call Type, Channel, and Call Destination
for a voice message.

Note: To send a Voice Message to a contact from the phone
book, click the ellipsis (...) button in the Call Destination
column and select a contact from the phone book.

Priority

From the drop-down list, select the priority with which the voice message
will be sent/queued. If this priority is higher than that of the current
transmission, which is, in turn, allowed to be interrupted, the current
transmission will be interrupted, and the voice message will be sent

instead.
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Offset
Specify the delay time, in seconds, for the Voice Message task.

Send Voice Message

= This many times
Enter the number of times to send the voice message.

= Every
Set the repeat interval, in seconds, if the voice message is sent more
than once.

= Resend if interrupted
Select this option so that the voice message will be resent if the
sending of the voice message is interrupted.

Start Conditions tab

Voice Message x
Task name: Voice Message
Task Settings  Start Conditions  Stop Conditions ~ Telemetry
Manually by dispatcher
[ Automatically by receiving Text Message from a radio
Automatically by receiving Telemetry Command from a radio
VIO: 1 = Command: |High level -
[] Automatically by receiving DTMF command from a radio
Automatically by receiving Emergency from a radio
Emergency type: ‘.-'—\II j

(@ Activated by any radio
() Activated by selected radios only

[[] send text message to radio

conel

Manually by dispatcher
Select this option to allow the dispatcher to manually start the Voice
Message task.

Automatically by receiving Text Message from a radio

Select this option to start the Voice Message task after receiving a
specified text message from a radio. If you select this option, specify a
brief text message in the Message box.

Automatically by receiving Telemetry Command from a radio

Select this option to start the Voice Message task after receiving a
telemetry command. If you select this option, specify the VIO contact, and
from the Command drop-down list, select the signal level at which the
user's radio should send the telemetry command.

6 TRBOnet Dispatch Console



TRBOnet Enterprise — User Manual @ Software

Automatically by receiving DTMF command from a radio

Select this option to start the Voice Message task after receiving a DTMF
command from a radio, for instance, #114#. If you select this option,
specify a DTMF combination without the # characters in the Command
box.

Automatically by receiving Emergency from a radio
Select this option to start the Voice Message task after receiving an
emergency command from a radio.
= Emergency Type
From the drop-down list, select the type of emergency to be sent from
a radio.

Activated by any radio
Choose this option to expect receiving data from any radio in the system.

Activate by selected radios only
Choose this option to expect receiving data from selected radios.
= Radio

In the drop-down list, select the radio(s).

Send text message to radio

Select this option so that a text message will be sent to the radio that
activated the Voice Message task. If you select this option, specify a brief
text message in the Message box.

Stop Conditions tab

6.4 Administration

Voice Message X

Task name: Voice Message

Task Settings  Start Conditions  Stop Conditions  Telemetry

Manually by dispatcher
[ automatically by receiving Text Message from a radio

Automatically by receiving Telemetry Command from a radio

VIO: 1 +| Command:  |H
[] automatically by receiving DTMF command from a radio

e

[] send text message to radio

el

Manually by dispatcher
Select this option to allow the dispatcher to manually stop the Voice
Message task.

Automatically by receiving Text Message from a radio

Select this option to stop the Voice Message task after receiving a
message from a radio. If you select this option, specify a text message in
the Message box.
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Automatically by receiving Telemetry Command from a radio

Select this option to stop the Voice Message task after receiving a
telemetry command from a radio: If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal level at
which the user's radio should send the telemetry command.

Automatically by receiving DTMF command from a radio

Select this option to stop the Voice Message task after receiving a DTMF
command from a radio, for instance, #114#. If you select this option,
specify a DTMF combination without the # characters in the Command
box.

Send text message to radio

Select this option so that a text message will be sent to the radio that
stopped the Voice Message task. If you select this option, specify a brief
text message in the Message box.

Telemetry tab

Voice Message x
Task name: Voice Message
Task Settings Start Conditions ~ Stop Conditions  Telemetry
Send telemetry before task is started
VIO: 1 % Command:  |High level i
Delay after sending: a 3| second(s)
Send telemetry after task is stopped
VIO: 1 +| command:  |Toage level -
Delay before sending: o 3 second(s)
Redpient: |Radios: 2 j
[] send telemetry on every voice message
Cancel

Send telemetry before task is started

Select this option to send a telemetry command before the voice message
is transmitted.

= Specify the VIO contact number.
= Select the signal level from the Command list.

= Delay after sending
Specify the time period, in seconds, to wait before sending the voice
message after the telemetry command has been sent.

Send telemetry after task is stopped
Select this option to send a telemetry command after the Voice Message
task is stopped.

= Specify the VIO contact number.
= Select the signal level from the Command list.
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= Delay before sending
Specify the time period, in seconds, to wait before sending the
telemetry command after the voice message has been sent.
e Recipient
In the drop-down list, select the radios/groups to send the telemetry
command to.

¢ Send telemetry on every voice message
Select this option to send the telemetry command to the selected
radios/groups every time the voice message is sent, provided the voice
message is repeatedly sent.

6.4.5.13 Recorder
The Recorder feature allows connecting to an audio recorder via IP.
e To enable the task, in the Tasks pane, click Add > Recorder:

The feature allows replicating audio recordings to the recorder:

Audio Recorder X

Task name: |Aud|0 Recorder |

Settings

Recorder Type: |f'I'RBOnet Recorder j

IP Address: ~ [10.10.168.121

Port: 3000

Audio Codee:  [OPUS/48000/2 -

Cacel

e Task name
Enter a name for the task.

e Recorder Type
Select either 'TRBOnet Recorder’, 'NetCRR Recorder’, or 'NexLog
Recorder".

e IP Address
Enter the recorder's IP address.

e Port
Specify the recorder's port number.

e Port count
Specify the number of open ports if 'NexLog Recorder’ is selected.
Recommended value: twice the number of calls recorded at the same
time.
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¢ Audio Codec
From the drop-down list, select the audio codec to be used.

¢ Await confirmation for audio stream control packets
Select this option to wait for confirmation of audio stream control
packets, if ‘TRBOnet Recorder’ is selected.

e Check Channels
Click this button to view all available channels on the recorder, if ‘NetCRR
Recorder’ is selected.

e Click OK to add the task.
6.4.5.14 Agenda

The Agenda is used to automatically send predefined messages to the radios. It
may be used when you have any software receiving any messages but it is not
able to send them to the subscribers. In this case, TRBOnet Dispatch Console
acts as an intermediary for receiving the messages from the folder and sending
them to radios.

e To add an agenda, in the Tasks pane, click Add > Agenda.
e Inthe Agenda dialog box, specify the following parameters.

Agenda x

Task name: |Agenda |

Settings

Qutgoing messages (path to a server folder):
|C:'-.Outgoing |

Incoming messages (path to a server folder):

|C"-Incnming |

Wait for response(sec) 120

Text to confim:

Cancel

= Task name
Enter a name for the task.

= Outgoing messages (path to a server folder)
Enter the path to the folder for outgoing messages.

= Incoming messages (path to a server folder)

Enter the path to the folder for incoming messages.
= Wait for response

Specify the time interval, in seconds, for the response.
= Text to confirm

Specify the text to be sent by radio users after they receive the
message.
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6.4.5.15 Import Phone Addresses

The Import Phone Addresses option allows importing phone/address data
from a NENA database to TRBOnet database.
To perform this task:
e Inthe Tasks pane, click Add > Import Phone Addresses (NENA)
e Inthe Import Phone Addresses (NENA) dialog box, browse for the
corresponding *.CSV file, and click OK.

6.4.5.16 Scheduled Report

The Scheduled Report task allows reporting on selected parameters and
sending these reports to selected Email subscribers groups. The user can have
several Scheduled Report policies for different purposes.

Note: Before configuring the task, you need to create a
number of the Email groups to send reports to. For
more details on Email groups, see section 6.4.26, Email

Groups (page 270).

e To add a Scheduled Report task, in the Tasks pane, click
Add > Scheduled Report:

e Enter a name for the policy in the Task name box and set the policy
parameters.

Scheduled Report X

Task name: Registered Radios 1

Report  Scheduler

Filter:

Radio Group: ~Hlot selected— -

Columns

Radio Name Radio ID Radio Groups
T System Reports
1.[F) User Login History
+.[7) System Bridge
{1 Channel Changes
T) usage Statistics Reports
+[T] Messages
1[5 Radio Activity
+.[F) oniine Radios (Summary)
[ Oniine Radios (Detailed)
+.[F) Radio Status
i ] Radio Status (Summary)
1) Dispatcher Messages and Notes

Logical Groups Has GP3S Has TMS

{Select |+ Sortby: Radio Name

Check OK Cancel

e On the Report tab, select the report type for the Scheduled Report task.
The report details and filter might be different.
For more details on reporting, see section 6.11, Reports (page 370).

¢ Click the Scheduler tab to configure a schedule for the report.
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Scheduled Report
Task name:  [Registered Radios 1
Report  Scheduier
Scheduiers: [Bcheduier 1 ~ [+
. [m] (Select Ally
For the past Scheduler 1
[ scheduler 2
Email groups:
OK. Cancel
Check oK Cancel

e Schedulers
On the list, select the scheduler(s) to use for the report.

Or, click + on the right and specify a new scheduler (see section 6.4.22
Schedulers).

e For the past
Select the past time interval (in minutes, hours, days, weeks, or months)
to collect the data for.

e Email groups
In the list, select Email groups to send the report to.

The created scheduled report will be displayed in the Tasks pane:

File View Map Tools Help

Administration Tasks
! Intercom (<] & 1: Line free

o

5k Add - 5b Edit | [k Delete
v Task Name

& Agenda

G Dispatcher Presence Control

¢5% Export to SWD - Location of radio
Wl [ Geofencing

il Radio Systems
g1 System Bridging

Zjp Telephony

@ Tasks

5% virtual Modbus Devices

) voice Dispatch

@ Location Tracking

vl & e Tme

ﬁ Job Ticketing Wl G Lone Worker 1
Wl (5] Mesages 1_Messages for Period
Route Management W 7%, Missed GPS data loading
- | {33 Radio Alocation (Sprite Forms)
@ RFID Tracker Wl [ scheduled Report 1_Messages for Period_26-Nov-2016 00:00:00

! [ SMS and Email notifigations
[] Text Messages ] £ Timer

Wl 28 User Activity
ﬁ e v % Voice Message

- Wl ¥ Voice Message
Event Viewer

Fpe—
M 4|4 Record100f15 ¥ W M

»

[ 127001 &8 & | § Administrator | [ Licensed to: demo Demo License

@ Active~

To enable the task, select the checkbox in front of the Scheduled Report task
you have already created.

There are three types of the Scheduled Report status icons:

e Green indicates an active task, meaning the task is enabled (checked).

e Gray indicates an inactive task, meaning the task is disabled (unchecked).

¢ Red indicates a disabled task, meaning the task period is up in the past.
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6.4.5.17 Import Beacon Data from Firebird DB

The Import beacon data from Firebird DB option allows importing beacon
data from Firebird database to TRBOnet Dispatch Software database.

e To add the task, in the Tasks pane, click Add > Import beacon data from
DB "Firebird".

¢ Inthe dialog box that opens, specify the following parameters:

Import beacon data from DB "Firebird" X

Mame: Import beacon data from DB " Firshird"|

Settings  Import

Server: User:
[locathost | [svspeA |

Database path: Password:

| | [reeeeeees |
Port: Update {sec):

3050 z 10

Test

Cancel

e Name
Enter a name for the task.

e Server
Specify a remote server or a server on the local PC.

e User
Enter the name of the Firebird DB user.

o Database path
Specify the Firebird DB path.

e Password
Specify a password to connect to Firebird DB (provided at logon).

e Port
Specify the port number to connect to Firebird DB.

e Update (sec.)
Specify the update period for Firebird DB.

e Click Test to test the connection to Firebird DB.
e Click the Import tab to specify Import settings:
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Import beacon data from DB "Firebird" X
Mame: Import beacon data from DE " Firebird™
Seftings  Import
Import data from
|<The Oldest Date Possible = j Import
Delete old data
Report:
Cancel

e Import data from
Specify the Firebird DB name.

e Click Import to import data.
e Delete old data

Select this option to delete all previously imported data from Firebird DB.

¢ Report

In this box, an import report will be displayed.

e Click OK to add the task.
HotSOS (Email)

The HotSOS (Email) task is used to automatically create and assign job tickets
upon receiving email messages at the address specified for the radio (Radio >
Additional > Email). In addition, you specify the email address at which to
receive email messages about changes to the created ticket status.

e In the Tasks pane, click Add > HotSOS (Email).
¢ Inthe HotSOS Configuration dialog box, specify the following

parameters:
Het505 Configuration x
Name: [Hotsos |
Email: |tegt@gmail com| |
Source: |Subject j
Status | Hots0s status |
Mew N
Cancelled Ca
Assigned Asz
Accepted Acc
Rejected R
Completed C
In Progress InP
Cancel
* Name

Enter a name for the task.
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* Email
Enter the email address at which you want to receive notifications
concerning the status of the created tickets.

= Source
From the drop-down list, select which part of the email message,
Subject or Body, will be included in the job ticket text.

= HotSOS Status
Enter the text of the emails that will be sent as notifications upon
changes to the job ticket status.

6.4.5.19 HotSOS (Web Service)

The HotSOS (Web Service) task is used to create and assign job tickets by
using the HotSOS Web Service.

e Inthe Tasks pane, click Add > HotSOS (Web Service).
e Inthe HotSOS Configuration dialog box, specify the following

param eters:
HotSOS Configuration X
Name: |Hats50S |
URL: ‘hﬂps.ffrfc.inl.hcﬂ‘sus.nei/apifservice.svcfsuap |
Login: ‘Tesler 123 |
Password "“‘“ |
Provider: [MOTOTREO |
Polling Interval 152 seconds
Text Meszages: O
Message TEXT%%PRIORITY%%ORDER_ID%
Format:
Text Priorty Room Mame Room Number Remark
Order D Message ID
Status HotSOS Status
New N -
Cancelled Ca
Assigned Ass
Accepted Acc .
Rejected R
Completed [of j
G
* Name
Enter a name for the task.
= URL

Enter the URL of the service.

* Login and Password

Enter the login and password of the service account.
= Provider

Enter the service provider name.

= Polling Interval
Enter the interval, in seconds, to check the service for orders (job
tickets).
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= Text Messages
If you select this option, additional text messages will arrive at the
designated radios from the HotSOS server.

= Message Format
Select the fields of a message to include in the job ticket text.

= HotSOS Status

Enter the text of the messages that will be sent as notifications to the
HotSOS server upon changes to the job ticket status.

6.4.5.20 Timer

The Timer task is used to configure the timer that can be
started/stopped/paused either manually by dispatchers, or when receiving a
certain text message, telemetry command, DTMF command, or status from
radios.

¢ Inthe Tasks pane, click Add > Timer.
¢ Inthe dialog box, specify the following parameters:

Timer X

Task name: |T|mar

[] Global timer
Task Start Task Stop  Status Names  Dispatchers

Manually by dispatcher
[ automatically by receiving Text Message from a radio

[ automatically by receiving Telemetry Command from a radio

1 = Any event

[ automatically by receiving DTMF command from a radio

e

[ automatically by receiving Status Message from a radio

[] send text message to radio

Corcel

e Task name
Enter a name for the task.

¢ Global timer
If you select this option, the timer will be started/stopped, etc. via the
Alarm Management (Timers action).

Task Start/ Task Stop tabs

e Manually by dispatcher
Select this option to allow the dispatcher to manually start/stop the timer
for the desired radio.

e Automatically by receiving Text Message from a radio
Select this option to start/stop the timer when receiving a predefined text
message from a radio. If you select this option, specify a brief text
message in the Message box.
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e Automatically by receiving Telemetry Command from a radio
Select this option to start/stop the timer when receiving a predefined
telemetry command from a radio. If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal level at
which the user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option to start/stop the timer when receiving specified DTMF
tones from a radio. If you select this option, specify a DTMF combination
without the # characters in the Command box.

e Automatically by receiving Status Message from a radio
Select this option to start/stop the timer when receiving specified Status
from a radio, for instance, 1. If you select this option, specify the Status.

¢ Send text message to radio
Select this option so that a text message will be sent to a radio when the
timer is started/stopped. If you select this option, specify a brief text
message in the Message box.

Task Stop tab

o After
Specify the duration of the timer, in minutes.

Status Names tab

In the text boxes below, enter the texts for the corresponding statuses: timer
started, stopped by dispatcher/radio/system, elapsed, and paused.

Dispatchers tab

e All Dispatchers
Choose this option button so that the timer will be available to all
dispatchers.

e Selected Dispatchers
Choose this option button so that the timer will be available only to
selected dispatchers.

= Dispatchers
In the list below, select the dispatchers.

6.4.5.21 Automatic Data Retrieval

The Automatic Data Retrieval task is used to automatically retrieve missing
location data from the radio's option board.

e In the Tasks pane, click Add > Automatic Data Retrieval (Swift GPS).

¢ Inthe dialog box, specify the following parameters:
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Automnatic Data Retrieval X
Task name: Automatic Data Retrieval
General Radios

Maximum number of simuktaneous requests: 33:

Allowed regions for requests Everywhere -
Swift Parameters
Retrieve missing locations if the data gap exceeds: 30 3: seconds
Do not retrieve missing locations older than: 30 El: minutes -

G

Maximum number of simultaneous requests
Specify the maximum number of radios being requested at the same
time.

Allowed regions for requests
Select regions where location data will be retrieved from radios.

Retrieve missing locations if the data gap exceeds

TRBOnet Server automatically checks whether the location data is
continuous. If it detects data gaps between any consecutive location
data that exceed this value, it will attempt to retrieve missing
information.

Don't retrieve missing locations older than
TRBOnet Server doesn't check location updates for consistency if they
are older than this value in seconds, minutes, or hours.

On the Radios tab, specify the radio(s) to retrieve location data from.

In the Tasks pane, activate the Automatic Data Retrieval (Swift GPS) task by
selecting the checkbox next to the task name.

6.4.5.22 Automatic Voice Download

The Automatic Voice Download task is used to automatically retrieve voice
data from the radio’s option board when the radio is in WiFi zone.

e In the Tasks pane, click Add > Automatic Voice Download (Swift).
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Automatic Voice Download (Swift) *

Mame: |Voice Download
General  Radios

Maximum number of simutaneous requests: 33:

Save to |c:‘\

%RADIO_ID% % YEAR% XMONTH% LDAY L LHOUR X LMINUTEL " SECOND %,

Year Month Day Hour Minute Second Call Type Source Source Type
Source |0 Recipient Recipient Type Recipient I Radio 1D

Example:
c:\Radio_120221130133744 oo tna

[ Save to database

{Mote that this may cause duplication of voice records in the server database)

Cancel

¢ Inthe dialog box, specify the following parameters:

* Maximum number of simultaneous requests
Specify the maximum number of simultaneously requested radios.

= Save to
Enter the path where to save voice data on your PC.
Click the appropriate links below (Year, Month, Day, etc.) that will be
used to generate the file/path name.

= Save to database
Select this option to save retrieved voice data to the server database.
Note that selecting this option may cause duplication of voice records
in the server database.

= On the Radios tab, specify the radio(s) to retrieve voice data from.

In the Tasks pane, activate the Automatic Voice Download (Swift) task by
selecting the checkbox next to the task name.

6.4.5.23 Sign-in Reminder

The Sign-in Reminder task is used to remind users to sign in into the radio(s).

e To add a Sign-in Reminder task, in the Tasks pane,
click Add > Sign-in Reminder.

¢ Inthe dialog box that opens, specify the following parameters:
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i MName: Sign-in Reminder |

General  Radios

o | PEEPRN Timeaut fmmss) oLo0 3 I
24 Sign in = Y
tt : |
i Chon el ext to speec
. Chop-chop, sign in
o Add D
s X0s Gare
[1 run again at

[] pisable radios that were not checked out after notification

Timeout: |3 minutes
Cancel

= Name
Enter a name for the task.

= C(Click the Add link and from the drop-down list, select either
Text Message or Text to Speech.

In the dialog box that opens, specify the following:

e Timeout
Specify the time, in minutes, to wait before sending the message
(voice message) to the selected radio(s).

e Text Message /[ Text to Speech
Enter the text of the message (voice message) to be sent to the
selected radio(s).

= Run again after user signs out
Select this option to rerun the task after the user signs out.

= Disable radios that were not checked out after notification
Select this option to disable the radio(s) if the user didn't sign in after
being notified.

e Timeout
Specify the corresponding timeout, in minutes.

= Click the Radios tab, and select the radio(s) to send reminder(s) to.
6.4.5.24 Sign-out Reminder

The Sign-out Reminder task is used to remind users to sign out of the radio(s).

e To add a Sign-out Reminder task, in the Tasks pane,
click Add > Sign-out Reminder.

e Inthe dialog box that opens, enter the following parameters:
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Name- Text to Speech x
General Rad Timeout (mmiss): 01:00 El:
Add notificatiq  Text to speech:

... | Descripti| | Retum the radio|

« Sign uut-
1 Cancel

& add K
Work shift duration (hh:mm): 09:00
Autto sign-out:
Motify f the user hasnt signed out before timeout expires: o

Notification recipients

Cancel

= Name
Enter a name for the task.

= C(Click the Add link and from the drop-down list, select either
Text Message or Text to Speech.
In the dialog box that opens, specify the following:
e Timeout
Specify the time, in minutes, before the end of the work shift.
e Text Message /[ Text to Speech

Enter the text of the message (voice message) to be sent to the
selected radio(s).

= Work shift duration
Enter the duration of the work shift, in HH:MM.

= Auto sign-out
Select this option to automatically sign out the user from the radio as
soon as the work shift ends.

= Notify if the user hasn't signed out before timeout expires
Select this option and choose among Notification recipients by clicking
the link below.
6.4.5.25 Screensaver

The Screensaver task is used to launch a screensaver when the dispatcher is
idle for a period longer than the specified timeout. Once started, the
screensaver will be stopped when you click the mouse button or press any
keyboard key, or there is an emergency call or a request to talk.

e To add a Screensaver task, in the Tasks pane, click Add > Screensaver
e Inthe dialog box that opens, specify the following parameters:
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Screensaver X

Name: |Screen Saver

Show screensaver after 30 minutes El:
Background I RoyalBlue -
Foreground [ WhiteSmoke -

Test
TRBOnet

(® All Dispatchers
() Selected Dispatchers

| =

Test

oK Canesl

Name

Enter a name for the task.

Show screensaver after

Set the time of inactivity, in minutes, after which the screensaver will
automatically run.

Background / Foreground

Select the background/foreground colors for the screensaver.
Text

Enter the text that will be displayed in the screensaver.

All Dispatcher / Selected Dispatchers

Select the dispatcher(s) to assign the screensaver task to.

Test
Click this button to see how the screensaver will look.

6.4.5.26 Import Objects

The Import Objects task is used to import new objects to the Users database
and Radios database based on the .CSV data files.

e To add an Import Objects task, in the Tasks pane, click Add > Import
Objects

Object Import from File X

Name: |Impart Objects

General Update Column Mapping

Objects: Radio Users
File Path

‘D: \C5Vusers.cav

Passwords encrypted

Delete ohjects not present in file

Cancel
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In the dialog box that opens, enter the following information:

Name
Enter a name for the task.

General tab

Object Type

From the drop-down list, select into which database to import data
(Beacons, IP Cameras, Map Objects, Map Regions, Map Routes,
Phone Contacts, Radio Users, or Radios).

File Path
Click the ellipsis (...) button and locate the .CSV file on the same PC with
TRBOnNet Server.

Passwords encrypted
Select this option if the passwords are encrypted in the data being
imported.

Delete objects not present in file
Select this option so that objects not found in the .CSV file will be
deleted from the database.

Update tab

File Changed

Choose this option so that the specified database will be updated as
soon as the source CSV file is changed. Note that the source .CSV file
must reside on the same PC with TRBOnet Server.

Scheduler

Choose this option and on the list below select the scheduler to use to
perform the task. Or, click + and specify a new scheduler (see section
6.4.22, Schedulers).

Column Mapping tab

In the table below, in the right column, enter/change the column names
that would correspond to the database field names.

Export Objects

The Export Objects task is used to export objects from the Users database and
Radios database to external .CSV data files.

e To add an Export Objects task, in the Tasks pane, click Add > Export
Objects
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Export Objects to File ot

Name: |Export Objects

Object Type: Radios

Columns: All

Scheduler: |--Nnt selected-- VAR

File Path
D:\CSVyadios.csv

Cancel

In the dialog box that opens, enter the following information:

= Name
Enter a name for the task.
= Object Type
From the drop-down list, select which database to export (Beacons,

IP Cameras, Map Objects, Map Regions, Map Routes, Phone Contacts,
Radio Users, or Radios).

= Columns
In the drop-down list, select the columns to be exported into a .CSV
file.

= Scheduler
Choose this option and on the list below select the scheduler to use to
perform the task. Or, click + on the right and specify a new scheduler
(see section 6.4.22, Schedulers).

= File Path
Click the ellipsis (...) button and locate the CSV file on your computer
(or elsewhere).

6.4.6 Custom Fields

In this section, you can add custom fields that can later be used when
registering radios (see section 6.4.32, Radios, Additional tab) and users (see
section 6.4.28, Users, Custom Fields tab).

e Go to Administration (1), Custom Fields (2)
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File View Map Tools Help

Administration Custom Fields

Iia_;‘ﬁ;ense & + L IE‘ Inbercom EEE AH Call
!~ [ Database i P cCleaners [5][<[@] SN B Firemen
il Systems

A System Bridge Pl Group 20 (][« [@]

@; :h:: Calls / 2 | ~"Custom Fields |
L Ta S Add =) Edit | Sk Delete

{078 Custom Fields
388 Modbus TCP Connections Name 2 Key Type Desaription
22 virtual Modbus Devices || Car make CAR_MAKE Text
DESUDA DESCRIPTION  Text Custom Field >
), voice Dispatch Emai 3 EmaL Email
Name NAME Text bz [car meke

% Location Tracking Phone PHONE Phone Key: [car mae
Plate number PLATE_NUMBER Text Type: |Tm -

Routetinnagemen Description r—

[ ] Text Messages
() meports PE Cancl
]

14|« | 4| Record 10f6 | |m] «]
T Connected £3 B, @ | & Administrator | [28 Licensed to: demo Demo License | @ Active-

e Click the Add button (3).

e Inthe Custom Field dialog box, specify the parameters of the field, such
as its Name, Key, Type (Text, Phone, Email, or Barcode), and Description.

6.4.7 Modbus TCP Connections

TRBOnet Server can receive and send data from/to Modbus hardware and
interact with Modbus data according to desired scenarios. There are two
connection modes between TRBOnet Server and Modbus hardware: Master

and Slave.
To connect TRBOnet Server to Modbus hardware:
¢ Go to Administration (1), Modbus TCP Connections (2):

File View Map Tools Help

Administration odb AR

il Systems A . o) [«
o538 System Bridge 3 1: Line free [«][@] B [ intercom
3 Phone cals 2 [ Jaep 15 ooE WD mEE]
W’l Tasks -
----- o e e fiis [+][e]
~3§2 Virtual Modbus D
oy i Mochus bevices v |[E Add B edit | S Delete
g 2 Manly | Mode IP Address Port SlaveID | Behavior
Il ModBud] Master  192.168.77.10 502
(il voice Dispatch vl ModBusz \Slave s02 1 Custom
=, vLocation Tracking
& 30b Ticketing 3
Route Management
-] Radio Allocation - 1
P
4| 4| 4| Record 1aF2 » [ w4 »
1zro0y & B B & | € Administrator ‘ |8 Licensed to: demo Demo License ‘ @ Active~

e Inthe Modbus pane, click Add (3).

Medbus Cenfiguration be
Name: ModBus_Siave
Mode: Slave =
For: 502 =
Slave ID: 1 D
Behavior: Custom A
e
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= From the Mode drop-down list, select the mode of connection.

o If the 'Slave’' mode is selected, specify the Port of TRBOnet PC and
the Slave ID to assign to this PC.

Leave Behavior as Custom if this connection will be used for Alarm

management.

If the 'Master' mode is selected, specify the Remote Address, Port,

and ID of the Modbus device, which in turn will be running in the

Slave mode.

Name:
Mode:

Port:
ID;

Medbus Configuration

Remote Address:

ModBus_Master
Master -
10.10.168.20

502
q

[ Paralel Requests

=

X

v Parallel Requests
Select this checkbox so that TRBOnet Server can send multiple
requests without waiting for responses from the Modbus device.

6.4.8 Virtual Modbus Devices

Once you have created the appropriate TCP connection, you can add a Modbus

device:

e Go to Administration, Virtual Modbus Devices, and click Add.

Virtual Modbus Device

Name.

Description:

Corfiguration:

Table:

X

[Pect

ModBus2

Discretelnputs

z
EICIE . PRV

o~

v Edit Filter
=

In the Virtual Modbus Device dialog box, specify the following
parameters:

= Name
Enter the name of the device.

= Description
Enter the description of the device.
= Configuration

From the drop-down list, select the slave connection you previously

created for the device (that is, TRBOnet Server running in the Slave
mode).
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= Table
From the drop-down list, select the appropriate MODBUS data type
('Discrete Inputs', 'Coils', 'Input Registers', or 'Holding Registers').
In the 'Address/Value' table, enter the appropriate register values.

6.4.9 IP Cameras

This section describes how to connect IP cameras to TRBOnet Dispatch
Console. Once connected, the cameras can be associated with radios, beacons
and other map objects.

¢ Go to Administration, IP Cameras to manage IP cameras in the system.
e Inthe IP Cameras pane, click the Add button.
¢ Inthe IP Camera Configuration dialog box, specify the following

IP Camera Configuration x
Name:

[camera 1

Description:

Disposal dump

URI.

‘nsn//WD]DWDZZABBM/

Protocol:

UDP h

Authorization

. ——

e

Cancsl
= Name

Enter a name for the camera.

= Description
Enter a description for the camera.

= URI
Enter the URI for the camera. Note the use of the RTSP:// prefix and
port number 554 (also note that some cameras may have been
configured to use a different port number other than 554).

= Protocol
From the drop-down list, select UDP.

= Authorization

e User
Enter the user name for the authentication, if needed.

e Password
Enter the password for the authentication, if needed.
6.4.10 Public Announcements

This section describes how to connect Public Announcement units to TRBOnet
Dispatch Console.

e Go to Administration (1), Public Announcements (2).

6.4 Administration 223



224

neocom

software

In the Public Announcements pane, select the Public Announcements
tab (3).

Click the Add button (4).

File View Map Tools Help

Administration Public Announcements <)
[ server A |~ Public Announcements | Zanes
icense = it elete
R B Add W) Ed |
(3 atabase Plame Public Announcement Configuration X | 1P connection Feadio con..
ih Systems
#551 System Bridge 3| tame
& phone cals 4 [Publc Amouncement 1 ]
@ Tasks Description:
) Custom Figlds .
- Fire Dep's
3 Madbus TCP Connections
252 virtual Modbus Devices L— 2
G 1P Cameras
| Public Anouncements v
Extemal ID: 1001
< >
IP comnection
(! voice pispatch 1P adcress: 10107101113
For: 8002 0
g Location Tracking
Fladio connection
4 20b icketing Eornscion Tpe
Ej Route Management
[ Text Messages Cancel
]:_”‘ Radio Allocation 1
s Administration —
44| «| ¢ |record @ of 0 _» |1 [m] « »
[ Connected &% B B4 | § Administrator | [ Licensed to: demo (Walt) Demo License @ Active

In the Public Announcement Configuration dialog box, enter the following
parameters:

Name
Enter a name for the PA unit.

Description
Enter a description for the PA unit.

External ID

Enter the external ID for the Public Announcement unit. This ID will be
used when an announcement is sent to the PA unit from some external
system.

IP connection

= IP Address
Enter the IP address of the PA unit.

= Port
Enter the port number that will be used for the connection.

Radio connection

= Connection type
From the drop-down list, select how the radio is connected within the
PA unit.

= Radio ID
Enter the Radio ID of the PA unit's radio. The Radio ID must be unique
in the radio system.

Adding Public Announcement Zones

In the Public Announcements pane, select the Zones tab.
Click the Add button.
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¢ Inthe dialog box that opens, click the Main tab.

PAGA Zone Configuration X
Main WRadlosl

Name: |Secur|tv

Description: Security dep

Radio ID 222 % External ID |806 =

= Name
Enter a name for the PA zone.

= Description
Enter a description for the PA zone.

= Radio ID
Enter the Radio ID of the PA zone.

Note: Due to some technical restrictions, this must be the
Radio ID of the existing radio group.

= External ID
Enter the external ID for the Public Announcement zone. This ID will be
used when an announcement is sent to the PA zone from some
external system.

e C(Click the Radios tab.

PAGA Zone Configuration X

Main Radios

v Pal
7] Paz

Selected: 2

Carcel

= Select the desired PA units that will belong to the PA zone.
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6.4.11 Alarm Management

The Alarm Management feature allows you to create rules for Alarms, Emails,
Notifications, Text Messages to radios, and other events. When a configured
rule is executed, the appropriate action(s) will start.

For example, an external application sends some text data, which contains the
text "alarm", to TRBOnet software. The text "Alarm" is configured as the rule to
start sending a predefined voice message (for example, "Alarm in Sector N") to
selected radios (for example, the group "firemen"). As a result, the group
"firemen" are notified about an emergency condition.

e Go to Administration (1), Alarm Management (2) to configure Alarm
Management rules:

File View Map Tools Help

Administration Alarm Management EIER

5L Add|E} Edit 5] Create a Copy | Sk Delete

>

NNam: a
| Batteryevel
! Send DTMI

[ Telemetry v
<

A4 voice Dispatch

g Location Tracking

43 Job Ticketing

Eﬂ Route Management

[ Text Messages

ﬁ Veice Recording

1

Event viewer /
= it
Lé Administration »
M 4| 4 Record 1of2 »|mimi < -
[ Connected &3 & b B Bb B | & Administrator | [ Licensed to: demo (Walt) (Dema License) @ Active -

e Click Add (3) to add a new Alarm Management rule.

Note: The administrator can also create a copy of the existing
Alarm Management rule. Select a rule in the list and
click the Create a Copy button. The system will create a
copy of the rule with the same configuration
parameters.

= Name
Enter a name for the alarm rule.

e On the Sources tab (1), click Add (2) to add an alarm source to the rule.
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Source X
Sources Source: [alarm Mode On I L
Selectone or mare alar Active Group Changed
r msou (@) Activated by an Alorm Mode

| (O Activated by se

Aam

Dispatcher Presence Alarm
TMF

o
[ Do not perfom £

® Al Systems | External Netnork Connection
Geofencing Rules

© selected Syst| 1ob Ticket Status
Low Disk Space on Server
Modbus (master)
Modbus (dave)
Outdated Radio's Location
PTT Event

2 Radio Allocation

Rado Status

SCADA Event.

SCADA Threshold

| schedulers
Status Message

SWIFT

System Events Eel

System or Site Change

Telemetry

Text Message

Tied Beacon Lost

Timer Status

Voice Call

= Source
From the drop-down list (3), select the alarm source to add to the rule.

For a description of the alarm sources, see TRBOnet Enterprise/PLUS
Alarm Management User Guide.

Note: Select the alarm source you want to enable. In case no

source is selected, all configured alarm sources are
disabled by default.

Alarm Management x

Name: [Battery Level

Sources || Time Range | Location || Actions

Select one or more alarm sources that wil be maritored,
IF tno or more alarm sources are selected, the alarm wil be triggered
ditions for any slarm rule are met.

Name Desaiption
| Batterylevel  Active Radios: All; Battery Level: 15%;

] TextMessage  Active Radios: 3; Text: Pre;

Add Edit Delete

=

e Click the Time Range tab to set the time at which the alarm rule will be
applied.

= All Time
Choose this option so that the rule will be valid all the time.

= Selected Time

Choose this option so that the alarm rule will be applied on the
selected days of the week at the selected time.

o Select the days of the week and specify the time ranges.
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¢ Click the Location tab.
Under this tab, select the regions inside or outside of which the alarm rule
will be applied. You can also select the beacons in the coverage zone of
which the alarm rule will be applied.

Note: When COM Port and/or External Network Connection
are selected as the alarm source, the Location rule

won't be applied.

Alarm Management

Name:

[New Rule

am
Sources || Time Range || Location || Actions

d rul

Enable

s
e me

igger actions based on the location of selected devices.
dition is met.

onitored if any location-based conditior

Radio Location: Inside Regions -
O AllRegions
(® Selected Regions
Regions: Selected items: 1 hd
Beacons.
Enable
O Algeacons
(® selected beacons
Beacons: Selected items: 2 i
¢

Regions
Select Enable to add regions to the alarm rule.

Radio Location

From the drop-down list, select whether the alarm rule will be
applied Inside Regions or Outside Regions.

All Regions

Choose this option to apply the alarm rule inside/outside all map

regions.
Selected Regions

Choose this option to apply the alarm rule only inside/outside

selected regions.
v Regions

In the list, select the region(s).

Beacons
Select Enable to add beacons to the alarm rule.

All Beacons

Choose this option to add all beacons to the alarm rule.

Selected Beacons

Choose this option to add only selected beacons to the alarm rule.

v Beacons

In the list, select the beacon(s).

¢ Click the Actions tab (1) to set actions for the rule.
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In the Actions list, the administrator can add and configure actions to be
executed when the events configured and selected in the Sources page
are triggered.

e Click Add (2) to add an action:

Alarm Managemen X
Action X
Name New Event L]
sepors ey, [Hom el el
Selectone o more actons that i bSPETOMEA W i e Alarm Mansgement Ruie
Beacon: Edit Properties
Camera in New Window
‘ Name / ‘ I E: Ere—— ey

Dispatcher: Notification

Descrption Dispatcher: Show Picture
Dynamic Regrouping
2 Email 3
Geofencing Ruies
=i Job Ticket: Create and Assign
one Worker

‘ Desaription Map Object: Create New

Map Object: Delete Existing

Map Object: Edit Properties

Modbus

Phone Call Establishment.

Radio: Disable

1 Radio: Link Teltoniks Device
di ate Call

acio
adio: Ret Location
acio: Sel
Radio: Set Logical Groups
Radio: Set Radio Groups
=3 32 Radio: Unlnk Teltonika Devices
Request To Tak
RFID Signal: Emergency Contact
RFID Signal: Supervisor
- 13 Route

Scada
L] Gearacknontedgs o % ch otication

Repeat this many times

TT T

to External IP Data Source
sws

Swift Agent Telemetry
Command -
System Bridge
Task Management
Telemetry

Text Message
Text to Speech

User Activity
Virtual Modbus Device
Voice Message

= Action Type
From the drop-down list (3), select the action type.

For a description of the action types, see TRBOnet Enterprise/PLUS Alarm
Management User Guide.

Note: After you configure the alarm rule, enable it by selecting
the checkbox beside it. In case when no alarm rule is
selected, the action will not be started.

File View Map Tools Help

Administration ent/Ala anageme &[]

B * | IR iercom ()@ JC 1 i fee OE) WL B
] é Batabase Fcor 0 moE (B ooE ErE el
j Systems.
A System Bridge [ Jprivate cal [4]
] @;:h": cels =k Add 5} Edit 5] Create a Copy | Sk Delete
@ T
232 Virtusl Modbus Devices Name a
() Alarm Management o || [ New Event
Send DTMF
{4)} Voice Dispatch
Location Tracking
4 0b Ticketing
Route Management
@ RFID Tracker
[] Text Messages
ﬁ Voice Recording
Event Viewer
., Administration
|« «|Record20f2 » | w|wi[ <] D
127001 & B, | § Administrator | [28 Licensed to: dema Demo License | @ Active-
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6.4.12 Telemetry

On the Telemetry configuration page, you can configure settings for
Telemetry.

6.4.12.1 Radio Groups Telemetry

This is a default telemetry profile that is used to send telemetry commands to
radio groups.

e Inthe Administration pane, click Telemetry > Radio Groups Telemetry.
¢ Inthe Telemetry configuration pane, click Edit.

File View Mop Tools Help

Administration eleme onfiguratio IR
2 intercom [2][«][@] Bl % 1 Line free [<][@] B[ Jancal [][«][e]
¥ Group 10 [][<][@] ¥ P Group 20 [[<][@] I P Group 30 B[«][@]
[JPrivate call [2][=][@]
) Edit
v
v Type:

Radio Groups Telemetry

V4 Digital Outputs

() VIO1: VIOL: High
(® VIOE: VIO2: High |
@ VIO3: VIO3: High
(@ VIO4: VIO4: High
@ VIOS: VIOS: High k

Fpe—

127001 &3 @ | § Administrator | [A Licensed to: demo Demo License | @ Active~
Radio Group Telemetry x
Telemetry Type: MOTOTRBO
Profile Name: Radio Group Telemetry
Route type: Regular |

Digital Outputs
pie Name Commant d
vio1 VIO1: High level High level
vioz VIOZ: High level High level
vio3 VIO3: High level High level
vio4 VIO High level High level
vIos VIOS: High level High level
Description
D: VIO1 ~|
Name: |
Comman o High level =
Apply
= Add [Zkremove
cnce

= Click Add and specify ID (VIO), Name, and Command (signal level).

Note: For Radio Groups Telemetry only the Digital Outputs
tab is available.

6.4.12.2 Adding Telemetry Profile for Radios
e Go to Administration (1), Telemetry (2), and click Add (3):
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File View Map Tools Help
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Administration eleme &)
B prone coe * | B ntercom 2] M5 iLne free EE) @I Pl
@ Tad
+f2 Virtual Modbus Devices Group 10 M Grown 20 [«le] [«le]
[} Event/Alarm Management
(8] Swift Event Profies [_JPrivate Coll [l

=
L Add |5 Edit | Ek Deler
£ Radio Groups Telemetry E‘—"i 2| ezza
L[5 Telemetry #1
y Type:
(i Voice Dispatch Auto refresh inputs: Disabled
(22 tocation emc Digital Inputs
= 3 @ VIOL: Telemetry VK1 (High level)
& VIO2: Telemetry VK2 (High level)
# Job Ticketing @ VIO3: Telemetry VK3 {High level)
(D VIO: Telemetry VK4 {High level)
- @ VIOS: Telemetry VKS {High level)
o Digital Outputs

i VIOS: VIOS: Low level (Low level

@ RFID Tracker ® t h

[ Text Messages

ﬁ Voice Recording

Event Viewer

(7] Radio allocation / 1

— =

127001 &3 @ | & Administrator | (8 Licensed to: demo Demo License | @ Active-

= Telemetry type

Telemetry Profile X

Telemetry type:

Profile name:

Telemetry #2

oret_|

From the drop-down list, select one of the following types:

¢ MOTOTRBO - telemetry from Motorola radios.

¢ Socintech Novox - telemetry from Novox devices connected to the
radio via COM port.

e Swift Option Board - telemetry from the option board connected to

the radio.

e Sprite - telemetry from Sprite devices.

Note: Sprite telemetry profile can be read but not written.

= Profile name

Enter the name of the profile to display in the Dispatch Console.

= Click OK.

Telemetry 21

Telemetry Type: MOTOTREO

Profie Name [Tetemetry =1

Route type: IRegu\ar

Common Digital Inputs  Digital Outputs

Auta request input states

Trace digital inputs
Trace analog inputs

RFID

Requestinterval:  [600 =] second

[ Replace status events with VIO events

g
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Common tab

= Auto request input statuses

Select this option and in the Request interval box specify the time
interval, in seconds, to request input data.

Trace digital inputs

Select this option to monitor digital input damages.

Trace analog inputs

Select this option to monitor analog input damages.

Replace status events with VIO events

Select this option to generate VIO ON/OFF event when the system
compares between the last and the current statuses of the VIO.

Note: Most of the policies are set to replace events, so it is
recommended to enable this option.

Digital Inputs tab

Telemetry 21 X

Telemetry Type: MOTOTREQ

Profile Name: [Telemetry =1 ]

Route type: [Reguiar |
Common  Digital Inputs.  Digital Outputs
ame Event
vio1 @ Telemetry VKL High level
vio2 & Telemetry VK2 High level
vio3 @ Telemetry VK3 High level
Vio4 @ Telemetry VK4 High level
Description - =
: [z -]
|Te\emeuy Kz ‘
Reset Name [ |
Event: [Honleve -]
Severity: &, waming -

Display as radio status

Apply

e Click Add to add a VIO (Virtual Input/Output) to the profile.

ID

Select the VIO to set the parameters for.

Name

Specify a name for the VIO to be displayed in the Dispatch Console.
Event

Select the signal level of VIO events from the drop-down list. When an
event with the selected signal level occurs on the selected VIO, the
telemetry will be activated. The signal level must be the same in the
radio's codeplug and in Telemetry configuration in TRBOnet. It is a
programmable option that sets the pin's voltage level to High or Low
in order to trigger a selected functionality.

Severity

Specify a severity level for the VIO event from the drop-down list.
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= Display as radios status
Select this option so that the radio will change its status after it sends
the telemetry command.

= Auto reset status
Select this option to automatically reset the telemetry VIO after the
radio sends the telemetry command.

= Request location of radio
Select this option to request a GPS position of the radio after it sends
the telemetry command.

= Click Apply to apply settings to selected inputs.

Digital Outputs tab

Telemetry 21 X

Telemetry Type:  MOTOTREO

Profile Name: Telemetry #1

Common  Digital Inputs  Digital Outputs

D Name Commane d
Vot VIO1: High level High level
vioz VI02: Low level Low level
Vo3 VIO3: High level High level
Vo4 V104 Toggle Toggle level

: vios 2
Name: [
Commarnd d: High level A
Apply
= Add =(Remove

cancel

e Click Add to add a VIO (Virtual Configured PIN) to the profile:
= ID
Select the VIO in the dropdown list to set its parameters;
* Name
Specify a name for the VIO to be displayed in the Dispatch Console.
= Command
Specify a signal level for the command to send to the selected VIO.

= Click Apply to apply settings to selected outputs.

6.4.13 Text Messages

On the Text Messages configuration page, you can configure settings for Text
Messages.

6.4.13.1 Group Text Messages

This is a default text message profile that is used to send text messages to
radio groups.

e Click Group Text Messages in the Administration pane.
¢ Inthe Text Messages configuration pane, click Edit.
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¢ Inthe dialog box that opens, change the desired parameters.
For a description of the profile parameters, see section 6.4.13.2, Adding

Text Message Profile.

6.4.13.2

Adding Text Message Profile

e Go to Administration (1), Text Messages (2), and click Add (3):

File View Map Tools Help

Administration

22 virtual Modbus Devices ~
57 1P Cameras
{58 Aiarm Management

=L Telemetry

{8 Racio Groups Telemetry

(5 Text Messages
§iE] GmupTExt;;;EES—‘— 2

- (51 Radio Statuses

v

(1) voice Dispatch

@ Location Tracking

4F 0b Ticketing

nmngﬂmauemun

[ Text Messages

g Voice Recording
Telemetry

fp—

e

e

Text Messages configuration

EIEE~]

5 Add 5 Edit |

Delete

Profile Type: MOTOTRBO

Data protocal
Text Message fomat

3

1

WIS Proprietary
Sender and Text

140

‘Spit long message inte muliple messages:  No

X
MOTOTREQ |+
MOTOTRED

[ Connected &3 B B4 B | 8 Administrator | [ Licensed to: demo Demo License

¢ Inthe Text Messages Profile dialog box, specify the following

parameters:
= Profile type

From the drop-down list, select one the two items:

e MOTOTRBO

Select if the radio itself is used to send/receive messages.

e Mobile Messenger (BT Accessory)
Select if the Bluetooth Communicator is used together with the
radio to send/receive messages.

= Profile name

Enter a name for the text profile.

= Click OK.

Text Messages

Profile Type:

Profile Name:

Route type:

#

Data protocol:

Text Message format:
Custom format:

Maximum message length:

MOTOTRBO

|Text Messages #1

‘MSI Proprietary

[Requiar

‘Sander and Text

Lad L fLed

[{sender} |{Text:

140 El: chars

[ 5plit long message into multiple messages

Cancel
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¢ Inthe Text Messages Profile dialog box, specify the following
parameters:

Profile Name
Enter a name for the profile.

Data protocol
From the drop-down list, select one of the two items:

e MSI Proprietary
Select if the radio is equipped with a display and supports the new
Text Messaging service.

¢ DMR Standard
Select if the radio is equipped with a display and supports DMR
Compatible text messages.

Route type
From the drop-down list, select one of the three items:

e Regular
Select this type to receive messages on the radio.

e Option Board
Select this type to receive messages on the radio's option board.

¢ Non-IP Peripheral
Select if the radio is connected to a PC via a USB port.

Text Message format
From the drop-down list, select one of the pre-defined formats for text
messages, or select the Custom format.

Custom Format

Enter your own format for text messages in this box if you have
selected 'Custom' from the list above. The Custom Format will default
to {Sender} | {Text}. There are four choices: {Sender}, {Text}, {Date},
and {Time}. Another example would be: {Date} | {Time} | {Text}.

Maximum message length

Enter the maximum number of characters that TRBOnet will send per
text message. The recipient of the text message may not be able to
receive the maximum number of characters due to its design
limitations. Therefore, it may only display a partial text message.

Split long message into multiple messages
Select this option to allow single messages to be split into multiple
messages based on the Max. message length setting.

6.4.14 Request To Talk

This section describes how to configure the Request-To-Talk parameters.
e Go to Administration (1), Request To Talk (2).

e Inthe Request To Talk pane, click the Edit button.

6.4 Administration
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e Inthe dialog box that opens, specify the following parameters:

Request To Talk >

General | Notifications

{+ Show RTT notifications in a pop-up window

Actions: Accept, Select PTT, Queue, Reject j
" Add RTT to queue automatically
I¥ show notification in the Windows tray

I¥ Apply RTT theme to PTT Box

Callback destination: |Private Call j
" Mark RTT as processed after dispatcher returns call

¥ Mark RTT as processed after successful callback

" Don't automatically mark RTT as processed

¥ Automatically delete RTT records after processing

Expiration imeout: |30 El: minutes

Cancel

= Show RTT notifications in a pop-up window
Choose this option so that Request to Talk messages will pop up over
the application window.

Request To Talk
Radio 235

CE
The Request To Talk has been received

Accept Queue Reject

e Actions
In the drop-down list, select the buttons that will be available in the
pop-up box. If necessary, modify the button captions.

|Accept, Select PTT, Queue, Reject |—-
Caption Action
E Respond to RTT
v |SelectPTT Select the PTT box for a responze
v | Queue Queus RTT
[~ |Hide Hide RTT for time
v |Reject Reject RTT
[ |cancel Cancel RTT j
x| 4

e The button captioned Accept means that an incoming RTT will be
immediately responded by the dispatcher.

e The button captioned Select PTT means that an incoming RTT will
not be responded to immediately. Instead, a dedicated PTT box
(Private Call, Group Call, or All Call, depending on what is chosen as
the callback destination) will be selected as the default PTT box, and
the callback transmission will start as soon as the external PTT
button is pressed.
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e The button captioned Queue means that an incoming RTT will be
queued and can be processed later.

e The button captioned Hide means that an incoming RTT will be
hidden for the dispatcher for the time period selected from the
drop-down list. Note that the RTT will be displayed for all other
dispatchers.

e The button captioned Reject means that an incoming RTT will be
rejected by the dispatcher and displayed for all other dispatchers.

e The button captioned Cancel means that an incoming RTT will be
rejected and not displayed for all other dispatchers.

Add RTT to queue automatically

Choose this option so that all incoming requests to talk will be
automatically queued and can be processed later (see Activity Monitor
Panel, Requests To Talk tab).

Show notification in the Windows tray
Select this option so that a notification will be displayed in the Windows
tray when a Request to Talk arrives.

Apply RTT theme to PTT box

Select this option so that a special color theme (pink background, by
default) will be applied to the associated PTT box when a Request to
Talk arrives.

Callback destination

From the drop-down list, select where to transmit when answering to a
request to call. You can select either Private Call, Home Group, Active
Group, All Call, or one of the registered Radio Groups.

Note: If the Home Group is selected, and the Home Group is
not specified for the radio that initiated a Request to
Talk, then the response to this Request to Talk will be
made as an All Call.

Choose one of the following three options:

e Mark RTT as processed after dispatcher returns call
Choosing this option means that a Request to Talk will be
considered processed after a dispatcher makes the return call.

e Mark RTT as processed after successful callback
Choosing this option means that a Request to Talk will be
considered processed only after the radio has responded to the
return call.

e Don’t automatically mark RTT as processed
Choosing this option means that a Request to Talk will be
considered processed only after a dispatcher manually marks it as
processed.
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= Automatically delete RTT records after processing
Select this option to automatically delete RTT records after they are
processed.

= Expiration timeout
Enter the time, in minutes, during which unanswered requests to talk
will be stored.

On the Notifications tab, specify the following parameters:

Request To Talk X
General | Notifications

¥ send notifications to caller
% Autodetect notification type
" Send text messages
" Send voice messages

Text message notifications:

Queued: |Ca|| queued

Rejected: |Ca|| rejected

Mot available: |Dispat-:her is unavailable

Cancsl

= Send notifications to caller
Select this checkbox to notify the radio when a request is rejected,
queued, or the dispatcher is unavailable.

e Choose one of the buttons below to specify the way the radio is
notified.

v" Autodetect notification type
Choose this option button so that the type of notification will be
selected automatically depending on whether or not the Text
Messages Service is enabled on the radio.

v Send text messages
Choose this option button to send text notifications to the radio.

v Send voice messages
Choose this option button to send voice notifications to the radio.

¢ In the Text message notifications boxes, enter the corresponding
text notifications. These texts will be used when sending text
notifications to the radio.

6.4.15 Radio Statuses

In TRBOnet Dispatch Console, you can configure different profiles for the radio
statuses that are received from or sent to the radios.
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e Go to Administration, Radio Statuses. You can see the default Radio
Status profile settings in the Radio Statuses pane.

To add a Radio Status profile, click the Add button, and in the dialog that
opens, specify the required statuses to be received from the radios (Receive
tab) and sent to the radios (Send tab).

6.4.16 Location Profile

The Location Profile feature allows configuring different profiles of location
update settings for built-in GPS receiver. Location Profile overrides default
location trigger configuration in Server settings. For example, fire emergency
service has a number of departments in a city and needs to monitor current
position of radio subscribers (firemen). The administrator can create multiple
separate location profiles with different location tracking settings for each
department.

Note: The Location Profile feature is available for MOTOTRBO
Generation II radios, firmware version 2.4 or later.

e Go to Administration (1), Location Profile (2). You can see the default
Location Profile settings (3) in the Location Profile pane.

File View Map Tools Help

Locaton Profte aax
.

[Q 1: e free w2 | (Mrecon [meE)
2 repcoter <1: ot #1. 3] (][] ) | ERepeater =1: Sot =2 [1][<][@] )

=L Add =) Edit Delete

Profile type: MOTOTRBO

Channel type: Non-scheduled (Regular GPS over Voice or Data Rever Channel)
Channel prorty: Mied Mode

Postioning mede: iBeacon Indoor/Outdeor

GPS Latitude, Longtude, Direction, Soeed, Precision

iBeacon data No

Fast GPS on Connect Plus systems: No

Interval 30.0sec
Distance 1000 meters, update interval 10 sec

() Reports
{5 Event viewer

3
L‘é Administration

[ Connected &3 B B B B4 | 8 Administrator | [ Licensed to: demo (Walt) (Demo License) @ Active~

1

There is a default Location Profile that the administrator can use and edit.
The administrator can do the following:

1. Use default location profile.

2. Create a custom location profile: Add button.

3. Edit a profile: Edit button.

Note: In the default profile, the Name and Description
cannot be changed.
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6.4.16.1

Adding Location Profile
In the Location Profile pane, click the Add button.

Location Profile x

Profile type: MOTOTRBO [+

MOTOTRBO

FS5 5000

Location Profile #4 | Extended device

Profile name:

= Profile type
Select the Profile type (MOTOTRBO, FS 500, or Extended device).

* Profile name
Enter the name of the profile.

In the Location Profile dialog box that opens, click the General tab.

Location Profile (MOTOTRBO) X

General | | Location Updates | Management

Name: ‘Lucahun Profile #1

Description: |

Channel type: [Mon-scheduied (Regular GPS aver Vaice or Dat..

|Mixad Mode (recommended)

Protocol type: [LrrP (Location Request and Response Protocal) -

Positioning mode: [Beacon Indoor jCutdoor

v GPs data: |Laﬁb_|de, Longitude, Precision, Direction, Speed

Ll f e b L]

[ iBeacon data: |rvlajm + Minor

[~ Fast GPS on Connect Plus systems

oK Cancel

Name
Specify a name for the location profile.

Description
Add a description for the location profile.

Channel type
From the drop-down list, select a radio channel for sending location data
to TRBOnet Server:

= Non-scheduled
This is a channel with regular GPS (Enhanced GPS not supported).

= Scheduled
This channel is available when the Enhanced GPS feature is configured
in the radio system.

= Non-scheduled with CSBK data
This channel allows using CSBK (Control Signaling Block) while
decoding.
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= Scheduled with CSBK data
This is a channel with Enhanced GPS, which allows using CSBK (Control
Signaling Block) while decoding.

Channel priority
From the drop-down list, select the channel that will be used by location
triggers when both LMR and broadband channels are available.

= Mixed Mode (Recommended)
Location triggers are used for broadband and LMR channel
simultaneously.

= Broadband Channel
Location triggers are used for the broadband channel if available, and
for the LMR channel if the broadband channel is not available.

= LMR Channel
Location triggers are used for the LMR channel if available, and for the
broadband if the LMR channel is not available.

Note: If you have entered the polling interval (Triggers tab,
Periodic trigger > Interval) that is not supported for
the selected channel, the closest larger value will be
used.

Protocol type
From the drop-down list, select the protocol with which to send GPS data.

= LRRP (Location Request and Response Protocol)
= LIP (Location Information Protocol)

Note: The LIP protocol is supported on IPSC systems only.

Positioning mode

This option determines which GPS coordinates to show on the map and
display in the radio's movement history when TRBOnet Server receives a
data packet containing both iBeacon and GPS data.

= jBeacon Indoor/Outdoor
The coordinates of the iBeacons will be positioned on the indoor and
outdoor maps.

Use case: When a person enters a building, the accuracy of
the GPS location reported by their radio is likely to
deteriorate. This may cause TRBOnet to show the
radio's location outside the building. Using
coordinates of iBeacons positioned on the floor
plan will prevent this from happening, and the
route travelled by the person will also be correct.
This is especially useful for reinforced concrete or
high-rise buildings.
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= iBeacon Indoor/GPS Outdoor
The coordinates of the iBeacons will be positioned on the indoor map
while the coordinates of the radio will be positioned on the outdoor
map.

Use case: This option is used to show the route travelled by
the person based on the GPS coordinates received
from their radio rather than from a detected
beacon, or when the speed and/or altitude of the
device are used for some purpose. The user's icon
will appear on the map twice, one icon will show
their actual GPS location, whereas the other icon
will appear over a detected beacon. Only iBeacon-
based location will be displayed on the floor plan.
When the radio's GPS coordinates become
unavailable, the user's icon will be displayed over
the detected beacon on both the map and the floor
plan.

= iBeacon Indoor/No Outdoor
Only iBeacon-based location tracking will be used, GPS coordinates of
radios and iBeacons will be ignored.

e GPS data
Select this option to enable the user to select what GPS readings to send
to TRBOnet Server. In the drop-down list, select which GPS data to include
in a packet.

e iBeacon data
Select this option to enable sending iBeacon data to TRBOnet Server. In
the drop-down list, select which iBeacon data to include in a packet:

= Major, Minor (included by default and cannot be disabled)

= UUID
iBeacon's Universally Unique Identifier

= TX Power, RSSI
The strength of the beacon's signal as seen on the receiving device.

e Number of iBeacons
Specify the number of the most recently detected iBeacons whose data
will be included in the data packet sent to TRBOnet.
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Location Updates tab

Locatien Profile (MOTOTREQ) X
General | Location Updates | Management
[ Periodic updates
Interval: 3000 = second
[¥ Distance-based updates
Distance: 1000 3: meters
Min interval: 10 El: second

¥ On emergency
[¥ Activate alarm mode for radios sending emergency updates
[~ GPIO-based updates
Inband location updates
[ On every voice transmission

[~ On emergency voice transmission

0K Cancel

e Periodic updates
Select this option to set a periodic location trigger on a radio. The trigger
is a request to the radio to send its GPS and/or iBeacon data at the
specified time interval.

= Interval
Specify the location update interval, in seconds.

o Distance-based updates
Select this option to allow receiving location updates by a distance:

= Distance
A radio will send location updates if the travelled distance exceeds a
specified distance from the last GPS point, in meters.

= Min. interval
A radio will send location updates no more than once within this time
interval, in seconds.

e On emergency
Select this option so that a radio will send GPS and/or iBeacon data upon
entering the emergency mode.

= Activate alarm mode for radios sending emergency updates
Select this option if you want a Dispatch Console operator to see the
emergency status of a radio that transmitted location data.

e GPIO-based updates
Select this option so that a radio will send GPS and/or iBeacon data upon
sending a Telemetry command.

Inband location updates

e On every voice transmission
Select this option so that a radio will send GPS and/or iBeacon data every
time the PTT is pressed and held more than 5 seconds.
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e On emergency voice transmission
Select this option so that a radio will send GPS and/or iBeacon data every
time the PTT is pressed in the emergency mode.

Management tab

Locatien Profile (MOTOTREO) *

General | Location Updates | Management

|¥ Save GPS data to database

¥ Automatic error correction
Configure

I"" Location update settings are managed by dispatcher only
(recommended if Save LRRP is enabled in radio’s codeplug)

GPS restart by inactivity imeout: |10 El: minutes

0K Cancel

e Save GPS data to database
Select this option so that GPS data is saved in TRBOnet database.

e Automatic error correction
Select this option to enable automatic error correction to detect and
correct invalid GPS data.

Click the Configure link to specify the GPS parameters to be corrected:

Automatic error correction X

In some situations, speed and location values from the GPS receiver may
be erratic or unreliable. Use the settings below to apply automatic error
correction to the GPS data feeds.

Discard GPS data if

km/h

+ | Location accuracy worse than: 50 meters

I

| GPS time error greater than: 30 minutes

Coordinates have duplicates

Set speed to 0ifitis less than: 1] km/h

Defaults Cancel

Discard GPS data if

= Speed greater than
Select this option and enter the maximum possible speed of your
vehicles. As a result, the coordinates with speeds that exceed the
maximum limit will be discarded.

= Location accuracy worse than
Select this option and enter the largest distance for the accuracy of the
GPS receiver. As a result, the coordinates with distances that exceed
the maximum limit will be discarded.
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Select this option and enter the largest allowable time error, in
minutes. As a result, the coordinates with time errors that exceed the

maximum limit will be discarded.
= Coordinates have duplicates

Select this option to remove duplicate coordinates from the GPS data.

= Set speed to 0 if it is less than

Select this option and enter the low-speed threshold. Speeds below
this threshold will be considered as zero by the server.

e Location update settings are managed by dispatcher only
(recommended if Save LRRP is enabled in radio's codeplug)
Select this option so that Location updates can be started/stopped only

manually by the dispatcher.
= GPS restart by inactivity timeout

Enter the time interval that will be used by the server to send the GPS
Start Trigger request to the online subscriber radio if there has been

no GPS activity.
Applying Location Profile to a radio:

¢ Go to Administration (1), Radios (2), select the radio in the table, and

click Edit (3):

File View Msp Tools Help

Administration Radios
= Logical Groups a7 i [ Unregistered
1) radio Groups & Add Group | 5k Add Digital Radio =5 Add Range | = Add TRBOnet Mobile 5l Add TRBQ.S0S | -[}: Unlink Teltonika 2
T vevice Lets Rado Name Type Radio D MDCID User's Extension...| Rado Groups | Logical Groups %
8 Rados v || @ tmtzso Telonika 1 0 A
< > ® Radio 235 Digital Radio 235 0 1u
® =3 TREONet Moblle 3333 0 3333
E‘E"j Voice Dispatch ® 444 TREOnet Moble 4444 0 444
(® Rado 125 Dirital Raii 125 0 1
2] tocation Tracking i Add Group
=, Add Digital Radio
S 3ob Ticketing S, AddRange
. =, Add TREOnet Mobile
Ej Roalcflasiqenes Z, Add TRBO.SOS
=l Add WoC Radia
[ Text tessages S, Add WAVE 5000
Q =l Add Teltonika
Wi =i 3
Event Viewer _;( Delete
- Unlink Teltonika I~
73] Radio Allocation —
L%L Administration
4| (| Record 50f5 | W Wi 4 »
B Connected 3 & B B | € Administrator | [28 Licens mo (Walt) (Demo License) @ Active~
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Voice Dispatch 125

General | Logical Groups | Additional| SIP Account| Cameras | Teltonika |

Radio Name: 125

Radio ID: 125 | mpcip: 0

Radio Groups: Al

Home Group: |CI eeeeee

Use icon: |® Portable Radios

Extended Device:  |None ~ Test |

Location Service

Location Source:  |Built-n GPS receiver |

Location Profile: |[Defau\t) |v ‘ + |

\ (Default)
g Location Profile #1
Telemetry Service

TLM Seurce: [Buittin Telemetry ~]

TLM Profile: pefauy ~[+]

Text Messages Service

TME Tuma: [atandard ~l
Hide Advanced Settings

Cancel

6.4.17 Mobile Client Profile (TRBOnet Mobile)

The Mobile Client Profile feature allows configuring different location profiles
that can be applied to the Mobile Client app running on a smartphone. For
information on how to register a TRBOnet Mobile app, see section 6.4.32.2
Adding TRBOnet Mobile. For more details on TRBOnet Mobile, refer to TRBOnet

6.4.17.1

Mobile User Guide.

Go to Administration, Mobile Client Profile (TRBOnet Mobile).

You can see the default TRBOnet Mobile Profile settings in the Mobile
Client Profile pane.

Adding TRBOnet Mobile Profile
In the Mobile Client Profile pane, click the Add button.

In the Mobile Client Profile (TRBOnet Mobile) dialog box, specify the
following parameters:

Profile Name
Enter a name for the mobile client profile.

Available Modes
In the drop-down list, select/deselect the features that will be available
to the associated Mobile Client.

Click the General tab, and from the Location Profile list select the
location profile to use for the radio.

= Select/clear the Location Enabled checkbox to enable/disable the
location trigger.

Note: The Location Profile is only applicable when the 'Built-in
GPS receiver' or 'Extended device' (if any) is selected in
the Location Source.
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Mobile Client Profile (TRBOnet Mobile) X

Profile Name: [ mRecnet Mobie £1

Client Type: [TRe0net Mabile

Ledled

Available Modes: [Calls, Text Messages, Locabon, Job Tickets

Calls | Location| Alarms| Channels| Extras|

Remote Monitor

Timeout: [o 2] seconas
Private Calls

Half-Duplex Calls

Full-Duplex Calls

Video Calls

Video quality: [ormal (480p) -]

Group Calls
Phone Cals
Allow Outgoing Calls

[] Record audio on PoC devices

[ Delete all previous recordings on PoC devices (this process cannat be reversed)

Defauts Cancal

Click the Calls tab.

Remote Monitor
If you select this option, the dispatcher will be able to activate the
mobile device's microphone in hidden mode.

Note: The Mobile Client app running on iOS 13 and later must
be in the foreground and the screen must be on for this
feature to work.

e Timeout
Specify the remote monitor duration, in seconds.

Private Calls

Select this option to allow the Mobile Client app to make private calls.

In addition, you can select to allow:
e Half-Duplex Calls
¢ Full-Duplex Calls
¢ Video Calls
v Video quality
Select the video quality that will be used for video calls
(HD/SD/LD).
Group Calls
Select this option to allow the Mobile Client app to make group calls.

Phone Calls
Select this option to allow the Mobile Client app to make and receive
phone calls.

Allow Outgoing Calls
Select this option to allow the Mobile Client app to make outgoing
calls.
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Note: If this option is cleared, the Mobile Client app will still be
able to send RTTs and respond to incoming radio calls
within the call hangtime.

= Record audio on PoC devices
Select this option to save audio recordings on mobile devices running
the Mobile Client app.

= Delete all previous recordings on PoC devices
Select this option to delete all previous audio recordings from mobile
devices.

e C(Click the Location tab.

= Show locations of other devices
Select this option so that the Mobile Client app will receive locations of
other radios (mobile clients).

= Use GPS location
Select this option to enable sending GPS data to TRBOnet Server.

e Periodic interval
Specify the time interval, in seconds, that will be used to send GPS
location data.

Note: Using an interval of 10 seconds or less may cause the
following issues:
1) The mobile client's status will be blinking on the map
if the Coordinates have duplicates option is selected
in Automatic error correction.
2) The device's battery will quickly discharge.
3) The traffic between the server and the mobile client
may significantly increase.

e Emergency interval
Specify the time interval, in seconds, that will be used to send
emergency messages.

e Save GPS data to database
Select this option so that GPS data is saved in TRBOnet database.

e Automatic error correction
Select this option to enable automatic error correction to detect and
correct invalid GPS data. Click the Configure link and specify the
GPS parameters to be corrected.

= Use Indoor location
Select this option to enable sending iBeacon data to TRBOnet Server.

¢ Periodic interval
Specify the time interval, in seconds, used to send iBeacon location
data.
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o Emergency interval
Specify the time interval, in seconds, that will be used to send
emergency messages.

¢ Number of iBeacons
Specify the number of the most recently detected iBeacons whose
data will be included in the data packet sent to TRBOnet.

e iBeacons filter
Click the Add link and enter the UUID of the beacons that will be
used by the mobile client.

Note: If you don't specify the iBeacon UUID, the Mobile Client
app running on an iOS device won't detect any
iBeacons.

e Positioning mode
This option determines which GPS coordinates to show on the map
and display in the device's movement history when TRBOnet Server
receives a data packet containing both iBeacon and GPS data.

v iBeacon Indoor/Outdoor
The coordinates of the iBeacons will be positioned on the indoor
and outdoor maps.

v iBeacon Indoor/GPS Outdoor
The coordinates of the iBeacons will be positioned on the indoor
map while the coordinates of the device will be positioned on the
outdoor map.

v iBeacon Indoor/No Outdoor
Only iBeacon-based location tracking will be used, GPS
coordinates of devices and iBeacons will be ignored.

Allow users to disable location services

Select this option so that users will be able to disable location services
on their Mobile Client apps. To disable location services on a Mobile
Client app, go to Settings > Power Saving > Position Accuracy > No
location and GPS.

Click the Alarms tab.

Emergency Button
Select this option so that the Mobile Client app will be able to send
Emergency Alarms to the Dispatch Console.

Sensor Alerts
Select the desired sensor alert buttons (Man Down, No Movement,
Shake Detection) to be shown in the Mobile Client app.

Show alarms from other devices
Select this option so that the Mobile Client app will receive alarms from
other radios (mobile clients).
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= Allow users to enable or disable selected sensor alerts
Select this option so that the mobile app users will be able to enable or
disable selected sensor alerts.

Note: If this checkbox is cleared, the selected sensor alerts will
always be activated on mobile app devices and cannot
be deactivated by mobile app users.

e Click the Channels tab.

Maobile Client Profile (TREOnet Mahile) X

Profike Name: [(Defauty
Clienit Type: [TrEOREt Motile: B

Availzble Modes:  [Voice Calls, Text Messages, Location, Job Ticksts E|
Calls | Location | Alarms Channels | Extras |
Home | Manitor | Name System Group

1 O Al cal Intercom allcall
2 fo] bl iGroup i1 Py Group 11

qRadd qnsert X Delete

»
&
o
z

Allow users to change Home Group

Allow users to select channels to monitar

Dafats =

= Inthe table, choose the Home Group channel on which the mobile app
will transmit if the user presses the PTT button (Home). You can also
check channels to be monitored (Monitor). To add/insert a channel
(Radio Group) to the table, click the Add/Insert link and specify the
Name, System and Group.

= Allow users to change Home Group
Select this option to allow users to change Home Group in their Mobile
Client apps.

= Allow users to select channels to monitor
Select this option to allow users to select the channels they can listen
to in their Mobile Client apps.

e C(Click the Extras tab.

= Battery Level
Select this option so that the smartphone's battery level will be sent to
the Dispatch Console.
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Note: Mobile apps send the battery information as soon as
they are connected to TRBOnet. After successful
connection, mobile apps pass the battery level to the
server with every location update, voice transmission
and text message. Regardless of its activity, a mobile
app will update the battery charge level when it goes
down to 90%, 80%, 70%, 60%, 50%, 40%, 30%, 20%, 15%,
10%, 5%.

= Do Not Disturb
Select this option so that the DND mode will be enabled on the Mobile
Client app.

6.4.18 Mobile Client Profile (TRBO.SOS)

This section describes how to configure the profile for the TRBO.SOS
application running on a smartphone. For information on how to register a
TRBO.SOS app, see section 6.4.32.3, Adding TRBO.SOS. For more details on
TRBO.SOS, refer to TRBO.SOS User Guide.

¢ Go to Administration, Mobile Client Profile (TRBO.SOS).
You can see the default TRBOnet SOS Profile settings in the Mobile Client
Profile (TRBO.SOS) pane.
6.4.18.1 Adding TRBO.SOS Profile
e In the Mobile Client Profile (TRBO.SOS) pane, click the Add button.

e Inthe Mobile Client Profile (TRBO.SOS) dialog box, specify the following
parameters:

o Profile Name
Enter a name for the TRBO.SOS profile.

e C(Click the Calls tab.

= Remote Monitor
If you select this option, the dispatcher will be able to activate the
device's microphone in hidden mode.

e Timeout
Specify the remote monitor duration, in seconds.

Note: The dispatcher won't be able to execute the
Remote Monitor command for TRBO.SOS apps running
in the background on iOS 13 and later.
e Click the Location tab.

= Use GPS location
Select this option to enable sending GPS data to TRBOnet Server.
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Periodic interval

Specify the time interval, in seconds, that will be used to send GPS
location data.

Emergency interval
Specify the time interval, in seconds, that will be used to send
emergency messages.

Save GPS data to database
Select this option so that GPS data is saved in TRBOnet database.

Automatic error correction

Select this option to enable automatic error correction to detect and
correct invalid GPS data. Click the Configure link and specify the
GPS parameters to be corrected:

Click the TRBO.SOS tab.

Mobile Client Profile (TRBO.505) x

Profile Name: [RBOnet s0s #1

Client Type: [meo.s0s =
Available Modes: |S05 Services B

Cals| Location TREQ.505 | alarms| Chanmels | Exras|

Show Call button

Call Action: |request To Talk |

o [rome Group E|
ame:  [Request To Talk

Call Des

Type
vl FIRE
W PoLICE v
Wi AID AD
Wl REPCRT INCIDENT  Message With Att
W EMERGENCY EMERGENCY

Oefauts Concel

Show Call button
If you select this option, the PTT button will be available in TRBO.SOS.

Call Action

From the drop-down list, select the action to be performed when the
PTT button is pressed: Request To Talk, TRBOnet Call, or Phone Call.
Call Destination

From the drop-down list, select the call destination.

Call button Name
Enter the name (label) of the PTT button.

Show Lone Worker button

If you select this option, the Lone Worker button will appear in
TRBO.SOS. This will allow the TRBO.SOS user to start the Lone Worker
mode.

Panic buttons
In the table below, specify the Type, Caption, Severity/Status, and
Custom Event for the additional button(s).
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e Click the Alarms tab.

= Sensor Alerts
Select the desired sensor alert buttons (Man Down, No Movement,
Shake Detection) to be shown in the TRBO.SOS app.

e Click the Channels tab.

= Home Group
Select the home group (System and Group) for the PTT button.

e C(Click the Extras tab.

= Battery Level
Select this option so that the smartphone's battery level will be sent to
the Dispatch Console.

6.4.19 Mobile Client Profile (TRBOnet Communicator)

This section describes how to configure the profile for the TRBOnet
Communicator application running on a smartphone. For more details on
TRBOnet Communicator, refer to TRBOnet Communicator User Guide.

(&[]

eeeeee

] profile Name:

Client Type:

Available Modes:

Actins |

[ o [mee [ caption [ Severity/status__| Custom Event
E Jarm Nene

dpAdd X Delete

Blaze ety / et cance
% Administration /

[ Connected &3 B B B | & Administrator | (2R Licensed to: demo Demo License @ Active~

e Go to Administration (1) > Mobile Client Profile (TRBOnet
Communicator) (2).

e Inthe Mobile Client Profile (TRBOnet Communicator) pane, click Edit
(3).
¢ Inthe dialog box that opens, click the Add link.

e In the table below, specify the Type, Caption, Severity/Status, and Custom
Event for the button(s) you are adding.

e Once you have configured the profile, click OK.

6.4.20 Teltonika Profile

This section describes how to configure the profile for the Teltonika devices.
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For information on how to register a Teltonika device, see section 6.4.32.5
Adding Teltonika. For more details on TRBOnet Teltonika, refer to TRBOnet
Teltonika User Guide.

e Go to Administration, Teltonika Profile.

You can see the default Teltonika Profile settings in the Teltonika Profile
pane.

¢ Inthe Teltonika Profile pane, click the Add button.

Teltonika Profile X

Profile Name: | Teltorika 250

in ] Additional ]

Use GPS location

Periodic interval: 50 3: seconds
Use Indoor location
Periodic interval: 0 3: seconds

| -

Positioning mode: |iBeac0n Indoor fOutdoor j

oK Cancel

= Use GPS location
Select this option to enable sending GPS data to TRBOnet Server.

¢ Periodic interval
Specify the time interval, in seconds, that will be used to send GPS
location data.

= Use Indoor location
Select this option to enable sending iBeacon data to TRBOnet Server.

¢ Periodic interval
Specify the time interval, in seconds, used to send iBeacon location
data.

¢ Positioning mode
This option determines which GPS coordinates to show on the map
and display in the device's movement history when TRBOnet Server
receives a data packet containing both iBeacon and GPS data.

v iBeacon Indoor/Outdoor
The coordinates of the iBeacons will be positioned on the indoor
and outdoor maps.

v iBeacon Indoor/GPS Outdoor
The coordinates of the iBeacons will be positioned on the indoor
map while the coordinates of the device will be positioned on the
outdoor map.

v iBeacon Indoor/No Outdoor
Only iBeacon-based location tracking will be used, GPS
coordinates of devices and iBeacons will be ignored.

e C(lick the Additional tab.
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Events

Battery Level
Select this option so that the Teltonika device's battery level will be
sent to the Dispatch Console.

Note: Teltonika devices send the battery information as soon
as they are connected to TRBOnet. After successful
connection, Teltonika devices pass the battery level to
the server with every location update. Regardless of the
device activity, the battery charge level will be logged
on TRBOnNet Server every time the level goes down to
90%, 80%, 70%, 60%, 50%, 40%, 30%, 20%, 15%, 10%, and
5%.

Emergency Button
Select this option so that the Teltonika device will be able to send
Emergency Alarms to the Dispatch Console.

Man Down
Select this option to send Man Down alerts to the Dispatch Console.

Location

6.4.21 Tools

Save GPS data to database
Select this option so that GPS data is saved in TRBOnet database.

Automatic error correction

Select this option to enable automatic error correction to detect and
correct invalid GPS data. Click the Configure link to specify the GPS
parameters to be corrected.

On the Tools page, you can find some useful tools.

6.4.21.1 Templates for Extended Messages

The Templates can be used for Extended Messages and Extended Notes.

The Extended Messages feature is a special function allowing users to send
detailed preconfigured templates containing necessary information to each
other with the help of the special TRBOnet Dispatch Console application.

This service has been created especially for clients who need to use more
detailed and structured messages in their work. If the standard messages are
not enough to contain all required information, you may use the Extended
Messages service.

e Go to Administration (1), Tools > Templates (2) to create a new
template:
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File View Map Tools Help

Templates

@ oot CITE—GE) (R
-y Radio Statuses ¥ croup 20 [OaE) (VEE

[y GRS Profile
17 Tools /
{0 Templates

48} Indoor 2D Map
<\ Disabled Radios v || Preview lame .

U=} Voice Dispatch

@ Location Tracking

@ Job Ticketing
Route Management
@ RFID Tracker

[] Text Messages

ﬁ Voice Recording
Event Viewer

. enese i
M« 4 Record1of 1 b w M| < »

[ 127001 &5 @ | § Administrator | [ Licensed to: demo Demo License @ Active~

1

e Click Add From File (3) to add a template from a file.

Note: Before adding a template from a file, save the created
template to a custom directory.

Select the directory where you saved the template and click OK to add the
file.

e Click Add (4) to create a new template:

Add/Edit Template - o X
i"i"‘b:"“: Template ID: | 754e975d966-48c0-2dd7-67%f1091520 | []
e
Tex‘m New Form Genereats new.
¥ @z &
& Gerein =]
(DataBindings) ~
AccessibleDescrption
Drag selected AccessibleName
CaEa Accessbleole Defautt
AlowDrop False
Template size: [ Crical Ancher Top, Left
Appearance Nomal
U LS AutoChedk T
Heght: 500 1= AutoElipsis False
: z AtoSize True
BackColor [ ControlLightLight
B || Beckguundinage [ frone)
BackgoundimageLayout  Tie
CausesValidation Tue
CheckAign MiddeLeft
Checked False
CheckState Unchecked
ContextMenuStip (none)
Cursor Default
Dock None
Enabled Tue
FlatAppearance

Fiat Style Standard hd

Checked
Indicates whether the componert is in the checked state

oK Cancel

Name (1)

Specify a name for the template to display in the Dispatch Console (1).
Elements (2)

Select elements to add to the template. Drag and drop the selected
element to the desired place on the mail template box.

Template size (3)

Specify the template dimensions and background color.

Click an element on the template. On the right side of the Template
dialog box, you can see the selected element properties.
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For directions on how to send an extended message to a radio, see section
6.9.2.1, Send Extended Text Message to a Radio.

6.4.21.2 Indoor 2D Map Converter

TRBOnet Dispatch Console provides the Map Converter to use custom images
as Indoor 2D Floor plans. The tool allows converting images to the BMAP
format that is supported in Indoor Positioning.

e Click Administration (1), Tools > Indoor 2D Map Converter (2).

File View Map Tools Help

Administration Indoor 2D Map Converter ¢ ]4)

[ Mobile Client Profile {TREO.S0S) A
[ Mobile Client Profile (TREONet G Name:

[ Teltonika Profie Floorplan 1

£ Tools 2

Image:

ID:images\1st_fioor_plan.jpg
(@ scheduiers M Folder:

D:\images\Bmaps

U= voice Dispatch =

ﬁ Job Ticketing

[ﬂ Route Management

[ Text Messages

§ voice Recording

£5] Event Viewer / 1

g Administration o~

[ Connected & B B B B B | & Administiator | [ Licensed to: demo (Walt) (Demo License) @ Active~

¢ Name
Specify a name for the new Indoor 2D Map.

e Image
Click the ellipsis (...) button and locate the image file (.PNG, .JPG, .TIFF,
.GIS) on your computer.

e Folder
Click the ellipsis (...) button and locate the folder where to save the
converted Indoor 2D map on your computer.

e Click Start to convert the image.
To use the converted map

e Click Location Tracking (1). On the Map menu, click Open New Map in
Tab (2):
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File View [Map | Tools Help

S| —
= Save Online Map Data...
= B i iEE
@ 'z Map Content. e [«](@] ¥ 3 1ntercom ][« [@] ¥ P sroup 10 [2][«][@]
T L Do) (ErEENTTE) (ST (er—
L A Ceocoding.. D[+ @] N PR Privete cal Dl 15 seer
B openNewMapin Tebu g W Coffee
) [ Floor plan_ x] H@ Tea
- Fiter|@[@[Q[@] 7 @] showBeacons: a1 - [# DravingPanel] 7 71155 Map Otyects
¥I[&] Camera 1
i <] | 29| Custom Object -
| @8 DeleteRoute on Google Earth HOBEED ‘ o i » (1 [) Hospital
U voice ~Z z @[ poice
Show Redios on Google Earth » 2 2 4
F & [ Map Regions
[y — ey |- T
LS Z
Gamera {351l yevskiy 4, 1 [ Map Routes
ﬁ Job Ticketing @20 111
Route Management
@ RFID Tracker 1
/o
H
[ ] Text tessages Sm P Lttuge: 59'5629.62" : Longhude: 30°1652.71" ||
ﬁ _ Recent Calls/Events ™= |
) Playback ave- () Print ause lear - eload | ‘[ Filter By Radio | = Grouping "/ Auto Filter (3 Defauit Settings b
[ playback I s: 5 p n P, Cl &) Reload Filter By Rad Grouping 1/ Auto Fiter (» Default Setting: >
@ Reports Date Radio System Sender Recpient Message Details
4% 00.06.2017 14:43:57 Server Al Connection to 'Capadity Plus 1'h... i‘
Event Viewer 09.06.2017 12:43:30  CapadtyPlus1  Administrator bts Dispatcher Administrator'calls gr... Members: Administrator, 125
5 08.06.2017 12:40:06  Capacity Plus 1 125 1 Radio 125" calls group '11' (00:08)  Members: 125
EEI - 09.06.2017 12:39:55 Capadity Plus 1 Administrator 11 Dispatcher ator’ calls or... Members: Administrator
4 09.06.2017 12:38:34 Capacity Plus 1 Administrator Police Dispatcher ator’ calls ar... Members: Administrator A
14| «| record 10f 305+ [m[mi[ ¢ »
IE Recent CallsfEvents  RecentCalls  RequestToTak Radio State  ActiveTasks ~ Active Routes  User Activity Beacons BeaconEvents  TagList
617001 g3 B | § Administrstor | [ Licensed to demo | © active~
Select Map... X
Map Type: Beacon2D ~
Caption: | ‘

Available Maps

Name Path State
Floorplan 1 D:\Images\Bmaps‘Floorplan 1.bmap 0K

Add Edit Remove Cancel

e From the Map Type list box, select 'Beacon 2D".
e Click Add to and browse for the map you have converted.
e Click OK to open the Indoor map in the Map pane.

6.4.22 Schedulers

The dispatcher can create pre-defined schedules to be used as event sources in
Alarm management, for database backup, and in job ticket templates.
e Go to Administration (1), Schedulers (2).

e Inthe Schedulers pane, click Add (3).
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File View Map Tools Help

Administration edule &)
IP Cameras ~
Z Alrm Management &P 1: Line free [«][@] B[ Jmtercom [2][«][e]
met [ Jseles [)][+][2] M P Group 10 [2][][]
0 T : B[]
Scheduler

[Jeroup 2 ][]
Cloamt] "o [Database backup | DEE]

DPHVEE c [ Recurrence Pattern

M EYYEY  Days of Week 10:00 3:

| | oneTime [ Thusday [ Friday I sawrday E.

shedl I™ sunday

1 Periodically

— \  monthly [ Mondsy [ Tuesdsy | Wednesday

3

[ Recurrence Range

Start: 5/21/2018 12:00 AM -
Stop <Maximum Date> -

B

1

/

RIRIRNEIEI IR

>
) Connected 73 B B B B | | Administrstor | [ Licensed to: demo Demo License | @ Active~

In the Scheduler dialog box, specify the following parameters:
= Name
Enter the name of the scheduler.

Recurrence Pattern

Choose one of the recurrence patterns for the scheduler:
= Days of Week
Specify the time and select the day(s) of the week.
= Monthly
Specify one of the following options:
¢ Specific Day
Specify the ordinal day of the month (in the range 1-31, or select
Last).
o Day of Week

Specify the week number in a month (in the range 1-4, or Last) and
select the day of the week.

= One time
Specify the date and time.

= Periodically
Specify the time interval, the repetition period (in
seconds/minutes/hours), and select the day(s) of the week.
Recurrence Range

= Start
Specify the start date/time.

= Stop
Specify the stop date/time.
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6.4.23 Disabled Radios

TRBOnNet Dispatch Console provides the Disable function that allows disabling
a radio even when the radio is offline. The system will disable an offline radio
as soon as it gets available.

Note: The dispatcher can disable a radio when they have
relevant Access Rights (for more details on adding and
editing dispatchers, see section 6.4.25, Dispatchers on
page 264).

e Go to Administration (1), Disabled Radios (2) to disable/enable selected
radio:

File View Map Tools Help

~ | B B ntercom [][«][@] Bl 5 1: Une free (][] M Jarcar <@l
Bcor o DoE) (R e (e O
[JPrivate call [1[<]
) Disable Radio " Enable Radio | 4 Kill Radio
2 Radio & Disable date Reason
= o || @ 125 21Hov-2016 1230

@ 235 21-Nov-2016 12:30

{4l Voice Dispatch
Location Tracking

ﬁ Job Ticketing
Route Management
@ RFID Tracker
[] Text Messages
ﬁ Voice Recording
Event Viewer
EE! Radio Allocation / 1
E Administration gl

1|« 4| Record 20f 2 » [ |mi] «
$ 127001 2 Administrator | [ Licensed to: demo Demo License Activer

=

e Click Disable Radio (3) and in the dialog box that appears:

Disable Radio X
'g Disable Radio
Radio: | @ 235 (Basi) 235 ~|
Enable: |No auto-enabling j
Reason:
Test|
Carce

= Radio
From the drop-down list, select the radio to be disabled.

= Enable
Select the time period after which the radio will be enabled again.

= Reason
Enter the reason for disabling the radio.

= Click OK to disable the radio.
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Message 1 of 3 X
235
Repeater #1: Slot #1
Disabling
The command has been executed. 01-Nov-2016 17:48

Radio has been disabled

[] Do not show this message next time Show on map
Request Location

The Radio is added to the Disabled Radios list and is marked as Disabled
in the Voice Dispatch pane:

Voice Dispatch
BEE &KV @

=] & Online Dispatchers (1)
R Administrator

= |_U Firemen

[€.27%] 177 (Pete) 125

g‘ 235 (Basil) 235

| 11 Police

¢ Click Enable Radio (4) to enable selected radio.
e Select a radio from the drop-down list and specify the reason to enable.
e Click OK to enable the radio.

6.4.23.1 Kill Radio

The Kill Radio feature is available only when a Capacity Max system is used.

Note: This operation is not reversible. If you kill a radio unit, it will be
impossible to recover it.

6.4.24 Dispatcher Groups

The administrator can add, edit, and delete dispatcher groups in the system.
e Go to Administration (1), Dispatcher Groups (2).

File View Map Tools Help

Administration Dispatcher Groups CAE
{9 Schedulers A || [Ek Add| = Edit | Sk Delete | = Grouping ' Auto Filter @ Default Settings
~(3) Disabled Radios Name 4 |Radio D User’ Extension Desaription
= DG 1 64260
{81, Dispatchers \
Maintenance 60400 60400
+{Z] Email Groups
5= 55 Groups 2 ~ ||Sales 60500 60500
< >
(4=l voice Dispatch 3

@ Location Tracking

@ Job Ticketing
Route Management

[] Text Messages

ﬁ Voice Recording

Event Viewer /

o i
[ Connected &3 B B By B B | § Administrator | 8 Licensed to: demo (Walt) (Demo License) @ Active -

1

| «| <[ Record 10f 3 »|wm] « »

e Click Add (3) to add a dispatcher group.
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Dispatcher Group

General Dispatch Group Call Request To Talk

Mame: |Maintenance

Description: |

Cancel

On the General tab, specify general parameters for the new dispatcher group.

e Name
Specify a name for the dispatcher group to display in the Dispatch

Console.

e Description
Add a description for the dispatcher group.

On the Dispatch Group Call tab, specify the following parameters:

X

Dispatcher Group

General Dispatch Group Cal  Request To Tak

Radio ID: 139 5

Phone Call

User’s Extension: | 7896 |

User Name: | 7896 |

User Password: | ==== = |

cance

e RadioID
Specify the Radio ID of the dispatcher group.
Phone Call

e User’s Extension
Enter the SIP extension number that will be used by the dispatcher group.
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e User Name
Enter the SIP user name that will be used by the dispatcher group.

e User Password
Enter the password for the dispatcher group to be authenticated by the
phone system.

On the Request to Talk tab, specify the parameters that will be used by radios
to request a call from the dispatcher group:

Dispatcher Group X
General Dispatch Group Call Request To Tak

Automatically by receiving Text Message from a radio

Message: |
Automatically by receiving Telemetry Command from a radio

VIO: 1 + Command: Any event -
Automatically by receiving DTMF command from a radio

Command: 139] #139%
[ automatically by receiving Status Message from a radio

Cancel

e Automatically by receiving Text Message from a radio
Select this option to request a call from the dispatcher group when a
radio sends a predefined text message. If you select this option, specify a
brief text message in the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option to request a call from the dispatcher group when a
radio sends a predefined telemetry command. If you select this option,
specify the VIO contact, and from the Command drop-down list, select
the signal level at which the user's radio should send the telemetry
command.

e Automatically by receiving DTMF command from a radio
Select this option to request a call from the dispatcher group when a
radio sends the specified DTMF tones. If you select this option, specify a
DTMF combination without the # characters in the Command box.

e Automatically by receiving Status Message from a radio
Select this option to request a call from the dispatcher group when a
radio sends the specified Status to TRBOnet Server, for instance, 1. If you
select this option, specify the Status.

Once you have added the dispatcher group to the system, the appropriate PTT
box will appear in the Radio Interface pane.
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6.4.25 Dispatchers

The administrator can add, edit, and delete dispatchers in the system.
e Go to Administration (1), Dispatchers (2) to work with dispatchers:

File View Map Tools Help

Registered Dispatchers BEE
Nttt CITTEENOE) (IR c
(2} Discbled Radios FGroup 10 i [[Jreguiar GGROUP
18 Dispatcher Groups :
Slat 1 rou o o
&, Dispatchers
= \ [Jsroup 11 (][] [@] B[ ]crow 22 o) 3 “
%, Users ~ Di Roles
= Logical Groups 5 Add|~| = Edit |  Delete | = Grouping "7 Aute Filter > Default Settings
v
- = 5y User Name' A Rale Display Name Radio ID User’s Extension Description
G Disp 1 Dispatcher Dispatcher 1 60100 60100
E‘é‘h Voice Dispatch T Disp2 Dispatcher Dispatcher 2 60200 60200
R wan Dispatcher ivan 25
% Location Tracking
& 208 Ticketing 3
;"] Route Management
[] Text Messages
Q Voice Recording
o
2] Radio Allocation
| —1
o
14|« | 4 |Record 10F3 b [ we|mi] < ¥
[ Connected 53 B By b B L | § Administrator | [ Licensed to: dema Demo License | @ nctive-

e Click Add (3) to add a dispatcher.

Dispatcher X

General  Permissions Systems Radio Groups Dispatcher Groups  Logical | * | *

Authentication: TREOnet Authentication

User Name: Disp 1

Password : | ““““ |
Repeat password: | ““““ |
Display Mame: |D\sp 1 |
Description:

Dispatcher Role: Dispatcher j

] Invisible to all other users
[ tnvisible to all except the assigned groups

[ Allow multiple simultaneous logons

Cancel

e On the General tab, specify general parameters for the new dispatcher.

= Authentication
Select the Authentication method from the drop-down list.
Select TRBOnet Authentication to log on as a user registered in
TRBOnet Dispatch Console Users list.
Select Windows Authentication to log on using the PC name. The
system automatically shows the PC name as User Name.

Note: The password is not required when Windows
Authentication is used.
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Note: For more details on user access to Allocation Console,
see section 6.4.28, Users (page 272).

= User Name
Specify a user name for the dispatcher registered in TRBOnet Dispatch
Console Users list.

= Password
Specify a password for the dispatcher.

e Display Name
Specify a name for the dispatcher to display in the Dispatch Console.

e Description
Add a description for the dispatcher.

o Dispatcher Role
Form the drop-down list, select the role of the dispatcher in the system
(Administrator or Dispatcher).

Note: In addition to the Administrator and Dispatcher roles,
you can also create custom dispatcher roles. To do this,
in the Dispatchers pane, click the Roles tab, and then
click Add.

e Invisible to all other users
Select this option to make the dispatcher invisible to other users.

¢ Invisible to all except the assigned groups
Select this option to make the dispatcher invisible to other users except
for users belonging to the same group of dispatchers.

¢ Allow multiple simultaneous logons
Select this option to allow the dispatcher to use multiple instances of
Dispatch Console simultaneously.

On the Permissions tab, select the available modules and specify the available
permissions for the dispatcher.
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Dispatcher X

General Permissions  Systems Radio Groups Dispatcher Groups  Logical | 4 | *

Available Modules: |[AII Modes) j =
Voice Dispatch Features
Enable Voice Dispatch

Intercom calls

Telephone calls

Allow outgeing private calls
[ view all voice recordings
Play voice recordings
Save voice recordings
Change control station channels
Change audio settings
Enable Tone and PTT
Send voice messages
View System Bridge

Enable System Bridge
Enable and disable patching

[] Enable and disable voice encryption
™1 Enahla =l Drasmntinn mada far - =1 e

On the Systems tab, specify the system(s) that will be available for the
dispatcher.

Note: The dispatcher will not be able to make and receive voice calls
over the radio channels of an unavailable system. The
corresponding PTT boxes will be hidden for the dispatcher.
However, radios' data (text messages, statuses, locations, etc.)
will be available to the dispatcher.

Dispatcher X
General Permissions  Systems  Radio Groups Dispatcher Groups  Logical | 4 | *

() All systems are available
(® Only selected systems are available

‘ System | ™
v CP1 v
[v |IPSC 1: Slot #1 [v
[v |IPSC 1: Slot £2 [v
[¥ | Mobile 1 v
[¥ | Teltonika v

Select Al Clear All

Cancel

e All systems are available
Choose this option to make all radio systems available for the dispatcher
to transmit and receive Voice.

e Only selected systems are available
Choose this option and specify which radio systems will be available to
the dispatcher.
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= Select the checkbox in the left column to add the corresponding radio
system to the Radio Interface for the dispatcher.

= Select the checkbox in the TX column to allow the dispatcher to make
Voice calls using the corresponding radio system. When the checkbox
is cleared in the TX column, the dispatcher cannot use the
corresponding radio system to transmit voice and data.

On the Radio Groups tab, specify the radio groups that will be available for the
dispatcher.

Dispatcher x
General Permissions Systems Radio Groups  Dispatcher Groups  Logical | * | ¢

() all groups are avaiable
(® Only selected groups are avaiable

‘Group |TX

I~ Alcal I~
1 I~
[~ 22 I~
FEN e
Iv |Cleaners v
[v |Firemen v
Select Al Clear All

Cancel

e All groups are available
Choose this option to make all groups in the system available for the
dispatcher.

e Only selected groups are available
Choose this option and specify which radio groups will be available to the
dispatcher.

= Inthe list, select the groups to make them available for the dispatcher.

On the Logical Groups tab, select the logical groups that will be available for
the dispatcher.
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Dispatcher X

Permissions Systems Radio Groups  Dispatcher Groups Logical Groups [ 4 | *

() All groups are available
(® only selected groups are avaiable

MName Description
aflc =3
~ Cleaners
| Cleaners 1 Cleaning in Department 1
Cleaners 2 Cleaning in Department 2
~ Security
| Security 1 Security in Department 1
Security 2 Security in Department 2

Select Al Clear All

Cancel

On the Dispatch Call tab, specify Dispatch Call and SIP call settings for the

dispatcher:
Dispatcher X
Radio Groups ~ Dispatcher Groups  Logical Groups  Dispatch Call  RequestT/* | *
Radio ID: 61000 S
Phone Number: ‘ 123-4567 |
Email: ‘b\lly@gmai\.com |
Phone Call
User’s Extension: ‘6 1000 |
User Name: ‘61000 |
User Password: ‘Oouoo |
Dial Plan: ‘Fadora - |
Cancel
.
e Radio ID

Specify the Radio ID of the dispatcher.

e Phone number
Specify the dispatcher's phone number (additional data).

e Email
Specify the dispatcher's Email (additional data).

Phone Call

= User’s Extension
Enter the SIP extension number that will be used by the dispatcher.

= User Name
Enter the SIP user name that will be used by the dispatcher.
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= User Password
Enter the password for the dispatcher to be authenticated by the
phone system.

= Dial Plan
From the drop-down list, select the dial plan to use for the dispatcher.

On the Request to Talk tab, specify the parameters that will be used by radios
to request a call from the dispatcher:

Dispatcher X
Logical Groups  Dispatch Call Request To Talk  Reports

Automatically by receiving Text Message from a radio

Message: 60100 |
Automatically by receiving Telemetry Command from a radio

VIO: 1 3| Command:  |High level -
Automatically by receiving DTMF command from a radio

Command: 60100 #80100%
[ Automatically by receiving Status Message from a radio

Cancel

e Automatically by receiving Text Message from a radio
Select this option to request a call from the dispatcher when a radio
sends a predefined text message. If you select this option, specify a brief
text message in the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option to request a call from the dispatcher when a radio
sends a predefined telemetry command. If you select this option, specify
the VIO contact, and from the Command drop-down list, select the signal
level at which the user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option to request a call from the dispatcher when a radio
sends the specified DTMF tones. If you select this option, specify a DTMF
combination without the # characters in the Command box.

e Automatically by receiving Status Message from a radio
Select this option to request a call from the dispatcher when a radio
sends the specified Status to TRBOnet Server, for instance, 1. If you select
this option, specify the Status.

On the Reports tab, specify the reports that will be available to the dispatcher.

6.4 Administration 269



neocom
SOofFtware

Dispatcher X
Logical Groups  Dispatch Call  Request To Talk Reports ol I

() All reports are available
(® only selected reports are available

D General Information -

| [F) Registered Radios

E Current Reports

..... U Last Known Systems and Radios
U Presence and GPS Status
U Inactive Radios

..... N D Unregistered Radios

m System Reports

..... N D User Login History

..... O U System Bridge

..... [ ) channel Changes

[F) usage Statistics Reports

..... [ ) Messages

..... ) Radio Activity

----- D Online Radios (Summary)

----- ) Online Radios (Detailed) v

Select All - Clear Al

e All reports are available
Choose this option so that all the reports will be available to the
dispatcher.

¢ Only selected reports are available
Choose this option and in the list below select/deselect the reports to
include/exclude.

6.4.26 Email Groups

Email Groups are used in Alarm Management and Job Tickets configuration to
send emails to dedicated recipient groups.

e Go to Administration (1), Email Groups (2) to add/edit/delete email
groups in the system:

File View Map Tools Help

Administration a oup & |

) Telemetry ~

(5 Rodo Satuses Intercom [2][«][@] B % 1: Line free [«][@] B[ Jancal [+][@]
) eps Profile M Gow 10 [1][«][@] B M Group 20 [-0][«][@] 8 P Group 30 [2][«][@]

bV
2 Tools
(&) Disabled Radios [ Jprivate cal [][«][e]
&%, Dispatcher Groups
& Dispatchers 2
—

= s Graups v

=) Add =) Edit | =k Delete | = Grouping 7 AuteFilter ©» Defautt Settings
A Description Email List
querty @gmail.com, asdf@gmail.com
Region 1 Terminal 1 64@trbonet.com, 65@trbonet.com, 66@trbonet. com

41, Voice Dispatch

%Lmtimtm?hl]

# Job Ticketing
Route Management
@ RFID Tracker

[] Text Messages

ﬁ Voice Recording
Evtlltﬁt'ltr
/

P 1

1

14|« | < | Record 10f 2 » [ we[m] 4| »
3127001 &3 B | & Administrator | [8 Licensed to: demo Demo License | @ active~

e Click Add (3) to create an email group.
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Add/Edit Email Groups *
Name:; Terminal 1
Description: Region 1 Terminal 1|
Email fist: 64@trbonet.com

65@trbonet.com
66@trbonet.com

OK Cancel

= Name
Specify a name for the email group.

= Description
Add a description for the email group.

= Email list
Click Add to add an email address to the Email list.

6.4.27 SMS Groups

SMS Groups are used in Alarm Management configuration to send SMS to
dedicated SMS recipient groups.

e Go to Administration (1), SMS Groups (2) to add/edit/delete SMS groups
in the system:

File View Map Tools Help

Administration aller Group AT

% Redo Sotzes * | I itercom <)) TS t: e free <o M Jaca Fil«le]
# Tools Mcow 10 [[«[2] ¥ M croup 20 [[«][@] B FGrowp 30 [«[@]

(4} Disabled Radios

&, Dispatcher Groups [ Jprivate Cal [2][<]

% E‘SDT?‘E'S % Add [} Edit | Ck Delete | = Grouping ‘7 Auto Fitter » Defautt Settings

mail Groups

sMs Group e 4| Description Phone Numbers
.= e
EE\ 2 + || Departyent 2. Regio 1Department 2 79117894561, 79217894561
i) Departméqt 3 Region 1Department 3 792112374567, 79111234567
{4l Voice Dispatch
% Location Tracking 3
& 30b Ticketing
Route Management
@ RFID Tracker
[] Text Messages
ﬁ Voice Recording
Event Viewer
[13] Radio Allocation 1
@ Administration art —
| «| < |Record20f2 » [»mi] <] >

127001 &3 B | § Administrstor | [8 Licensed to: demo Demo License | @ Active~

e Click Add to create a new SMS group:
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MName:;

Description:

Phone Numbers:

Add/Edit SMS Groups

Department 3

Region 1 Department 3

79111234567

792112374567

Remove

OK

Cancel

Name
Specify a name for the SMS group.

= Description

6.4.28 Users

Phone Numbers
Click Add to add a phone number to the SMS group.

Add a description for the SMS group;

The administrator can add/edit/delete users in the system. In addition, the
dispatcher can export/import users (see section 6.3.4.3, Exporting/Importing

Objects).

e Go to Administration (1), Users (2) to add/edit/delete users in the

system.

File View Mep Tools Help

Administration

(&) Disabled Radios A

ﬁ Voice Recording

Event Viewer

P -

B 127001 53 G | & Administrator | (8 Lic

&)
¥ ntercom [1][«][2] %S 1: Line free [Jarca [1][<d[2]
Fcrow 10 [1][«][@] B E Group 20 M crow 30 [2][«][@]
[JPrivate call [][«][e]

ENYTEEY Edt‘ L Delete | = Grouping 7 Auto Filter @ Defautt Settings
Login Display Name SIPID | Description
Basil Basi
Pete. te 2401
3 4
/ 1
14| 44| « | Record 10F2 » [m[mi] 4| 3
ensed to: demo Demo License | @ Active-

e Click either Add (3) to add a user to the system, or Edit (4) to edit the
selected user.

e On the General tab, set general parameters for the user:
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6.4 Administration

Add/Edit Radio User X

General | Radios | Management | SIP Account | Logical Groups | Custom Fields

Username: ‘Basﬂ |

Password: """

|
Repeat password: ‘ ooooo |
|

Display name: ‘Basil

Max number of radios: 1 =

Description: |

Image:

Load Image. ..

0K Cancel

* Login
Specify the login for the user.
= Password
Type in the individual password for the user.
= Display Name
Specify a name for the user to display in the Dispatch Console.

= Max number of radios
Select the maximum number of radios that the user can take.

= Description
Add a description for the user.

* Load Image
Click this button and browse for the photo or image to assign to the
user.

On the Radios tab, specify the radios that will be available to the user.
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Add/Edit Radio User X

General | Radios | Management | SIP Account | Logical Groups | Custom Fields

) all radios
(® selected radios
o -
® 44
@ sss5
v @ Radio 27
| (® Rradio 125
® Radio 146
(® Rado 155
® Radio 200
(® Rradio 215
® Rradio 230
(® Radio 235
(® Rradio 235
=

Selected: 2

<
11

OK Cancel

= All radios
Choose this option to allow using all radios in the system.

= Selected radios

Choose this option and specify which radios will be available to the
user.

e On the Management tab, specify settings related to taking/returning
radios:

Add/Edit Radio User X

General | Radios = Management | SIP Account | Logical Groups | Custom Fields

[ Automatically return radio if it is offine

5

[ Allow DTMF management

I¥ Allow Text Messages management

Take radio: Bsil

Return radio: Bsilext

I allow Sign In { Sign Out management

I¥ allow beacon management
Major ID: 10 3:
Minor ID: 202

I send notification to radio after it is taken/returned
I Enable forced check-in

0K Cancel

= Disable radio on return

Select this option so that a radio will be disabled after the users returns
it.

= Automatically return radio if it is offline
Select this option so that a radio will be automatically returned if it is
offline for the specified time interval.
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6.4 Administration

e Timeout
Specify the offline timeout period, in minutes.

= Allow DTMF management
Select this option to allow taking/returning radios by sending the
specified DTMF tones.

e Take radio
Specify DTMF tones to be sent by the user to take a radio.

e Return radio
Specify DTMF tones to be sent by the user to return a radio.

= Allow Text Messages management
Select this option to allow taking/returning radios by sending specified
text messages.

e Take radio
Specify the text of the message to be sent by the user to take a
radio.

e Return radio
Specify the text of the message to be sent by the user to return a
radio.

= Allow Sign In / Sign Out management
Select this option to allow taking radios when the user signsinto a
radio.
e Sign-inID
Specify the password that the user enters to sign in when they take
a radio.

= Allow beacon management
Select this option and enter Major ID and Minor ID of the beacon that
will be used for taking and returning radios. When a radio
enters/leaves the range of the specified beacon, this radio will be
considered taken/returned by the user.

Note: This functionality is available only if the radio is
equipped with an option board.

= Send notification to radio after it is taken/returned
Select this option so that a notification is sent to a radio every time the
user takes or returns it.

= Enable forced check-in
This option affects the Radio Allocation module. If enabled, the user
will be able to return any radio, regardless of whether who has taken
the radio. For more details on the Radio Allocation module, refer to
TRBOnet Enterprise/PLUS Radio Allocation User Guide.

On the SIP Account tab, specify a SIP Account for the user:

275



neocom
software

Add/Edit Radio User X

General | Radios | Management | SIP Account | Logical Groups | Custom Fields

User’s Extension: | 2401 |

User Name: | 2401 |

User Password: | ------- |

Dial Plan: i > |

[ Block incoming phane calls
[ Block cutacing phone calls

0K Cancel

= User’s Extension
Enter the SIP extension number that will be used by the user.

= User Name
Enter the SIP user name that will be used by the user.

= User Password
Enter the password for the user to be authenticated by the phone
system.

= Dial Plan
From the drop-down list, select the dial plan to use for the user.

= Block incoming phone calls
Select this option to block all incoming SIP calls for the user.

= Block outgoing phone calls
Select this option to block all outgoing SIP calls for the user.

e On the Logical Groups tab, specify logical groups for the user:
= In the list of available groups, select desired group(s).

= For more information about logical groups, see section 6.4.29, Logical
Groups (page 276).
e On the Custom Fields tab, specify the desired values for the custom fields
(see section 6.4.6, Custom Fields).

6.4.29 Logical Groups

TRBOnNet Dispatch Console allows adding custom logical groups in addition to
radio groups. You can create groups and subgroups and then assign
radios/users/dispatchers to these groups.

e Go to Administration (1), Logical groups (2):
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File View Mep Tools Help

Administration ogica & <)
% ;::‘t:‘::mm ~ | I wntercom ] G e fre CJaca @]
2}, ispatchers Flcow 10 el moR ETE el
Email Groups
5 s Groups [ JPrivate Call [][«]

2, U -
i E'EJ = Add|~ ) edit | B Delete
] Rado Gros =L Addaschild | 4] Deseription
) Rados 2 v || =k Addas root
H leaning Cleaning in Department 1
S ] Cleaning 2
Voice Dispatch -

i =¥ security Groups for Security

F ) _ £ Security 1

Location Tracking L security 2

& 3ob Ticketing 3

Route Management

@ RFID Tracker

[ Text Messages

ﬁ Voice Recording

Event Viewer

[753] Radio Allocation 1

fpr— "

127001 83 B | & Administrator | [ Licensed to: demo Demo License | @ active~

e Click Add (3) to add a logical group.

= Select Add as root to add a logical group as a root folder.

= Select Add as child to add a logical group as a child folder.

Group properties

Name:

Description:

Extemal ID:

hed

Cleaners

Cleaning in Department 1]

Cancel

= Specify a Name and Description for the logical group.

= Click OK to add the logical group.

To display logical groups, enable the Logical Group view:
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Voice Dispatch

E&EEL7EK 9T
e & Online D\spakm;m—l

8 aministrator
& T cleaning =]
© T} Cleaning 1 =]
(8 ® 125 (Pete) 125 8w
a
=)
=)

F} Cleaning2
& F) securty
© T} securty1
[O)C] 235 Basin 235
T secunty2 |

Y} voice Dispatch

@Lmﬂmlmﬁ-j

& 30b Ticketing

Route Management
nﬂnimd.n

[] Text Messages

Ev.iznmﬁ-g

Ty—

All created logical groups are displayed in the list of radios.

6.4.30 Radio Groups

e Go to Administration (1), Radio Group (2) to add/edit/delete Radio
Groups in the system.

File View Map Tools Help

Administration Radio Group 15D

% e * | R irtercom % 1: Line free [aica e
&, Dispatchers Growp 10 (v EErES [ M crop 0 [«]
Email Groups
5= 55 Grows [JPrivate call
] '3'2 Uers (5 Add| =) Edit | k Delete | = Grouping '\ AutoFilter @ Defautt Settings
Mame | A Radio 1D [ MDC / 5el-5 (Hex) [ Desariprion
v Cleaners! 30 5 Cleaning group
Firemen 20 0
Police pU 0
3

3] Radio Allocation / 1
pr— ]

|« «|Record 10f3 » [ |mi[ <] >
127001 & B | § Administrator | [28 Licensed to: dema Demo License | @ Active-

e Click Add (3) to add a radio group to the system:
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Group Properties X

Name: Cleaners

Radio ID: 30 7| mpcip: 3

Description: Cleaning group

Use custom call tone
|#'| Load from file

% Play back message

[] use Broadcast mode for call {only for IPSC)

[[] Use Open Vaice Channel made for call {only for TPSC)

Cancel
Name
Specify a name for the radio group in the system.
Radio ID

Specify the Radio ID for the radio group used to identify messages
to/from the radio group.

MDC / Select-5 / Quick Call I / Quick Call II

Set an ID for MDC 1200 or SELECT 5 signaling systems. This ID is used
to identify and communicate with a target radio or group of radios
depending on the call type. Or, select Quick Call I / Quick Call II
signaling system and specify the appropriate parameters.

Description
Add a description for the radio group.

Use custom call tone

Select this option and browse for the audio file (WAV) that will be used
as a custom tone when a group call is started by clicking the

Tone and PTT button in the group's PTT box (see section 6.5.2, PTT
Boxes).

Use Broadcast mode for calls

Select this option so that a group call will be made in the Broadcast
mode. Receiving radios of this group call won’t be able to answer (talk
back) to this group call.

Use Open Voice Channel mode for calls

Select this option so that a group call will be made in the Open Voice
Channel mode. All radios on the channel that are capable of receiving
OVCM calls will receive the group call rather than only the group
participants.
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Notes: The Broadcast and OVCM group calls are available on
IPSC systems only. To use the Broadcast and OVCM
group calls, the Use NAI Voice option must be enabled
for the repeater (see section 5.12.2, Adding a
MOTOTRBO Repeater).

6.4.31 Device Lists

The Device Lists are used to dynamically group radios based on current needs.

6.4.31.1 Adding List Templates

e Go to Administration (1), Device Lists (2).
e Inthe Device Lists pane, select the List Templates tab, and click Add (3).

File View Map Tools Help

Administration
-

[Fl Device Lists

List Templates
ENYTIE] £d? [, Del
|2+, Location Tracking Neme

| Graup

(® Radio 230 I
M@ Radio 235 b
@ Radio 235
(&) Radio 240
(® Radio 16500000

| Group 2

[] Text Messages

ﬂ Voice Recording

Cg Reports

Event Viewer

@ Radio Allocation

.n
i

98
oy

Cancel

/1

|zz., Administration o~

i« |« Record1of2 » » M <

[ Connected &3 B By B B B | & Administrator | [ Licensed to: demo Bemo License

@ Active

¢ Inthe List Properties dialog box, enter a name and description for the
list.
e Click the Radios tab (4), and select the radios (5) to include in the list.

6.4.31.2 Dynamic Regrouping

Note: The Dynamic Regrouping feature is available only for
Capacity MAX systems.
To assign radios to dynamic groups:

¢ Go to Administration, Device Lists.
In the Device Lists pane, select the Active Lists tab, and click Create.

Or:
e On the Tools menu, click Dynamic Regrouping.
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Dynamic Regrouping - x

Actior: [assion to dynamic radio group |

Group; |Fi eeeee j

Group Aizs [Firemen_1|

Radios }Dynamm Groups |
Hame Active Group State
s
> (v 55 aroup 1

In the Dynamic Regrouping dialog box, enter the following parameters:

= Action
From the list, select the action (Assign to, or Exclude from dynamic

group).

= Group
From the list, select the radio group to which to assign (or, from which
to exclude) radios.

= Group Alias
Enter an alias for the radio group.

= In the list below, expand the group and select the desired radios.

= Click the Execute button.

6.4.32 Radios

The administrator can add/edit/delete radios in the system. In addition, the
dispatcher can export/import radios (see section 6.3.4.3, Exporting/Importing

Objects).
6.4.32.1 Adding Digital Radio
e Go to Administration (1), Radios (2).
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File View Map Tools Help

Administration Radios

&[]

(&, Dispatcher Groups A || Regis Unregistered
-2 Dispatchers Ak Add Group | 5 Add Digital Radie| =, Add Range | =% Add TREOnet Mobile =, Add TREO.50S =) Add WoC Radie =k Add WAVE 5000 | =) Edit 7
9 Emai Groups Rado Name Type Rado D MDCID User Extension/Login | Ratio Groups Logical Groups
o EMS Groups (@ Radio 235 Digital Rax 235 0 Cleaners
jsers
:@5 Logical Groups @ Radio 125 Digital Radio 125 0 Cleaners
. Rodo Groups @® Radio 100 Digital Radio 100 0 Cleaners
T Device Lists 2 ® 2222 TRBO.S0S 2222 0 2222
-8 — ® Rado 4444 TRBOnet Mobie 0 4
Y@ 333 TREONet Mobile 0 3333
< >
@ 5555 TRBOnet Mabile 0 5555
QE“:I Voice Dispatch
@ Location Tracking
@ Job Ticketing 3
m Route Management
[] Text Messages
ﬁ' Voice Recording
Cg Reports
Event Viewer / 1
Administration
@ /1««‘ Record 207 » ][ ¢ ’
[ Connected &3 B B Eb B | § Administrator | [E Licensed to: demo (Walt) (Demo License) 21| @ Active-

e Click Add Digital Radio (3) to add a new radio.
On the General tab, specify general settings for the radio:

e Radio Name

Digital Radio: Radio 125 X
General ]Lag\cal Groups] Addm‘anal] SIP Account] Camerasl Telhonikal
Radio Name: |
Radio ID: 125 =/| MDC ID: 0 5
Radio Groups: [an ~[+]
Home Group: ‘Claaners ~r |
Use icon: ‘@ Portable Radios v = |

Extended Device:  |None ~ Test | [l

Location Service

Location Source: ‘Built-in GPS receiver

Location Profile: ‘[Defau\t) e |

Location Enabled
Telemetry Service
TLM Source: ‘Built-in Telemetry “ |
TLM Profile: | (pefault) ~[+]
Text Messages Service
TME Tuma- [etandard vl v
Hide Advanced Settings

Cancel

Enter a descriptive name for the radio to display in the Dispatch Console.

e RadioID

Enter a Radio ID for the radio. This ID is used by other calling radios when
addressing the radio, for instance, when making a private call or sending
a text message.

e MDC / Select-5 / Quick Call I / Quick Call II
Set an ID for MDC 1200 or SELECT 5 signaling systems. This ID is used to
identify and communicate with a target radio or group of radios
depending on the call type. Or, select Quick Call I/ Quick Call I signaling
system and specify the appropriate parameters.

¢ Radio Groups
In the drop-down list, select a radio group(s) to which to assign the radio.
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Home Group
In the drop-down list, select a home group for the radio.

Use icon
From the drop-down list, select an icon for the radio.

Extended Device
From the drop-down list, select the option board type the radio is
equipped with.

Location Service

Location Source

= Built-in GPS receiver
Select if the radio has its own built-in GPS receiver to send GPS data.

* Not equipped with GPS receiver
Select if the radio cannot send GPS data.

= Extended device
Select if the radio is equipped with an option board.

Location Profile

From the drop-down list, select the default or preconfigured Location
Profile. For more details on Location Profiles, see section 6.4.16, Location
Profile (page 239).

* Location Enabled
Select/clear this checkbox to enable/disable the location trigger.

Telemetry Service

TLM Source

* Not equipped with Telemetry
Select if the radio cannot send Telemetry data.

* Built-in Telemetry
Select if the radio has its own built-in Telemetry.

= Extended device
Select if the radio is equipped with an option board.

TLM Profile
From the drop-down list, select the default or preconfigured Telemetry
Profile. For more details on Telemetry Profiles, see section 6.4.12

Telemetry (page 230).

Text Messages Service

6.4 Administration

TMS Source

= Not equipped with display
Select if the radio is not equipped with a display.

= Built-in Text Messages
Select if the radio has its own built-in Telemetry.
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e TMS Profile
From the drop-down list, select the default or preconfigured Text
Message Profile. For more details on Text Message Profiles, see section
6.4.13, Text Messages (page 233).

Job Tickets Service
e JTS Type
* None
Select if the radio is not equipped with a display.

= MSI Proprietary
Select if the radio is equipped with a display and supports the
Enhanced Job Ticket protocol.

= Text Messages
Select if the radio is equipped with a display and supports the legacy

Job Ticket protocol.
Radio Status Service

= RS Profile

From the drop-down list, select the default or preconfigured Radio
Status profile.

For more details on Radio Status profiles, see section 6.4.15, Radio
Statuses (page 238).

On the Logical Groups tab, specify logical groups for the radio:

Digital Radio: Radio 125 X
General Logical Groups ]Add\ﬁona\] SIP Account | Cameras | Teltonika |
Name Description
o o
v Cleaners
+| Cleaners 1 Cleaning in Department 1
Cleaners 2 Cleaning in Department 2
~ Security
+| Security 1 Security in Department 1
Security 2 Security in Department 2
Select Al Clear All
Cancel

e Inthe list of available groups, select desired group(s).
e For more information about logical groups, see section 6.4.29, Logical
Groups (page 276).

On the Additional tab, specify additional information about the radio
subscriber:
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Digital Radio: Radio 125 X
General] Logical Groups  Additional ]SIP Accnunt] Cameras] Telh)nika]

Max speed: 3:

Route Color:

Load Image...

... | Name T | value

B rame

B Description

B Carmake Hyundai

B Flate number RAMBO 01

%, Fhone +7 911 123-4567
B Email tester @gmail. com

Cancel

e Max speed
Specify the maximum speed allowed for the vehicle, in kilometers per
hour or in miles per hour, depending on the measurement system
specified in TRBOnet server.

e Route Color
Specify a color to display the route passed by the radio on the map.

e Load Image
Click this button and browse for the photo or image to assign to the
radio.

e In the table below, specify the desired values for the custom fields (see
section 6.4.6, Custom Fields).

Note: To automatically create and assign job tickets to the
radio (see section 6.4.5.18, HotSOS (Email)), there must
be present at least one field with the 'Email’ type.

On the SIP Account tab, specify a SIP Account for the radio:
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Digital Radio: Radic 125 X

General| Logical Groups | Additional SIP ACCOUHt]Camerasl Teltonika |

User’s Extension: |24Dl

User Mame: |24Dl

User Password: |uuu

Dial Plan: 4 iv

[ Block incoming phone calls
[ Block outgoing phone calls

Cancel

e User’s Extension
Enter the SIP extension number that will be used by the radio.

e User Name
Enter the SIP user name that will be used by the radio.

e User Password
Enter the password for the authentication.

o Dial Plan
From the drop-down list, select the dial plan to use for the radio.

e Block incoming phone calls
Select this option to block all incoming SIP calls for the radio.

e Block outgoing phone calls
Select this option to block all outgoing SIP calls for the radio.

On the Cameras tab, select the checkbox beside the camera that will be
associated with the radio:
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Digital Radio: Radic 125 X

Generall Logical Groups | Additional | SIP Account Cameras |Te|tonika|

Description
Disposal dump

C,
[] Camera 2

Cancel

o

Note: You can also register a radio from under the Unregistered
tab. Just select a radio and click Register:
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=
£ Reglger | _-?( D

EMDEIHEAH ‘ = Grouping 7 Auto Filter (3, Default Settings

Radio I

35 \
36

% \
52

53

54

WD Last Active Radia System

o0 o0 o oo o
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6.4.32.2 Adding TRBOnet Mobile

In addition to digital radios, you can create accounts for TRBOnet Mobile
Clients that can connect to your radio systems.

e Click Add TRBOnet Mobile.
In the TRBOnet Mobile dialog box, enter the following parameters:

TREOnet Mobile s

Gereral Logical Groups  Additional  Cameras

CRadio Namey  [5555 |
Clogne___ > [5555 |
Gassword:j |ooou. |

|

Password (repeat): | LTI

Radio 10 5555 =

CProfie: ) [TRBORst Mohile #1 v [+

Use icon: |® Portable Radios \/|

Corcel

= Radio Name
Enter a descriptive name for the Mobile Application user to display in
the Dispatch Console.

= Username
Enter the username for the Mobile Client app user.

= Password
Enter the password for the Mobile Client app user to be authenticated
by the TRBOnet system.

= Radio ID
Specify a Radio ID for the Mobile Client user. This ID is used by other
calling radios when addressing the Mobile Client user, for instance,
when making a private call or sending a text message.

= Profile
In the drop-down list, select the profile for the mobile client.

Or, click + on the right to create a profile.

Note: For directions on how to create/edit a Mobile Client
Profile, see section 6.4.17.1, Adding TRBOnet Mobile
Profile.
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6.4.32.3 Adding TRBO.SOS

In addition, you can create accounts for TRBO.SOS applications that can
connect to your radio systems.

e Click Add TRBO.SOS.
In the TRBO.SOS dialog box, enter the following parameters:

TREO.303 *
General |ogical Groups  Additional  Cameras
[zzzz |
Gug\n: D |2222 |
CPassword: ) | oooooooooo |
Password (repeat): |"onuuo |
Radio ID: 1
Chrofis: > [TRBOnet 505 #1 v+
Use icon: |® Portable Radios ~ |
Cancel

= Radio Name
Enter the descriptive name of the TRBO.SOS user to display in the
Dispatch Console.

* Login
Enter the Login that will be used by the TRBO.SOS user. Note that this
is a case-sensitive value.

= Password
Enter the password for the authentication.

= Profile
Select the location profile for the mobile client. See section 6.4.18.1,
Adding TRBO.SOS Profile.
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6.4.32.4

Adding WAVE Radio

If the WAVE 5000 Controller and/or WAVE PTX Gateway is connected, you can
add WAVE radios to your radio systems.

e Click Add WAVE 5000 or Add WAVE PTX (depending on to which WAVE
system the radio is being added).

'WAVE 5000

General ]Lngltal Gmupsl Addmnna\] SIP Cal\] Camerasl

Radio Name: |Wave 145

(Radio ID: 145 2 W(Wave ID: |145 !
P y— Eremen s T
Home Group: |F\remen |+ |
Use icon: |® Portable Radios |+ = |
Extended Device:  |None Test ‘ 2
Location Service
Location Source: |Bui|t-in GPS receiver ~ ‘

Location Profile: |(Defau|t) e ‘

Location Enabled
Telemetry Service

| +]
Text Messages Service

[ | v
Hide Advanced Settings

cancel

In addition to Radio ID, the WAVE radio has the Wave ID parameter.

Radio ID

Specify a Radio ID for the WAVE radio. This ID is used by other calling
radios when addressing the radio, for instance, when making a private
call or sending a text message.

WAVE ID

Enter the Wave ID that corresponds to the user registered in the WAVE
server's user database.
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6.4.32.5 Adding Teltonika device
You can also add Teltonika devices.
e Click Add Teltonika.
On the General tab, specify general settings for the Teltonika device:

Teltonika: tmt250 ®

General  Logical Groups  Additional Cameras

¢ Radio Name: ) [mt2s0] |
Cﬁr‘) |359633109461520 |
: :

Groﬁle: D |Te|b:|nika 250 w +|

Icon: |® Portable Radios v |

oK CTMeHa

= Radio Name
Enter a name for the Teltonika device.

= IMEI
Enter the Teltonika device’'s IMEI number.
The IMEI number is on the barcode sticker next to the serial number.
You can also see the IMEI number in Teltonika Configurator.

= Radio ID
Enter the Radio ID of the device.

= Profile
Select the profile for the Teltonika device. See section 6.4.20, Teltonika
Profile.

To see the IMEI and Teltonika Profile columns in the table of registered
devices, right-click on the table header, and from the context menu select
Column Chooser. In the list of available columns, select the column and drag it
to the desired position in the table.
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Linking Teltonika device to Radio
To link a registered Teltonika device to the radio:
¢ Right-click the desired radio in the list of registered radios and from the

drop-down menu, select Edit (or, just double-click the desired radio in the
list of radios).

File View Map Tools Help

Administration Radios [

3= Logical Groups L Unregistered
1 Radio Groups 4 Add Group | = Add Digital Radie =} Add Range | = Add TRBOnet Mobile = Add TRBO.S0S Unlink Teltonika 2|
T Device Lists Radio Name Type Radio ID MDCID User's Extension... | Radio Groups | Logical Groups
B Rados o || @® mezso Teltonika 1 o ]
< > ® Radio 235 Digital Radio 235 0 11
® 3333 TREOnet Mobile 3333 0 3333
EEE Voice Dispatch ® 444 TRBCnet Mobile 4444 0 Eaal
@® Radio 125 Dinital Radin 125 0 1
2], Location Tracking % Add Group
=l Add Digital Radio
& 30b Ticketing 2 AddRenge
=L Add TREOnet Mobile
DAL T s Tl =L Add TREO.50S
=L Add WoC Radio
[ Text Messages =l Add WAVE 5000
@ =L Add Teltonika
(& Reports E
Event Viewer =k Delete
Unlink Teltonika
73] Radio Allocation
L, Adminstraton
4[] <[ Record 50f 5 ¥ w|wi] ¢ »
[ Connected &3 B B Bh | § Administrator | 2 Licensed to: demo (Walt) (Demo License) @ Active -

¢ Inthe dialog box that opens, click the Teltonika tab.

Digital Radio: Radio 123 x

General | Logical Gruups] Additional | SIP Account | Cameras Teltonika}

Device: [mt2s0 v[#]
Location Source: |Mixed mode “ |
Positioning mode: |From radio's Location Profile | w |
From radio's Location Profile
From Teltonika Profie |

= Device
From the list, select the desired Teltonika device.

= Location Source
From the list, select the desired source of location data.

e Teltonika
Select this item to use only location data received from the Teltonika
device. In this case, location data received from the radio will be
ignored, that is, they won’t be recorded to the database and so
won’t be used in the reports.
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6.5.1
6.5.1.1

¢ Built-in GPS receiver (Radio)
Select this item to use only location data received from the radio. In
this case, location data received from the Teltonika device will be
ignored, that is, they won’t be recorded to the database and so
won't be used in the reports.

¢ Mixed mode

o

heocom
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If this item is selected, location data received from both devices will

be used.

= Positioning mode

If Mixed mode is selected from the Location Source list, select from
where the Positioning mode will be taken (radio’s Location Profile or

Teltonika Profile).

Once you have linked the Teltonika device, it will be grayed out in the list of

registered devices.

Unlinking Teltonika device from Radio

To unlink the Teltonika device from the radio:

¢ Right-click the radio in the list of registered radios and from the drop-
down menu, select Unlink Teltonika (or, just click the Unlink Teltonika
button on the toolbar when the required radio is selected in the list).

File View Map Tools Help

Administration
= roups ~ ||~ Regi Unregistered

& Add Group | = Add Digital Radio =l Add Range | =} Add TRBOnet Mobile = Add TRBO.S0S

Radio Name Type Radio ID

® Radio 235 Digital Radio 235
® 333 TREOnetMoble 3333
® » TREOnetMobile 4444

=} Add Digital Radio
=, AddRange

=l Add TRBOnet Mobile
=, Add TRBO.SOS

=l Add WoC Radio

=l Add WAVE 5000

=, Add Teltonika

5 Edit

=k Delete
0y

L% Administration

M|« « RecordSofs » wiwi <

MDCID

0
0
0
0

User’s Extension. .| Radio Groups Logical Groups 7

Unlink Teltonika | |

Voice Dispatch

[ Connected #3 B B4 By | § Administrator | [ Licensed to: demo (Walt) (Demo License)

When on the Voice Dispatch tab is selected, the dispatcher can make radio and
phone calls, send text messages to radios and phone numbers, monitor recent
calls and events, radio status, active tasks and routes and view selected map.

Radio List

View Options

The toolbar in the upper part of the Radio List pane provides buttons to change

the appearance of the list:
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oice Dispa
sl E e Y e

Radio, Dispatchers, Dispatcher Group, Radio Group, ... -

(=] 3){ Online Dispatchers (1) =

& aaministrator
() online, Indoar (0)

© () Online, GPS Fied (1)
(€3] Radio 27

=] O Online, No GPS (1)
@ Radio 235

© () ofiine (8)
(&) 4444

(%) Radio 125 5

e Click to view radios by radio list.

e Click @ to view radios by their statuses.

Yellow
A radio is online and enters the beacon coverage zone; has Indoor
positioning lock.

Note: When GPS location is available and the radio enters the
beacon coverage zone, the status will turn yellow from
green.

Blue
A radio is online; GPS data is not available.

Green

A radio is online; GPS data is available. This status is shown if the
server has received GPS data during the last 30 seconds (the time
interval is set in Location Profile > Periodic updates).

Gray
A radio is offline.

e Click to view radios by radio groups.

e Click to view radios by logical groups.

o Click ¥ , and select the radio list elements that will be displayed in the
Radio List pane.
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Voice Dispatch

SN E e A=
Radio, Dispatchers, Dispatcher Group, Radio Group, ... =
Type:

| Radio

| Dispatchers 1

| Dispatcher Group 2

| Radio Group

[ Logical Group
State:

| Online, Indoor

| Online, GPS Fixed

| Online, Mo GPS i 3

| OK | | Cancel

Click the arrow button (1).
Select the object types and the radio statuses (2) to filter radios.

heocom
SOftware

For example, you may select to display only radios and radio groups
that are online and have fixed GPS signal.

Click OK (3) to apply filter settings.

e C(Click z , and from the drop-down list, select how to sort the radios in the
Radio List (Name, Radio ID, Status).

e Click o to open the Quick Actions dialog box to specify which quick
buttons to display in the Radio List pane.

6.5 Voice Dispatch

Quick Actions

Dispatcher Buttons

7 send Message 7] Request ToTak

7] Send Push Notification 7] Private Cal

7] Phone Cal
Radio Buttons

@] Find on Map @] private Cal

7] Find on Google Earth 7] Phone / Ful-Duplex Call

7] Show Route ¥ Bend Message

(7 Show Route on Google Earth 7] Send Push Notification

7] Google Street View FIRequest ToTak

[F] set Device Location ] Disable/Enable Radie

7] Toggle Location Trigger 7] Track Radio

7] Remote Monitor 7] Check Presence
Radio Group Buttons

7] Send Message 7] Reset Location Trigger

7] Send Push Notification 7] Request To Tak
Logical Group Buttons

7 send Message [ send Push Notification

Additional Options

[¥] Use Check Box Filtering [¥] Show Status of Location Trigger
Preview:
e & User Group =
© D omy B
&[] [ Radio Group
! (#) rado1 moeve

= Dispatcher Buttons
In this group, select the quick buttons to be displayed in the Radio List

for dispatchers.
Radio Buttons

In this group, select the quick buttons to be displayed in the Radio List

for radios.
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= Radio Groups Buttons
In this group, select the quick buttons to be displayed in the Radio List
for radio groups.

= Logical Group Buttons
In this group, select the quick buttons to be displayed in the Radio List
for logical groups.

Note: For the preview, see the lower part of the Settings
dialog box.

= Additional Options

e Use Check Box Filtering
Select this option to display checkboxes next to each radio and radio
group. Selecting/clearing a checkbox will display/hide the
corresponding radio/radio group on the map.

o Show Status of Location Trigger
Select this option to display the Location trigger status for a radio in
the Radio List pane.

2 | |y Firemen

v Gray
A radio is offline.

v Blue + white dish
A radio sent ARS but didn't send GPS packets.

v" Blue + red dish
A radio sent ARS and GPS packets without GPS data, that is the
radio is out of GPS coverage.

v Green
A radio is fully online (has a GPS fix).

6.5.1.2 Quick Filter

Type in Radio ID or Radio name to filter the Radio List. Search results are
displayed in the Radio List pane:

SR s VYR g
27|
|:| Online, Indoor (0}
© () Online, GPS Fixed (1)
(_) Online, No GPS (1)
() offiine (8)
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6.5.1.3 Radio Information Tooltip

The dispatcher can see the last received radio data in the Radio information
tooltip. Select a radio in the Radio List and hover the mouse pointer over it:

R 15
@E®
Capadity Plus #1 1

Orline by AR5 2
(i) Battery: 60% 3
% OnDuty 4

Lone Worker 5

12:44 PM 12:45PM
Cty Mal ©

Accepted £A09152 7
Accepted #A09155

GPS: 7/12/2018 6:24:36 PM
Speed: 1.9km/h

Altitude: Unknown 8
Region: Mo

Latitude: 59°56'27.85" N
Longitude:  30°15'47.71"E

7 Liniya Vasil'yevskogo Ostrova,

36, Sankt-Peterburg, Russia,
199178

The following information on the radio is displayed in this tooltip:
1. The current channel/radio system the radio is on.

2. The radio status (displayed only if the Show latest note in Unit
information details option is selected in the Advanced tab of the
Options dialog).

3. The current battery level, in percent (displayed only if the radio is
equipped with an option board).

4. The User Activity list the radio is assigned to, if a User Activity task is
activated.

5. The Lone Worker policy status, if a Lone Worker task is activated.

6. The route assigned to the selected radio, if a Route Management task is
activated for the selected radio.

7. The associated job tickets.
8. The current GPS data and current location data.
9. The current location resolved to address.

While this pop-up window is open, the dispatcher can do the following:
e Click B2 to request the presence of the radio in the radio network.
e Click ==Ito send a text message to the radio.
e Click &=! to request the radio's location.

6.5.1.4 Radio Shortcut Menu
To open the radio's shortcut menu, right-click a radio in the Radio List pane:

This shortcut menu contains the following items:
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e Check Presence
Choose this menu item to send a Radio Check command. If the radio is
online and is located in the coverage area, the dispatcher will see a
message like this:

Message 1 of 1 ot

135
Repester #1; Slot #1
Checking Presence in Network

The command has been executed. 14-Nov-2016 17:49

F.adio is present in the network
Agent: Radio Networks
Radio System: Repeater #1: Slot #1 [ Peer 1002

[] Do not show this message next time Show on map.
Request Location

Close

e Private Call
Choose this menu item to initiate a Private PTT Call to the selected radio.

e Phone Call/ Full-Duplex Call
Choose this menu item to initiate a phone call (full-duplex call) to the
selected radio.

e Video Call
Choose this menu item to initiate a video call to the selected radio. Note
that this menu item is only available for TRBOnet Mobile Clients.

¢ Request to Talk
Choose this menu item to send a talk request to the selected radio.

e Request Location
Choose this menu item to request the location of the selected radio (for
radios with GPS module only).

e Send Message
Choose this menu item to send a text message to the selected radio (for
radios with display only).

= Inthe dialog box that appears, specify the radio/radio
group/dispatcher to send the text message to.

e Advanced > Remote Monitor (Open mic)
Choose this menu item to activate the radio microphone in hidden mode
(remote monitor duration - 30 sec.)

e Advanced > Change Location Update Settings
Choose this menu item to customize the Location Update settings. When
you reconnect to the Server or reassign a Location Profile to the radio,
temporary settings will be updated to the Location Profile settings.
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Change Location Update Settings X
3,3 Change Location Update Settings
102
(®) Restart location updates
(O Turn off location updates
() start location updates

[ change periodic update interval

canel

= Restart/Turn off/Start location updates
Choose which command to send to the radio.

= Change periodic update interval
Select this option and specify the new location update interval.

e Advanced > Enable Radio
Choose this menu item to enable the selected radio.

e Advanced > Disable Radio
Choose this menu item to disable the selected radio.

e Advanced > Exit from Emergency mode
Choose this menu item to cancel the Emergency mode on the selected
radio.

Note: This command is distinct from the Clear Alarm
command ("x" button on the Alarm box) which just
clears the radio's alarm status in the Dispatch Console.
Also note that this command is applicable when the
radio is used in Capacity MAX or DIMETRA Express
systems only.

e Advanced > Send Audio Record
Choose this menu item to send an audio record to the selected radio.

Record audio

Convert Text to Speech

|:_. Start ||i_| Cancel | | Load |‘|

= Click Start and start talking to the microphone.

Record audio

Convert Text to Speech

Lu Send ||L| Cancel | | Load |'|

= Click Send to send the recorded message to the radio.
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e Advanced > Send Push Notification

* You can also load your message from file, or from Saved Audio Files.

Just click the Load button.

= Or, you can send a text message converted to speech. Just click the

Convert Text to Speech link.

Convert Text to Speech

Text:

Pete, get back at work

Listen

]
=

Choose this menu item to send a push notification to the selected radio.
= In the dialog box that appears, specify the radio/radio group to send

the push notification to.

Note: This menu item appears only if the radio is a mobile
client app running on a smartphone.

Advanced > Send Coordinates To

Choose this menu item to send the coordinates of the selected radio to

selected recipients.

Send Text Message

Text: Radio 125 Latitude: 59°56'25.30" N; Longitude:

Destination: Radio 235;
Templates:

0°164764" E
Mtachments: ] Add File

Select Radios and Groups

Filter [235]

2

¥ 2 Radio 235
[ !31 Online Dispatchers

[ send copy as email
™ Send copy as SMS

[ Confirmed Group Text

Hide Advanced Options

[¥ Store and attempt to deliver if the user is offline

Cancel

= In the dialog box that appears, specify the radio/radio
group/dispatcher to send the coordinates to.

Advanced > Send Email

Choose this menu item to send an Email message to the mailbox

associated with the selected radio.
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6.5 Voice Dispatch

Advanced > Shortcut - Private Call

Choose this menu item to assign a shortcut that will be used to make a
private call to the selected radio. When the prompt appears, press the
desired key or key combination.

Hot Key X

A‘r? Click for the combination to specify
& £ the Hot Key or Esc to reset

Find on Google Earth
Choose this menu item to display the selected radio location on Google
Earth.

Show Route on Google Earth
Choose this menu item to display a route traveled by the selected radio
on Google Earth for the specified time period.

Show Route

X

Radio: 125 (Pete) hd

From: | 15-ov-2015 0:00

Ta: |<Last known location =

Led Lo Lo

Colar: [ B 105, 105, 105

Optimize Route (group all nearest points)

Cancel

Track Radio > Track in New Window
Choose this menu item to open a new Map window for the selected radio.

Track Radio > Video Tracking in New Window

Choose this menu item to open a new window with the IP camera(s) that
will track the selected radio. The camera may be associated with the
selected radio and/or with the beacon(s) when the radio enters the range
of the beacon(s).

Track Radio > Google Street View
Choose this menu item to open Google Street View with the latest
location and direction of the selected radio.

Track Radio > Yandex Street View
Choose this menu item to open Yandex Panorama with the latest location
and direction of the selected radio.

Set Location Profile
Click this menu item and select the location profile that will be associated
with the radio.

Select Status Colors
Choose this menu item to select to set individual parameters for the radio
icons.
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Status Colors *

@ Offiine
@ onne, o aps
Online, GPS Fixed @ online, GPS Fixed
Online, Indoor @ Online, Indoor
Alarm 6 Alarm

4|+
Ve

Reset

Preview

Cifline Cnline Online (GPS) Online (Beacon) Ham

® ® @ ®

oK Cancel

= In the Status Colors dialog box, you can specify icons for the statuses
of the selected radio. Select icons from the drop-down list. To set a
custom color for the radio status icon, click + and select a color in the
uniform color palette. Click the - button to delete a custom color.

= In the lower part of the dialog box, you can see the preview of the
icons.

= To set default icons for the selected radio, click the Reset button.

e Set Radio Channel > Radio Active
Select/deselect this menu item to make the selected radio active/inactive.

e Set Radio Channel > Channel
Select the radio channel over which to make calls to the selected radio.

e Cameras >
Click this menu item and select a camera associated with the radio. As a
result, a new window with the camera view will open.

e Set On Duty
Choose this menu item to assign the selected radio to the On Duty list.
See also section 6.4.5.7, User Activity (page 189).

6.5.2 PTT Boxes

The dispatcher can make voice calls from the Dispatch Console by using PTT
boxes:
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/— Control Station #1 [=g @
Channel 1
All call

Session;

Free channel

Sender:

R fTX

. /

The following options are available for the PTT box:

Click the button to make the channel the selected PTT channel.

Click the [=2] (Tone and PTT) button to start transmitting after a tone
sound.

Click the [*] (Solo) button to mute all channels except this one.

Click the =) (Mute) button to mute this channel.

Right-click on the selected PTT box to display the shortcut menu which contains
the following commands:

6.5 Voice Dispatch

Selected PTT channel
Select this menu item to make the channel the selected PTT channel.

Shortcut
Choose this menu item to assign a shortcut that will be used to transmit
on this radio channel. When the prompt appears, press the desired key.

Select External PTT
Select the external PTT device that will be associated with this PTT box.

Select External Indicator
Select the external PTT indicator that will be associated with this PTT box.

Add to New Group

Choose this menu item to add the channel/group associated with the
selected PTT box to the Patch box. When two or more channels/groups
are added to the Patch box, the dispatcher can click the Create link to
create a patch group for the selected channels/groups.

Tone and PTT

Click this menu item to start transmitting after playing a tone sound.
Mute Channel

Click to mute the selected channel.

Mute Other Channels
Click to mute all channels except the selected one.

Volume
Move the slider to specify the speaker volume level on the selected
channel/group.
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e Microphone
Move the slider to specify the microphone volume level on the selected
channel/group.

e Change Channel Settings
Click this menu item and, in the dialog box that opens specify the
recorder, player, speaker, external PTT device, etc.

Slot 1 X

Defaults
Recorder: |Defau|t j
Flayer: |Defau|t j
Speaker: |Defau|t j
Volume: = +
External PTT: |Fnotswiu:h {Footswitch PTT) j
Indicator: |_Fnotswibch (RTS) j
Theme: |Defau|t j

Cancel

e Open Voice Channel Mode
This option is available for Private PTT Boxes. If you select this mode, all
radios on the channel that are capable of receiving OVCM calls will receive
this call rather than only the designated call recipient.

Notes: The OVCM calls are available on IPSC systems only. To
use the OVCM calls, the Use NAI Voice option must be
enabled for the repeater (see section 5.12.2, Adding a
MOTOTRBO Repeater).

e Select By Radio ID Mode
Select this mode to allow making calls by entering radio IDs from the PTT
box.

¢ Recipient
Select the call recipient for the PTT box.

e Terminate Transmission
Click this menu item to terminate the current transmission.

Note: The incoming transmission can also be interrupted and
terminated by clicking the Interrupt button in the PTT

box.
(B st HE)
All call ~|

L—

Security

Sender:
@ Radsy 125
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¢ Reset
Click this menu item to reset connection to the selected channel/group.

e Minimize/Restore
Click to minimize/restore the PTT box size.

6.5.3 Voice Calls

The dispatcher can make the following types of calls:

e Private Call
This is an individual call from the Dispatch Console to a radio via the radio
channel.

o All Call
This is a call from the Dispatch Console to all radio groups registered in
the system.

e Group Call
This is a call from the Dispatch Console to a selected radio group
registered in the system.

e Intercom Call
This is a call from the Dispatch Console to other dispatchers. There are
three types of Intercom Call:

= Intercom Call to all dispatchers
= Group Intercom Call to a group of dispatchers
= Private Intercom Call to a selected dispatcher

e Phone Call
This is a call from the Dispatch Console to a selected phone number.

In addition, the dispatcher can send voice mails to offline radios.
6.5.3.1 Private calls

The dispatcher can make a call to any online radio registered in the system. To
make an individual call from the Dispatch Console to a selected radio via the
radio channel, do the following:

e Select the radio in the Radio List.

e Click the ® putton on the right.
Or:

¢ Right-click the radio in the Radio List.

e On the drop-down menu, click Private Call.
To terminate a private call, do the following:

e Click the PTT button on the PTT box.
Or:

e C(Click the 1T button in the Radio list.
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Note: You can also create a special PTT box for Private Calls. For
more details, see View > Configure PTT Boxes on page 113.

Full-Diplex calls

The dispatcher can also make full-duplex calls (phone calls) to online radios. To
make a full-duplex call from the Dispatch Console to a selected radio, do the
following:

e Select the radio in the Radio List.

e Click the A button on the right.
Or:

¢ Right-click the radio in the Radio List.

e On the drop-down menu, click Full-Duplex Call.
See also section 6.5.9, Phone Calls.

6.5.3.2 All calls

The dispatcher can make a call to all online radios registered in the system (for
example, in the case of alarm). To make a call from the Dispatch Console to all
radios registered in the system, do the following:

e From the drop-down list, select All Call.

/_D Repeater #1: Slot #2 @

All call

Firemen
Police:
Session;

Free channel

Sender:

L 1

RX JTX =

\_ o,

e Click the PTT button.
6.5.3.3 Group calls

To make a call from the Dispatch Console to a selected radio group registered
in the system, do the following:

e From the drop-down list, select a group.

(_ IP Site Connect: Slot #1 [

All call E
All call
Cleaners

Police

Free channel

RX JTX
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e Click the PTT button.

Note: You can also create a special PTT box for Group Calls. For more
details, see View > Configure PTT Boxes on page 113.

6.5.3.4 Intercom calls

The dispatcher can make calls to all dispatchers or to selected dispatchers in
the system. To make an Intercom Call to dispatchers, do the following:

e On the Intercom PTT box, from the drop-down list, select either All Call, or
a group of dispatchers, or an individual dispatcher.

Intercom IE‘

@

Free channel

@ N —

RX [ TX

. J

e Click the PTT button.

6.5.4 Predefined Voice Messages

The dispatcher can send predefined voice messages (recorded or voice
messages, or audio files) to a radio or a selected radio group:

Radio Interface

Radio Interface| Recent Cals/Events

(%) (O Raio 204
(%) (® Raio 205

& |y Firemen

Repeater #1: Slot #1 = Repeater #1: Slot #2 [« To: Selected Channels
All call - All call -
@ et @ L= N

Voice Message

(® ® 235 Basi)
(#) (D Ragio 200 Session:
B O rasor

(&) [ Rarin 202

Session

Repeater #1: Slot #2 [(aa

Recent Calls/Events
aybacl ave- rint ause lear - eload | [} Filter By Radio | = Groupiny uto Filter € ault Settings || Af Details b
Playback [zl Save~ () P P cl 1% Reload Filter By Rad| Grouping  Auto Filter (> Default Setting: Detail z
. RFID Tracker Date | Radio System | Sender | Reapient | Message | Details | Hote |
= || ® i5Nov-201615:43:5 Repeater #1:5l... Dispatcher 1 125 Private Cal: Dispatcher ‘Dispat... Members: Dispatcher 1, 125 -
] ich I Dispatcher ' be tch
Text Messages 3| 15-Nov-2016 13:28:52 235 Al Reset Geofencing Alarm
e 15N0v-2016 13:28:48 235 Al The Geofencing - Moniter Are...
E . Hr 15Nov-2016 13:28:48 235 Al Radio left alowed region My z.
| = 15-Nov-2016 13:28:48 235 Radio left allowed region My z..,

& Al dio left alowed T hd
~ | o] 4| Record1ofs7e v |m|m| 4] »
S r——

{s Recent Calls/Events | RecentCals | Request toTak || Radio State | Active Tasks | Acti || User Actvity | Map | Cameras.

127001 &3 B @ | 8 Dispatcher 1 | [ Licensed to: demo Demo License | © Active-

¢ Inthe Queued Messages panel, click the Voice Message button.
¢ In the confirmation dialog box, click Yes.
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6.5.5 Patches

6.5.5.1 Predefined Patch

The Patch function allows configuring the network to redirect calls. A
predefined Patch can be created by the administrator only (see section 6.4.3.1,
Radio Bridge) and a dispatcher cannot configure it. A predefined Patch is
displayed in the Patch panel by default. The Patch feature is intended to
combine different radio channels in a single group to make voice calls from a
dispatcher to radios and from radios to a dispatcher (for example, to connect a
dispatcher with the firemen and cleaners).

File View Map Tools Help
Voice Dispatch

Radio Interface| Telephony | RecentCalls/Events | Radios

Friday, March 13, 2020

3:24 pm

(#) Ragio 27

© () Online, No GPS (1) — — ~
@ racioz3s [Jrpsc 1: slot #1 [ [Jpsc 1: Slot #2. 7] =@
& () Offine (16) Cleaners - Allcall - @  sendmsn )
PTT PTT Confiare
Session: Sessi
Group Call Group Call Dr d Drop PTT Box |
m—— Y — !
Sender: Sender: B - =
e @ Administrator g Administrator Radio Eridge
- () TPSC 1: Slot #2

Firemen

v

Recent CallsfEvents
2 Voice Recording [ Playback [ Savﬁ"g Print | Il Pause < Clear ~ i Reload | [ Filter By Radio | = Grouping "/ Aute Filter &> Default Settings
Date | Radio System | Sender | Recpient | Message | Detais Note |
@ Reports 13Mar-20 3:24:42PM  [PSC 1:Slot #1  Administrator Cleaners Dispatcher *Administrator’ calls group ' Uriits: Administrator -
13-Mar-20 3:24:92PM IPSC 1:Slot #2  Administrator Firemen Dispatcher "Administrator’ calls group ... Units: Administrator
Event Viewer 3| 13Mar-20 3:24:24PM Server al Connection to 'TPSC 1" has been lost
13-Mar-20 3:24:21PM IPSC 1:Slot #1  Administrator Cleaners Dispatcher Administrator’ calls group " Units: Administrator
Radio Allocation 13Mar-20 3:24:21PM  IPSC 1:Slot #2  Administrator Firemen Dispatcher 'Administrator’ calls group ', Units: Administrator
13-Mar-21 3:24-11 PM (53] Rardin 235 11 Radin Radin 235" ralls arnun 11 M0N0 |Inits: Radin 235 A
[ Reora Lat 13 5[« | »
Administration . .
Recent CalsfEvents | Recent Calls | Requests ToTak || Rado State || Active Tasks | | user Actty | Map | Cameras
&) Connected &3 B B4 B} B | @ Administrstor | [ Licensed to: demo (Walt) Demo License | @ Active-

6.5.5.2 Custom Patch

The dispatcher can create a custom Patch to connect selected PTT boxes (for
example, the Emergency and Firemen radio groups). In addition, you can
connect analogue and digital radios via a Patch.

File View Map Tools Help

Voice Dispatch Radio Interface ﬂ
SRl 78 & |

o
e
e @ Online, No GPS (1) <onflaure
1

@ Radio 27

[intercom [ pispateher Group 1

X Dispatcher Group

h Free channel 7K IPSC 1: Slot #1
Pl I Create

Dispatcher Group 1

[ Firemen - Cleaners
P-I-r IPSC 1: Slot #2
— Firemen

TPSC 1: Slot #1
Cleaners

Recent Calls/Events
j Voice Recording EF) Playback [H Save“@ Print | 11 Pause < Clear v &3 Reload | ‘[ Filter By Radi ping "/ Auto Filter & Default Settings
Date |Radio System | sender |Recpient [ Message | petais Note [
@ Reports 4§ 13-Mar-20 5:26:19 PM Server Al Connection to TPSC 1' has been lost -
% 13-Mar-20 5:24:43 PM Server Al Connection to TPSC 1' has been lost
:LE‘ Event Viewer $B 13-Mar-20 5:23:22PM Server Al Connection to TPSC 1 has been lost
'E 13-Mar-20 5:21:55PM Server Al Connection to TPSC 1' has been lost
ic S 13-Mar-20 5:20:25PM Server Al Connection to TPSC 1' has been lost
Radio Allocation
B ammeon DM cewer . Crnartinn tn TPSC 1 has hasn st =
i/ ¢¢| 4| Record 1of215 > [m|m «| »
E Recent Call/Events | Recent Calls | Requests ToTalk | Radio State | Active Tasks | || User Activity | Map | Comeras
[ Connected £3 B B B} Bb | & Administistor | [ Licensed to: demo (Wat) Demo License | @ nctive~

1. In the Radio Interface pane, click the desired PTT boxes and drag and
drop them, one after another, to the empty Patch box (1).
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2. Click the Create link (2) to create a custom Patch.
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Note: Until you click the Create link, this patch will remain as
a temporary patch that will be deleted after you
reconnect to TRBOnet Server or restart TRBOnet
Dispatch Console.

As a result, the new patch will be added to the Patch panel.
= Click the Activate button (1) to activate the patch.

= (Click the checkbox on the left (2) to make the patch selected (default)
so that the external PTT button can be used to start transmission.

File View Map Tools

Voice Dispatch

[®] oniine, GPs Fixed
=] O Online, Mo GPS (1}

@ raoin27

Help

U} voice Dispatch

Radio Interface
Radio Interface

Telephony | Recent Cals/Events | Radios

&)

Intercom
E Free channel
Al Cal

Tl [

Dispatcher Group 1

E Dispatcher Group 1

Free channel 2

[EIREIICIN PN

Quick Commands

Configure

x|~

@ Location Tracking

@ Job Ticketing

[J1psc 1: slot #1
E Free channel
Clearers

Ej Route Management

B EE | Orscisit#2
E Free channel
All call

=

[

B

IPSC 1: Slot #1
Cleaners
Intercom
Dispatcher Group 1

[] Text Messages

(Dﬁrnup 11

Recent Calls/Events

ﬂ Voice Recording

@ Reports

Date
e 13-Mar-20 5:43:18 PM

Event Viewer

P 13-Mar-20 5:41:49 PM
F 13Mar-20 5:40:28 FM
F| 13-Mar-20 5:39:05PM

[ Radio Allocation

S 13Mar-20 5:37:42FM
SR 12030 53R TP

E Administration

W]« | 4| Record 10f 227

Recent CallsfEvents | Recent Cals

Radio System

m@) (D

Sender
Server
Server
Server
Server

Server

AT

Requests To Talk

Recpient

Radio State  Active Tasks

UJ

BEE) W

Message

Connection to 'IPSC 1 has been lost
Connection to 'IPSC 1 has beenlost
Connection to TPSC I has beenlost
TPSC 1 has been lost
Connection to 'IPSC 1 has beenlost

Connectior

Fannertinn b TSC 1 ks hesn et

Active Routes  User Activity ~ Map

Firemen - Cleaners
IPSC 1: Slot #2

I Playback [l Save~ | Ch Print | 11 Pause f Clear ~ '3 Reload | ‘([ Filter By Radio | = Grouping '/ Auto Filter & Default Settings

Detais Note

Cameras

3

[ Connected &3 B B B B | & Administrator | [ Licensed to: demo (Walt) Demo License

6.5.6 Quick Commands

The dispatcher can create Quick Commands (Text Messages, Send Telemetry,
Request Location, Send Voice Message, and some other commands) and
display the Quick Commands panel in the Radio Interface pane. With these
commands, the dispatcher can quickly send Text Message, Telemetry, Location
Request, Voice Message, and some other commands to a radio by clicking the
appropriate Quick Command button.

To configure the Quick Commands panel, do the following:

& Active -

e Make sure Show Quick Commands Panel (2) is selected under the View

menu.

e On the Quick Commands panel, click the Configure link (3).
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w | Map Teols Help
Show Navigation
Show Modules

ifEd|

Configure PTT Boxes...
Configure Active Calls Panel...
Customize Hot Keys..

Add Radio Interface Page...
Delete Radio Interface Page

Show Channel Selector Box

Audio Message Library...
Extended PTT Boxes
Large PTT Boxes
Medium PTT Boxes
Small PTT Boxes

ow Quick Commands Panel

Radio Interface

Firemen

- Firemen

P Cleaners

h Free channel
PTT
g Clecrers

Free channel

Recent Calk/Events

[Reora [[1 Fie [

To: Selected Channels

Voice Message

Drag and Drap FTT Bax hers to
create new group

! Recent Cal

Show Queued Messages Pandl
Show Patch Panel

Show Telephony Tab
Show Extended Messages Tab
Show Radios Tab

8 playback [ Save~ (b print | 11 Pause < # Clear + 5 Reload | [ Filter By Radio | = Grouping /' Auto Filter =

Date |Radio Syst... Sender  |Redpient | Message | Details | Note |
3 16-Nov-2016 10:22:05 Server Al Connection to Repeat... -
15MNov-2015 18:26:36  Repeater ... Dispatcher 1 Fremen  Dispatcher Dispatcher... Members: Dispatcher 1

15-Nov-2016 18:26:28  Repeater ...
15-Ngv-2016 18:26:21  Repeater ...

15Nov-2016 18:06:12  Repeater ..
| 4|« Record1ofeze v | mm[4]

Dispatcher 1 Cleaners  Dispatcher Dispatcher... Members: Dispatcher 1
Dispatcher 1 Firemen Dispatcher Dispatcher... Members: Dispatcher 1
Dispatcher 1 Cleaners  Disatcher Disoatcher... Members: Dispatcher 1

»

Recent Cals/Events  RecentCals | RequesttoTak | RadoState | ActiveTasks | ActiveRoutes | User Activity | Map | Cameras

127001 &8 B, B | 8 Dispatcher1 | [ Licensed to: demo Demo License

| @ Acive-

¢ In the Configure Quick Commands dialog box, click the Create link.

Name

Specify a name for the quick command. This name will be displayed as
the button name in the Quick Commands panel.

6.5.6.1 Send Text Message

Cuick Command

MName:

Command

Command:

Message:

[rest

ISend Text Message

IThis is a test|

~ Send to Radio Group
' Send to Radio

Recipient:

L@ 12
V@ 125
V@ 235
1@ 555
O@ 3333
ImIGEE
[1(#) 5555

Selected: 2

(2[5

(=[]
o ]

Command

From the drop-down list, select Send Text Message.

Message

Enter the text of the message.

Send to Radio
Choose this option to send a predefined text message to individual
radios registered in the system. In the Recipient box, select target

radios.
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= Send to Radio Group
Choose this option to send the text message to radio groups
registered in the system. In the Recipient box, select target groups.

6.5.6.2 Send Telemetry

Quick Command s

MName: |Test

Command

Command: ‘Send Telemetry ﬂ

VIO: VIO 1 | Command: High level -

" Send to Radio Group
f* Send to Radio

Recipient:

® 13
V@ 125
V@ 235

® 555

@ 3333

®

(%) 5555

Selected: 2

izl ffm] 7|+ =]~

= Command
From the drop-down list, select Send Telemetry.

= VIO
Specify a VIO to which to send a telemetry command.

= Command
From the drop-down list, select a telemetry command for the selected
VIO.

= Send to Radio Group
Choose this option to send the telemetry command to radio groups
registered in the system. In the Recipient box, select target groups.

= Send to Radio
Choose this option to send the telemetry command to individual radios
registered in the system. In the Recipient box, select target radios.
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6.5.6.3 Request Location

MName:

Command:

Cuick Command

|L0cah‘on of 125 and 235

Command

‘Request Location

Recipient

® 13

M@ 125
W@ 235

@ 555
® 3333
@ 2442
@ 5555

(® Radio 300

(® Rradio 333

(# radio 3562

Selected: 2

|

= Command

From the drop-down list, select Request Location.

= Recipient

Select radios to which to send a location request.

6.5.6.4 Send Voice Message

gl

MName:

Command:

Call Type
Group Call

Priority:

Quick Command

|We are on firg|

Command

‘Send Vaice Message

Load from file

_2 Record message

Play back message

Channel
(Y Capacity Plus #1

of Add % Remove

Call Target

Firemen

|Normal

= Command

From the drop-down list, select Send Voice Message.

= Load from file

Click this link and locate the audio file on your PC.

= Record Message

Click this link to record a new voice message.
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= Play back message

Click this link to play back the voice message.
Specify Call Type, Channel, and Call Target for a voice message.

Note: To send a Voice Message to a subscriber from the
phone book, click the ellipsis (...) button in the Call
Target column and select a contact from the phone
book.

Priority

From the drop-down list, select the priority with which the voice
message will be sent/queued. If this priority is higher than that of the
current transmission, which is, in turn, allowed to be interrupted, the
current transmission will be interrupted and the voice message will be
sent instead.

6.5.6.5 Send Signaling

6.5 Voice Dispatch

Cuick Command X

Mame: |5|gna| 1

Command

Command: ‘Send Signaling

Radio System: ‘Capacity’ Plus #1

Target: ‘Firemen

Lefledle] Led

Type: [custom
Freq.2 (Hz)

Duration (ms) Pause (ms)

o Add Delete MoveUp & Move Down

Cancel

Command
From the drop-down list, select Send Signaling.

Radio System
From the drop-down list, select the radio system.

Target

From the drop-down list, select the target group to which the signal
will be sent.

Type

From the drop-down list, select the signaling system type (Quick Call [,
Quick Call II, DTMF, or Custom).

If the Custom type is selected, specify the Frequency 1, Frequency 2,
Duration, and Pause for the signal to be sent.
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6.5.6.6 Send Command to Control Station

Cuick Command

MName:

Command

|Command to Control Station

Command:

‘Send command to Control Station

Control Station Command

opAdd X Delete

PINS SET OM

PING SET OM
PING SET OFF
PING PULSE

Cancel

= Command

From the drop-down list, select Send command to Control Station.

= Click Add

e Control Station
From the drop-down list, select the Swift Agent connected to
TRBOnet Server.

¢ Command

From the drop-down list, select the PIN number and its value.

6.5.6.7 Request To Talk

Quick Command

MName: |R'I'I' 1

Command

Command: ‘Request To Talk

" send to Radio Group
¥ Send to Radio

Recipient:

® 13
W@ 125

® 235

@ ss5

@ 3333

®) 444

@® 5355

® Rradio 300

e NPT
Selected: 1

|

111
4

Cancel

= Command

From the drop-down list, select Request To Talk.
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Send to Radio Group

Choose this option to send the request to talk to radio groups
registered in the system. In the Recipient box, select target groups.
Send to Radio

Choose this option to send the request to talk to individual radios
registered in the system. In the Recipient box, select target radios.

6.5.6.8 Custom Event

Command
From the drop-down list, select Custom Event.

Event ID
Specify the event ID.

6.5.6.9 Send Swift Command

6.5 Voice Dispatch

Quick Command X
Mame: |5wif‘t 1
Command
Command: ‘Send Swift Command j
Swift Command: ‘Swiﬂ: Command 1 j
n=
0=
% send to Radio Group
" Send to Radio
Recipient:
System Group
Capacity Plus #1 Firemen j
o Add 3 Delete
oK Cancel

Command
From the drop-down list, select Send Swift Command.

Swift Command
From the drop-down list, select the appropriate Swift command.
Enter the required parameters, if any.

Send to Radio Group

Choose this option to send the Swift command to radio groups
registered in the system. In the Recipient box, select target groups.
Send to Radio

Choose this option to send the Swift command to individual radios
registered in the system. In the Recipient box, select target radios.
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6.5.6.10 Send Push Notification

Cuick Command X

Name: |Send Push

Command  view
Command: |Send Push Notification j
Subject: |Inf0 E
Message: |Chet:k connection to J service

¥, Warning

{* Send to Dispatcher Group A Alarm

" Send to Radio
Recipient:

| Dispatcher Group 1
Dispatcher Group 2

gy
m]

Cancel

= Command
From the drop-down list, select Send Push Notification.

= Subject
Enter the subject of the notification. Click the button on the right, and
select the message severity (Information, Warning, or Alarm).

= Message
Enter the notification message to be displayed.

= Send to Dispatcher Group
Choose this option to send the push notification to dispatcher groups
registered in the system. In the Recipient box, select target dispatcher
groups.

= Send to Radio
Choose this option to send the push notification to individual radios
registered in the system. In the Recipient box, select target radios.

6.5.7 Pre-recorded Messages

This feature enables dispatchers to send audio messages even if the channel is
currently busy. The dispatcher records a message to be sent to a busy channel
and then TRBOnet automatically forwards this message as soon as the channel
becomes available:
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e & Online Dispatchers
£ Dispatcher 1

o & cowt =
© ) Cleaners To: Selected Channels

() Radio 200 EHC A
(#) (D Radio 201 25 ¢

eeeeee

Drag and Drop PTT Box here to
create new group

v -

= 5] Playback [l Save~ () Print || 11 Pause ¥ Clear - 'Si Reload | “\F Fitter By Radio | = Grouping |7 Auto Filter =
. RFID Tracker Date 4| Radio Syst... | Sender |Redpient | Message | petaiis | Note |
-l
Text Messages. 15-Nov-2016 18:26:23  Repeater ... Dispatcher 1 Cleaners Dispatcher ‘Dispatcher... Members: Dispatcher 1
15Nov-2015 18:26:35  Repeater... Dispatcher 1 Firemen Dispatcher ‘Dispatcher... Members: Dispatcher 1
2 Voice Recording SR 16-Hov-2016 10:22:05 Server Al Connection to Repeat.
= 4| 4| 4| Record6790F 679 ¥ [ 1|1 4| »
Eucat oy Recent Calls/Events | RecentCals | Requestto Tok | Rado State | Actve Tasks | | User Actvity | Map | Cameras |
127001 &3 B B | & Dispatcher 1 | (8 Licensed to: demo Demo License | @ Active~

To queue an audio message for delivery to the selected recipients, first record
a message by clicking the Record button. Alternatively, you can select a WAV
audio file from any storage location, or select a prerecorded message from the
library.

6.5.7.1 Select Audio File
e Click File > Open Audio File and browse for the audio file on the local PC.

[ Record [v] [+ Fie [{]

To: Selected Cl Open Audio File...
Audio Message Library

Voice Message

6.5.7.2 Audio Message Library
You can select an audio file from the Voice Message templates.
e Click File > Audio Message Library.

Saved Audio Files x

4F Add % Remove ‘ v Filter | Shortcut

| Filename | Description Severity Shortcut Visibility
Alarm Tone Alarm Hidden
»  Bobby.mp3 Information

Daigy.waw Information

Send | OK | Cancel |

e Select an audio file in the list and click OK to use this file as a queued
Voice Message.
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6.5.7.3 Record Audio File

You can record a voice message that can be sent to selected radios.

Click Record > Record audio to open the recording tool:

Record audio

Convert Text to Speech

= Click Start and start talking to the microphone.

Record audio

00:17

._,_,,L._.‘\_.._,._..1.,«.,|l|\||,1L ,}ﬁ\\ﬁ;n,‘L.-.,‘.,;.,jf._,‘\-._‘t\,,._._.____._.__..___._

Convert Text to Speech

= Click Stop to stop recording the message.

Convert Text to Speech

|u Send ||i_| Cancel | |H Save |‘|

= Click Send to send the recorded message immediately.

= (Click Save > Save as file to save the recorded file as an audio file on
the PC.

Or:

= (Click Save > Save as Saved Audio File to add the recorded file to a list
of the Saved Audio Files.

6.5.8 Activity Monitor Panel

While in this panel, the dispatcher can perform a wide range of tasks, including:

Monitoring and listening to recent calls and viewing system events
Monitoring selected radio status

Monitoring active tasks for selected radio

Monitoring active routes for selected radio

Enabling and disabling User Activity monitoring

Displaying selected map in a compact view mode

Monitoring cameras connected to Dispatch Console

6.5.8.1 Recent Calls/Events

In the Recent Calls/Events tab, the dispatcher can monitor recent Server
events, view and listen to recent calls.
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File View Map Tools Help

Voice Dispatch Radio Interface
Sl 7K Radio Interface | Telephony
=) clock X
@ [, Online Dispatchers (1) Thursday, September 30,
Administrator = 1 1 : 16
2 = - AM
() Online, Indoor ~
i ~
Onling, GPS Fixed Quick Commands (]
@ Bospetchercrowpz @@ Y[ 2 contect Diler @
© @ onne rosrs@
@ us ) Dispatcher Group 2 .
@ Radio 125 ¢
& () offine (19) Session:
Free o
('] voice Dispatch
Send
|5, Location Tracking
- i i d © @
& 30 Ticketing ecent Calls/Events - |
[ Playback (el Save~ () Print | 1 Pause ¥ Clear ~ i Reload | “[f Filter By Radio | = Grouping '/ Auto Filter || Details || [7] Show Notes [ Add Note 2]
'] Route Management Date System | Sender Note
= lBwserinem o Radio 125 =
s B2t AN CP1 Raco 125
= @ oseaiinaoam o1 Radio 125
ﬁ Voice Recording 30Sep211:12:39AM  CP1 Radio 125 Talkers: Radio
© 30Sep211L:12:11AM  Mobie . Talkers: 4444, Radio
ey @ 30Sep211:10:52AM Moblet a4 Takers:
© 305021 0STA7AM Moblel A r (00:... Takers:
Event Vi B 305ep-21 10:57:27aM CP1 Administrator Takers
& ent: Viewer 30521 10:57:20AM  CPL Administrator Talkers
B [0 30-5ep-2110:57:00 M 1ntercom  Administrator Al all: Talkers: Administrator
]:_‘ askaileaon @ 305ep-2110:56:10AM  Mobike 1 . Takkers: Radio =
= | | 4| Record2of 13 x| ¢
i) Adminstration Recent Cals Events | Requests To Tak | Radostate | ActveTasks | ActveRoutes | User Actity | Map | Cameras Y,
[ Connected @ b B B | § Acministrator | B Licensed to: demo (Walt) (Demo License) @ Active-

Voice Recording
Play back selected call(s)
e Select the voice call recording you want to play back and click the
B Playback| 1 1ton on the left of the toolbar.
The Audio player box will appear.

F8 Audic player >

Duration:
Left:

Position

[T Pausem i/ | Playersy s Open

All call from dispatcher "Administrator’ {00:03)

=]
m
i

= Click the Play button to play back the recording.
Click the Pause button to make a pause.
Click the Stop button to finish playing back the recording.
Click the Open button to select a new audio file to play back.

Note: You can play back multiple recordings in a row. Use the CTRL
and/or SHIFT keys to select multiple recordings you want to

play back. Then click the B Playback| b ytton,

Save selected call(s)

e Select the voice call recording (or multiple recordings, with the help of
CTRL/SHIFT keys) you want to save as an audio file.
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e Click Save > Save Selection as Individual Files to save selected
recordings in separate files.

Or

¢ Click Save > Save Selection as Single File to save selected recordings in a
single file.

e Inthe Save As or Browse For Folder dialog box, browse for the folder
where you want to save the file(s).

Recent Calls/Events Toolbar

% Playback (=l Saver () Print | 11 Pause <# Clear + 53 Reload | “[J Filter By Radie | = Grouping | 7 Aute Filter % Default Settings | 7 Details | [7] Show Netes [ Add Note Add Message
Click the Pause button to pause updating the Recent Calls/Events log.

Click the Clear button to clear the Recent Calls/Events log records.

Click the Reload button to reload all log records.

Click the Filter By Radio button to filter log records by a selected radio/radio
group. In the Radio List pane (the upper-left-pane of the main window), select a
radio or radio group. The Recent Calls and Events for a selected radio will only
be displayed in the Recent Calls/Events pane.

Click the Grouping button to group log records. Select the column you want to
group log records by. Drag and drop the selected column header to the
Grouping field.

Click the Auto Filter button to set a filter for the recent calls and events. You
can filter the Recent Calls/Events list by any parameter. For example, to filter
the list by a selected Sender, select the Sender column (1), and start typing the
sender name (2).

% Details ||[[7] Show Notes [ Add Note

T Auto Filter
etal

Date Desaription Details Note
o o 0 o
505ep-21 1512146 AN o
05ep-21 1512196 AN o
05ep21 15:12:40 AN o
05ep-21 1531235 AM &a
205ep-22 10558 AM o
4]« Record 0o 5 [ ¢
| Edit Filter

Recent Calls/Events | Requests TaTak | Radio State | ActiveTasks | ActiveRoutes | User Activity | Map | Cameras

Click the Default Settings button to apply default settings to all log records.
Click the Details button to see voice call participants:

Recent Calls Events g
[ Playback [l Save~|h Print | 1 Pause < Clear - i Reload | [ Filter By Radio | = Grouping "\ Auto Filter || 4 Details Show Notes | Add Note

0a System Sender Destination

Detals

30-Sep-21 111246 AM  CP1 Radio 125 2 125 called ‘27 (00:0% Takers: Radio 125
30-Sep-2111:1246AM CP1 Radio 125 11 125 called '11' (0867) Takers: Radio 125, Administrator
0Sep211uIZ0AN P Rado2s 2 Talkers: Rado 125
30-5ep21 1L1239AM  CP1 Radio 125 1 Takers: Radio 125

© 30-Sep21 LLIX1LAM  Mobie 1 244 Radio 125 Takers: 4444, Radio 125
@ 05ep211n10:52AM  Moble 1 pr Rodio 125 rakers

© 30-5ep-21 L0iSTi47AM  Mobie 1 Eaal Administrator Takers:

30-Sep-21 10:57:27AM  CP1 Administrator 22 Takers

30-Sep-21 10:57:20 AM  CP1 Administrator 11 Takers: Admi

[ 2-sep21 10:57.00 M Tntercom Administrator Al alers: Admi

© 05ep2110:55:10AM  Moble 1 Lo Radio 125 Private Cal: 4444 caled Radio 125' (00:26) Takers: Radio

|| 4] Record0of 13 »|mm| ¢

Recent CallsEvents | Requests To Takk | Radio State | Actve Tasks | Active Routes | User Actvity | Map | Cameras

Click the Show Notes button to enable the Note column. All notes added by
the administrator and dispatchers for the recent calls and events will be shown
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in the Notes column. So, you can mark recent calls and events to later find
them by notes.

Click the Add Note button to add a note for the selected recording and/or
event. The notes will be displayed in the Recent Calls/Events log if the
Show Notes button stays pressed.

Click the Add Event button to add an event to the Recent Calls/Events log.

Add User Event X
Destination: | Al j
Severity: ® Information -

Description: Test] B

= Destination
Select either All or an individual dispatcher if you want to see the
message.

= Severity
Select the severity level to inform dispatchers about the level of
importance.

= Description
Enter the event description.

= Click OK.
As a result, the event will be added to the Recent Calls/Events pane.

6.5.8.2 Recent Calls

Note: The Recent Calls tab is not displayed in the Active Monitor
panel by default. To view this tab, go to View > Additional
Tabs, and select the Recent Calls item.

On the Recent Calls tab, the dispatcher can see and configure the latest Voice
calls, including Private, Group, and Intercom calls:

Recent Calls

Types: 1 Private | 4 Group QAII Call <F Clear 7 Filter

Most Recent Call aller Call Number Actions

-] 27.04.2017 12:1 1 3 5 13888
e All call Group Call Private Call
4 L calls:1 1 2 * Calls:3 & Calls:1
S 27.06.2017 12019 27.04.2017 12:18 27.04.2017 12:18

+| 27.04.2017 12:03 235 1 13L&

Recent CallsfEvents  RecentCalls  RequestToTalk — Radio State | Active Tasks  Active Routes | User Activity Map =~ Cameras

e Click the Private button (1) to display the latest Private calls.
e Click the Group button (2) to display the latest Group calls.

e Click the All Call button (3) to display all call types, including Intercom
calls.
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In a Call Box, you can see the number of calls and the last call date and time:

&~ |Alcall
A 1L calls:1
&7 | 2014-07-07 14:02:47

Click the A button to start a Private call to the Sender-Radio (Radio is
displayed in the Sender column).

Click the ) button to mark the calls as viewed.

Click the %%/ button to clear the recent call history.

6.5.8.3 Requests To Talk

On the Requests To Talk tab, the dispatcher can see Missed Calls and Requests
To Talk:

Requests To Talk ™" |
Call Types: | @ Missed Call | fll RequestTo Talk | Wiews | [ Table 52 Tiles ¥ Clear S Grouping W/ Filter  @p Default Settings | [5b Options

First Call Waiting Time | Call Type Sender Target Queued By Last call Count
: 10-kov-20 2:19 PM 01:01 fl Request Ta Talk b Wl AAMHHUCTRATOD  AAMHHHCTRATOD 10-hov-20 2:19 PM 3 || \\5."' |||

W44 | Recorddof 1k Pebk| 4 »

Recent Calls/Events | RecentCalls | Requests ToTalk  Radio State  Active Tasks | Ackive Routes | User Activity | Map  Cameras

Call Types
e Click the Missed Call button to display Missed Calls.
¢ Click the Request to Talk button to display Requests To Talk.
View
e Click the Table button to display calls/requests in a table view.
e Click the Tiles button to display calls/requests as a set of tiles.
e C(lick the Clear button to clear all the records.

¢ Click the Filter button to set a filter for the records. You can filter the
records by any parameter. For example, to filter by the caller select the
Caller column, click in the empty row and start typing the caller name.

¢ Click the Options button to specify options related to Request to Talk:

For a description of the Request-To-Talk options, see section 6.4.14
Request To Talk.

From within the Request To Talk table, you can do the following:
e Click the : button to start a private call to the call request sender.

¢ Click the Finish ( A ) button to mark the RTT as processed and remove it
from the table.

e Click the Reject (! %)) button to reject the RTT for the dispatcher. Note
that the RTT will keep showing to other dispatchers.
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e Click the Menu (¥ ) button and from the drop-down list select one of
the following commands:

= Click the Forward (E) command to redirect the RTT to a different
dispatcher/ dispatch group.

= Click the Hide (&2) command to hide the RTT for the dispatcher for the
time period selected from the drop-down list. Note that the RTT will
keep showing to other dispatchers.

= (Click the Cancel (Q) command to reject the RTT for all dispatchers.
6.5.8.4 Radio Status

On the Radio Status tab, the dispatcher can see the log of radio statuses for

the radio selected in the Radio List pane (the upper-left-pane of the main
window):

125 (Pete) Show Notes || Add Mote | . Add Message

@a=p Date Dispatcher
EE)DS::ED'UE“ sot#2 17-Nov-2016 11:35:22
OPS. 17 NerIIE s | T Nev-2016 11:35:15 ing Alarm [GP5 Date: 17-Now-2016 11:35:15; Latitude: 59°5627. 78'N; Longitud...
peed 0.4k 17Nov-2016 11:35:15 Radio left allowed region Route 1
Alttode:  Unknown 174N0v-2016 11:35:15 Radio left alowed region Raute 1
Latitude: 599562778 16-Nov-2016 10:34:20 Radio Online
Longitude:  30°16'47.08™ 15-ov-2016 18:47:22 Radio Offine

15-Nov-2016 14:01:27 Radio Oniine

15-Nov-2016 14:00:25 Radio Online
15-Nov-2016 11:29:26 Radio Online

Recent Calls/Events | RecentCalls | RequesttoTak | Racio Status ActiveTasks | ActiveRoutes | User Activity | Map | Cameras

In the Radio Status pane, the dispatcher can do the following:

Click the Show Notes button to enable the Note column. All notes added by
the administrator and dispatchers for the radio status records will be shown in

the Notes column. So, you can mark radio status records to later find them by
notes.

Click the Add Note button to add a note for the selected radio status record.

The notes will be displayed in the Recent Calls/Events log if the Show Notes
mode enabled:

Click the Add Message button to add a message for dispatchers to the Radio
Status log.

6.5.8.5 Active Tasks

On the Active Tasks tab, the dispatcher can monitor all active tasks for the
selected radio (for example, Lone Worker, Active Routes, and other tasks).

Wl Stop | = Grouping "/ Auto Filter ©» Default Settings

Task Radio State

Lone Worker 1 125 (Pete)

12:01 12:31
Time 235 (Basil) 0.00:28:16 - Timer started.

##| ¢ | Record 10f2 b | p|p] 4

Recent Calls/Events | RecentCalls | RequesttoTalk  Radio State | Active Tasks | ActiveRoutes | User Activity | Map | Cameras

The dispatcher can manage active tasks as follows:
Click the Stop button to stop executing the selected task.
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Click the Grouping button to group the tasks. Select the column you want to
group tasks by. Drag and drop the selected column header to the Grouping

field.

Click the Auto Filter button to set a filter for the active tasks. You can filter the
tasks by any parameter. For example, to filter by selected radio select the
Radio column, and start typing the radio name.

Click the Default Settings button to apply default settings to all active tasks.

6.5.8.6 Active Routes
On the Active Routes tab, the dispatcher can monitor all active routes.

» start | 11 Pause Wl Stop | =% Edit 4 Export~ | = Grouping "7 Auto Filter (2 Default Settings
Name Route

b Route 1 00:01 1221 1221 10:00 10:40

235 (Basil) I+

17-Nov-201612:20 Paint 1 Paint 2 Cofee Fradep

4| 4| | Record 10f 1 ¥ [ 1| 4 »
Recent Calls/Events | RecentCalls | RequesttoTak | Radio State | ActiveTasks | ActiveRoutes | User Activity | Map | Cameras

The dispatcher can manually set statuses for route checkpoints. To do this,
right-click a route point and from the drop-down menu, select the desired
status.

Waiting

The checkpoint is waiting to be attended.

Attended

The checkpoint has been attended on time.

Unattended

The checkpoint hasn't been attended on time.

Alarm

The checkpoint is in Alarm mode.

Note

Click this item to add a note to the selected checkpoint. The note will be
displayed in the pop-up window that appears when hovering the mouse
pointer over the checkpoint.

6.5.8.7 User Activity
e Click the User Activity tab to monitor the activity of radio users:

7 Disable the User Activity monitering | =} Configure...

Off Duty A Time On Duty A Time User Activity 1 A[Tme

@® 111 - @ 235 13:15:01 @ 125 13:15:09
SN

(@) Readio 200

(® Radio 201

(® radio 202

(@) Radio 203

(&) Radio 204
(@ D2t e

Recent Calls/Events | RecentCalls | Requestto Tal | Radio State | Active Tasks | Active Routes | User Activity | Map | Cameras

e Click the Configure button to configure the User Activity list:
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6.5.8.8 Map

On the Map tab of the Activity Monitor panel, you can monitor location of
radios on the map and simultaneously perform all available actions in the
Radio Interface pane (make voice calls, send messages, disable and enable
selected radios, and other actions):

) G iz | Fiten @ @] @] 17 | showseacans: a1 o Ruler i\ FindonMap -y, ¢ Drawing Panel | | Route - <& Geofencing il Coverage Map || Select Map & Gongle Earth
g
4
)

s

Walt. o
235 (Basil) =
. 125 (Pete) %
Recent Calls/Events  RecentCalls ReguesttoTak RadioState ActiveTasks ActiveRoutes  User Activity Map Cameras

g
5

%
itude: 59°56'27.56"N; Longttude: 30°1631.91"E

For more details on map options, see section 6.6, Location Tracking (page 331).

6.5.8.9 Cameras

On the Cameras tab of the Activity Monitor panel, you can monitor cameras
connected to Dispatch Console.

Cameras w
i Add -

Camera 2 j

ICamera 1 j

E
04-27-2017 TP 15:22:02
Camera 02|

7-2017 4TB 15:22:02
a 01 =

1

......

Close Close

Recent Calls/Events | RecentCalls | RequestToTalk | Radio State | Active Tasks =~ Active Routes  User Activity = Map = Cameras

e Click the Add button and select a camera to be displayed on the tab.

Note: You can add up to four cameras to the Cameras tab
view.

6.5.9 Phone Calls

The Phone Connect feature allows making calls from phones to radios and vice
versa.

The phone system must be previously configured by your TRBOnet
administrator.

6.5.9.1 Phone Calls from/to Dispatch Console
To make a phone call from the Dispatch Console:
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e In the Contact Dialer box, select the Line (1), enter the phone number (2)

@ Contact Dialer 2 E‘ @

[Iret: 2400 ¥ ~
3 *ﬂ |||\ Menu || <n

Line 1 |\ Line 2 |||| Line 3 ||
‘I Line 4 |||\ Line 5 |||| Line & ||
‘I 1 |||\ 2 |||| 3 ||
‘I 4 |||\ 5 |||| 6 ||
‘I 7 |||\ 8 |||| g ||
‘I e, |||\ a |||| # ||

. J

and click the ‘L’ (3) button.

Terminate a phone call

e In the Contact Dialer box, click the |'

Select a destination from Contacts

e Inthe Contact Dialer box, click the ellipsis (...) button on the right of the
dial string.

e Inthe Call Destination dialog box that opens select the desired contact
and click Call.

Answer an incoming call

e Inthe Contact Dialer box, click the Bl (3) button.

Forward a call

(\_i‘ Contact Dialer E‘ @
[watt =
‘ ~n ”\ Menu |||| Lol ||

I Line 1 Il\ Line 2 |||| Line 3 ||

‘I Line 4 |||\ Line 5 |||| Line & ||

i ——

e Whilein a call, click Menu > Manage Call.

(\_:2 Contact Dialer E‘ @

[Tel: 2400 *

Menu ||| oY .|

Hold Call

-~n
| G
Manage Call...

- Line 4

RL) Contacts...
T
”\ 5 ||||

7 |||\ 8 ||||

i |

i

4

# || w | o || of

|||\ Q ||||

l| button.
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¢ Inthe Call dialog box that opens, select the desired contact and click
Forward.

The Forward Call dialog box opens.

Forward Call

®4444
00:11

Call in Progress

oK Conference Cancel

¢ When the second call is established, click OK.
Create a conference call and add participants

e While in a call, click Menu > Manage Call.

¢ Inthe Call dialog box that opens, click Conference.

¢ In the Conference dialog box that opens, click Add.

Confe

*

[ [ e

Telephony Telephony @
Administrator Disp 1
& &

Add Exit Close

¢ Inthe Add to Conference dialog box that opens, select the desired
contact and click Call.

Add to Conference

A” Specify text to searh

& wi Dispatchers -]
8 pispatcher @ 45
% Disp. Group | 4B Dispatcher Group 1

g o % Dispatcher Group 2
adio

Radio Group | 7~ £y
<4 Phone
L Favortt
j 7% Viadimir Gorbachev =~
call Cancel @

e When the second call is established, click OK.
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Add to Conference X

@®4444
00:14

Call in Progress

6.5.9.2 Making Phone Calls from Radios
Make a DTMF call

Note: Only 1.07.02 and higher firmware version for all radios
equipped with dialing keyboard support DTMF.

To make a DTMF call, do the following:

= Press the PTT button on a portable radio and hold it.

= While holding the PTT button, dial a phone number and press # (For
example, 0079521112233#).

= Release the PTT button. The server will automatically initiate a phone call.

Call by sending Text Message
To make a phone call, send a text message with the text PrefixN where:

e Prefix - is a short text to define the special text message (for example,

sip:);

e N -the phone number.
For example, to initiate a call to a phone subscriber "123 456 7890", the
following text message must be sent to TRBOnet Server: "sip:1234567890".
Terminate a call
To terminate the call, press the PTT button and then press # twice on the radio.

6.5.10 Video Calls

The Video Calls feature allows making video calls from Dispatch Console/Phone
user/Mobile Client user to Dispatch Console/Phone user/Mobile Client user.

Note: For how to select video call quality on Android smartphones,
see comparative test results at UL Solutions. Based on the
3DMark Wild Life test score, select video quality on a
smartphone as follows:

3DMark Wild Life score Video quality
1500+ LD (144p)
2500+ SD (480p)
4000+ HD (720p)
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6.5.10.1 Video Calls from Dispatch Console
To make a video call from the Dispatch Console:
(@ Contact Dialer M@
R

Menu -

[ g ]

- & Phone Call
Line 1
[@ videoCally, |

Hold
Manage Call..}
L)) Contacts..

. | s |

— |
3 )

Line 4

&

# [~

-

e In the Contact Dialer box, select the Line (1), select a contact (2) and click
Menu > Video Call (3).
Once the call is answered, you will see the bottom pane in the Contact Dialer

box.
/{:“ Contact Dialer @-\
| ‘ Menu “ - |
| tiner | tne2 o Lines
| Line 4 ” Line 5 ” Line & |

. J
In the bottom pane, you can click the following icons:
/{? Contact Dialer E
| | Menu ” -n |

[Funes ]| wnez ) tines |

| tned o} Lines | tines |

Radio 123

T
L —

@

i —

1. Switch the view between the local and remote cameras.
2. Share your screen with the remote participant.

3. Turn off your camera.
4. Open a pop-up window of the video call.
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Video pop-up window

B Radio 123 — m] P4

While in this window, you can use the following buttons to control the video
call:

1. Switch between the cameras of the remote participant.
Adjust the video quality (HD/SD/LD).

Adjust the delay between video and audio streams.
Share your screen with the remote participant.

Turn off/on your camera.

Turn off/on your microphone.

Terminate the call.

© N o A~ W

Close the window.

6.5.10.2 Answering an Incoming Video Call
When there is an incoming video call, click the I = | button to accept the call.

@ Contact Dialer E
e = |
I Line 1 I| Line 2 ” Line 3 |
j tined || tines | Lines
1 2 3
4 5 6
7 8 -
0 #
- J
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In the Location Tracking tab, the dispatcher can monitor selected radio
location on supported maps, open different maps in separate tabs and toggle

between map tabs:

File View Map Tools Help

Location Tracking Ma

p

(= E &KV 3 Pinercom [1]][e]
(vE [2][«][e]
L] 2] [2][«][e]

BING_ROAD

B

z 2 ¥ Al Call [2][«][@]
73 Group 30 [l[2]

7P 1: Line free

() Radio 204

S [¥] [y Firemen o
®D

Objects
b

- [ Beacons
713 Beer

~ | Ruler 4 Find on Map =

(G O 5% /iy | Filter: Q@] 7 | showBeacons: Al
% 5
- 5

2

B2 % 3@ %
- X <) %
@@ 5@ QBN 2 ooz
e ospital No:
(#) Raoio 200 Qew Fire dep H E

o

ol %
% £
% R
,féﬁ Voice Dispatch ks 9 3 Q"’"

o
@@ o
<k Location Tracking % @ - Vasil'yevskiyfsland
s

2| & [ Map Objects

[Z [ Abiding place
@ [ Fre dep
[ [3] Hospital No2.

[ [& Police department ...

£ [ Map Regions
& =7 My zone

- ¥ [ Map Routes
¥l g Route 1

@

. Walt %
@ Job Ticketing % Andrews NO =
\ 125 (Pete) S, Caifiial L P
5 100m 235 (Basil) 2 o
] Route Management b d Latiude: 59°56:23.98"N; Longitude: 301634 85'E
Recent Calls/Events (™|
\0]] RFID Tracker - — - »)
[ playback e Save« (2 Print | 10 Pause < Clear = i Reload | [ Filter By Radio | = Grouping /' Auto Filter @ Default Settings
[=] Text Messages Date Radio System | Sender Redipient Message Details Note
d" 18-Nov-2016 10:41:45  CapacityPLUS Server 235 The Route 1is finished -
17-Nov-2016 20:51:23 G PLUS 345 125 Private Call: Dispatcher '34... Members: 345, 125
ﬂ' _ (] ov- apacity! rivate Cal: Dispatcher embers:
o 17-Nov-2016 20:51:16  CapadtyPLUS 125 345 Private Call: Subscriber '125... Members: 125
° 17-Nov-2016 20:50:44  CapadtyPLUS 458 125 Private Cal: Dispatcher '45... Members: 456, 125
=] Event viewer @ 17Hov-2016 20:50:32  CapactyPLUS 456 125 Private Cal: Dispatcher '45... Members: 456, 125 v
o0 4] 4| Record 10f392 b [ ] 4 v
5] Radio Allocation Recent Calls/Events | Recent Calls | Request to Tak | Radio State | Active Tasks | Active Routes | User Activity | Beacons | Beacon Events | TagList
[@ 127001 &5 B | § 345 | [ Licensed to: demo Demo License @ Active~

The main user interface elements are as follows:
Radio List pane

2. Voice panel

3. Map panel

4. Objects panel

5. Activity Monitor panel

While in the Activity Monitor panel, the dispatcher can perform a wide

range of tasks, including:

= Monitoring and listening to recent calls and viewing system events

= Monitoring selected radio status

= Monitoring active tasks for selected radio

= Monitoring active routes for selected radio

= Enabling and disabling User Activity monitoring

= Monitor beacons and beacon events.

Objects

On the Objects panel, the dispatcher can view and enable/disable the following

objects:
e Beacons - all beacons connected to the system.

e Map Objects - all manually created map objects and predefined objects

created with the Map Drawing toolbar.
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6.6.1.1

6.6.1.2

6.6.1.3

e Map Regions - all map regions created with the Map Drawing toolbar
(use the Add Polygon tool to create a map region).

e Map Routes - all map routes created with the Map Drawing toolbar (use
the Draw Route tool to create a map route).

In addition, the dispatcher can export and import these objects (see section
6.3.4.3, Exporting/Importing Objects).

Beacons

TRBOnet Dispatch Software provides the Indoor Positioning feature to
monitor the location of radios inside a building where no GPS signal is
available. This feature requires additional hardware (the beacons spread
around the building and the option boards in radios). A radio user will be
displayed on the indoor floor plan when the radio enters the beacon coverage
area. The beacon icon on the map displays the number of radios that are
currently in the beacon coverage area.

File View Map Tools Help

Location Tracking Map |8 |<0]EB] oviects |
R & VA BING_ROAD X' scheme X| E
il [5G Tea Show Bea: Al Show Info: B
- : : : = -
© ] Firemen I 7> 1 =
s T I I \ | ¥ Beer
® ® © I Bt 2
&
) v| S ” Tea(0)] | " ‘ ) P Tea
......... montoom | [Beer O oom | \‘ Ve 1 Map Objects
_ 2 [0 [=] camera 1
(i) Voice Dispatch = ) /} = \J - | [0 [#] Hospital
I ™~ \‘ I 0 & ol
g Location Tracking =% I [ [ Map Reg
a | ‘ NN\ © T Mep Route
Wlnh'ﬁckzhnq v I an @30 111
> 36l | \ /
[ﬂ Route Management i i ! . 4
I ‘ [ Coffee (1 L =
0] RFID Tracke: X @235 i
P N /
RS i a
ﬁ ore Show: |l || 7 AutoFilter @ Default Settings
Name Description Radios Prvious Detection
(R Report= B e 08.06.2017 14:53:58
g
(& coffee 235
(ﬁ B Vi % Beer Beer tap
mmmmmmm
[_3‘ Radio Allocation Recent Cals/Events | Recent Calls | RequestToTak | Radio State || Active Tasks | Active Routes | User Activity  Beacons | BeaconEvents | TaglList
127001 &3 B | & Administrator | [28 Licensed to: demo © Adive-

Beacons are displayed on the building floor plan (1) and in the list of beacons
(2) in the Objects panel. When a radio comes into the range of a beacon, they
both are highlighted in yellow on the floor plan/map (3).

For more details on beacons, see section (page 373)

6.13, Beacons

Map Objects

The dispatcher can create custom and predefined map objects using the

Drawing Panel. The dispatcher can attach 2D or 3D floor plans for Indoor
Positioning.

For more details on creating map objects, see section 6.6.2.8, Drawing Panel
(page 335).

Map Regions

The dispatcher can create map regions that can be used for Geofencing rules.
The map Regions can be created manually on the map (click any point on the

6 TRBOnet Dispatch Console



TRBOnet Enterprise — User Manual @ Software

map to select it as a region border) or, the dispatcher can add map points by
GPS coordinates to create a region.

For more details on creating map regions, see section Draw a Polygonal Region
(page 335).
6.6.1.4 Map Routes

The dispatcher can create routes on the map that can be used for Geofencing
rules.

For more details on creating map routes, see section Draw a Route (page 339).

6.6.2 Map Tools

The Map toolbar is located in the upper part of the Map pane:

" BING_ROAD
k) o7 ~ | Fiter: | @ | @ | D \7. Show Beacons:  All v | Ruler “\ Findon Map~ 4 & Drawing Panel (A Route~ <& Geofencing ]| Coverage Map | Select Map & Google Earth
A 5 E ey
% ) %,

o
ol

-
. & % %
o . 2
oo Police 3 ¢ %
& E s % E)
ol % % s, e
% 3 S

o™

2
o \L\\x.o'
@"Vz
o3 2
A5 %

2
%

%
% ®
&

- % e u° < °
—_— %5 Cathiacin 2
g Tl Rl Lafitude: 59°56'30,58" N; Longitude: 30°16'50,72" E

6.6.2.1 Zoom in/out
e Click to zoom in a map.
e Click to zoom out a map.
6.6.2.2 Bookmarks

. CIick to put a bookmark on the map.
¢ Click Save as Bookmark to save the map region as a bookmark.

Save as Bookmark >

Name: Frince garden

Carcsl

e The dispatcher can create any number of the bookmarks. To open a
bookmark, click and select the bookmark in the list.

6.6.2.3 Default View

e Click and choose Save as Default View to save current map view as a
default view. The dispatcher can save only one default view.

To open the default view, click and choose Show Default View.

6.6.2.4 Filters
Select the filters to display radios on the map:
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6.6.2.5

6.6.2.6

6.6.2.7

- radio is online, beacons are detected;
- radio is online, GPS data is received;
@I - radio is online, no GPS data is received;

- radio is off, no GPS data is received.

All filters are enabled by default. Click the selected icon to disable selected
radios on the map.

Click the button and select the visibility of the radios having On Duty
and/or Off Duty statuses.

Click the button and select which radios to hide according to the radio
groups and/or logical groups they belong to, and the map regions they are
currently in.

Click the button to toggle showing object names on the map.

Ruler

e Click to enable the tool to measure distances on the map.

e Left-click a point on the map to start measuring. Left-click intermediate
points and see the distance displayed at the mouse pointer.

Search by Address
The dispatcher can search map objects by their address.

Note: For online maps, Internet access is required!

o Click |4 Find on Map +| and choose Address to find an address on the map.

Search by Address (BING_ROAD) X

Broadway13

18 Broadway. Tamytown, NY 10591, USA
18 Broadway. Somervile, MA 02145, USA

adway. Denver, CO 80209, USA
18 Broadway, Denver, CO 80203, USA

o Click the address in the list to display it on the map.

Search by Coordinates
You can also find an object by its exact coordinates.

. CIick|O'- S Map'| and choose Coordinates.
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¢ Inthe dialog box that opens, select a coordinate system, and enter the
coordinates.

File View Map Tools Help

QEx

- ¥ Search by Address (My Map)
© | | Firemen E ggmns
. Beer
pC = S poscver 1 v oEE—
& ® 235 A= E "My Map X|[ Floor plan %] V) (@ Tea
B 2 S ¢ ~ Filter: k Show B Al [/ Map Objects
e [} Police E RO M} s [@[E]O[B] 7 [B] show sescons | [18 Broadway, Somenvile, MA 02145, USA (5] Camera 1
- 18 Eroadway, Tamytown, NY 10591, ISA
o 18 Broadway, Lawrence, MA 01840, USA -9} [#] Hospital
(it voice Dispatch 18 Eroadway. Park Ridge, NJ 07656, USA 9 & poice
@ 18 Broadway. Amiyville, NY 11701, USA
B8 Broachvay. Taurton, 1A 02780, USA 5 Map Regions
L5, Location Tracking o . 18 Broadway, Asheville, NC 28801, LISA |7 Region 1
3 Z 18 Eroadway, Bayorme, NJ 07002, USA B vap Routes
o, S S 18 Broadway. Newpor, Rl 02840, USA
ﬁ 3J0b Ticketing s 18 Broadway. Denvile. NJ 07834, USA W e 111
S Route Management A
(122)
|| RFID Tracker
m B8 (720) 5
[] Text Messages o0 2
0 b | E
ﬁ ) Recent Calls/Events [ % |
) playback [l Save- (& Print | 11 Pause < Clear -~ '&i Reload | ) Filter B Close ils | [ Show Notes ’j‘
(8 Reports Date Rado System Sender Reapient Tessage Toetl
3% 09.06.2017 14:43:57 Server Al Connection to ‘Capadity Plus I' has been. .. il
I5] Event viewer 09.06.2017 12:43:30  Capacity Plus 1 Administrator 1 Dispatcher ‘Administrator’ calls group '11... Members: Administrator, 125
5 09.06.2017 12:40:06  Capaity Plus 1 125 11 Radio '125' calls group '11' {00:08) Members: 125
& _ 09.06.2017 12:39:55 Capadity Plus 1 Administrator 11 Dispatcher 'Administrator’ calls group '11... Members: Administrator
Administrator Police Dispatcher 'Administrator calls aroup Po... Members: Administrator

09,05,2017 12:38:34  Capacity Plus 1
| «| 4] Record 10305 ¥ | w|mi[ 4
Recent Calls/Events | RecentCalls | RequestToTalk | RadioState | Active Tasks | ActiveRoutes || User Activity | Beacons | BeaconEvents | Taglist

127001 &3 B | § Administrator | [ Licensed to: demo

6.6.2.8 Drawing Panel

. CIickLﬁDrﬂ’“‘"i"g Panel | to display the Drawing toolbar:

/" BING_ROAD

) @) % - | Fiter [ @] @®[Q]@] 7 [2 ] show Beacons: a1
I’f O OR 4G & G & R 2 cuton object- |
o. e

~ | & Ruler 4 Find on Map~ 4, || #7 Drawing Panel | Gl Route - 2

oz W‘O ”?‘7—
% 7 ® v
] % %
e . A -
N %,
; Q‘c@" Pelice 5N g %
™ 5 % %
of % o4 3
®, i3 %,
5 © % s
2
% s 49
S
%, < &
5 Fea 0] T
AT
b .
Hospital " .
= Vasil'yevskiy Island
J00m B st
‘ i Andrew's = " - "
‘%4. ‘éaf_ Gathedral ‘ Latitude: 59 $31 82" N; Longitude: 30°16'46.55" E

Draw a Polygonal Region
Draw a polygonal region manually

. CIick and choose Draw on map.
e Left-click points on the map to create the polygonal region.
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~ MAPNIK
i) (Sl 3% iy = | Filter @I QBT Show Beacons: Al ~ | & | & Drawing Panel

7O O PG O @ [E| 2 Custom Object -

Save  Cancel

Click on each cormer to draw a polygen. Right-click to delete the last placed point. When you are done, dick Save and
spedfy additional properties of the region.

N = f
Y TP RN =] e
5 Hm o Heles g L =
i PR ) I [ Latitude; 54°10'52.93" N; Longitude: 19°2353.74"
i w |

e Once finished, click the Save link.

In the Object on Map dialog box that opens, specify the following
parameters:

General tab

* Name
Specify a name for the map region.

= ID
Enter the ID of the map region.

= Description
Enter a description for the map region.

Region tab

= Color
Select a color to display the region on the map.

= Fill region area
Select this checkbox to fill in the region area on the map.

= Transparency
Specify the transparency level (in percent) for the fill color.

Logical Groups tab
= Select the Logical Groups that will be associated with the map region.
Draw a polygonal region by coordinates

e Click and choose Use coordinates.
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Create Region by Coordinates x
Latitude Longitude E ©L ] e
59,0000000)  25,0000000 Tallinn =—

58,5000000  27,0000000 ) _
58,0000000  25,0000000

Eesti
Q.
tu
70km
Lattude: 53.2827203; Longitude: 25,3437070 |,
9 add [ShEdt X Delete Sclectmap

e Click the Add link to add a point.

Set Coordinates — O X

Coordinate system: Decimal Degrees =
Coordinates

Lattude: 59.9419768 |
Longitude: 30.2874584|

= Coordinate system
From the drop-down list, select the convenient format (for example,
Decimal Degrees) for the coordinates.

= Latitude/Longitude
Enter the coordinates of the point.

= Click OK to add the point.
e Click the Edit link to edit the selected point.
¢ Click the Delete link to delete the selected point.
e Once finished editing the region's points, click the Save button.
Draw a Circular Region
Draw a circular region manually

. CIick and choose Draw on map.

~ MAPNIK
@) Gl % - |rtes [ B @]Q]@ 7 Show Beacons: || &7 Drawing Panel g

T O» ORADEGR 28] Custom Object»

ave Cancel

Click on the map to create a drde around this map location. Use the sizing handles to adjust the size.
Click to move the position of the cirde. Click Save to finish.

Radius: 1433.6m

!
Blia)3 eulL

Truso
| A

L
Metalowcow "+
= J;‘( ‘Bazantarnia
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e Click on the map to place the center of the region. Drag the sizing handles
to adjust the radius of the region. To change the center position of the
region, click another place on the map.

e Once finished, click the Save link.

In the Object on Map dialog box that opens, specify the following
parameters:

General tab

Name
Specify a name for the map region.

ID
Enter the ID of the map region.

Description
Enter a description for the map region.

Region tab

Color
Select a color to display the region on the map.

Fill area
Select this checkbox to fill in the region area on the map.

Transparency
Specify the transparency level (in percent) for the fill color.

Logical Groups tab

Select the Logical Groups that will be associated with the map region.

Draw a circular region by coordinates

e Click and choose Use coordinates.

In the Circular Region dialog box, specify the following parameters:

Circular Region — [m| X

Coordinate system: Decimal Degiees ~

Coordinates

Latituide: 59,941 60000000
Longitude: 3027930000000

R adius: 600 2| m

ok Cancel

Coordinate system
From the drop-down list, select the convenient format (for example,
Decimal Degrees) for the coordinates.

Latitude/Longitude
Enter the coordinates of the circle's center.

Radius
Enter the radius of the circle.
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Draw a Route

e Click @ and then set route points one after another by clicking on the

" MAPNIK
G G} 72 i - |ree[@][@[Q]@ 7 Show Beacons: Al - | L FindonMsp~ i [ Drawing Panel| JRoute~ <& Geofencing
7 O[C kA O G G G F 2 Custom Object
Save Cancel
Click on the map to place route waypoints . Right-cick to delete the last naypoint. When you are done, cick Save and provide additions route properties. i
T = = ¥ W i 53 7
‘ Do not place waypoints farther than 5 km apart r /‘J P
o 2 B = Ty i ‘ i
5 ) i Dabrowa /
| et ol

.4

SNl ) Kamionka

. é; | Metalowcd 4

~ i Bazantarnia
\ Stawnik
\Nasmnu . Al
/ 21 [ Rakawo 7 { i
. Dolinkg ROV
— pinka ! { RSt
[T \'Ogmdy\ f i L\ | Wi

&
i 4| Latitude: 54'10'55.64" N Longtude: 19°26'14.95™
Laszmwma\ i i e e

G

e Once you have finished drawing a route, click the Save link.

e Inthe Object on Map dialog box, specify a name and description for the
route.

e Click the Route tab.

Object on Map *

General Route  Logical Groups

Color: 0,0, 255 |
Fill area
Transparency: (90 %

Ak |4

Tolerance zone {m): |100

Carcel

= Color
Select the color in which to display the route on the map.

= Fill area
Select this checkbox to display a transparent edge around the route
line. The edge width is specified by the value of the Tolerance zone
parameter.

e Transparency
Specify the transparency, in percent, for the line edge.
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= Tolerance zone
Specify the corridor width (in meters or feet, depending on what is
chosen in Tools > Options > Advanced / Measurement system). If a
radio will pass out of this tolerance zone, the dispatcher will receive an
alarm signal.

Add a Beacon

. CIick@ and choose Position on map.
e Click on the map where you want to place a beacon.
o Click the Save link.
The Beacon properties dialog box will appear.
e On the General tab, specify the following parameters:

Beacon properties X
General  |ogical Groups  Cameras

Type: iBeacon -

Name |Cuﬁea

Major 1D: 1

Ak 4

Minor ID: 1

Description: Coffee shop at the comer

Cancel

- Type
Select the beacon type from the drop-down list.

* Name
Specify a name for the beacon.

= Major ID and Minor ID
Enter the beacon’s major and minor ID exactly as specified on the
iBeacon device.

= Description
Add a description for the beacon.

On the Logical Groups tab, select logical groups that will be associated
with the beacon.

On the Cameras tab, select the checkbox beside the camera that will be
associated with the beacon.
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Note: You can also place a beacon by specifying its coordinates. To

do this, click @ and choose Use coordinates.

Add a Point of Interest

. CIick and choose Position on map.
e Click on the map where you want to place a POL.
¢ Click the Save link.

The Object on Map dialog box will appear.

Object on Map x

Beacon Map  Logical Groups  Cameras

MName: School dep

D: 2 s

Description: Look after

Bind to PTT
System: |Capacity Plus 1 j
Group: |Fireman j
Cancel

* Name
Specify a name for the new map region.

= Description
Enter a description for the map region.

= Bind to PTT
Select this option to connect the POI to a radio group in your radio
system. Clicking the object's icon on the map will start a call on the
selected radio group.
e System
From the drop-down list, select the radio system.

e Group
From the drop-down list, select the radio group.

On the Logical Groups tab, select logical groups that will be associated
with the object.

On the Cameras tab, select the checkbox beside the camera that will be
associated with the object.
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Note: You can also place a POI by specifying its coordinates. To do
this, click and choose Use coordinates.

Note: Similarly, you can place other objects with predefined icons,
such as Warning points, Police departments, Emergence
departments, Fire departments, Houses, and Cameras. To do
this, click one of the following icons on the toolbar:

HLOB0RE

Create a Custom Object

In addition to objects with predefined icons, you can create your own objects to
be then placed on the map.

. CIick| 29 Custom Object ~| and choose Add Custom Object.

Custom Object on Map x

Name Clown's nook |

Select image

D:\Images“Popov2jpg ‘ ®

Preview

16x 16 24x 24 32x 32 43x 487

< = o2 &
0K

Advanced mode Cancsl

* Name
Specify a name for the object.

= Select image
Click the Browse button and locate the image file you want to use as an
icon for the object.

Note: You can also assign different images for different icon
sizes. Click the Advanced mode link and select images
for different sizes (16x16, 24x24, 32x32, 48x48).

After you create a custom object, the corresponding icon will appear along with
other predefined icons on the Drawing Panel.

e To delete a custom object, cIickl 29 Custom Object + and choose
Delete Custom Object.

6.6.2.9 Route

Show Route

e Click and choose Show Route.
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Show Route X

@ [ LimeGreen

V(@ 125 (Pete) I 105, 105, 105

@ 222 [ RoyaBlue

IV (@ 235 (Basi) [ Aqua

I~ & Radio 200 [0 SkyBlue

I~ (@ Racio 201 [ DarkGray

[~(@ Radio 202 [ DeepskyBlue

[~(®) Radio 203 I DariSlateBlue

[~ @ Racio 204 [vightgreen

I~ @ Radio 240 mobie: [ Lime |
g 7 |-=]-
Route Type: [static -

From:

To.

Rotte Style:

Show Events
[0 Show Canlog Everts

In the list of radios, select a radio and the color with which to display
the route for the radio.

Route Type
Select the route type, either Static or Dynamic.

Show location history for the last
If the Dynamic route type is selected, specify the time period, in hours,
for which to show the route.

From/To
If the Static route type is selected, specify the start and end dates of
the time period for which to show the route.

Route Style
Select the style in which to display the route on the map.

Merge co-located waypoints
Select this option to group all points in a 100-meter radius.

Automatic error correction

Select this option to detect and correct invalid GPS data. Click the
Configure link and select the maximum possible speed for your
vehicles.

Show Events
Select this option to display TRBOnet Server events (telemetry, alarms,
and other events).

Show CanLog Events
Select this option to display events that occurred in a vehicle (door
opening, and other events).

Export Route

You can export the routes travelled by radio users in a GPX or KML files. To do

this, after you have performed a Show Route command, click and
choose Export Route > Export to GPX file/ Export to KML file.
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Route Playback

. CIick and choose Route Playback.

Route Playback X
Rodio | Date al @PSData | Speed | Evens | |

125 224ov-2016 10:17:17 Latitude: 59°56'25.88°N; Longitude: 30°1... 0.6kmh 0 -

125 2290v-2016 10:18:17 Latitude: 59°56'25,86"N; Longitude: . [

125 229I0v-2016 10:18:47 Latitude: 59°56'25, 16"N; Longitude: [

125 22-40v-2016 10:19:17 Latitude: 59°56 25, 18™N; Longitude: 30°L... 0. 0

125 22-0v-2016 10:19:47 Lafitude: 59°56'25. 27°N; Longitude: 30°1... 0.9kmh 0

125 22Nov-2016 10:20:17 Latitude: 59°56'25. 37°N; Longitude: 30°1... 0.8kmh 0

125 22-Nov-2016 10:20:47 Latitude: 59°56'25.37N; Longitude: 30°L.. 0.8kmh 0 s
Total: 660 ﬂ

CRONCXC) et || Load
From: [12/21/2022 12:00 AM

To:  [<Lastknown location>

Ll Led

Merge co-ocated waypoints

Automatic error correction
Configure

Show Events

Show Canlog Events
9

| Radio | color
| B
[SRET [ LimeGreen
7 125 Pete) I 105, 105, 105
O |22 [ RoyalElue -
[0 235 Basi) Aqua
[ |Radio 200 [ skyBlue
[0 |Radio 201 = DarkGray ~

Select Al Unselect Al

= In the list of radios, select the radio and the color with which to display
the route for the radio.

= From/To
Specify the start and end dates of the time period for which to show
the route.

= (Click the Load button.

= Once you have loaded the route points, click the Play button to play
back the route on the map.

Map RoutePlayback X o
Rado Do & @30utn Soeed | Events
(S [][ <] PG 1-tine free a8 Thhion2016 0:1717 Labiuce: 59°5615 880 Lore: 30°L... 0.6kmh O
L ili<]le) . s 200w ; Longrde: o
2pnete el o[ s 2244072016 10019017 Lobhde: SIUSE2S. 16T, Lo o
s 22 i 2016 1061947 Lobhudes 55°5625, 277 Lot o
814_ROAD X| indoor pan_ ]| s 22 h0v2016 10:20:17 Lot 53525971 Langihde: 21 o
2 o iy | Fikes @ @|Q[@)] 7 | & OrawingPay 123 222016 102047 Lotiude: 595525 37N Longytude: 30°1. °
I o0 .
QO Q@O el e | —
[Piag]  From: [Zei7mes o0 am = e
7o [castimonn scaton |
|:is%
Rado e
) w0 vncker “ - -]
2 pint | 11 Pause < Clear = & i B e T
= o — @ | s, 05, 105
. Royse
Oipotcher 1
3 235 (osl) [==]ey
ﬂ e Renian = Rado 200 siotie
" Rado 2 E Dwiray.
£
() Reports
o seet Al Unselect Al
P
RS Ompatcher Private Call: Dispatcher Dispatcher ... Members: Dpatcher
[[9) R Anecation Recant CalsfEvents | RecentCals | Reguestto Tak | Racko State | Actve Tasks | Active Routes | User Actity | Beacors | Bescan Events | TogUst
122001 & [ | G Drpstcher 1 | [ Licensedte: derno Dema icense © Acte

6.6.2.10 Geofencing

The Geofencing feature allows controlling the location and speed of radios
relative to manually defined regions on the map.

The Geofencing monitoring consists of the manually defined regions and the
tasks. The regions specify where to apply the rules, while the tasks specify how
to apply the rules for the regions and radios.
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e On the Map toolbar, click .

The administrator can add/disable/delete the rules for Geofencing as
well as edit the currently selected rules:

e For more details on configuring Geofencing rules, see section 6.4.5.3,
Geofencing.

e To enable Geofencing rules, go to Administration, Tasks, and in the
Tasks pane, select the checkbox next to Geofencing.

6.6.2.11 Coverage Map

The Coverage Map option allows to see RSSI levels on the map.

e On the Map toolbar, click (dfl] Coverage Map|,

File View Map Tools Help

v | & Ruler | & DrawingPanel ol Coverage Map| 2
Select 5! data by pesicd [T

St Dt TS Hiow 2035 1539 -

235 B
4 tocation Tracking Al Ccotect it
Sobacry 125 (Pete)
& soh Ticketiog o 3 b |
i, B> '
o o ) . .
2+ e Hamagement % 2& o
— Recant cavents . o
) Playback ied Sover () Print | 1 Pause - Clear = 3 Reload | () Fier By Radio E
[ st Hessonss o rade s senae == o
© 2o WIG 15283 ComchPWS  Depocher 1 a5
s = .
Q S u
— 25 N
= P E
e Oipatcher 1 as Private Cal:Destcher Disacher .. Menbers: Degatcher 1, 235
“ 3 b«
5] Racio tocation Recent CatcfEvents | RecentColl | RepostioTek | Rado State | Actve Tosks | Actve Routes | Loer Actty | Bescors | Bescon Events | Taglist
£127001 & 6 | @ Dispoteher 1 | [ Licensedte: demo Demo License © Actoe

For more details on configuring the Coverage Maps, see section Coverage Map
(page 138).

6.6.2.12 Select Map

e On the Map toolbar, click .

Select Map... x
Map Type: Online maps e
Caption: \My Map|
Available Maps
Name Path State
MAPNIK oK.
CYCLE oK
TRANSPORT oK
LANDSCAPE oK
BING_ROAD oK
BING_AREA oK
BING_HYBRID oK
Add Edit Remave Cancel

= Enter the Caption of the map that will be displayed in the active tab.
= In the list of Available Maps, choose the map to be displayed.
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Note: For more details on available map types, see section
Map Types (page 127).

6.6.2.13 Google Earth
To open the Google Earth application:

e On the Map toolbar, click .

Note: Google Earth must be previously installed on the PC. To
download Google Earth, go to the Google Earth website
https://www.google.com/intl/en/earth/desktop/, and
click Download.

6.7 Job Ticketing

TRBOnet Dispatch Console provides the Job Ticketing feature - the integrated
ticketing system that allows dispatchers to create, assign, and track job tickets
through the radio network.

Note: Before using the feature, make sure that your TRBOnet
Dispatch Software license includes Job Ticketing.

e Click the Job Ticketing tab, and manage Job Tickets in the Job Ticketing
pane.

File View Map Tools Help
Job Ticketing Job Ticketing ]

R R ES

R
| | Pol
_ =k Add (F2) ~ 5 Edit (F4) &
staus 1D Text | ovs | Spedified End Time e
@ o % New  £ADOD0S Check the pipein ... 07.06.2017 15:40:00 - Mo
¥ New #A00007 Medium, Cheek the... Stus
@ Job Ticketing S
ﬁ Route Management
- sl «| <|Record 1072 » | m|m[
]| RFID Tracker Processing tasks:
Status i} v ene| e StETt TIE .. | End Time ... | Spedified
[] Text Messages + Accepted  FADDODS .. .
= Asigned  #ADODDY .. .
ﬁ Voice Recording
L5 Reports
{5 Event Viewer
|| «|Record 20F2 r | m| ] ¢ »
[@y127.001 &8 B | @ Administrator | [ Licensed to: demo. @ Active -

6.7.1 Adding Statuses for Job Ticketing

e Inthe Job Ticketing pane, click the Statuses tab to see the statuses
available for job tickets.
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Job Ticketing~ Statuses| Custom Fields | Templates 1
Zh Add| =) Edit Sk Delite

Name Action De’ription Status
New New B New

X Cancelled
Assigned Assign =+ Assigned

Cancelled Cancel
Accepted Accept + Accepted
Rejected  Reject — Rejectsd

Completed  Complete + Completed

InProgress  In Progress U InProgress

Wi # | 4 |Record4of7 | W M| 4 3

e Click the Add button to add a Job Ticket status.

Job Ticket Status x
Name [Accepted |
Description Accent
Action (CPS):. [Accept |
Status [+ Accepted [~

~ Completed
O InProgress
— Rejected B

* Name
Specify a Job Ticket status name to display in the system.

= Description
Add a description for the job ticket status.

= Action (CPS)
Enter the action name as specified in MOTOTRBO CPS.

Note: The Action (CPS) value must match the value of the
corresponding Action/Response field configured for a
radio in MOTOTRBO CPS, Job Tickets.

= Status
From the drop-down list, select the Job Ticket status (Accepted,
Completed, In Progress, or Rejected).

6.7.2 Adding Custom Fields for Job Ticketing

In addition to the default fields (Priority, Deadline, etc.), you can add custom
fields with pre-defined values to be used in tickets/ticket templates.

e Inthe Job Ticketing pane, click the Custom Fields tab to see the list of
custom fields available for job tickets.
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Job Ticketing Tsiatuse:: Custom FleldsrTemplabes ]
5 add|=b Edit Sk Delete

Name Values
Town Kotka;Hamina;Lovisa
Quality High;Low;Middle

M| 4| 4 | Record 10f2 k[ ke |kH| 4

e Click the Add button.

Job Ticket Custom Field x

Name: Town

Values
Kotka
Hamina

Loviisa

Total: 3
G Add X Delete

oK Cancel

In the Job Ticket Custom Field dialog box, specify the following:

= Name
Enter a name for the field.

= Values
Click the Add link and enter a pre-defined value for the field.

6.7.3 Creating a Job Ticket

e Inthe Job Ticketing pane, click the Job Ticketing tab to see the list of
created job tickets.

Job Ticketing T Statuses T Custom Fields rTemplabes ]

=k Add (F2)|+| 5L Edit (F4) - Assign (F5) | = Grouping "/ Auto Filter > Default Settings Status Colors il
Text Pe... |Cr... |Specified End Time Created By Prio... |C... |... |Qu...
Medium, Chedk the pi... 07... Administrator  Medi...
dium 6City %% 07 ... Administrator  Medi... ... Hgh

Wi 4| 4 |Record20f2 b b k|4
Processing tasks:

Status D oo | eer]| onn | Start Time ... | End Time .. | Specified End Time
+ Accepted FADDDOB o e
= Assigned FA0D00S S ) A R PO

W #| 4| Record 1of2 b | W || 4

e Click the Add button to create a job ticket.
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Note: To create a ticket from a template, click the arrow on
the right of the Add button to select from the available
ticket templates. For directions on how to create
templates, see section 6.7.4, Creating a Ticket Template.

Job Ticket >
Ticket 1D: [#a00000 |
Priority: Medium bl
Deadine: [21.08.2017 11:54 |

45min  +10min +30min +ihour
FPredefined Texs: | ~ (|| +|-
Text: Check the pipe

111

Variables: Priority Due Date Due Time

[] Motify on status changes
] Motify f ticket is not accepted by

[21.04.2017 11:49 |
Notfication List

Comment:

Hide Advanced Options Cancel

In the Job Ticket dialog box, specify the following parameters:
= Ticket ID
This value will be set automatically once the ticket has been created.
= Priority
From the drop-down list, select the task priority.
= Deadline

Select this option and in the box to the right, enter a due date and time
for the task.

= Predefined Texts
From the drop-down list, select a predefined text for the Job Ticket.

e Click the 3| button to edit the predefined text.

Predifined Text Editing *

Text
Check the pipeling|
Check the toll fare

Total: 2

&R Add X Delete Frioity Due Date Due Time

OK Cancel

e Click the Add link and type the text in the line that appears.
In addition, you can also add to this text:

6.7 Job Ticketing 349



neocom
software

v' Priority

Click this link to add the ticket priority to the text.
v' Due date

Click this link to add the ticket due date to the text.

v Due time
Click this link to add the ticket due time to the text.

= Text
Enter the text message in this box.

= Notify on status changes
Select this option to send notifications to Dispatchers, Email and/or
SMS groups when a Job Ticket status changes.

= Notify if ticket is not accepted by
Select this option to send notifications to dispatchers, Email and/or
SMS groups if a radio does not accept the Job Ticket at the time
specified in the box below.

= Notification List
Click this link and choose the recipients of selected notifications.

Motification List X

Dispatchers || Email | SMS || Radios || Radio Groups

Notify Dispatchers

[] Administrator
¥ Dispatcher 1

[] Dispatcher 2

0K Cancel

You can notify dispatchers with the help of notifications in the Dispatch
Console (on the Dispatchers tab, check Notify Dispatchers, and select
dispatchers), Email groups by sending Emails to dedicated Email
groups (click the Email tab, check Notify by Email, and select Email
groups) and phone users by sending SMS to dedicated SMS groups
(click the SMS tab, check Notify by SMS, and select SMS groups).

= Comment
Add a comment for the ticket.

6.7.4 Creating a Ticket Template

You can create ticket templates in advance to then use them when creating
tickets.

350 6 TRBOnet Dispatch Console



TRBOnet Enterprise — User Manual @ Software

Job Ticketing Tsmmses T Custom F\eldg/Templates]
=h Add|Zh Edit i Binding | = Default Template Delete | = Grouping "/ Aute Filter () Default Settings

Mame Priority Text Spedified End Time Comment Bin...
Towns Medium %ePRIORITY %% in %eCity %%

Cleaning Medium Do deaning in %:Town%:

| 4| 4 |Record 10f2 F | M M| 4 3

e Click the Templates tab to see the list of templates available for job
tickets.

e Click the Add button to create a ticket template.
e Inthe Job Ticket Template dialog box, fill in the desired fields, and click
OK.

Note: For information about the fields, see section 6.7.3
Creating a Job Ticket.

In addition, you can enable automatic creation of the template-based tickets by
using a scheduler. To do this, go to Create Automatically by Scheduler, click

the arrow down button and select the corresponding scheduler. Or, click + on
the right, and create a new scheduler.

6.7.5 Selecting Ticket Status Color

You can also color tickets based on their statuses.

e Click the Job Ticketing tab, and on the toolbar, click the Status Colors
button.

Job Ticketing T Statuses T Custom Fields TTemplates ]
_-:1; Add (F2) - _-} Edit (F4) - Assign (F3) = Grouping . AutoFilter :i= Status Colors

Status jin] Text M| ... | Spedified End Time vee | ver | onr | TOWN
TF New #AD0010 Medium 3&City e T T e Kotka
& New #AD00D0T Medium, Chedk ... T L [ St.Peter.

In the Select Job Status Color dialog box that opens:

Select Job Status Color X
Status Color
New - et |
Cancelled Custom | Web | System
Assigned =31 Darkkhaki R
Accepted [ Beige
Rejected [ LightGoldenrodYellow
Completed = Olive
Progress 3 Yellow

g 3 Lightyellow
T Ivary

Expiring Job Ticket B CiiveDrab

Time to complete Job Ticket {minuted == YellowGreen
B DarkOliveGreen
Color: [ Greenvellow
[ Chartreuse i

Default

0K Cancel
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e Click the arrow on the right, and from the drop-down list, pick the color

for the selected status.

6.7.6 Assigning a Job Ticket

e Select ajob ticket in the list, and click the Assign button.
Or, right-click the job ticket and choose Assign.

Job Ticketing T Statuses T Custom Fields rTemplabes ]

_-q‘; Add (F2) - _—} Edit (F4) - Assign (F3) = Grouping -'u7 Auto Filter : Default Settings Status Colors

Status | ID Text Pe... |Cr...
i New #A00007 Medit T ==
2 New £ADO0ID  Medi :

=L Edit
Cancel
Wi 4| 4| Record 10f2 » | W :g< Frdine

5
Processing tasks: =3 Create Based on..

Resend
Status D
_—} Change Status 3
+ Accepted #A00D00B
Y Add
= Assigned #A00009 =

4| 4| 4| Record 10f2 b | bk |MH| 4

Specified End Time

... | End Time

Created By Prio... |Cov |wn |Qu...
Administrator  Medi...
Administrator  Medi.... ... High
L3
... | Spedfied End Time | .ov | ves | wve | vae | wus

In the Assign Job Ticket dialog box that appears:

Assign Job Ticket

i Assign Job Ticket
-

Radia:

W@ 125
@ 235
® 3333

V@ 2344
@ 5555
(® Radio 25

Selected: 2

sl

OK

X

Cancel

e Inthe list, select a radio or multiple radios, radio group(s), or logical
group(s) to which to assign the job ticket. To switch between the Radio

List, Radio Groups, and Logical Groups, click the =" button and select

the desired list.

e Click OK to assign the ticket to the selected radio(s)/radio group(s)/logical

group(s).

As a result, the selected radio(s)/radio group(s)/logical group(s) will

receive the job ticket.
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Note: When you assign the job ticket to multiple radios and the first
radio accepts the ticket, the behavior of other radios depends
on the Job Ticketing Service type configured for these radios.
If the Text Messages type is configured for the radios, all
other radios will receive a corresponding text notification.

If the MSI Proprietary type is configured for the radios (or
Mobile Client is used as a radio), the ticket will be cancelled on
all other radios (Mobile Clients).

6.7.7 Viewing Job Ticketing Statistics

e On the main menu, select Tools, then click Job Ticketing Monitoring to
see the Job Ticketing statistic diagram:

“, =, =, = =, =, =, S K = =,
% 4 & % v % - % v %

For more details on the statistics, see Job Ticketing Monitoring.

6.7.8 Viewing Job Ticketing Reports

e Toview a job ticketing report, go to Reports (1), and select
Usage Statistics Reports (2) - Job Ticketing (3).

e On the Usage Statistics Reports pane, click the Report Settings tab, and
specify the appropriate parameters and then click Generate Report.

e Click the Job Ticketing tab to see the generated report.
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File View Map Tools Help

Usage Statistics Reports

) System Bridges
) Channel Changes
T Usage Stattis Reports

7 1: Line free
2 Group 30

=) (WEED

[ JPrivate call

[l[«]@]
[»][«][2]

M croup 10

M
g R:::i:m . Report Settngs " Job Ticketing X|
T Radio Status ENETER RN bob | P @] G

T Radio Status Summary
) User Messages and Notes
[ Radio Allocation
) Disabled Radios

Dreemery L |
T Lone Worker Activities
) JobTicketing
B Juwdoz(sca&\ o
%PRIORITY%% 07-Nov-2016 07-Nov-2018
B . #0080 N Acministrator M
ok Location Traciing ] PRIORITV = 140431 14:13:00 ministrator Meclum 5
07-Nov-2016 07-Nov-2016
. #600001  %PRIORITY% Acoepted sdministrator Medium
& so0b Ticketing ¢ 1408:58 14:49:55
I 07-Nov-2016 07-Nov-2016
£400002  %DATE% assigned |0 Lo cministrator Medium
07-Nov-2016 07-Nov-2016
D HADDOO3  TIME% Accepted ov o Administrator Medium
5] RFID Tracker 142525 15:00:35
#a00004  jkg assigned 07 MOv-2018 07-Mov-2016 Administrator Medium
[ Text Messages 15:01:59 15:17:57
HADODDS  Abc Asslgned D/ TNov-2016 U7-Mov-2016 Administrator Medium
g Voice Recording 15:18:13 15:21:07
1 4000006 123 L25{Cleaning Completed WN?V'ZMS WN?V'ZMS Administrator Medium
@ Repore -~ 1) 1%:29:19 15:35:02
- #AD0007 456 New 2;’3’“;;;“6 Administrator Medium
Event Viewer .
07-Nov-2016 07-Now-2016 07-Nov-201€
4400008 Visit mortre completed | e Acministrator Medium
Durationl: 02:19:41
fp—

Duration2: 00.00:28 _I_'I
o D

(127001 &3 B | @ Administretor | [ Licensed to: deme Demo License | @ Active~

6.8 Guard Tour / Route Management

The Guard Tour / Route Management feature allows the user to create routes
and assign them to selected radio subscribers or dispatchers.

Route Management

b start 0l Pause Ml Stop

Route Management

b Route 1 00:00

31.05.2017 14:58

/! Monitoring

b start | 5 (reate\§ Edit =}, Copy @ Export - | [k Delete | = Grouping 7' Auto Filter > Default Settings
(4-Y, Voice Dispatch Name Route

Route 1. 15:00 15:15 15:30  16:00

Testroute
5., Location Tracking & 2 & 8
@ Job Ticketing

2
Route
1

@ 'RFID Tracker

[] Text Messages

4] 4 4 | Record 10F 1k | ] 4| ]
g 'Voice Recording Active Routes
b Start | 11 Pause Wl Stop | [ Edit 40 Export~ | rouping '\ Auto Filter (@ Default Settings
@ Rerorte Name Route
= » Route 1 0000 1500 155 1530 1
e @ o @ [
31.05.2017 14:58 Coffee Hospral  Tes Police
[1] Tetemetry
1] @] <[ Record 10F 1 v | b whi] «| "
127001 g3 & | 8 Administrator | [A Licensedto: demo | @ Active-

e Click the Route Management tab (1).

6.8.1 Creating a Route

¢ Inthe Route Management pane on the right, select the Management
tab, then click the Create button (2) to create a new route.
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Route X

Name: [Route 1

Description: [restroute

Rule: [ chedipoints, strict order, stict schedue =l

Start Route.

1
Automatically by receiving

Comman d: 123 #123%
[ Automatically by re

[ Automatically by recelving Telemetry Comm:
RS

radio

[ Automatically by receiving DTMF

e

[ Autamatically by receiving Status from a rado

[ Automaticaly after al points have been attended
[ vLimit route processing time
ohom

e Name
Specify a name for the route to display in the route list.

e Description
Add a description for the route.

e Rule
Select the type of the rule from the drop-down-list:

= All checkpoints, strict order, strict schedule
Checkpoints are to be attended in the specified order, each within a
specified time range.

= All checkpoints, strict order, loose schedule
Checkpoints are to be attended in the specified order. The time for
attending each checkpoint is not limited.

= All checkpoints, loose order, loose schedule
Checkpoints can be attended in any order, each at any time.

e Click the Start/Stop Rules tab.

Start Route
Specify the rules to start the route.

= Manually by dispatcher
This option is enabled by default and cannot be edited. This option
enables the dispatcher to start the route by clicking the Start button in
the Route Management tab or in the Active Routes pane.

= Automatically by receiving Text Message from a radio
The route starts when the radio sends a specific text message to
TRBOnet Server. If you select this option, then specify the text message
the radio will send in the Message box.
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Automatically by receiving Telemetry Command from a radio

The route starts when the user presses a preconfigured button on the
radio and TRBOnet Server receives a telemetry command from the
user's radio. If you select this option, specify the VIO contact, and from
the Command drop-down list, select the signal level at which the
user's radio should send the telemetry command.

Automatically by receiving DTMF command from a radio

The route starts when the user sends a specific DTMF command to
TRBOnet Server, for instance, #114#. If you select this option, specify a
DTMF combination without the # characters in the Command box.

Automatically by receiving Status Message from a radio
The route starts when the user sends a specific Status to TRBOnet
Server, for instance, 1. If you select this option, specify the Status.

Wait for confirmation from a radio

Select this option to start the route after the TRBOnet Server receives a
confirmation from the radio. In this case, the route is assigned to the
radio or user and paused. The route will be resumed after a
confirmation is received.

Pause Route
Specify the rules to pause the route.

Resume Route
Specify the rules to resume the route.

Finish Route
Specify the rules to finish or stop the route.

Automatically after all points have been attended
Select this option so that the route is finished automatically after all
checkpoints have been attended.

Limit route processing time

Select this option, and specify the maximum allowed time in the Max.
Time box. If the time is exceeded, the route will stop automatically. All
unattended checkpoints automatically change their statuses from
'Waiting' to 'Not Attended'.

¢ In the Route dialog box, click the Route Points tab.

Reute x

Name: [Route 1

Desaription:

Rule: [ checipoints, strict order, strict scheduie =]

Start/Stop Rules Route Paints \che:kpm Statuses| Notifications | Tags | Logical Groups |

Specfied tme of day -
[ Time
200
9:30
10:00
10:90

e .| Name
%|Point 1
Peint 2
Coffee
Fire dep

© %
[ Lotitude: 59°5638.85"N; Longitude: 20°1648.13°E

200m =
GPS Points (&) Beacons [P Map Obiects

1 2 8
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= Click the GPS Points link (1) to add points to the selected map:

Select Map... x
Map Type: Online maps ~
Caption: |M¥ Map|
Available Maps

Name Path State
MAPNIK oK
CYCLE oK
TRAMNSPORT oK
LANDSCAPE oK
BING_R.OAD OK
BING_AREA 0K
BING_HYERID oK
Add Remove Cancel

= Select the map. For more details on map types, see section Map Types
(page 127).

= C(Click the Create link or double-click a selected point on the map to
create a new route point:

Point properties X
Name: [Bank
Location [Fatitude: 53°56'35.20; Longitude: 30°164... ~|
Radius: 10 =] meters
I Intermediate way point (not served)
Time 15:00 =
Time delta: 5 =] minutes

* Name
Specify a name for new point to display on the map.

= Location
This box displays the current GPS coordinates of new point.

= Radius
Specify the radius within which to consider the point as attended.

= Intermediate way point (not served)
Select this option to exclude the point from being used as a
checkpoint.

= Time
Specify the time the point is to be attended at.

= Time delta
Specify the time accuracy to attend the point.

= Click OK to add the new point.
= Click the Beacons link (2) to add a beacon as a checkpoint.
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Note: To enable the Indoor feature, make sure your license
includes Indoor Positioning (see section 5.1 License
Information on page 11) and Indoor Service is selected
in the list of available services (see section 5.12.1
Services on page 32).

Route x

Name: [Route 1
Desaiption: [rest route
Ruies [ checiponts, strict order, stict schedule =l
Start/Stop Rules Route Points | chedipoint Statuses | Notiications | Tags | Logical Groups|
i@Beer Time: [specified time of day |
(B coffee Name Time
WTea Point 1 9:00

Point 2 9:30

Coffee 10:00

Fire dep 10:40

B0

[E8 S Points (2 Beacons R Map Objects 4 Creste [ShEdit 3 Delete

Click the Create link and then click a beacon in the list.

Point properties

Ham [coffee
Beacon: @ coffee =l
Radiss: [ =] met
I Intermediate way point (not served)
Time: [0 %]
Time delta: s 2] minutes
==

= Click the Map Objects link to add a map object as a checkpoint.

Rou

ite

X

Name: [Route 1
Description: [Test route
Rue: [ checipoints, strict order, strict schedule

Start/Stop Rules Route Points \che:kpmm Statuses | Notifications | Tags | Logical Groups |

| Abiding place Time: [specified time of day |
BFire cep Name Time.
[#]Hospital No2 Point L 9:00
Police departmentiNo 1 Point 2 53
Coffee 10:00
Frecen
[[@epsponts (@ Beacons [ map obiects A create Shedt X pelete

= Click the Create link and then click an object in the list.

Name: [Fire dep
Map Object:  |[E Fre dep
Radius: 0 =] meters

I Intermediate way point (not served)
Time: 10:40

5 =] minutes

Time delta:

¢ In the Route dialog box, click the Checkpoint Statuses tab.
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Rou

te

Name: [Route 1

Description: [Test route

Rule: [A checkoomnts, sirict order, strict schedui =l

Start/Stop Rules | Route Points Checkpeint Statuses | Notificatons | Tags | Logical Groups

Set status to Attended:

€ When radio enters the pointarea

Message:

[ Automatically by receiving DTMF command from a radio

[ Autematically by receivin 9 Status from a radio
Statuses that can be set by dispatcher:  |Waiting, Attended, U... ~
Set status to Alarm:
[] Automatically by receiving Text Message from a radio
[ Automatically by receiving Telemetry Command from a radio
g Any event ~

Automatically by recelving DTMF command fiom a radie

Commang d: 5 #58

Automatically by receiving Emergency from a radio

Emg. Type:  [Emergency Alarm
[ Autematically by receivin 9 Status from a radio

e Set status to Attended
Select this option so that TRBOnet Server will change the checkpoint
status to 'Attended' based on the information from the radio.

= When the radio enters the point area
Choose this option so that the radio detects the closest beacon and
sends location data to TRBOnet Server. The respective checkpoint
changes its status to 'Attended ' automatically.

= By condition when the radio is in the point area

o

heocom
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If this option is chosen, the radio sends a preconfigured command to
TRBOnNet Server. The last detected checkpoint changes its status to
'Attended ' by this command. Configure the preferred command(s):

e Automatically by receiving Text Message from a radio
Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific text message from
the radio. If you select this option, then specify the text message the
radio will send in the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific telemetry
command from the radio. If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal
level at which the user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific DTMF command
from the radio, for instance, #11#. If you select this option, specify a
DTMF combination without the # characters in the Command box.
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e Automatically by receiving Status Message from a radio
Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific Status from the
radio. If you select this option, specify the Status.

e Statuses that can be set by dispatcher
Select this option to allow the Dispatch Control operator to manually
change the status of checkpoints in the Active Routes panel.
In the drop-down list, select the checkpoint statuses to be available for
the operator: Waiting, Attended, Unattended, and Alarm.

e Set status to Alarm
Select this option to allow the radio to set an alarm on the attended
checkpoint. Configure the command(s) that can set the checkpoint status
to 'Alarm’.

= Automatically by receiving Text Message from a radio
Select this option to set the point to alarm mode after the dispatcher
receives a specific text message from the radio. If you select this
option, then specify the text message the radio will send in the
Message box.

= Automatically by receiving Telemetry Command from a radio
Select this option to set the point to alarm mode after the dispatcher
receives a specific telemetry command from the radio. If you select this
option, specify the VIO contact, and from the Command drop-down
list, select the signal level at which the user's radio should send the
telemetry command.

= Automatically by receiving DTMF command from a radio
Select this option to set the point to alarm mode after the dispatcher
receives a specific DTMF command from the radio. If you select this
option, specify a DTMF combination without the # characters in the
Command box.

= Automatically by receiving Emergency from a radio
Select this option to set the point to alarm mode after the dispatcher
receives an Emergency from the radio.

e Emg. Type
Select the Emergency type from the drop-down list.
= Automatically by receiving Status Message from a radio
Select this option to set the point to alarm mode after the dispatcher

receives a specific Status from the radio. If you select this option,
specify the Status.

e In the Route dialog box, click the Notifications tab to manage
notifications to a radio.
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Name: [Route 1

Description: [Test route

Rule: [a1 checkpoints, strict arder, stict schedule |

Start/Stop Rules | Route Points | Checkpoint Statuses NoHAcat57 | rags | Looical Groups |

You can use variables in fext message:
{Routenvame}, (Poitvame), (PointTime}, (NextPointame}, {VextPointTime}

[¥ send a Text Message on route assign to radie

Text Message: [Assign {Routename)

[¥ Send a Text Message on route start

Text Message: [start Routeriame}

[V Send a Text Message on route suspend

Text Message: [he {Routename} is suspended

[ send a Text Message on route resume

Text Message; [The RouteName} is resumed

[¥ send a Text Message on route finish

Text Message; [The {Routeniame} is finished

[V Send a Text Message when approaching attendance time

Time before attendance: |5 =] minutes

Text Message: [Serve (Pointriame) at PointTime}

[¥ Send a Text Message after point is attended

Text Message;

is served. Nextis {NextPointMame} at {NextPointTme}

For the last point:

[¥ send a Text Message if point is not attended

Text Message; [The ¢eoi

¥ Send a Text Message if point

Text Message: [t

Note: To enable an option, select the checkbox. The Text
Message boxes already include text. If necessary,
replace the text with your own text, using variables as
placeholders that will be substituted with actual data.

Send a Text Message on route assign

Select this option to inform a radio holder that the route is assigned to.

Send a Text Message on route start
Select this option to inform a radio holder that the route started.

Send a Text Message on route suspend
Select this option to inform a radio holder that the route is suspended.

Send a Text Message on route resume
Select this option to inform a radio holder that the route is resumed.

Send a Text Message on route finish
Select this option to inform a radio holder that the route is finished.

Send a Text Message when approaching attendance time

Select this option to inform a radio holder that the next checkpoint is
expected in the time interval specified in the Time before attendance
box. This message is only available for routes with the specified
attendance time.

Send a Text Message after point is attended
Select this option to confirm attending a checkpoint.

Send a Text Message if point is not attended

Select this option to notify a radio holder if the point was not attended.

Send a Text Message if point is in alarm mode
Select this option to notify radio holder if the pointis in alarm mode.

In the Route dialog box, click the Logical Groups tab.
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Routs X
Name: [Route 1
Desaripton: [restroute
Rule: IAH checkpoints, strict order, strict schedule =l
Start/Stop Rules | Route Points | Checkpoint Statuses | Notifications | Tags Logical Groups
Name | Description
=HI& Cleaning
i Wil Cleaning 1 Cleaning in Department 1
[l Cleaning 2
=0 security Groups for Security
L B
[l Seaurity 2

I Assign Logical Groups to a radio when the route starts

= Select a logical group(s) in the list of available groups.

= Assign Logical Groups to a radio when the route starts
Select this checkbox so that when the route is assigned to a radio, the
selected logical group(s) will automatically be assigned to the radio.

Note: For more information about logical groups, see section
6.4.29, Logical Groups (page 276).

e Click OK to save settings.
The new route is now added to the route list (1):

6.8.2 Starting a Route

File View Map Tools Help

Route Management Route Management &

b start 1l Pause Ml Stop

: aroup 10 o]
b Route 1 00:07 —L (][] [o] BB crouo 11 [1][«][e]
rou

] B Jewate cal BEE

235
31.05.2017 14:58

3 ShrtH =L Create =} Edit =}, Copy 4 Export - | [k Delete | = Grouping 7' Auto Filter @ Default Settings

1Y) Voice Dispatch Name Route
Route 1 15:00 15:15 15:30  16:00
Test e
Location Tracking e 2L G H
# Job Ticketing
@ RFID Tracker
[ Text Messages
4] 4] 4 | Record 10F 1k | mi] 4| »
g Voice Recording Active Routes
b start | 11 Pause Wl stop |5 Edit 40 Export~ | = Grouping "7 Auto Filter > Default Settings
C@ e Neme Route
= J Route 1 00:07 1500 1515 1530  16:00
Evuilvi!wzr 235 @ e R
31.05.2017 14:58 Coffee Hospital  Tea Poiice
E Telemetry
1] 4] 4 | Record 10F 1k | mi] 4] »
127001 &3 & | B Administrator | [A Licensed to: demo | @ active-

e Click the Start button (2) to start the route:
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Start Route X
Mame: |Rouhe 1
Start Date: [14-0ct-2015 10:58 =
Route: |Rouhe 1 j
Create Route | Modify |
Radio: @ 125 (Pete) 125 |
Radio Owner: | j
Dispatcher: Jiail j

In the Start Route dialog box, specify the following parameters:

= Name
Enter a name for the route to be started. This name will be displayed in
the Active Routes pane.

= Start Date
Select a date to start the route on.

= Route
From the drop-down list, select the route to start. Click the Create
Route button to create a new route based on the selected route. Click
the Modify button to modify selected route parameters.

= Radio
From the drop-down list, select the radio to assign the route to.

= Radio Owner
From the drop-down list, select the Users to assign the route to.

Note: Select only one of the two (Radio or Radio Owner) to
prevent an incorrect route.

= Dispatcher
From the drop-down list, select the dispatcher to monitor the route.
= Click OK to start the route.

The active route appears (1) in the Active Routes panel.

File View Map Tools Help

Route Management Route Management

b start 1l Pause Ml Stop

b Route 1 00:37

235
31.05.2017 14:58

b start | =, Creste =) Edit =y Copy @) Export~ | [k Delete | = Grouping "/ Auto Filter  Default Settings

(L) voice Dispatch Name Route
Route 1 1500 1515 1530 1600
. _ Test oute
@lmﬁmlmm Cofes Mamptl  Tes P
!ﬁ‘ Job Ticketing
Route Management
g]l RFID Tracker

estiscuses

| 4| 4| Record 1of 1+ |||«
ﬁ Voice Recording Active Routes

¥ start | 11 Pays€ Ml stop | =) Edit @ Export~ | = Grouping "/ Auto Filter € Default Settings

C‘% et Name Route
. b Route 1 0:37 1508 1515 1530 1600
Event Viewer 235 I & &

31.05.2017 14:58 Coffeeyy  Hespital Tea Poice
— AN

2 3

73] Radio Allocation

44 44| < | record 1of 1k [m|mi] 4 »
[ 127001 &3 B | 8 Administrator | 28 Licensed to: demo @ Active -
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If a route point is attended in time, it is displayed in green (2)
If a route point is not attended in time, it is displayed in red (3).

For more operations with checkpoints, see section 6.5.8.6, Active Routes
(page 324).

6.8.3 Tracing Active Route on Map

e In the Route Management pane, click the Monitoring tab (1).

File View Map Tools Help
b Start Il Pause [l Stop lanagement” Monitoring
o o Fitter FIE% Show Beacons: Al
. Ll =
O ) &

v | & Ruler (4 FindonMap~ 2
5 2

b Route 2 00:28 [
12 2 O

5 O
05.06.2017 16:26 -
b Route 1 00:23 | fonoman
235 N1

05.06.2017 16:31

(1Y) voice Dispatch

% Location Tracking

@ Job Ticketing

Route Management

@ RFID Tracker

[] Text Messages

=

e L En
- N _4 i 20.
Event Viewer Il Pause M stop | = Edit @ Export~
Name Route

713 Radio Atlocation b Route 1 00:23 1631 1651 16:00 17:00
G i Hospital Tea Police: Coffee.

Administration 05.06.2017 16:31 P
[@127.001 &9 & | 8 Administrator | [ Licensed to: demo @ Active-

e Inthe upper-left pane, select the route (2) to be traced on the map.

6.8.4 Stopping a Route

Depending on the route configuration settings, a route/guard tour can be
stopped automatically:

e by acommand sent from the radio;
e when all checkpoints are attended;
e when the route time is elapsed.

To manually stop the route:

¢ Click the Stop button to stop the route. Once the route is stopped, it will
disappear from the Active Routes panel.

After the route is stopped, the checkpoint statuses cannot be modified neither
automatically, nor manually.
6.8.5 Generating Route Reports

The administrator can generate reports on the finished routes.

e Click the Reports (1) tab, and in the Reports pane select Common
reports > Completed Routes (2):
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File View Mop Tools Help

-IF) Lone Worker Activites "
) cAN Graphics (Branteace  [][<][2]]

T CAN Messoges
) 2ob Ticketing 2

) Job Status Chenge; [CJregular GeROUP [J&roup 20 [<«[@]
g Job Ticket Assignpfents [JGroup 22 [2][[2]
B Full Movement Details =

Seaurity reports
T secuity repor Report Settings
) Management

[ Indoor reports Completed Routes
) Movement Details v
Saved Profiles: ot defined— -
< >
Y, Voice Dispatch Select data by period:

Start Date: 10/10/2016 12:00 AM =] [
@ Locaios Frackia, End Date: <Maximum date> <] [

& 20b e Filter:

Radios [“otdefned— =]
Route Management Logical Groups ot defined— S

Radio ID (e.0. 22,33,40-55,88):

User: ot defined— -

[] Text Messages

ﬁ Voice Recording
Dispatcher ot defined— -
CE Route Name:
Bl
5] Event viewer I Show routes with exceptions onl
) p ly
\l' Frint detailed data
73] Radio Allocation 1
@ - _ Generate Repart Save Report Profile Delete Report Profile
Administration

[ Connectes 3 B B | § Administrator | [ Licensed to; demo Demo License | @ Active-

6.9 Text Messages

In the Text Messages tab, the dispatcher can review and send text messages to
other dispatchers, individual radio subscribers and radio groups:

File View Map Tools Help

Text Messages Text Messages

=) & Online Dispatchers (1)

8 Dispatener 1
O online, Indoor (0)

© () Online, GPS Fixed (2)

" Simple | Extended
¥ Clear (£ Reload || % inbox | sent

The Point 1is not served Py

() ® 235 Basi) 18-ov-2016 14:05:10 Sent from Server to 125
. The Point 2is not served

21-t0v-2016 11:08:18 Sent from Server to 125

{1k voice Dispatch The Point 1is served
21-440v-2016 11:08:18 Sent from Server to 125
2L Location Tracking The Point 215 served
[21-0ov-2016 12:30:04 Sent from Server to 125
w Job Ticketing The Route 1is finished e
22-400-2016 17:20:44 Sent from Server to 125
Route M Call 5678: Cannot detect channe! to execute this operation
22-40v-2016 17:21:03 Sent from Server to 125
@ e Call 5678: Cannot detect channel to execute this operation

22-1ov-2016 17:21:15 Sent from Server to 125
Call 5678: Cannot detect channel to execute this operation

[] Text Messages

22-Nov-2016 17:21:30 Sent from Server to 125
2l SA7R: Cannat datart channe

"annnd annel tn mven e thic nneration he
ﬁ' ciesRecontag Recipient: 7, | 125 (pete) | 3 Send | ] Attach File
pete, youre [
G‘e Reports
Event Viewer
113
(127001 &3 B | @ Dispotcher 1 | [ Licensed to: demo Demo License | @ active~

1. Radio List
displays dispatchers and radio subscribers available for text
communication.

Note: Radios must be equipped with a display to receive Text
Messages.

2. Text Messages panel
displays the latest messages transmitted via a radio channel.

3. New Message panel
provides you with text sending options.
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4. Calls Panel in compact mode
allows making voice calls.

6.9.1 Sending Text Messages

The dispatcher can send a text message to:
e Selected Radio
e Selected Radio Group

e Selected Logical Group

e Selected Dispatcher

e All Online Dispatchers or a group of dispatchers
The dispatcher can send a text message to selected subscribers from:

e New Message panel
e Radio List

6.9.1.1 New Message panel

e In the New Message panel, click the ellipsis (...) button.

¢ Inthe Select Destination dialog box, select the radio, radio group or

File View Map Tools Help

Text Messages Text Messages &
© [ Fremen
®Om
@ ®REEGED) Q /" simple | Extended
202 j | Select Destination X
) @® 235 @asi) 1 ~
()L 18-N|
(L0 Radio 200 1 [ onine Dspatchers -
- " Group1
E‘g Voice Dispatch 21| 'ﬁ
1 | Cleaners
porenen ]
/2., Location Tracking 7144 [t polce
EiRES)
ﬂ. Tt 214 |2 125 (Pete)
T3 22
e 224 |2 235 @asi)
€ |2 Rado200
- b2y |® Radio 201
b |&
@ R racker ¢ |2 Radio202
| 2 Radio 203
22N y ;I
[ Text Messages ¢ | Rado20q
@ voice Recording 21 Cancel
v
Reports 2
@ - Destination: * |Firemen v EX send | I Attach File
,— [Shack = 1on fire
Event Viewer
[ 1] Tetemetry
106

(127001 &3 B | @ Dispatcher 1 | [ Licensed to: demo Demo License

dispatcher and click OK.
e Type the text message you want to send.

¢ Click the Attach File button if you want to attach a file to the message

Note: The size of a text message is restricted to 125

characters.

being sent.
¢ Click the Send button.
The text message will be displayed in the Text Messages panel.

| @ Active~
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The message details highlighted in red indicates that the message recipient is
offline and the message will be delivered as soon as the recipient gets back

online again.

The message details in gray indicate that the message has been delivered.

6.9.1.2 Radio List

e On the Radio List, right-click the radio/radio group/dispatcher you want

to send a text message to, and choose Send Message.

e I‘“W’ -
- [ Send Message...
B

h
" Advanced 3
PO e
— Specify Status Colors...
&2y —MmMMM
— VIO1: High level
H®:2 i~

VIO Hink lewvel

e Inthe Send Text Message dialog box that appears, specify the following

6.9 Text Messages

parameters:

Send Text Message X

Destination: | Firemen; Online Dispatchers; |

Templates: | v | E}

Text Shack # 1is on fire|

Mtachments: I Add File

Select Radios and Groups

Fitter: | 2

] # Cleaners -
1 # Dorf
@ & Firemen a
@] & oniine Dispatchers
1§ asdf
= b -
I send copy as email
[ send copy as SMS
Iv Store and attempt to deliver if the user is offiine
™ Confirmed Group Text

Hide Advanced Options SEND Cancel

Destination
This box displays the destination of the message.

In the Text box, type the message text. You can also insert a template
text from the Templates list box. Note that the size of a text message
is restricted to 125 characters.

In the Destination list, add recipients of the text message by selecting
radios/radio groups/logical groups/dispatchers.

Store and attempt to deliver if the user is offline
Select this option to store the message on the server if a radio is
offline, and to send it as soon as the radio becomes online.
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Note: The storage time is setin TRBOnet Server's Advanced
Settings > Text Message Passive timeout (Unlimited,
by default).

= (Click Send.

6.9.2 Extended Messages

The Extended Messages service is a special function allowing users to
send/receive detailed preconfigured templates containing necessary
information.

This service was created especially for clients who need to use more detailed
and structured messages in their work. If the standard messages are not
enough to contain all the information you need to send, you may use the
Extended Messages service. Also note that an extended message can only be
viewed on a Dispatch Console.

6.9.2.1 Send Extended Text Message to a Radio

File [View | Map Tools Help

Text Messages

® O Radio 240m
E‘Eﬁ Voice Dispatch b Send to Radio |
~
@ Location Tracking
New Fom
ﬁ Job Ticketing 5
Route Management 3
r v
QI RFID Tracker 3
1 =) u o
= | — [ Playback |l Save~ () Print Pause < Clear
Date we oo |oe | Mes... |Detals | N...
ﬁ —— 4 [ 21Nov-2016 10:13:21  C... 235 Al AIC... Mem... -
(7 21Nov-2016 11:13:12  C... 125 Al AIC... Mem...
n [ 21Nov-2016 11:13:08  C... 125 Al AIC... Mem...
Event Viewer Y
: o 21Nov-2016 11:08:18  C.. 5. 125 The
Eﬂ Inbox (0) = 2100v-2016 11:08:18  C... 5. 125 The
73] Radio Allocation T -
o S 2102015 10:56:55 235 Al Rese
$e 21-N0v-2016 10:56:42 235 Al The ..,
Administration N it e - =
@ flew Hessage... || <| record1ofe1z »|wlmi«
[ 127001 &8 & | § Administrator | [ Licensed to: demo Demo License @ Active -

e Click the Text Messages tab (1).
e Click the View menu, and select Show Extended Messages Tab (2).

e Inthe Text Messages pane, click the Extended tab (3), and New
message (4).
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- CrE
| sendtorado |
New Form X
~
\ et [ ]
O Grow 1
v
< >
[ Playback [ Save~ (&) Print | 11 Pause < Clear =
Date Me... De... ... Ext.Note
(B 01Nov-2016 13:48:37  1vv v v DiSues Mewns -
(B 01Nov-2016 13:48:37  .vv v v Diss Meww
[ 01-Nov-2016 13:48:34 Al Al Me...
[ 01-Nov-2016 13:48:27 Al Al Me...
Inbox (0) [ 01-Nov-2016 13:48:23 .. Al Al M.,
= (2 01Nov-2016 13:48:19 v Al Al e
[ 01-Nov-2016 13:48:15 Al Al Me...
[ P P - hd
flew Message... i] 4] «| Record 10F9 » 1| m] 4 »

e Select the template in the list (1). For instructions on how to create
templates, see section 6.4.21.1, Templates for Extended Messages.

e From the drop-down list (2), select the radio to which to send the
extended message.

e Click Send to Radio (3) to send the extended message to the selected
radio.

6.10 Voice Recording

On the Voice Recording tab, the dispatcher can display the list of voice calls
recordings according to certain criteria, listen to the voice recordings and save

them to a file.

File View Msp Tooks Help
Voice Recording ic
B P

Time Range:

su sy 21 200 <] |-

ens Gwamm o> 7] |-

e Click the Voice Recording tab (1).

e Inthe Voice Recording panel, specify the criteria according to which you
want to display call recordings, and click Load Data (2).

¢ Inthe right pane, you will see the list of calls according to the criteria you
have specified.

e To play back a recording, select it in the list and click Playback (3).
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Note: For more actions available in the Voice Recording panel, see
section 6.5.8.1, Recent Calls/Events, Voice Recording.

6.11 Reports

The Reports tool provides you with various printing forms with monitored radio
network activity data.

e Click the Reports tab.

Fie View Map Tools Help

Usage Statistics Reports
~ || Revort settings |

Usage Statistics Reports

6.11.1 Report Types

TRBOnNet Dispatch Console supports the following report types:

¢ General Information
These reports contain general information on the radio systems
registered in TRBOnet.

e Current Reports
These reports contain current information on the radio systems
registered in TRBOnet.

e System Reports
These reports contain system information on the radio systems
registered in TRBOnNet.

e Usage Statistics Reports
These reports provide information on various activities that occurred in
the radio systems during a specified time range. The reported
information may include information about Messages, Radio Statuses,
User Events and Notes, Allocated Radios, Disabled Radios, Job Ticketing,
Completed Routes etc.

e Location History
These reports contain movement details for GPS and Indoor Positioning,
for a selected time period.

e Security Reports
These reports contain information related to security issues that may
affect the radio systems connected to TRBOnet.
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e Data Export
This report contains information on extended notes in the messages. The
report can be generated in XLS or XML format.

6.11.2 Main Report Parameters
To generate a report, go to Reports section and select a report type you want
to generate.
When generating a report, you might need to specify the parameters listed
below:
Time Range

e Start

The date from which to start the report.
e End

The date on which to end the report.

Filter Content

e Message Type
Select available message types from the drop-down list (All Messages,
Talk Sessions, Text Messages, and other message types).

e Radio System

In the drop-down list, select the system(s) to include in a report.
e Radio

In the drop-down list, select the radio(s) to include in a report.
e Radio Group

In the drop-down list, select the radio group(s) to include in a report.
e Logical Group

In the drop-down list, select the logical group(s) to include in a report.
e Dispatcher

In the drop-down list, select the dispatcher(s) to include in a report.
e RadioID

Enter the Radio ID or multiple Radio IDs.

e Find Text
Enter the text to filter by.

6.11.3 Common Command Buttons

Below are the buttons common for all reports that you generate:

e Generate Report
Click this button to generate a report according to the selected report
settings.

e Save Report Profile
Click this button to save the current report settings as a report profile.
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o Delete Report Profile
Click this button to delete the currently selected report profile.

6.12 Radio Allocation

The radio can be assigned to a selected employee registered in the system.

All available radios are disabled and an employee will need to type in a
username and password to take and enable the selected radio. When an
employee returns the allocated radio, it gets disabled again.

e Click the Radio Allocation tab (1) to assign radios to users:

File View Map Tools Help

Radio Allocation

BE s &R 7 [ @

Radio Allocation

7 1: Line free [+][@] ) P rrtercom

G0

(][] [@] 8 ¥ a0 cat [0][«][@]

2 Group 10 [2][<d[e]
[1][+][2]

2 Group 20
[Jprivate call

7)) 125 Pete) “
(®) O 222 =
(® ® 235 @asin «|

Group

{41, Voice Dispatch Fremen, Police

Firemen

@ Location Tracking

Firemen, Police

eeeeee

@ Job Ticketing
Route Management
@ RFID Tracker

[ Text Messages

ﬁ Voice Recording
@ Reports
Event Viewer

[Elnminuumt-- - 1

@Mnﬁ'stmﬁm
W] 4| Record 2079 b [ [ [ ¢

[l Take/Retumn Radie| =%, Add Missing Data~| = Grouping '\ Auto Fiter > Default Settings

REE) (EEE] [1][«][e]

Vehicle Make Plate Number Drivers

3

[ 127001 & B | ¥ Administrator | [ Licensed to: demo Demo License

@ Active~

e Select the radio in the list and click the Take/Return Radio button (2):

Take Radie X
Radio: 125
User: |Pebe j
Password: | “““ +

I Take Radio

Cancel

Radio
This box displays the selected radio.

User

From the drop-down list, select the user to allocate the radio to.

Password

Enter the password for the selected user.

Note: For more details on user access to Allocation Console,
see section 6.4.28 Users (page 272).

e Click the Take Radio button to assign the radio to the selected user.
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You can also add required allocation data by clicking the Add Missing Data
button (3) and selecting either Manually or From File from the drop-down

menu.

Note: If you select From File, the CSV file must contain 4
fields: Radio ID, User's display name, Date/Time taken,

Date/Time returned. For example,
1,John,2024-04-27 12:00,2024-04-27 16:00
2,Tim,2024-04-27 12:00,2024-04-27 16:00

In addition, the administrator can generate reports on the allocated radios.

6.13

6.13 Beacons

e Click the Reports (1) tab, and in the Reports pane, select
Usage Statistics Reports > Radio Allocation (2):

File View Map Tools Help

Reports Usage Statistics Reports
<
ges =
eeeeeeeeeeee
M3 PsC 1: Slot =2
~
Radio Allocation Saved Profies: |-Not defined— -
2 This report contains information on the allocated radios (radio, user, time the radio was taken/retumed) within the specified time range.
v
Time Range:
1. Voice Dispatch
From: 23-Sep-19 12:00 AM -
@ tion Tracking o <Maximum date> -
Filter:
& 10b Ticketing Radio: ot defined— -
LogealGroup:  [otdefned— <]
L:] Route Management
Radio ID (e.g. 22,33,40-55,88):
[] Text Messages
User: ot defined— -
3 seens el <o
i Growp by: ey rad
= e raup by: y radios
2] Radio Allocation
= T
@ Administration
< >
[ Connected &3 B4 B B4 B | 8 Administrator | [ Licensed to: demo Demo License @ Activer

TRBOnNet Dispatch Console provides the Indoor Positioning feature to monitor
the location of radios inside a building where GPS signals are not present. The
feature requires additional hardware (beacons located around the building and
Bluetooth modules/option boards installed in radios).

Note: To enable the Indoor Location Tracking feature, your license
must include Indoor Positioning (see section 5.1, License
Information) and Indoor Service is selected in the list of
available services (see section 5.12.1, Services).

A radio unit will be displayed on the indoor floor plan at the beacon location as
soon as the radio enters the beacon's coverage area.

If the Show last known indoor locations of online radios option is selected in
Tools > Options > Map, online radios will remain displayed at the beacon
location after they left the beacon's coverage area and have not yet detected
another beacon.
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Hovering over the beacon icon on the map will provide a count of the number
of radios (mobile devices) that are currently in this beacon's coverage area (for
example, Room 1(3) - there are 3 radios in Room 1).

In addition, you can view devices that were last seen near the beacon. Right-
click the beacon on the map and, on the shortcut menu that appears, choose
Show Nearby Devices. As a result, you will see the list of devices that were last
seen near this beacon and have not yet detected another beacon. If you select
the lower checkbox, this list won't contain last seen devices that have already

sent a new GPS fix.

Devices listed below were last seen near this beacon. They have not sent a new
| location fix yet.

| Device
@ Radio 55535

® 7777

Last seen
17.06.2022 16:38:25
17.06.2022 14:21:34

|
|
‘ [ Remove from the list if a device sends a new GPS fix

Last updated: 17.06.2022 17.23.38 J

6.13.1 Adding a Floorplan
Click the Location Tracking tab (1), then click Map (2) and choose Open New

Map in Tab:

B TREOnet Enterprise 5.2 / Dispatch Console

File

Locatior. Tracking

B =/

©/]_ Firemen
2 ®® 125
®® 23

<Q

2
2

coy

ElE

¥ [ Beacons
¥ (@) Beer

i) (@ coffee
LF@Tea

3] [ Map Object

][] Camera 1
] [#] Hospital

¥ D paice

[0 [ Map Regions

- [ Map Route:

LJge 111

uto Filter

Petaiis
lembers: 235
lembers: 125

[ paice =1~

L2 veice Dispateh iz o e [@[@[O]@)] 7 [@] show Beacons: | Drawing Panel

Select Map.. x
/2., Location Tracking 1

Map Type: Beacon2D \

icketing o
G oo cotors | \
Avaiable Maps
Route Management
Name Path state
0] RFID Tracker
[ vext Messages
yrr——
(@ Reports Recent Calls/Events |
— [ Playback [ Sav
Event Viewer DEE 1 /
09.06.2017 10:35:
Add Remove oK Cancel
“5] Radio Allocation 09.06.2017 10:38: [ ]
1t 4] «| Record 10F289 ¥ | w4

E Al Recent Cals/E... RecentCals | RequestToTak | Radio State | ActiveTasks | Active Routes | User Activity | Beacons | Beacon Events | TagList

ts

<

™

b

[@127.00.1 &5 B | 8 Administrator | [ Licensed to: demo

Map Type

@ Active =

From the drop-down list, select 'Beacon 2D’ to enable 2D floor plan, or
'Beacon 3D' to enable 3D floor plan (3).

6.13.1.1

Floor Plan Toolbar

Click Add (4), and browse for the required map on your PC.
Click OK (5) to add the map.

The Floor Plan pane's toolbar is located in the upper part of the Floor Plan

pane:
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6.13 Beacons

Zone E
Training Room

2MAw Iy

. Zoom in/out

Click the Zoom buttons to zoom in/out the floor plan.

. Default View

Click the arrow beside and choose Save as Default View to save
current floor plan as a default view. The dispatcher can save only one
default view.

To open the default view, click the arrow beside and choose Show
Default View.

. Set Location

Click the Set Location button to manually set a beacon on the floor plan.

. Available beacons drop-down list

Select a beacon from the list and click the Set Location button to put the
selected beacon on the floor plan. If you are going to add a beacon, select
'New Beacon' from the drop-down list and click the Set Location button
to add a beacon to the floor plan.

. Show Beacons

The dispatcher can select which beacon types to display on the floor plan.
= All - all beacons are displayed on the map.

= With Radios - beacons with attached radios are displayed on the map.
= Without Radios - beacons without radios are displayed on the map.

= In Alarm - beacons in Alarm mode are displayed on the map.

* No - all beacons are hidden on the map.

. Show Info

From the drop-down list, select which information to display for beacons.

. Images

From the drop-down list, select an image size for beacon icons.

. Route

= Click Route > Show Route to display a route traveled by the radio for
the selected time period.
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Show Route X
Radio: 125 (Pete) R
From: | 15-Nov-2016 0:00 ~|
To: |<Last known location = ﬂ
Calor: [ B 105, 105, 105 ~|

Optimize Route (group all nearest points)

Cancel

e Radio
Select the radio to display the route for.

e From/To
Specify the time period to show the route for.

e Color
Select a color to display the route with.

e Click OK to show the route for the selected radio.
= Click Route > Play Back Route.

Playback Route X
Radio Beacon State
Radio 240 mobile 21-Nov-2016 15:16:48 Detected
Radic 240 mobile Tea 21-Mov-2016 15:16:54 Detected
Radio 240 mobile Coffee 21-Mov-2016 15:16:54 Lost
Radio 240 mobile Tea 21-Nov-2016 15:16:58 Lost
Radio 240 mobile Beer 21-Mov-2016 15:17:03 Detected
OJONOXC, toad
From:  [21-Nov-2015 0:00 ~|
To: |<Last known location: j
[] Radio 201 ~
|| Radio 202
|| Radio 203
|| Radio 204
[w| Radio 240 mobile 3
[ walt =
Select Al Unselect All

e Select the time period to request data for.

e Select the radio(s) to request data for. Click Select All to display
history for all radios registered in the system. Click Clear All to
cancel radio selection.

¢ Click Load to load the history.

9. Overview
Click this button to view the entire floor plan.

10. Select Map
Click this button to change the map displayed in the current tab.

6 TRBOnet Dispatch Console



TRBOnet Enterprise — User Manual

6.13.2 Adding a Beacon to the Floor Plan
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e Click the Set Location button (1) and then click on the map to point the

location of a physical beacon on the floor.
e Inthe dialog box that appears (2), specify the beacon properties.

File View Map Tools Help

ssssss - eacons
. » o 7 & eer
L OREI = es offee
H@®2s B \‘\__ @
o B Batie = - ral Logical Groups Cameras 2 I (25 Map Objects
° Camera 1
(1)) Voice Dispatch Type: (Beacon ~ 7 [#] Hospital
Name, [cofies ] ZEeol
221, Location Tracking I (5 Map Regi
Major ID: 1 ¥ [ Map Routes
& 10 Ticketing Winor D ! Bowu
| Descrption: Coffes shop (2nd floor)
’ Route Management
|0]] RFID Trackes
[] Text Messages x|
1
ﬁ Voice Recording n Area
- J E
@ Reports Recent Calls/Events g
- B Playback [ Save- & Print Filter ’j‘
Excot emer Date Radio 5| Is
09.06.2017 10:3%:00  Capadit| Jers: 235 B
f?! Radio Allocation 09.06.2017 10:38:54  Capadit| Cancel ers: 125 .
| w| 4] Record1oF23 b W] »
E P s, RecentCals/E.. RecentCalls RequestToTalk RadioState ActiveTasks ActiveRoutes  User Activity Beacons BeaconEvents  TagList
127001 &3 B | 8 Administrator | (28 Licensed to: demo | © Active-

= Type

Select the beacon type from the drop-down list (K-Term or iBeacon).

* Name
Specify a name for the beacon.

= Major ID and Minor ID

Enter the beacon’s major and minor ID exactly as specified on the

iBeacon device.
Or, if a K-Term beacon is being added:
= BeaconID
Enter the beacon’s ID exactly as specified on the K-Term device.

= Description
Add a description for the beacon.

6.13.3 Editing Beacon Parameters

6.13 Beacons

e Select a beacon in the Objects panel and double-click to edit its
parameters.
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e Inthe Beacon properties dialog box that appears, edit the desired
properties.

Note: For more details on K-Term beacons, see the following
article at https://trbonet.com/kb/how-to-find-out-a-

beacon-id/.

6.13.4 Unregistered Beacons

If the radio detects an unregistered beacon, this beacon will appear in the
Unregistered Beacons folder at the top of the Objects pane.

C—
&

LJ -0 & Unreglshered Beacons
i ficg!

@Jm |57 Bea Configure geofencing

- Mep Show all objects on the map
-l [ Map
&+ [ Map Hide all objects on map

Add Beacon

¥ Delete object
#f' Properties

r

To add an unregistered beacon to the Dispatch Console, right-click it and
choose Add Beacon on the shortcut menu.
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7 TRBOnet Web Console

TRBOnet Web Console is a special online application. It is an extension for
TRBOnet Dispatch Software which allows dispatchers to get access to the
system via a Web browser. The Web Console is the best solution for carriers,
operators and systems with a huge number of users.

This application allows you to monitor your system without any special
software installed on your computer.

7.1 Installing Web Console

e Click Start>Control Panel>Programs and Features.
e C(lick the Turn Windows features on or off link.

« ~ 4 [@ » ControlPanel » All Control Panel ltems > Programs and Features v @ | SearchProgramsand Features 2

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
Q@ Tun stures on or

oft Organize ~  Uninstall/Change - @

Install a prograth from the =

network Name Publisher Installed On  Size &
B4/ TRBONet Enterprise 5.1 Neocom Seftware 21-0¢t-2016 510
(D TRBORet. Watch 2.3 Neocom Seftware 02-Sep-2016 1
€ Unity Web Player Unity Technologies ApS 25-Aug-20. 124
& Unlocker 19.2 Cedrick Collemb 09-Dec-2015
[Evisual Microsoft Corporation 23-Nov-20.., 47,
= Windo e, In n.. Goegle, Inc 22-Dec-2015
% Windows Driver Package - Motorola Solutions, Inc. (f... Metorela Solutions, Inc. 18-Nov-20.
& Windows Driver Package - Motorola Solutions, Ine. N... - Matorola Solutions, Inc. 18-Nov-20..
& Windows Driver Package - Nokia pecsmefd LegacyDr... Nokia 25-Aug-20.
& WinPcap4.1.3 Riverbed Technology, Inc. 12-Sep-2016
M Wireshark 2.2.0 (64-bit) The Wireshark developer comm... 15-Sep-2016 17
[E knView 233 Gougelet Pierre-e 07-Sep-2015 16
(@ Cryoxa aeromeruseckoro obnosnenns nporpanm Mail Ru 12-Sep-2016
Gllermp IS ypoit (Micros.. Maiikpocodt (Mic..  25-Nov-20.. 373
{5 Aaikoeoit naket Microsoft Visual Studio 2010 Tools 2. Microsoft Corporation 03-Nov-20.. My
< >

% Motorola Solutions, Inc. Product version:  12/16/2013 03.06.00.00

<

e Inthe Windows Features dialog box, expand Internet Information
Services:

= Expand Web Management Tools and make sure that
IIS Management Console is selected.

= Go to World Wide Web Services>Application Development Features
and make sure all of them are selected.

= In addition, expand Common HTTP Features and make sure that
Static Content is selected.
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[l Windows Features - o X

Turn Windows features on or off (7}

To tum a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is tumed on.
= [ | Internet Information Services -
m O] FTP Server
£ 8] | WebManagement Tools
@ O | 1156 Management Compatibility
115 Management Consale
[ 1IS Management Scripts and Tools
O | 1S Management Service
£ @] | World Wide Web Services

= (4 Application Development Features
NET Bxtensibility 3.5
JNET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASPNET4T
cel
ISAPI Extensians
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= [E Common HTTP Features
Default Documen it
O | Directory Browsing
[0 HTTP Errers
0O  HrTe Red\re(tm‘r/
Static Content
[ | WebDAV Publishing v

Cancel

e Restart your PC.
e Click Start>All Programs>Accessories>Command Prompt.

e For 32-bit systems:
Go to This PC>Local Disk (C: )> Windows > Microsoft.NET > Framework
>v4.0.30319/aspnet_regiis.

For 64-bit systems:
Go to This PC>Local Disk (C: )> Windows > Microsoft.NET >
Frameworké64 > v4.0.30319/aspnet_regiis.

e Drag the aspnet_regiis file into the Command Prompt then press the
space bar and add the -i key. Then press the Enter key:
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e Go to Control Panel > Administrative Tools.

e Double-click the Internet Information Services (IIS) Manager shortcut
and double-click ISAPI and CGI Restrictions.

3 lntemet Information Services (15) Manager 0o x
‘ IR = 8-
etp
Connections ) Actions
€ 50142 Home
- "_WMZU“ISVMMMPI\M Filter: . G Show All | Groupby: Ares - Manage Server
~~~~~~ -~
P -
4 n z
3 i e 8 0 .
Nt N MO NET MTTast Apphcation Comection
Awthorizat. Compition | Pages  Gebuimtion  Lewh  Seongs  Stings
E ] 2 & =
o o )
Machine ey Pagecand  Providers  Session State SMTR E-mi
Gontols °
w o -

Configurstion: localhost spphcstiontiost.cantig

e Copy the Web Site archive WebConsole to Computer > Local Disc (C: )
>inetpub to create a folder for the Web Console.

e Go to Application Pools (1). Double-click DefaultAppPool (2) and check
the .Net CLR Version (3):
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[=
e 31 02 » ApplctionPocts Eeh e
e~
Connections @ Actions
2 i Application Pools -
X
| Edit Application Pool ? X Tasls
Fiter - 760 - Gshowan | Grow by
Name Sttus NETCLRY.. Mansged Pipel.. | |DtfaulippPeol
DNETv20 Sumed 20 NET CLR version: Poal
NET\20Clasic Started 420 N e D
ST Suned va0

D NETwdS Clasic Sumed 10
A2 Clessic NET Ap... Stated 120
IDeaumappPool  Saed w0

Mansged pipeline mode:
Integratect v

[ Start appiication pool immediately 8]

e Click Sites (1), right-click Default Web Site (2) and choose View
Applications (3):

W) latemet laformation Services (15) Manager o x
@0 G a2 s sie > R
Connections . Alerts

e Fitter: o - GyShow Al | Group by: Ne Grouping
@ Befaui Web St Defaul WebSite 1 P T T — Ty e iy || @ AW
- ==
, s
1 Bindings. ndi
2 T Batic Settings..
5
- £di
xt
x
e
e Y
S
=
@
- .
1 Features View |15 Content View
Ready %
lick the Add lication link

e C(lick the Add Application link.

L]
“ @1 912+ St b DV SHe » FEEC)
Connections P Actions
-~ 0 Applications =
o 2 = s

93 50142 (WS\vekulinichex) s page i :

2 4y Pook T o~

Filter: « ¥ Go - G ShowAll |Groupby: NoGrouping )
@
sspre_clent Virtual Path Physical Path Site. Agplication Pe
1 Features View |15 Content View

Ready %

e Specify the Alias and Physical path for the application:
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Add Application ? X

Site name:  Default Web Site

Path: I
Aliss Application pool
[TRBOnet 5 | [pefauttapppool | Select.

Bxample: sales

Physical path:
[cainetpub\webConsale | E\
Pass-through authentication

Connect as.. Test Settings...

[ Enable Preload

oK Cancel

e Browse for the folder with unarchived Web Console.
e Click OK.

e Select Application Pools (1) and click the Set Application Pool Defaults
link (2):

< (3> S0 » Apphcation Pook Eh e

Fie View Help

G | somenen e 1 ox

oK Cancel

e Set Enable 32-Bit Applications to True (3).

The Web Console will be added as an application to under the Default
Web Site:

Wy intemet Informatian Services (15) hanager 0 ox
G B r SOM2 » Stes b Defaul WebSite » TREONEt W@
Fie View Hep
Conmections Actions.
-~ & /TRBONEL Home
[ S012 (NS\wkuiichey) Al e - ¥ Go - GshowAll | Group by: Area
ASPNET -~
& 5|
) Z L=< 4 " e
NET NET NET Error NET WNET Prefile  .NET Rales N
Authorizat. Compiation  Feges  Globalistion Browse Applcation
4 ﬁ = L
P 2 ¥ _
bin NET Trust ction MackineKey Pages ind
Controls Levels Controls @ -
Custombats =
=
o b > ;
Foams Providers  Session State SMITP E-mail
GeocotingScripts .
Images
. Features View ] 23 Content View
Ready o

Note: Make sure your account has sysadmin privileges (for
more details, see Appendix B: Configuring SQL Server
2012 for Local System Account on page 395, and
Appendix C: Granting Sysadmin Role to Local System in
SQL Server 2012 on page 398) and the database
connection is successful (see section 5.2, TRBOnet
Server Database on page 14).
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7.2 Configuring Web Console

o If TRBOnet Server is not installed on your PC, select the application and
click Application Settings:

W totemet Information Services (15) Manager 0 x
@7 5+ soM2 » Stes » DefaulWebSte » TREOMt 1 W@
Fie View Hep
Conmections Actions.
- & /TRBONCt HOme
| Fiken « % Go = ShowAll | Groupby: Ares BN B e
ASPINET A A =
=N Y| 3 g :
4 & ¢ o - -
NeT NET NETErer | NET NETProfe NETRoles
Authorizat.. Compilation  Pages  Globalizstion Manage Application ~
* R o Srediviane
y = =
NETTwst  NET .
Lewes
5 @
2 & =
Providess Session State SMTP E-mail
. s Festures View J I3 Content View
Ready 5

o Specify the IP address and Port of the PC with installed TRBOnet Server:

W Internet Information Senaces (15) Manager 0 x
@55 012 » e » Defak WebSie » TREOnet » Bhe-
Fie View Hep
Conmections N Ax tioms.
- @ Application Settings
V% untim B
%=
v Group by: N Growping
Enty Tyve - ||®
Local
Local
Locat
Loaal
o
T
Local
Lol
Local
Local v
Confiquration: Default Web Sate/ TREOnet” web.cantig [

¢ Right click TRBOnet Web Console and choose Edit Permissions.

v— 0 x
@ 0 5 502 » Stes » DefaunWebSite » TREOMet » W@
Fe Ve Hop
Comctions . i
2 & /TREONEL Home
| ° &
<G it (el B . 3
piication Posts fiken So _iShow Ml | Sresp by Meca .
< st AT Y-
@ Defaultvieb Site % & & @ g —————
ne NET MNETEmer  NET  NETProfile NETRoles MW"'_
on "hoge” Globaton  Brome pptation
L
Ready o

o Click the Security tab and then click the Edit button to edit permissions:

WebConsole Properties X

General Sharng Security Previous Versions Customize
Object name:  C:WebChgsole

GI’DLID or user names

B& mithenticated Users \

HE SYSTEM

SR Administrators (50142\Administrators)
S2 Users (SD142\Users)

To change pemissions, click Edi. m
Pemissions for Authenticated
L Allow

sers Deny

Full control Lo
Modify

Read & execute

List folder contents

Read

Wiite v

For special pemmissions or advanced ssttings, Advanced
click Advanced.

oK Cancel Apply
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e Select User in the Users list. In the Allow column, select Write:

Permissions for WebConsole X

Security
Chject name:  C:\WebConsaole

GIULID Or user names

88 Authenticated Users

R 57STEM

82 Administrators (50142 Administrators)
B8 Users (50142\Users)

Add Remaove

Pemissions for Monesosatent Allow

Read & execute
List folder cortents

Read \ -

Viiite

Special pemissions v

oood I

Cancel Aonly

e Click Apply.
e Click OK.
To open TRBOnet Web Console:

e Go to Internet Information Services (IIS) Manager > Connections
>Sites > Default Web Site > TRBOnet

e Right-click it and choose Manage Application > Browse.

0 ox

B @

Actions.

Manage Application

Browse Appiication

=4

TRBOnet Web Console is now ready for operation.

7.3 Using Web Console

7.3.1 Connecting to TRBOnet Server

e Launch the browser.

e Inthe browser's address bar, enter the IP address of the PC with the
installed TRBOnet Web Console, and the path (for example,
10.10.100.99/TRBOnet).

Note: For the path, see section 7.1, Installing Web Console,
IIS Manager>Add Application>Alias

As a result, the TRBOnet Login page will open:
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B TRBOnet WebConsole % + - [m] X
&« — O ‘|o.|o.1an.gg,f'aeongt.:(cant',cgma;p;?Raurmﬂ::&:rae:na«aazf j}‘ = g .
TRBOnet
o —
Web Interface
Login Password
Connect
ngom
Software
e Login

Enter the User Name registered in the TRBOnet Dispatch Console Users

list.

e Password
Enter the user password.

e C(Click Connect.

Once you have connected to TRBOnet Server, you will see a window like this.

5 TREOnet WebConsale X+

&< - 0O

Tn B an et ko Web Console

Map Reports Messages  Job Ticketing

‘ 10.10.100.99/TRBonet

Radios

~| () Online, Indoor
[« (@ Online, GPS fixed

N\ Bloom .
==
=
|

\
% @®

| @ Radio 25 e
El ¥ @ Online, No GPS 25
v @125 s )
. A
v @5 G i . Radio333
® Q A o B G }" . Radio 27
amka ),
< @ Radio 27 Q| [oms] 8[| N apiommamta
=+ () Offtine
< @13 Q Ao Ly Radio 25
v @ 3333 Q A e nn beapyma
< @ asas Q Ao “
7 @555 Q A s Radio 3662
® 5555 Q| A ors| ¥
p 4
@ Radio 300 Q| A ors|
22 by
< (@ Radio 333 Q Ao G = ‘ Text Messages &
~ (® Radio 3662 Q| A [ars| 3 \ \vacmman

7.3.2 Radio List

The Radio List pane is located on the left and contains the list of radios. From

this pane, you can perform the following tasks.

Click the Q button to see the selected radio in the center of the map.

Click the #* button to button to display a route traveled by the selected radio

on the map.
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< @125

From: 24-Nov-2016 0:00

To: 24-Nov-2016 18:41

g Optimize Route (group all nearest
paints)

Load | Cancel

Specify the From and To date and time. Select the Optimize Route option to
group all points in a 100-meter radius.

Click the ™ button to request a location of the selected radio.

4
v 125

Click the o button to display the selected radio properties.

Callsign: 125
Talk Group: Firemen
Radio ID: 125
MDC ID: 0
Equipped with Display: a
Equipped with GPS Module

Cancel

7.3.2.1 Disabling a radio
To disable a radio:
e Right-click the desired radio in the Radio List pane.
¢ Inthe shortcut menu that opens, click Disable.
e Enter the Reason and click OK.

Note: The dispatcher can disable a radio when they have relevant
Access Rights.

7.3.3 Map

7.3.3.1 Map Layers
e Click the small plus button on the right of the Map pane.
e Choose the map layer to display in the Map pane.

e Inthe Overlays list, select whether to display Regions, Map Objects and
Radios on the map. Just select/clear the corresponding checkbox.
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B3 TREOnet WebConsole X+

<« = 0O |10‘10‘1un.99’25:-e: 7ff| =4 8 -

TB B an et o Web Console

Map Reports Messages  Job Ticketing

Radios

(O Online, Indoor
B ) @ Online, GPS fixed

< @ Radio 25 QA e L
= @ Online, No GPS <
v @125 Q| Ao BF .
< @235 QAo L
| @ Radio 27 Q A s L [|2
(@ offline H 0

"\ Hosoral

N
'Y 2% NN L, | Radio25
e N Bloom | 235

7.3.3.2 Zoom In/Out

e Click the large plus button on the left of the Map pane to zoom in the
map.

e Click the large minus button on the left of the Map pane to zoom out the
map.

Or:
e Use the mouse wheel to zoom in/out the map.
7.3.3.3 Radio Coordinates and Address
e Inthe Map pane, click the radio you want to inspect.

As a result, a window will appear displaying the coordinates and address
of the inspected radio.

[ TRBOnet WebConscle X |+ - B x

e = @ [ oo : x| = ® o -

TRBOnet " web consote <] send Text

Map Reports Messages  Job Ticketing © Dispatcher 1 Logout

@ EBEE— B EErnn
“ > 2 " —

——_ @
v () Online, Indoor =
= (@ Online, GPS fixed b 15

@125 Q A ors L}
A School number 21
v @235 QA s L Q Spices & Joy Wikona No21 &

[= v @ Online, No GPS e 3 235

@ Radio240m... Q A ors ¥ A Date: 25-Nov-2016 13:40:12 / T:L”JJiE
£ v @ Offine Latitude: 59°56'26.40"N
- 9 Longitude: 30°1647.89°E |

@ 111 Q A ors L3 Altitude: Unknown ‘

@ 222 Q A o : ‘, T-ya liniya, 34, Sankt-Peterburg, Russia, 199034 :‘U%': o

(@ Radio 200 Q A ers £ ;;eunr,u

@ Radio 201 Q| ers| L
N [ Text -~
@Rado202 QA B Google ? \

WA OBTE WZUT GOOgIE T TErS OF USE  REpOrT & MAparor

Vasileostrovgk
=3

A ann ~ll=

7.3.3.4 Filter Radios

You can filter the display of radios on the map. To do this, use the colored car
buttons at the top of the Map pane.
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e Click to remove radios that are online and have a detected beacon
position from the map view. Click this button again to bring them back to
be displayed.

e Click H to remove radios that are online and have a detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

o Click E to remove radios that are online and have no detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

o Click to remove radios that are offline and have no detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

e Click and select the visibility of the radios having On Duty and/or Off
Duty statuses.

7.3.3.5 Search by address
e Inthe Find Address box, enter the address you want to locate on the map.
e Click the lens button on the right.
e Inthe Found addresses window, click the address to locate it on the map.

™
TBBonet Web Console K] send Text
Map Reports Messages Job Ticketing © Dispatcher 1 Logout
v O Online, Indoor 18 Broadway, Tarrytown, NY 10591, USA fon Caf
lon Cafe
[« @ Online, GPS fixed s 18 Broadway, Somerville, MA 02145, USA |
~ @125 Q A ors L} — 18 Broadway, Denver, CO 80209, USA
s @25 Q| o ars| 3 18 Broadway, Denver, CO 80203, USA nited
18 Broadway, Bayonne, NJ 07002, USA
£ v @ Oniine, No GPS I 18 Broadway, Brooklyn, NY 11249, USA ige
@ Radio240m... O A ors L}
= v @ Offine
@11 Q Ao 3
@ 222 Q A ors L
(@ Radio 200 Q A ers G
(®) Radio 201 Q A e £
@Rado202 QAo Goog ol ||
P, All= -

7.3.4 Text Messages

With TRBOnet Web Console, you can send text messages to radios/radio
groups/dispatchers.

e Click the Messages tab at the top of the window.
¢ Click the Send Text button.
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[ TREOnet WebConsole X | =

e = O | 1oeisyenesowes

TRBOnet ™ web consote <] send Text

b3
"
o
0 o

Map Reports Messages  Job Ticketing © Dispaicher 1 Logout
235 All Send Text Message: 25Nov-2016
oy — 13:49
. Seeyou s
- 3 13

3‘35'“" 7] ) 222 R
1251 ‘ e
19 = F) Radio 200 | =

[] 2 Radio 201

(] 2 Radio 202

- - [

Send to Offline

Send | Cancel

In the Send Text Message window that appears:
= Enter the text of the message.
= Select the radios/radio groups/dispatchers to send the message to.

= Select the Send to Offline option to send the message to offline
radios.

7.3.5 Job Ticketing

With TRBOnet Web Console, you can create, assign, and track job tickets
through the radio network.

e Click the Job Ticketing tab at the top of the window.

£ TREOnet WebConsole X |+ - o x
« = 0O 10.10.100.99 TREOnets6z0Webs20Cansole F =4 O -
TRBOnet "
Inet ™ web console K] send Text
Map Reports Messages Job Ticketing Bl rataia 1 | Logout
[Ba |[Sede || o fosan || Serche | |
- Status D T | Text Performer Creation Time Start Time End Time Spe
a a a Q Q Q a a
v New #A00017 Get out of there 25-Nov-2016 14:10:25
ErEES %) Assign || g Resend |[ Bk archive || @ cancel |
Status D T Text Performer Creation Time Start Time End Time Spe
a a a Q Q Q a a
Assigned #A00007 456 07-Nov-2016 15:38:32
Assigned #A00010 Stop smoking 07-Nov-2016 15:42:27
Rejected #A00014 To be done on %DATEY% 07-Nov-2016 16:36:00 07-Nov-2016 16:36:33

In the upper pane, you see the list of created job tickets. In the lower pane,
there are assigned job tickets.

7.3.5.1 Add a Job Ticket
e (lick the Add button.
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101010099

Ticket 1D:

Text: Check the pipe

Enable Deadline
End Time: 25-Nov201614 [
Priority: Medium u

Ticket ID

This value will be set automatically once the ticket has been created.
Text

Enter the text message in this box.

Enable Deadline

Select this option and in the End Time box, specify a due date and time
for the task.

Priority

From the drop-down list, select the task priority level.

Comment

Enter a comment for the ticket.

Click OK.

Once you have added a ticket, it will appear in the list of tickets in the upper
pane.

7.3.5.2 Assign a Job Ticket
Select the job ticket in the upper pane, and click the Assign button.

I Cleaners
I Firemen
| Police
®m

< @125

® 222

@ 235

(® Radio 200

(® Radio 201

(®) Radio 202

<

® Radio 203
® Radio 204
@ Radio 240 mobile

@ walt

OK Cancel

In the list, select a radio(s), radio or logical group to which to assign the
job ticket.

Click OK to assign the task to selected radio(s).

As a result, the selected radio will receive the job ticket. The assigned job
ticket will appear in the upper pane.
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7.3.6 Reports
e Click the Reports tab at the top of the window.

3 TReOnet WebConscle X |+

n
of |
oo

& 5 0 remicsReomsmwesconsse +*

Tﬂ B 0n et " web console K] send Text

Map Reports Messages  Job Ticketing

© Dispaicher 1 Logout

[ GPS Reports Location for period

U Location for Period

T Drive Activity Detailed Select data by period:

T Staying in a region Start Date: 18-Nov-2016 11:21 B

[ tdie time detailed End Date: 25-Nev-2016 11:21 B
T Common Reports Filter:

T Messages for Period Radio: P
T GPS Export
- Min.Interval: 0 Seconds u

T Location for Period

[7] Show street names
T Drive Activity Detailed
Staying in a region —
T staying n.a reg . Generate Report

e In the right pane, select report parameters and click Generate Report.
Once the report is generated, you will see it in a separate tab of your Web

browser.
3 TREONet WebConsale B Lecation for pencd x4+ - o x
> O | o000 x| =M 0O -

Location for period
from 18-Nov-2016 11:21 to 25-Nov-2016 11:21

Radio: 125 (Cleaning 1)

18-Nov-2016 Latitude: 59°56'25.95"N

11:21:29 Longitude: 30°16'47.96"E  Uknown 37 0.0 0

18-Nov-2016 Latitude: 59°56'25.96"N

11:22:29 Longitude: 30°1647.01"  Unknown 35 210 W onmap
18-Nov-2016  Latitude: 59°56'25.96"N

11:22:59 Longitude: 30°16'47.90°  Unknown 46 0.2 0 on map
18Nov-2016 Latitude: 59°5625.96"N

11:23:29 Longitude: 30°16'47.90"  Unknown 37 02 0 onmap
18-Nov-2016  Latitude: 59°56'25.96"N Uk . 02 0

11:23:50 Longitude: 30°16'47.89"E nknawn - 00 map
18-Nov-2016  Latitude: 50°56'25.96"N

11:24:29 Longitude: 30°1647.89%  Uknown 37 02 0 uirn)
18-Nov-2016  Latitude: 59°5625.96"N Unknown 37 02 0 .
11:25:01 Longitude: 30°16'47.89"E - anmap
18-Nov-2016  Latitude: 59°56'25.96"N

11:25:29 Longitude: 30°16'47.80°  Unknown 37 [ J onmap

18-Nov-2016 Latitude: 59°56'26.23"N - .

You can print the report, save it as a file, and so forth.

7.3.7 Alarms

When an alarm is received from a radio, the radio icon will turn red, and a
corresponding Information window will pop up displaying the radio's name,
coordinates, and speed.
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TH B 0n ef - Web Console

Map  Reports Messages

Job Ticketing
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Radios

~| () Online, Indoor
~| @ Online, GPS fixed
B v @ Online, No GPS

| @ Cap Max 230
B v @ offine
(CEY
v (@ CapMax 135
@ Radio1
(@ Radio 2
(® Radio 4002
< @ Radio 4010

v (@ Radio 883

7.3 Using Web Console

2]

MY YN YN

United Kirgdom

United States,

México

Colombia

Peri

% Eolivia

Paraguay

Deutschl

France

{Espania

Information

@ Cap Max 230

Emergency Call

33202, 7i1zaspm L Oe

Nigeria

(GPS Date: 3/1/2021, 18:12:16 AM
o |Latitude: 59°56°25.87" N
Longitude: 30°16'45.76" £

Specd: 8.0 kn/h

Message 1 of 1

Close
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Appendix A: SQL Server Edition Considerations

How to select SQL Server

0 - 200 subscriber units 200 + subscriber units
Windows 7, Windows Server 2008 MS SQL 2008 Express MS SQL 2008 Standard
Windows 8, Windows Server 2012 MS SQL 2012 Express MS SQL 2012 Standard
Windows 10, Windows Server 2016 | MS SQL 2016 Express MS SQL 2016 Standard
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Appendix B: Configuring SQL Server 2012 for Local
System Account

During installation of MS SQL Server 2012, you can grant the required role to
Windows Local System account in advance. On the configuration setup, click
Database Engine Configuration:

4 5QL Server 2012 Setup =
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Server Configuration Prata Diarchories ] User Instances | FILEST REA.M:

Feature Selection

Ixalintion Rulcs Specify the authentication mode and administrators for the Database Engine.

Instance Configuration Authentication Mode

PR T & Windows authentication mode
Server Configuration

| Database Engine Configuration |
Error Reporting Specify the password for the SQL Server system administrator (sa) account.
Installation Configuration Rules

Installation Progress

Mixed Mode (SQL Server authentication and Windows authentication)

Enter password:
Confirm password:
Complete

Specify SQL Server administrators

VIMLWINT 002%admin (admin] SQL Server administrators

have unrestricted access
Add Current User | M

to the Database Engine.
<back [ mext> Cancel Help

Windows Authentication mode

e Click Add to add an additional account to MS SQL Server administrators.

e Inthe Select Users or Groups dialog box, click the Advanced button in
the Enter the object names to select box to find a required user name.

Select Users or Groups

Select this object type:

Users, Groups, or Builtin security principals

From this location:

Enter the object names to select (examples):

| Check Names

e Click the Find Now button and select LOCAL SERVICE account. Click OK to
add the user and close the window.
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Select Users or Groups ﬂil

Select this object type:
IUsers. Groups, or Builtin security principals Object Types... |
From this location:

IMITY.*\ Locations... |

Common Queries |

Marne: ISlarts with j I LCalumis.. |
Deseriptian IStarts with j I —Iﬁﬂd plow
I | Disatied accounts Stop |

™| Non expiiing password

. o
[iays since last lagon: I 'l >

Search results: Cancel
|

Mame (RDN} | In Folder
8% 15_IUSRS MITYA
H2 INTERACTIVE

5

A NETWORK SERVICE J
S OWNER RIGHTS

H2 REMOTE INTERACTIVE LOGON

2, restore MITYA

HE SERVICE

3, 501 Server20055QLBrowserlserSMITYA MITYA [
i

e NTAUTHORITY\LOCAL SERVICE (LOCAL SERVICE) will be added to the
list of SQL administrators:

250U Server 20125 =
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Server Configuretion | Data Directories | User Instances | FILESTREAM
Feature Selection : & b .
Inctallation Rules Specify the mode and for the Database Engine.
Instance Configuration Authentication Mode
e e ® Windows authentication mode
Server Configuration )

*) Mixed Mode (SQL Server authentication and Windows authentication)
Database Engine Configuration
Error Reporting Specify the password for the SQL Server system administrator (sa) account.
Installation Configuration Rules Enter password:

Installation Progress
Confirm password:

Complete
Specify SQL Server administrators
VIM_WINT_002\admin (admin) SQL Server administrators
NT AUTHORITY\LOCAL SERVICE (LOCAL SERVICE) S st ol i
to the Database Engine.
Add Current User | [ Add... ] Remove /
< Back [ Next 2 Cancel [ Help ]

¢ Click Next and follow the prompts to finish the installation.
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Mixed Authentication mode

¢ Click Mixed Mode (SQL Server authentication and Windows

authenti

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules
Setup Role

Feature Selection
Installation Rules
Tnstance Configuration

Server Configuration | Data Directories | FILESTREAM

Specify the authentication mods and sdministrators for the Database Engine.
Authentication Made

_ Windows authentication mode

Disk Space Requi
» ( @ Mixed Mode (SQL Server authentication and Windows authentication; ’

Server Configuration

Database Engine Configuration Specify the password for the SQL Server system adminisirator (sa) account

Error Reparting

Installation Configuration Rules
Ready to Install
Installation Progress

Complete

cation).

Confirm password

Specify SQL Server adminisirators

TREONet-PC\Adminuser SOL Server administrators
have unrestricted access

to the Database Engine.

[ Addcumentuser | | Agd.. || Remove |

7
/

[ <beck || memts ][ Goned ][ hep

heocom
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e Enter and confirm the password for SA SQL user in the Enter password
and Confirm password boxes.

e Click the Add Current User button (unless it is already there).

Note: Once you have added the SA account, you'll be able to use this

SA account to connect to SQL Server with administrator
privileges as an alternative to a Windows user account.

Mixed Authentication mode
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Appendix C: Granting Sysadmin Role to Local
System in SQL Server 2012

If you have already installed MS SQL 2012, you need to grant sysadmin role to
Local System account in MS SQL Server 2012.

e From the Start menu, run SQL Server Management Studio.
e Connect to your database instance where TRBOnet database is created.
e Go to Security node and select Logins.

B NT SERVICEVSL Wirier
B T SERVICE efnengemt
£ o

B, VM_WINT_D0Z\demin

e Right-click NT AUTHORITY\SYSTEM login and choose Properties.

e Inthe Login Properties window, select Server Roles and select the
sysadmin checkbox.

1] Login Properties - NT AUTHORITY\SYSTEM == =
Selecta page -~
= General 55w G heo
4 Server Rdkes
2 Uer Server roie 5 used to grart server-vade securty prvileges to 3 user
& Securmbles
& Status
T Server mies:
bukcadmin
[ docreator
dskadmin
PrCessaamIn
" public
secumyadmin

Connecion

Server.
VM_WIN7_D02\SQLEXPRESS
Connection:
WM_WIN7_D0Z\acmin

%{ Mew connecion propeties
Frogress

Ready

by [oc J [cmed ]

e Click OK to add sysadmin privileges to the selected user.
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Appendix D: Backing up and Restoring Database
and Audio Recordings

Configure Backup

TRBOnet Dispatch Software has an automatic mechanism for backing up
database and stored files. Initially, it defaults to three paths to store database
backups, audio/video recording files, and message attachments.

For TRBOnet Enterprise:

%ProgramData%\Neocom Software\TRBOnet.Enterprise\Backups
%ProgramData%\Neocom Software\TRBOnet.Enterprise\Audio
%ProgramData%\Neocom Software\TRBOnet.Enterprise\Files.

For TRBOnet Plus:

%ProgramData%\Neocom Software\TRBOnet.Plus\Backups
%ProgramData%\Neocom Software\TRBOnet.Plus\Audio
%ProgramData%\Neocom Software\TRBOnet.Plus)\Files.

For your convenience, the default paths can be changed:
e Open TRBOnet Server and stop the TRBOnet Server service.

Configuration Service
s -
& Network TRBOnet Server service is installed
@ Redundancy
) Remote Access Restriction 2 O service started
Database Stop service
Storage Locations
&= File Formats
[ Reports
L} Service Management Uninstall Service
/ Advanced Settings
A Geocoding Servers
B Radio Systems

&L} Services
g Psc 1

o LePEnt
g Control Station #1
[ TREONet Swift Agent #1

“# Advanced Settings
- @ Redundancy Server password:
I PTT over Celliar

N Set password Turn off password
4 Advanced Settings
[ PoC Gateway #1 . 2 View Log Entries Export Configuration Import Confiquration
Apply Cancel

e To customize storage locations, on the Configuration pane, select
Storage Locations, then specify locations other than the default ones.
The database backups, voice/video recordings, and message attachments
will be stored in their specified locations.

Note: Older backups are not deleted automatically. It is
recommended that you regularly delete the files you no
longer need to avoid running out of storage space.
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Configuration

& service ~
€ Network

& Redundancy

[ Remote Access Restriction

= Database

Storage Locations
&= File Formats
(2 Reports
£F Service Management
X Advanced Settings
H ),\ Geocoding Servers
IR Radio Systems
LL3 services
B Psc 1
igf} LCP Ent
i Control Station #1
| TRBOnet Swift Agent #1
4 Advanced Settings
i.. @ Redundancy
5§ PTT over Cellular
4 Advanced Settings
i ] PoC Gateway #1

Set Defaults

v

Storage Locations
Select save locations for different file types

Database badkups

|C:\ProgramDatalfieocom Software\TREGNet Enterprise\Badups -~ 0|

Message attachments

‘c: \ProgramData \Neocom Software\TRBONet. Enterprise Files -0 |

Audio and video recordings

Voice recordings

| ProgranDatalieocom Softuare TRECnet Enterprie|Audio -9

Video recordings

|c: \ProgramDatalNeocom Software \TREOnet. Enterprise\Audio ) ‘

Folder and file name template

|%VEAR%_%MONTH%_%DAV%_WOUR%\WMINM%_%@E '0‘

| Apply H oK || Cancel

e Save your changes and restart the service.

Back up Database and Stored

Files

To back up the database and audio recordings, do the following:

e Inthe Dispatch Console go to Administration (1), and select Database

(2) in the Navigation tree.

e Click the Back Up Database (3) button:

File View Map Tools Help

Administration Database

g gﬁ;"se 2 5B 1: Line free Intercom [En]ex] P oispatcher Group 1
¥ P 1PsC 1: siot #1 [ [«][@] BN B sc 1: Siot 52 [][%[@] Y B crowp 11
i} Radio Systems
e Soeron e 2 Mo 2 PEE I DEE T BEE

7 Back Up Database | " Schedule Backup

nmtgl“l-awnmt

[] Text Messages

ﬁv-'ukumnilq
(3 reports
Evclil‘ﬁcwcr

@Mm' i T

E‘E‘h Voice Dispatch

-+ Location Tracking u

:-‘-'; Server name: (local)\SQLEXPRESS
Database name: TREOnet1

@ Job Ticketing 3

Backup date:

Database version:

30-5ep-18 12:56:02PM

Microsoft SL Server 2017 (RTM-GOR) (KB4505224) - 14.0.3027. {x64)
Jun 15 2019 00:25:19

Copyright (C) 2017 Microsoft Corporation

Express Edition {4-bit) on Windows 10 Pro 10.0 <X64> (Build 18362: )

Data size: 163,19 MB

Audio size: 629.43MB

—/1

[ Connected £3 B B Bh B | Administrator | (8 Licensed to: demo Demo License

e Specify the backup details:
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Back Up Database X

| Remove old data and shrink database

=¥

Folder:
C:\ProgramDats Meocom Software\TREOnet Enterprise \Backups

Back up database

Back up stored files (audio, video, etc.)

Remove
Remove data older than: m
Database records
Stored files

OK Cancel

Back up database
Select this option to back up the database itself.

Back up stored files
Select this option to back up the stored files (audio, video, etc.).

Remove
Select this option to remove data from the database and the stored
files.

Remove data older than date
Specify the date to remove data older than that specified date.

Database records
Select to remove the database records.

Stored files
Select to remove the stored files (audio, video, etc.).

Click OK to run the backup procedure.

The Backup progress bar will be displayed in the lower-right corner.

1. In a while, a ZIP archive will be created in two possible directories:

For TRBOnet Enterprise:

e The default directory is %ProgramData%\Neocom
Software\TRBOnet.Enterprise\Audio
for recording files and %ProgramData%\Neocom
Software\TRBOnet.Enterprise\Backups for database backup files.

e The custom directory is specified in TRBOnet Server settings.

For TRBOnet Plus:

e The default directory is %ProgramData%\Neocom
Software\TRBOnet.Plus\Audio
for recoding files and %ProgramData%\Neocom
Software\TRBOnet.Plus\Backups for database backup files.

e The custom directory is specified in TRBOnet Server settings.
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2. The archive includes the database backup file and audio recordings files.
The archive name contains the date of backup. New backup files will be
placed in the same directory.

J. + Comeuter » Local Disk {2 » Progmbata » Neocom Software » TRBOmetEnterprise » Backups » = |4 )| Search ac.. ©
Owanize v lncludeinbbaey »  Sharewith v Naew folder e [ @
— “ Heme ) Date matified Type Sae
B Deskicp B TREOnet Enterprise 20130800 zip SUAMIIIESAPM  WinBAR TP archive 164 KB
8 Downlcads

2l Recant Places

I Diesktop
A Libewien
%] Documents
o Music
b Pictures
B videos
B Reean Lapin
™ Computer
S Network
E§ Control Pane
W Recyche Bin
b CP5BO 410
I Bastix
4 Impartant docs
L Pics
L SASPlanet 12080
[re———

' 1 item

For TRBOnet.Plus:

r  ——..
@@- 1.+ Computer b Local Disk (G) b ProgramData » Neocom Software b TRECnetPlus b Backups b
T —

Organize = Includeinlibrary v Sharewith v New folder
— A Name . Date modified Type Size
I Deskiop 1) TREOnet Plus_20140528.zip 5/28/2014 136 PM  Compressed (zipp... 08 KB
& Downloads
23 Dropbox

% Recent Places

M Desktop
4 Libraries
[= Documents
&) Music
| Pictures
B videos
| A Roman Lapin
1% Computer
€ Network
|| B controlPanel | |
'€ Recycle Bin
100 level 20 map
585 roman

Config_Pics
CPS_8 0.410
Dispatcher Action
Elastix

. Elastix 2.2.0 86 (E
. Floor

| Important docs
Jenkins
Licences

. NAT -

1 item

T—

Restore Database

To restore the database
e Open TRBOnNet Server and stop the TRBOnet Server service.
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Configuration Service

7B ?

p Network TRBONet Server service is installed

@ Redundancy

[ Remote Access Restriction Status: D service started
Database Stop sernvice

[ Storage Locations

2= Fie Formats + Save changes and restart s

(@ Reports

Uninstall Service

£} Service Management
W advanced Settings

A Geocoding Servers
I Radio Systems

L3 services

B rsci

o8 P Ent

1l¢h control Station #1
3 TRBOnet Swift Agent #1
{3 advanced Settings
@ Redundancy Server password:
I PTT over Cellular
4 advanced Settings
B roc Gateway #1

Set password Turn off password

&View Log Entries Export Configuration Import Configuration

Set Defaults | Apply | I oK

e Unzip the backup archive and open the folder:

Restore Database

+ Computer + Local Dink (G » Programilata + Neocom Scftwre » TREGnet Enterpnse ¢ Backups »

Crganize = g Open  Jnchsdeimfbeary = Shevewith = Hew folder

Favortes
M Desitep

8 Downloads
4 Recent Places.

Audio
Infetat
TRECwst Entelprise bk

B TRECwst Entefprise 2018 2ip
I Deskiop

i Libraries

B Roman Lapin
& Computer
B Nesmork
9 Control Panel
& Recycle Bin
RSO0
| i
Important docs

difiech 4/8/2013 109PM
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Run SQL Server Management Studio with sufficient rights to manage

databases.

Select Database in the navigation tree (for example, TRBOnet):

HTMIL Help Wodcshop
Hyters RCPs

KT

Frte Codee Pack:
WackCap Scibmars

Wegnanod Dice

Wizl SOL Sevver 2005

4z B4 Server Maragemest Stutic Exp
Corfgartion Teol

L]

Wicrd ks Farwlos:

Hanzam Satraan

Hoiia PC Suite

FOF Eifitis —
el actony Fro = a
Sespen Rezarder i e whare pimin
Sy 5

Snaght E

ATap

Toadl Screen Racondes Gold
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Bl [ Yew Doy Toch Mindow Hep
Pgls T dwouny DR BG4 a8 90200

e Right-click the selected database, and go to Tasks/Restore/Database:

1+ Restoes Databue - TREwet |=BiE=E |
4 o Backupset sebected b5 be resioeed
Select 4 pue T
Ey—
X fies Seuee
F Dptions
 Dutabne
Dwice
Otabace:
Destination
Ditsbuse: =
Bttt
esiooe
ogiop st o sestore
asers ama Comgorert Trow an - sten
Connection
S VUWINT 00N SOLERPRESS
VWD ]
i J—
[
Reasly
ety Backup M ek
- Hep

Select Database backup properties:

e Inthe Destination group, type in or select Database name to back up to
from the drop-down list (for example, TRBOnet).

e Inthe Source group, click Device.

e Click the ellipsis (...) button to select the directory with database backup:
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e Click Add and select the directory to which you unarchived the database
backup (for example, C:\TRBOnet\Backup\DB).

— Select backup devices
Specify the backup media and #3 location for your restore operafion

Backup media

= o

=3

ok [ oo |[ He |
Note: Select the *.bak file type.
e Click OK to add the directory.
ST o
nL-,uu:= L]
Em:.:«h:hpdm BB~
=

e C(Click OK.
The database is added to the list of restored databases.
4 Ressore Datsmace - TRBONEE | e e =]

Conmectinn
& VMWD 00T SOLEXFRESS
IVN_WINT 008 e

e Select the checkbox and click OK to restore the database.

¢ Inthe Configuration pane, select Database.

Restore Database
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e From the Database drop-down list, select the restored database.

Configuration

& Service
3 Netork
@ Redundancy
[ Remote Access Restriction
Database
Storage Locations
2= File Formats
(@ Reports
£} Service Management
X Advanced Settings
N Geocoding Servers
IR Radio Systems
----- £F Services
-l IPSC 1
19 Advanced Settings
o) Privacy
{..{} DDMS service
i L2 advanced Setting
L} MNIS data service
i L3 advanced Setting
L slot #1

< >

Set Defaults

v

Database
SQL Server: {local)\SQLEXPRESS -
Database: -
Authentication: NexeTalk
TREOnet
Username:
TREOnetWatch
Password: TREOnetWatch1
TRECnetWatch2
TREOnetWatch3
TREOnetiWatch4
Test Connection

Upgrade Database
Create Database

e C(lick Test Connection to check the connection to the database.

e Click Upgrade Database to upgrade the database if the current database
was restored from the database version lower than current.

e Click the Save changes and restart service link.

Configuration
F serviee
& Netwark
# Redundancy
|2 Remote Access Restriction
Database
Storage Locations
2= File Formats
‘.'e Reports
{:} Service Management
4 advanced Settings
{2\ Geocoding Servers
IR Radio Systems
1.} Services
Lo PSC 1
X Advanced Settings
5 Privacy
£} DDMS service
£ Advanced Setting
L3 MNIS data service
i 4 Advanced Setting
L Slot #1

< >

Set Defaults

Restore Voice Recordings

To restore the audio file:

v

Service

TRBOnet Server service is installed

Status: (O service started

Stop service

+ Save changes and restart service
Uninstall Service :\.

Server password:

Setpassword Turn off password

EV\EV-‘ Log Entries Export Configuration Import Configuration

Apply oK Cancel

e Launch TRBOnet Server and stop the TRBOnet Server service.
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e Go to Storage Locations section in the navigation tree and specify
custom directory for voice recordings (for example, for TRBOnet
Enterprise C:\TRBOnet.Enterprise\Backup\Audio; for TRBOnet Plus:

Configuration
]
& Network
@& Redundancy
[ Remote Access Restriction
Database
|| Storage Locations
& File Formats
(3 Reports
{:} Service Management
4 Advanced Settings
A Geocoding Servers
IR Radio Systems
¥ Services
oA Psc1
o LcPEnt
gl Centrol Station #1
o TREOnet Swift Agent #1
X Advanced Settings
- @ Redundancy
I PTT over Cellular
X Advanced Settings
[ PoC Gateway £1

Set Defaults

Service
TRBOnet Server service is installed

Status: ° Service started
Stop service

o Save chanqes and restart s

Uninstall Service

Server password:

Set password  Turn off password

E}VIEV.‘ Log Entries Export Configuration Import Configuration

‘ Apply || oK H Cancel |

C:\TRBOnet.Plus\Backup\Audio).

¢ Go to the directory you specified to store backup audio files.

Configuration

& Serviee

@ Network

& Redundancy

| Remote Access Restriction

Database

[Sl] Storage Locations
& File Formats
3 Reports
£} Service Management
4 advanced Settings
LN Geocading Servers
IR Radio Systems
L} Services
-3
- Advanced Settings
3 Privacy
-} DDMS service
. Advanced Setting
L} MNIS data service
M Advanced Setting
- {1 Slot #1

< >

Set Defaults

Storage Locations
Select save locations for different file types

Database backups

|C:\PngramData\NEu[Dm Software\TRECnet. Enterprise \Backups - |

Message attachments

|C:\PrngramDataWencnm Software\TRBOnet.Enterprise\Files ) |

Audio and video recordings

Woice recordings

| cProgramDateieocom SoftwareiTRBONet Enterpriseiaudo |+ 0|

Video recordings

‘c: \ProgramData'\Neocom Software \TREOnet. Enterprise\Audio ) ‘

Falder and file name template

SHYEAR %_%MONTHY%_%DAY%_%HOUR %\ %MINUTE%_%SE...  — O ‘

[ ey | [ ok ]| concel |

e Unzip the backup archive:

Restore Voice Recordings

ML » concw

tk(C) » BrogramDats + Maccom Softwars & TRErat Entarprive b Backups b 3

Organiza = g Open  Includeilieary »  Shurewih = B fobdar

= Heme
¢ Frvarites

B Desticp Audio

B Deniends tot f
Ul Recent Plces TREOnet. Entefprise bek

TR TREOnet. Entefarise LA,

M Desitop
4 Libravies
*| Docyrments
o Music

i Fietues
B vides:
R Romzn Lapin
8 Computer
i Hebwark

Racyels Bin
ST
Elastix
Inpartant docs

odfied 8/53/2013 109 P

heocom
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e Copy unarchived audio files to the folder specified in TRBOnet Server
settings (for example, C:\ProgramData\TRBOnet Dispatch Software
\Audio):

mzm e
zm a8
mzmam
0210

18

e Click the Save changes and restart service link.

Configuration Service
@ Service ~
& Netwark TREOnet Server service is installed
# Redundancy
[& Remote Access Restricton Status: D service started

Database Stop service

| Storage Locations

2= File Formats + Save changes and restart service
fe Reports

P —

4 Advanced Settings

HN Geocoding Servers
IR Radio Systems
L.{} services
LR wsct
X Advanced Settings
5 Privacy
£} DDMS service
X Advanced Setting

LF MMIS data service Server password:

-2 advanced Setting Setpassword Turn off password
Lo Slet #1 .
el s {54 View Log Entries Export Canfiguration Import Canfiguration

Set Defaults | Apply || oK H Cancel

Thus, the audio files will be restored.

Schedule Backups

To set a scheduled backup for the database and audio recordings, do the
following:

¢ In the Dispatch Console, go to Administration section and select
Database in the Navigation tree:

e Click the Schedule Backup button:
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Schedule Backups

File View Mep Tools Help

Administration Database

] server P
g {8 License &P 1: Line free =@l

a Mwsc tsorzt  [)][«][@]
4 Radio Syster
L1 Radio Systems P ——

#p System Bridge

' Back Up Database | s Schedule Backup

{14, voice Dispatch

g Location Tracking J
Server name: {local) SQLEXPRESS
# N Database name: TRBONet1
Job Ticketing
Backup date: 306ep-19 12:56:02PM
Database version: Microsoft SQL Server 2017 (RTM-GDR) (KB4505229) - 14.0,2027.2 (X64)
Route Management Jun 15 2019 00:26:19

Copyricht (C) 2017 Microsoft Corporation
Express Edition (§4-0it) on Windows 10 Pre 10.0 <X64> (Build 18362: )

[] Text Messages

Data size: 163.19MB
ﬁ Voice Recording Audio size: 629.43MB

G% Reports
Event Viewer

e

[@) Connected &3 B B B B4 | € Administrator | [ Licensed to: demo Demo License @ Active~

In the dialog box that appears, specify the Backup details:

Schedule Backup X

Lé Configure the database backup scheduler

[w Enable scheduler

Scheduler: [Database Backup ]
(Select All
Back up database Database Backup

[ Back up stored files

oK Cancel
[1 Remove
Remove data older than [X] days: 180
Database records
Stored files
0K Cancel

Enable scheduler
Check to enable the database backup scheduler.

Scheduler
Click the arrow button on the right, and on the drop-down list select the
required scheduler(s). Or, click + on the right, and create a new

scheduler. For directions on how to create schedulers, see section 6.4.22
Schedulers.

Backup database
Check to back up the database itself.

Backup stored files
Check to back up the stored files (audio, video, etc.).

Remove
Check to remove the stored files and the database records.

= Remove data older than [X] days
Select the number of days.

heocom
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= Database records
Check to remove the database records.

= Stored files
Check to remove the stored files.

e Click OK to run the backup procedure.
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Appendix E: SIP Setup for Motorola Phone System

The native MOTOTRBO phone system is supported in the case of a direct IP
connection to the repeater. MOTOTRBO Phone system is recommended for IP
Site Connect mode.

Note: No extra license per repeater is required for Digital Phone
Patch from Motorola.

TRBOnNet Software and Repeaters

TRBOnNet Server requires a specific setup for a repeater in the IP Site Connect
mode as well as for SIP in order to make the phone system work properly.

Note: MOTOTRBO Phone System is available for repeaters in IP Site
Connect mode. For a system based on the control stations, use
TRBOnet Phone System.

Launch MOTOTRBO CPS and go to Repeater's General > General Settings:

file Device Lice
r ] | )d HE 18 -4 *B
Open Save Write Clone ress Ml Update Register fll Activate

DR3000 * General Settings™ x

Set Categories ¥ Genersl  CWID  Voting  Microphane

v [F configuration”
B Device Information @ General
v {3 General
Radio Alias | C+ Mast:
[ General Settings adio Alias faster

[ Accessories RadioID [1
[ Security SIT (ms) eoo:\
[ Network Group Call Hang Time (ms) | 3000
[ Link Establishment
[ sites
[ Talkgroups
» [ Zone/Channel Assignment

Private Call Hang Time (ms) [ 4000
Emergency Call Hang Time (ms) | 4000
Call Hang Time (se¢) |3
Repeat Gain (dB) |00
Antenna Relay Delay Timer (ms) | 100

Digital/Band 1 TX Low Power (W) [ 1.0

00 0D 00 00 00 00 00 00 00 00

Digital/Band 1 TX High Power (W} | 1.0

Validation Results Warning Messages | Search Results | Help
Ready Serial Number: 484TMG4110

The Radio ID of the repeaters in CPS must differ from the TRBOnet Peer ID.
TRBOnet Dispatch Console acts as another virtual peer repeater with a Peer ID.
For example, given an IPSC network consisting of 1 master and 3 peers, the
repeaters' IDs (Radio IDs in CPS codeplugs for the repeaters) in this example
would be 1, 2, 3, 4. The TRBOnet Peer ID must not be a value of 1, 2, 3, or 4, and
must differ from all the repeaters (the master and all peers), otherwise a
conflict will happen in the network as there are multiple peers with the same
ID. The default TRBOnet Radio ID is 64250.

e Open TRBOnNet Dispatch Console.

e Go to Administration (1), Phone Calls (2), Configuration (3), Configure
(4) and set Access code and Deaccess code (5) to 0 and #, respectively:
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File View Map Tools Help

Administration Phone Calls [ [9]S

[ Server AL tion | Extensions [ CallRedrection [ Phone Contacts [ Dial Plans
{8 License: A
(J Database i i
LSt Radio Call Configuratior 3 Radio Call Configuration X
o Access code:
A System Bridge: 5 .
p Phone Cals caccess coce (e I
o Tass Callback Request Options
b . 5<r
) Custom Fields 2 Alow radios to make outgoing cals: bermmers #
58 Modbus TCP Comnections Send a DTMF command to request a callback: Callback Request Options.
552 Virtual Modbus Devices v Send a text message to request a calback: ¥ Allow radios to make outgoing cals
< > Start ransmission ¥ Send a DTME command to request a calback
Callsto Radios and PoC Devices ¥ Senda text message o requesta calback
() Voice Dispatch Start ransnisson:
g e Use this prefix in text messages: ~ [sip:
@ Location Tracking Check f the radio i avalable before making a cal: | | Start transission: Vit for answer g
Cal notficatons: Calls to Radios and PoC Devices
g Route Management Play a tone when PTT is pressed o released: B ’W‘
Confiqure Max ring time: unimited 2] seconds
[ DT fiieed 3]
. I checkif the rado s avalable before making  cal
Inbound
Q Voice Recording ‘nbound Call Control ¥ Call ntifcations
Call to Dispateh Center: ¥ Play a tone hen FTT is pressed o released
() Reports Call to uvegistered number: Tone volume leve - 1 o
. ) Dorotesiateh ol caledprty e
Event Viewer Interactive Voice Response (IVR) Options
Donot wait for Accept code: oK Cancel
Telemetry Maximum number of dis:
7 Accept code: B
IE Administration Number Destination
v
) Connected &3 B B B B | § Administrator | (28 Licensed to: demo (Wal) (Demo License) @ Activer

Programming Radios

A special setup is required for radios in MOTOTRBO CPS.

e Read a subscriber's radio in CPS and go to Systems > Phone Systems >
System (1):

File Device Licenses Tools  Help

_
)

HE

DP480Te > Phone Systems > Sys1

(@ General
> System Name | Sys1 |
T e (@] 8
[ signaling Systems pessCode 0
[ User Defined 5 Tone 3 < e
DesccessCode [+ |

> (D MDC Systems (@ DTMF

D Quik-Call Il Systems
» (D Digital Emergency Systems
» (D Capacity Plus Emergency Systc

Pause Duration (ms) | 4000

Validation Results|Warning Messages| Search Results| Help |
Serial Number. 871TSHF956

e Make sure that Gateway ID (2) is equal to TRBOnet Peer ID in the
Repeater settings of TRBOnet Server.

e Set Access Code to 0 and Deaccess Code to #, respectively (3).

e Go to Zone/Channel Assignment >...> Zone> Channel (1) and select the
Phone System you have previously specified (2):
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File Device Licenses Tooks Help

I ] )= ] HE tH w *8
Open Save Read wit= ll Clone Update Register fil Activate

DP4g0Te * Zone » Zonel ® Zoneliems > Changell” x
Set Categon 3 General  RX/TX
+ B configuration* .
B Device Information 1 Voice Announcement file  None: B
» [ General Dual Capacity Direct Mode
> [Jiob Tickets Timing Leader Preference  Eligible
> Bspems Scan/Roam List [ None -]
» [ Encoder
+ D oecocer AutoSean Mo
» [ contacts Color Code
» [ R Group Lists Extended Range Direct Mode | Disabled [~ ]
. tjzéne/chammwem o o+
v D zone
u for 7
Qupeuna Coercece
® Chomnel Pool Repeater/Time Siot (1 -]
» [ scon s Phone System {51 5
> [ Capacty Pus Liss . I ey ]
o —— 2

Enhanced GNSS. -

e reemv———r——
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Appendix F: NAI VOICE & DATA Support

TRBOnet Dispatch Software supports MOTOTRBO Network Application
Interface (NAI) VOICE and DATA.

NAI protocol allows operating with MOTOTRBO Capacity Plus and MOTOTRBO
Linked Capacity Plus repeaters over IP (Wireline Dispatch Console).

Voice Repeaters must have NAI VOICE and NAI DATA license activated. Data
Revert repeaters must have NAI DATA license activated. A repeater must have
32 Mb memory.

Voice and Data Flow 1

TRBOnNet Voice and Data flow for NAI is represented on the following scheme:

TRBOnet Server PC

vo{mw

| Data
[ ] TRBOnet
PE====N Server

MS SQL Server

Dispatcher

MNIS
(Data
Geteway)

DDMS
(Presence
Notifier)

Voice and Data Flow 2

MNIS is responsible for sending/receiving Data Packages and forwarding them
to TRBOnet Server.

DDMS (aka Presence Notifier) is responsible for ARS and notifies TRBOnet
Server when a radio is turned on/off. For more details, see
NAI_RM_Training_v02.pdf.

All the repeaters in all sites should be available for TRBOnet Server, which
normally requires Port Forwarding rules on routers. For more details, see
MOTOTRBO Linked Capacity Plus (LCP) - HP MSR 20-20 Router Configuration Guide.

Single PC Installation

TRBOnet Server and Dispatch Console can be installed on the same computer.
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LCP/Cap+ System

o722 g

Client and Server

Client-Server Installation

For the systems with 2 and more dispatch positions, it is recommended to have
a dedicated server computer (could be a virtual machine).

Dispatcher 1

LCP/Cap+ System

TRBOnet
Server

Dispatcher N

TRBOnNet Server and all the LCP sites must be in different networks, behind
their corresponding routers:

Client-Server Installation 415
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Site 1, Network 1

Site 2, Network 2

semmmmuuww
71T rxsS S
—

TRBOnet
Server
Network 0

Site 3, Network 3

Use the recommended Routers only.

Notes:
e One TRBOnet Server computer is for one LCP System.

It is possible to connect two or more LCP systems (System Bridging).

TRBOnNet System Bridging supports Group and Individual Calls.

It is possible to use a Virtual machine as a Server.

LCP/Cap+ System 1

TRBOnet
Server
for System 1

Swift.Agent
for System 2

LSS\

Dispatcher

LCP/Cap+ System 2
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Limitations

e Logging of Radio-to-Radio TEXT is NOT SUPPORTED.
e Phone Connect is available with some limitations.
e Local Talk Group IDs must be unique per system.

Radio Subscriber Configuration

Network Settings

File Device Licenses Tools Help

I J | ) o] H 18
Open Save Write Clone [l Clone Express [ll Update Regis

DP480Te * Network

Set Categories

v [ Configuration
B Device Information
v ) General

[ Welcome Bitmap
[ Language Packs
[ General Settings
[ Accessories
[ Control Buttens
[ Text Messages
[ Telemetry

[ Menu

[ Security

[ Wi-Fi Network

[ Veice Announcement
[ Indoor Location

» [ Job Tickets

» [ systems

» [ encoder

» [ Decoder

» [ Contacts

» [ RX Group Lists

» [ zonerChannel Assignment
» [ scan Lists

»

[ capacity Plus Lists

*H
Activate

Validation Results Warning Messages Search Resuits Help |

Ready.

Radio Subscriber Configuration

x
General  Radio Network  Services  Control Station  IP Site Connect  Bluetooth
Blustooth Serial Port Profile Data Routing  USB HID Data Routing ~ WAVE 5000 WAVE OnCloud
(») Services B
GRS RadioD |64250 ) |
ARSIP
ARS UDP Port | 4005 | s
@s Radio D | 64250 D) |
™S P 0
TMS UDP Port | 4007 | s
User Defined UDP Port 1 |0 - Disabled | 8
User Defined UDP Port 2 |0 - Disabled | 8
User Defined UDP Port3 | D - Disabled |
XCMP Server 1D [0 - (Blank) | s
XEMP Server P 0000
Battery ServerlD |0~ (Blank) |
Battery Management Server I 0000
(=) Control Station
Voice Only
Dats Modem System Type | None [- ]
Dats Modem Window Size 5
Repeater Latitude (degree) )
Repeater Longitude (degree) 01 K/
@ Menitering 1D 0- (Blank) ) E]
RS Monitoring 1P 0.0.0.0 5
Serial Number: 871T5HF956
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Personality Settings - 1

File  Device Licenses Tools

DP4801e » Zone *» Zonel ® Zoneltems ® Personality 1*

Help

jm Y B
Read Write Clone

Update

*B

Activate

%
Register

Set & General  RX/TX
v [F configuration*
B Device Information  %¥ (@ General
» [ General
Channel Type  Capacity Plus Personal
» [ Job Tickets
» [ systems Channel Name | Personality_1 ]
» [ Encoder Voice Announcement File  None
» [ Decoder C
ARS | On System/Site Change
» [ Contacts = ) .
P
» [ RX Group Lists vaey [
v [ Zone/Channel Assignment Frivacy Alias  None
v D Zone Fixed Privacy Key Decryption  No
o e Gl Vo P s
® Channel Pocl RAS Alias [ Nome [~ ]
> O'scan lsts Option Board ||
» [ Capacity Plus Lists Lone Hork "
one Worker  No
Delay (ms) |60
Compressed UDP Data Header | DMR Standard D)
Over-the-Air Battery Management ||
N
1 " Auto Roam

Validation Reslts Warning Messages| Search Results|Help

Personality Settings - 2

RX/TX

General

(Contact Name {Call'\

@ergen:y System [Capac\'tyPIusEmergen:ySystems/Syﬂ
vox [ ]
Power Level | High
TOT (se) | 60

TOT Rekey Delay [sec) |0

Allow Interruption [ |
TX Interruptible Frequencies |

CAdmit Criteria

{Colar Code Free

In Call Criteria

RSSI Threshold (d8m)

{ Follow Admit Criteria

-124

Private Call Confirmed ||
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MNIS and DDMS Settings

General Settings

MOTOTRBO Network Interface Service Configuration Utility - MNIS Restart Re o -0/ x|
Configration  View Edit Service Help

NrkHd 00O

@ LCP_Tes

El ? ;e::ym ( System Operation Mode | Linked Capacity Plus '! )
L LgiBun (NS Applcaton D [52250 = )

Elﬁt‘.urwerﬁmal

I L B Domain 1
- {y@: Capacty Pius
(=] <8 Linked Capacity Plus
RPT™ @wam 5z 168.10.76 )
B & Advanced Tunnel IP Address  192.168.10.77
- 2 Network
B Forwardng Rules Subnet Mask  255.255.255.0
Application Overi

Talk Group Settings

MOTOTRBO Network Interface Service Configuration Utility --

Configuration  View Edit Service Help

L H©CO®

GI’OLDU&T‘IDE Capacity Plus/LCP = )
C Al Groups [ )

- I Domain 1

¢g Capacty Plus
[} <& Linked Capacity Plus
< [ Stes [ | First Call ID | Last Cal ID

Add | [ e |

[ Forwarding Rules
- Application Ovenmic
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Master Repeater Settings

MOTOTRBO Network Interface Service Configuration Utility -- MNIS Restart Reg

Configuraton  View Edt Service Help

NlLHOC OO

@ LCP_Test

= @& Gow Lt Master IP Addess  [10.10.9.55

L a9 Lt

l:l & Conventional ( Master UDP Port |5m11 3: )
- =HE Domain 1

- @ Capacty Pu MNISLEPot | @ Automaticaly Assigned

€ Manualy fssigred [[iane =

Authentication Key
8 Application Ovemic M I—M =
LCP Sites Settings
=l -loix
Configuraton  View Edit Service Help
@ LCP_Test I
- [ General
E\ & Group List \
r Ste ld Group List Outbound Data Limit
1 List1 i H
I 2 List1 =lf2
/
- B Fowarding Ruies
Appication Overic
Advanced Settings
MOTOTRED Network Interface Service Configuration Utility -- MNIS Restart Required =Y NS ] 1

Le Data Cal Confimed ¥
#40 Lstt émpmoed UDP Data Header ¥ )
:%] & Conwventional
8 Domain 1 Battery Saver Preamble 12
3. Capacty Plus Indvidual Data to Registered Ste [~
&) <8 Linked Capacty Plus
2B St TX Preamble Duration fms) [0 =
= -
- Network Convertional Channel Access [T F
- & Forwarding Rules
- BB Application Overic |
MNIELEID G e pnis D
" Manually Assigned l”""e—:
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Network Settings

{% MOTOTRBO Network Interface Service Configuration Utility * — a x

Configuration  View Edit Service Help

D b H O

= @ Untitled
General
@ Securty
= @ Group List
- g Lst1
£ @ Conventional
- =& Domain 1
eo Capacity Plus
<@ Linked Capacity Plus
£ @ Advanced
- < [
) Forwarding Rule
Application Oven

CAlNetwork |12 |

CAlGroup Network (225 |2

ARS UDP Pot  [4D05 -
TMS UDP Pot 4007 =
Telemetry UDF Port 4008

Location Server UDP Port 4001

Battery Managemert UDP Port 4012 =
User Defined UDP Port 1 | Disabled |5
User Defined UDP Port 2 Disabled |5
User Defined UDP Port 3 | Disabled |5

XCMP Enable [
XCMP Server UDP Pott  |4004 2

ARS Monitor  []

ARS Monitor I |None =

{ Server Address ) [127.0.0.1
o

DDMS Settings

The DeviceRefreshTime parameter defines how often radios should send ARS
to TRBOnet Dispatch Software. The value depends on the number of radios and

channels.
ERT
Fie  Acin Hep
O EE
Service |
= Itefaces
25 Watcher Settings
4 Loggrg
DeviceRefresh Time
Dievice Regisiration durion in minutes, runded up b the nearest 30
minute renval Range: 1~ 6460 ([dorever)
Settings for ARS/SU interface

DDMS Settings 421
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ARS TRBOnet Settings

Configuration Service Management

ﬂ Service ~

G Network Presence service

# Redundancy Auto request presence timeout: 5 ~ | minutes
Remote Access Restriction =

E' ARS refresh interval: 1440 ~ | minutes
Database
Storage Locations | Ignore unregistered Radios

&= File Formats

- Location service

(@ Reports

Dispatch Console update interval: |5 ~ | seconds

X Advanced Settings
)\ Geocoding Servers
IR Radio Systems
B PTT over Celular
T Teltonika
E Remote Agents
E Friendly Servers
‘R Phone Connect
X Advanced Settings
@ Internal PBX Server
'} Data Sources
4 Email
(B SMS Notifications

= .

+| send last known locations of radios in alarm
(®) For the last: 10 - | minutes
() GPS points: 10
Indoor service

Remove offiine radio from beacon

Don't use beacon location if radio in alarm has GPS fix (K-TERM only)

Set Defaults Apply

o Auto request presence timeout
Set this parameter to the value of the DeviceRefreshTime parameter in
MOTOTRBO DDMS.

¢ ARS refresh interval
Set this parameter to the value of the PersistenceTO parameter in
MOTOTRBO DDMS.

LCP Repeater Settings

Configuration Repeater 1
& Service ~
G Metwark System Name: Repeater 1
@ Redundancy TRECnet Peer ID: 100 :
E Remote Access Restriction
TREOnet Radio ID: 64250 -
Database
Storage Locations TRBOnet Local PorE) 50001 -
&= File Formats Master Repeater Connection Information:
(@ Reports P Address: 10.12.110.29 -
{:} Service Management
X Advanced Settings UDP Port: 50011 - Test
...\ Geocoding Servers Authentication Key: 123456
! Radio Systems System Type: iLinked Capacity Plus i
{} Services i
3 Repeater 1 System Identifier:

X Advanced Settings
i[5 Privacy

+ | Use NAI Voice
+| Use NAI Data (MNIS and DDMS)

; {:} DDMS service

i X Advanced Setting
43 MNIS data service

: X Advanced Setting
L1 Audio Paths

(==, ~ v
£ >

Use RCM to monitor radio activity

Set Defaults Apply

Special settings:
e TRBOnet Peer ID - any unique value.
e TRBOnet Radio ID - the default TRBOnet ID.
e TRBOnet Local Port - any free port on the PC.
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Audio Paths

Configuration Audio Paths
@ Service ~
O Network Load Groups Map
& Redundancy Call Type Group ID Site ID
E, Remote Access Restriction |7 Group Call 10 Wide
Database
) []| Group call 20 Wide
| | Storage Locations -
&= File Formats [ /]| Private cal -
[’_a Reports [v]| Al call

L} Service Management
X Advanced Settings
i\l Geocading Servers
IR Radio Systems
L. LF Services
3 Repeater 1
X Advanced Settings
-5} Privacy
4} DOMS service
X Advanced Setting
-} MNIS data service
X Advanced Setting
o m) A dio Paths
B

T e

Special settings
e Load Groups from Master Repeater;
e Add Local Groups manually.

LCP Repeater Settings 423
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Appendix G: Redundant Server

TRBOnet Server supports a redundant (secondary/backup) configuration which
allows automatic switching from the primary to the redundant
(secondary/backup) server in case of failure of the primary server.

There are two modes of running the Redundant server: Passive mode and
Active mode.

Overview

e The radio system's master repeater supports up to 4 simultaneously
connected Software Peers (for example, MNIS, RDAC, TRBOnet
Enterprise/PLUS or TRBOnet Watch).

e The databases on both servers are not synchronized. Before making a
copy of the primary server's database and deploying it on the redundant
server, make sure that all the appropriate information, such as radios,
radio groups, map objects, etc., have been entered into the primary
server's configuration.

e The dispatch console will connect to the redundant server when one of
the following happens:

= The primary server is unavailable.

= All radio systems are unavailable for the primary server (except for
Phone Connect or POC systems).

e Connection to the redundant server takes up to 2 minutes.

e The dispatch console will reconnect to the primary server when the
primary server is available again and the radio system is available for it.

e It's a good practice to configure an Alarm Management rule to send
emails to desired addresses whenever the primary server gets
disconnected/reconnected, and/or the radio system gets
disconnected/reconnected.

Passive Mode

The scheme below shows how the Redundant server is used in the Passive
mode.

In the scheme, a red solid line means a connection to the primary server. A
blue dash line means a connection to the redundant server that will be
established once the primary server fails. A black dotted line means a heartbeat
connection between the redundant and primary servers.

Appendix G: Redundant Server
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TRBOnet
Dispatch Console

~
~
~
~
~
A
Primary TRBOnet Server Redundant TRBOnet Server
R Passive Mode
Active MNIS Passive MNIS
7
7/
s/
/
/
/

Radio System

@ g

e The primary and redundant servers are configured identically. Note that
both servers may have equal TRBOnet Peer ID because the redundant
server is not connected to the radio system until the primary server fails.
The redundant server is constantly monitoring the primary server's
status.

Note: In the case of Capacity Max, TRBOnet Peer ID is not
used and some special settings are required in
MOTOTRBO Radio Management for the secondary
MNIS Data Gateway. For information on how to
configure the secondary MNIS Data Gateway, refer to
MOTOROLA Capacity Max Installation and
Configuration Guide.

e When the primary server fails, the redundant server gets activated, starts
its MNIS service, and connects to the radio system.
The dispatch console will connect to the redundant server automatically.

e Once the failed primary server is back online, the dispatch console will
automatically reconnect to the primary server.

Passive Mode 425
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¢ Note that the databases on both servers are not synchronized. The
redundant server's database will have data only for the time period the
primary server is down. Once the primary server is restored, the
redundant server will stop adding data to its database. Thus, there will be
no data in the primary server's database for the time period the primary
server is down.

Active Mode

The scheme below shows how the Redundant server is used in the Active
mode.

In the scheme, a red solid line means a connection to the primary server. A
blue dash line means a connection to the redundant server that will be
established once the primary server fails. A black dotted line means a heartbeat
connection between the redundant and primary servers.

TRBOnet
Dispatch Console

N
N
N
N
N
~a

Primary TRBOnet Server Redundant TRBOnet Server

Active Mode

< ..................................
Active MNIS Active MNIS

Passive DDMS

Radio System

=

e The primary and redundant servers are configured identically, except for
TRBOnNet Peer ID which must be unique for each server.
The redundant server is constantly monitoring the primary server's
status.
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e When the primary server fails, the dispatch console will connect to the
redundant server.

e When the dispatch console connects to the redundant server, the DDMS
service running for the redundant server must be manually set to the
active mode (MOTOTRBO DDMS > ARS Settings > PassiveMode set to
OFF). To prevent channel collisions when multiple ARS packets are
transmitted at the same time, it is recommended that the
ARS Initialization Delay (min) parameter be set to 30 min for each radio
subscriber (see MOTOTRBO CPS\RM reference guide).

When the dispatch console is reconnected to the primary server, the
DDMS service running for the redundant server must be manually set to
the passive mode (MOTOTRBO DDMS > ARS Settings > PassiveMode set
to ON).

¢ Note that two TRBOnet Servers and two MNIS services are connected to
the radio system's master repeater, thus occupying all four available peer
connections. As a result, no additional software, such as TRBOnet Watch
or RDAC application, can be connected in such a scheme.

¢ Note that the databases on both servers are not synchronized when the
redundant server is active and the primary server is inactive. The
redundant server's database will always have the full set of data. The
primary server's database won't have data for the time period it was
down.

Active mode and TRBOnet Agents

The scheme below shows how the Redundant Server is used when running in
the Active mode and being connected to Radio Systems via Primary and
Redundant TRBOnet Agents.

In such a scheme, one TRBOnet Server and one MNIS service are
simultaneously connected to the radio system's master repeater, thus
occupying only two of the four available peer connections, and consequently
you can additionally connect TRBOnet Watch or an RDAC application, or an
additional TRBOnet Server.

Note that in the scheme, a red solid line means a connection to the primary
server. A blue dash line means a connection to the redundant server that will
be established once the primary server fails. A black dotted line means a
heartbeat connection between the redundant and primary servers (agents).

Active mode and TRBOnet Agents 427
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TRBOnet
Dispatch Console

Primary TRBOnet Server Redundant TRBOnet Server
Active Mode

~
~
~
b |
~

A \ 4
Primary TRBOnet Agent Redundant TRBOnet Agent

] Passive Mode

Active MNIS Passive MNIS

Radio System

P

2 ®
@E%

¢ Note that this is the only feasible solution for running the redundant
server in the Active mode when a Capacity Max system is used.

Redundant Server Configuration

e Inthe Configuration pane, select Redundancy.
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Configuration Redundancy
& Service -
0 Netwaork | Redundant server mode
@ iy Redundancy Mode: Passive
/= Remote Access Restriction )
Database Primary servers:
Storage Locations TP Address Port
& File Formats 1 v 172.20.40.24 4021
(@ Reports

£} Service Management
j’_ Advanced Settings
(N Geocoding Servers
I Radio Systems
g PTT over Cellular
I Teltonika
55l Remote Agents
[l Friendly Servers
‘R Phone Connect
,’_ Advanced Settings
ﬁ Internal PBX Server
I Data Sources

=4 Email
1 5MS Notifications Add Edit Delete Test AV
el w

Set Defaults Apply Cancel

¢ Inthe Redundancy pane, select Redundant server mode.

¢ Redundancy Mode
Select the mode for a redundant server from the drop-down list.

e To add a primary server, click Add.

Server Properties x

IF Address: 172.20.40.24

Port: 4021

o IP Address
Type the IP address of the primary server.

e Port
Enter the same port number as specified for the Command port.

Synchronizing server configurations

To copy the configuration of the primary server to the redundant server, do the
following:

e Inthe Redundancy pane, click Test.

e Inthe Primary Server dialog box that opens, click the Copy
configuration link.
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Primary server *

¥ Remote Server information
172.20.40.24:4021

Server is available

1P Site Connect
LCP_home: Slot #1
Serial number: 4847051117
Firmware version: 20.20.1.6
1P Site Connect
LCP_home: Slot #2
Serial number: $84TQS 1117
Fivmvare version: 20.20. 1.6

Copy configuration Close

o Verify that the settings in the Network, Redundancy, and Database tabs
are correct.

Dispatch Console Configuration

To add a server to the list of servers:

e Launch TRBOnet Dispatch Console to open the Connect to TRBOnet

Server dialog box, or on the File menu, click Connect to TRBOnet
Server.

Connect to TREOnet Server X

Connect to:

Address: 127.0.0.1 v ‘

Port: 4021 = Configure

Authentication:

Method: TRECnet Authentication ~

4
User Mame: |admin |

pa— | ,,,,,,,,,, |

D Connect on startup

e Click Configure to register the new primary server:
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=k Add =) Edit | = Delete ‘
Servey Label Server Address Port
Servel 10.10.164.45 4021

5
erer Register TRBOnet Server x

Label: |Ser\rer 3

Address: [127.0.0.1
Port: 4021

Redundant servers:
| | Address Port

Add Delete av]
J Cancel

= (Click Add to add a new TRBOnet Server:

Label - enter a name for the new primary server.
Address - enter the primary server's IP Address.
Port - specify the command port of the primary server.

Add - click and specify the IP address and port of the redundant
(backup) server for the primary server being registered.

Click OK to save settings and close the dialog box.

Connecting Dispatch Console to Servers

¢ Go to File > Connect to TRBOnet Server, and from the drop-down list
select the primary server you created:

Connect to TREOnet Server X
Connect to:
Address: |m |V
Serverl
iz Server2
Authentication:
Method: TRECnet Authentication v

User Name: |admin |

Password: | ========== |

[ connect on startup

¢ Click OK to connect to the primary server.

Now you are connected to the primary server. In case of a lost connection
to the primary server, the Console will try to restore the connection within
30 seconds. After 30 seconds have passed, the console will change
connection to the redundant server automatically. When the primary
server is restored, the Dispatch Console will reconnect to the primary
server automatically.

Connecting Dispatch Console to Servers
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