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1 Introduction

1.1 About This Guide and Related Documentation

This document is intended for MOTOTRBO radio network administrators as
well as dispatchers responsible for the TRBOnet dispatch console operations. It
provides guidance on the installation, configuration, and maintenance of the
TRBOnNet Server and Dispatch Console applications.

1.2 About TRBOnet

TRBOnet is a suite of professional applications for MOTOTRBO digital two-way
radio networks. TRBOnet manages voice and data communication paths across
network endpoints. It provides a unified graphical dispatcher workbench
interface for the entire range of workforce fleet management tasks.

1.3 Contacts

Region

EMEA

Phone

+44 203 608 0598

Email & Support

info@trbonet.com — general and

Americas

+1 872222 8726

commercial inquiries
support@trbonet.com — technical

APAC

+61 28 607 8325

support
https://trbonet.com/kb/ — online

knowledge base

TRBOnNet Enterprise
User Manual
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2 Hardware and Software Requirements

TRBOnet Server / Agent

Voice Channels | 4 8 16 24 24+
CPU Intel Core i5 Intel Core i5 Intel Core i7 Intel Core i7 Contact
4 Cores 6 Cores technical
Memory 8 GB 8 GB 8 GB 16 GB support
HDD 2 GB for installation files, + up to 1 MB per 1 minute of voice recording depending on
the selected audio file format
Sound Card No

Supported OS

Windows 10 (x64)/11, Windows Server 2016/2019/2022/2025 (x64)

Note:  Windows Server requires Desktop Experience Role/Feature installed.

Software

.NET Framework 4.8, MS SQL Server 2016 or higher

TRBONet Dispatch Console

CPU Intel Core i5

Memory 8 GB

HDD 2 GB for installation files

Sound Card Yes

Display 1600x900 minimum resolution, 1920x1080 and higher resolution is recommended
Additional Speakers and microphones, or headset; Motorola RJ45 microphones with M002 mic
Devices adapter and Imtradex devices are recommended

Supported OS Windows 10 (x64)/11

Software .NET Framework 4.8

TRBOnNet Enterprise

User Manual
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3 System Architecture Overview

3.1 TRBOnet Server, Agent and Console

The TRBOnet software is designed as a client-server architecture,

where TRBOnet Server is PC-based and runs as a Windows service on a
network computer, stores data in an MS SQL database, and allows client
connections from Web Consoles, Dispatch Consoles, and Mobile Clients. The
TRBOnet service can be located on a dedicated remote PC, a local PC (along
with the Dispatch Console), or on a virtual machine.

In addition, remote software agents, such as TRBOnet Agent, and/or hardware
agents, such as TRBOnet Swift A200, can be connected to TRBOnet Server
providing additional voice and data communications paths to and from remote
sites. Such configurations can be used when radio equipment can't be
connected directly to TRBOnet Server due to IP network limitations (see section
3.3, IP Backend Network Requirements).

TRBOnet Dispatch Console is a PC-based voice dispatch and data application
for MOTOTRBO professional digital two-way radio systems.

TRBOnet Server

TRBOnet Agent

By

]
Ny

Local
Radio Infrastructure

T WAN/LAN
Remote m
Radio Infrastructure LES2
TRBOnet
= Web Console
Y=\
TRBOnet
Dispatch Console
TRBOnNet Enterprise Page 6 of 436
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3.2 MOTOTRBO Radio Systems

3.2.1 Single Site conventional system

A Single Site conventional system is a digital conventional two-way MOTOTRBO
system that includes one digital repeater and allows you to transmit voice and

data via two conventional channels. Radio groups and radio units are assigned
to these conventional radio channels.

3.2.2 IP Site Connect

An IP Site Connect (IPSC) system is a digital conventional two-way MOTOTRBO
system that provides two wide-area channels to increase your communications
RF coverage area. It is possible to connect up to 15 repeaters (each
geographical location of a repeater is called a "site") into one system using an
IP connection, which allows increasing the coverage area for voice and data
transmissions. The main objective of an IPSC system is to provide a stable
connection between the radio units and control centers regardless of the
distance.

% % Stﬁ%
L & o L & @ L & o
e y 2, 2,

E Master Repeater 1 Peer Repeater 2 Peer Repeater 3
A ——

LAN/WAN

[ ] [ ] [ ]
LB LR LR
Dispatcher 1 Dispatcher 2 Dispatcher 3
TRBOnet Enterprise Page 7 of 436
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3.2.3 Capacity Plus

Capacity Plus (also known as Capacity Plus Single Site) is a digital trunked two-
way MOTOTRBO system that is designed for high volume communications at a
single site location. The system is designed to provide communications among
a large number of users within a building, a set of buildings, or a single
geographical region. This system type allows you to effortlessly increase the
number of channels for both voice and data transmission between the radio
units and control centers. As this system type is trunked instead of standard
conventional, radio units are always automatically forwarded to a free channel
rather than being programmed to remain on a single slot, thereby
utilizing/sharing the available unused/free RF resources (channels) among
different users. The main objective of Capacity Plus is to support more
simultaneous voice and data transmissions within one capacious system.

[

LR\
Dispatcher 1

[

P Voice Repeater 2
Dispatcher 2

E Voice Repeater 3

LT
Dispatcher 3

E Data Repeater 5
]
SRS

TRBOnet
Server

Master Voice Repeater 1

Data Repeater 4

3.2.4 Linked Capacity Plus (LCP)

Linked Capacity Plus (also known as Capacity Plus Multi Site) is a digital trunked
multisite two-way MOTOTRBO system that enables you to accommodate both
high volume and wide area communications. This system design allows you to
connect via IP up to 15 Linked Capacity Plus sites located in one geographical
region (for example, City of Charlotte) or in larger geographically separated
territories (for example, covering the Florida Keys from Miami to Key West).
This system type allows you to increase the RF coverage area and the number
of channels for voice and data transmission between the radio units and

TRBOnet Enterprise Page 8 of 436
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control centers. The main objective of Linked Capacity Plus is to support more
simultaneous voice and data transmissions regardless of the distance.

RN

Dispatcher 1

D Router + Switch

LR
Dispatcher 2

D ----- > LAN/WAN

Router + Switch
LS

Dispatcher 3
Router + Switch

]\ Y op o o

TRBOnet

Server
Voice Repeater 5 Voice Repeater 6 Data Repeater 7 Data Repeater 8

Control Control Control
Station 1 Station 2 Station N

Site 2

[Ed]

3.2.5 Connect Plus

Connect Plus is a digital trunked multisite two-way MOTOTRBO system that
enables you to accommodate high volume, wide area communication that's
required for your business allowing you to connect via IP multiple sites located
in one geographical region or in larger geographically separated territories.
This system type allows you to increase the RF coverage area and the number
of channels for voice and data transmission between the radio units and
control centers. Radio units are always automatically forwarded to the control
channel. The main objective of Connect Plus is to support more simultaneous
voice and data transmissions regardless of the distance as well as to provide a
more structural addressing of the transmissions provided by XRC controller
and XRT gateway.

TRBOnet Enterprise Page 9 of 436
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Dispatcher 1 XRC 9000
= — L3
&5 ?

Voice Repeater 1

LB\

Dispatcher 2 Data Repeater 2

[ e
LR

Dispatcher 3
Router 1

v)

Ta IkGrou pl

Talk Group 2

XRT 9000

XRC 9000

Voice Repeater 3 Talk Group

Data Repeater 4

Talk Group 4

Router 2

-

]
RS

TRBOnet
Server*

3.2.6 Capacity Max

* TRBOnet Server requires connections to only one XRT 9000 Controller and one XRC 9000 Controller in the system

Capacity Max is MOTOTRBO's next-generation trunking solution. Built on the
DMR Tier III Mode of Operation, it delivers smooth scalability, low cost of
ownership and reliable operation.

Il Capacity MAX companents

Application Server

I TREOnet components

Capacity MAX System Server

Dispatch Position

TRBOnet Dispatch
Console

TRBOnet Server with Built-in
Software Agent

1
MNIS Data Gateway

Trunked Controller

MNIS VRC Gateway

Application network

CMSS network

Dispatch position

TRBOnet Dispatch
Console

| 3™ party network

Router

TRBOnNet Enterprise
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3.3 IP Backend Network Requirements

Before planning any IP connected MOTOTRBO system, read the MOTOTRBO
System Planner (Back-End Network Considerations).
o Delay/Latency
The amount of time it takes for voice to leave the source repeater and
arrive at the destination repeater. The delay should be less than 60 ms. It
can be up to 90 ms, but requires changes in CPS for both radio units and
repeaters.
o Jitter
The variation of the packet inter-arrival time. It should be less than 60 ms.
e Packet Loss
In the case of voice, the ongoing call ends if six consecutive packets do
not arrive within 60 ms of their expected arrival time. In the case of data,
the repeater waits for the expected number of packets (as per the data
header) before ending the call.

e Bandwidth

Refer to the MOTOTRBO System Planner for bandwidth calculations, but
roughly, it requires 96 kbps for each repeater connection and should be
summed up for all repeaters.

If the IP backend network does not satisfy MOTOTRBO requirements, it will

degrade audio quality significantly, including dropped voice calls.

For TRBOnet Enterprise Network Performance Requirements, refer to our

Knowledge Base at https://trbonet.com/kb/system-requirements.

3.3.1 Linked Capacity Plus Specific Requirements

e Addresses and Ports
A static IP Address and UDP Port for the master repeater must be made
available to all peer devices on the Linked Capacity Plus system.

= When a peer device registers with the master repeater, the network
supplies the return IP address and UDP port of the peer device to the
master repeater. The IP address and UDP port must then be made
available to all other MOTOTRBO™ LCP devices on the system.

TRBOnet Enterprise Page 11 of 436
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4 TRBOnet Enterprise and Dependencies
Installation

TRBOnNet runs on Microsoft Windows-based PCs. For the TRBOnet Enterprise
Compatibility Table, see

https://trbonet.com/kb/trbonet-enterprise-plus-compatibility-table/

4.1 Installing Microsoft SQL Server

Download and install Microsoft SQL Server 2016 or higher.

You can download and install either a full-featured MS SQL Server or an
Express edition of MS SQL Server. The Express edition of MS SQL Server is free;
however, it has some technical restrictions (maximum database size of 10 GB,
RAM usage, and other restrictions).

For example, Microsoft SQL Server 2016 SP2 - Express Edition (which is free) is

available at:
https://www.microsoft.com/en-us/download/details.aspx?id=56840

Note: We recommend that you download a version of SQL Server
with Tools.

Select the 32-bit or 64-bit version depending on the underlying OS. Accept the
defaults for the setup.

See also section 5.2.1.1, Windows Authentication on page 17.

4.2 Installing .NET Components

The .NET Framework installer is available at:
https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-8-
offline-installer-for-windows-9d23f658-3b97-68ab-d013-aa3c3e7495e0

4.3 Installing TRBOnet Enterprise

e Contact Neocom Software to obtain the latest installation package of the
TRBOnet Enterprise software, unzip, and run the setup file as a local
administrator.

e When the TRBOnet Enterprise Setup wizard appears, click Next.

e Onthe End User License Agreement page, accept the terms of the
license, and then click Next.

TRBOnet Enterprise Page 12 of 436
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Choose Setup Type .
Choose the setup type that best suits your needs

TRBOnet Dispatch Console
This is @ dispatcher computer and only Dispatch Console must be installed

TRBOnet Server and Dispatch Console

This is a Server computer and you need to install Server software and
Dispatch Console

= Custom
E Allows users to choose which program features will be installed and where
i they will be installed.

Neocom Software

< Back Next > Cancel

e On the Choose Setup Type page, click one of the following options:

= TRBOnet Dispatch Console
Choose this option to install only TRBOnet Dispatch Console on your
computer.
= TRBOnet Server and Dispatch Console
Choose this option to install both TRBOnet Server and
TRBOnet Dispatch Console at once on your computer.
= Custom
Choose this option to select from the list one or more components to

be installed.
Custom Setup '
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

- (=) = | Dispatch Console TREOnet Enterprise 5.2 Agent
e 5 7 | SErver Instance

Agent Instance |

This feature requires 139MB on
your hard drive.

Location: Ci\Program Files (x36)Meocom Software\TREONet Browse...
Enterprise}

Neocom Software

Reset Disk Usage < Back Cancel

For example, you may install only TRBOnet Server Instance:

Custom Sctup ,
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

. ¥+ | Dispatch Console TRBOnet Enterprise 5.2 Server
s ¥_+ | Agent Instance
This feature requires 208M8 on
your hard drive.

Location:  C:\Program Files (x85)\Neocom Software{TREOnet

Browse..,
Enterprise\

Neocam Software

Reset Deksage <ok cancd

e Accept the defaults for the rest of the setup and complete the installation.

TRBOnet Enterprise Page 13 of 436
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5 TRBOnet Server

To start TRBOnet Server, click the corresponding shortcut on the desktop,
or click Start > All Programs > Neocom Software > TRBOnet Server x.x
5.1 License Information

The TRBOnet software requires a valid license in order to operate. Depending
on the License Type (see next section), the license can be obtained via
TRBOnet's website or from a Neocom representative.

5.1.1 License Types

There are three license types available for TRBOnet Enterprise:

Li . -
Type

Validity 60 days By Request Permanent (non-expiring)
Quantl'lcy of Up to 2 control stations
ConFro or 1 IP repeater .
Stations connection By Request According to Customer order
and Radio 0 Radi )
Units 10 Radio Units
Features Limited functionality By Request According to Customer order
. Assigned to server’'s Hardware
A
ssigned to server's ID.
Hardware ID.
For more details on Assigned to the serial numbers
How to It can be downloaded Hardware ID, see of master repeaFers angl clontrol
obtain from the web page. the article at stations. To retrieve seria .
httos:/trbonet.com/k numbers, use Control Station's
b/hoW-to-qet-tHe- codeplug (do not rely on a serial
hardware-id/ number printed on the device's
B label).

For more information on the license and renewals, contact our technical support at
info@trbonet.com

To see how the Hardware ID and control stations and/or repeaters are
assigned in your license, open the INFO file delivered with the license file (for
example, in Notepad):

TRBOnet Enterprise Page 14 of 436
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License ID: aada3405-4e5f-4254-843f-a2balleTc475
License generated by: John Smith

License generation date: T7/20/2016

TRBOnet Support is active up to: T7/20/2017
Product: TRECnet Enterprise (4.0.0.138

License for: Neocom Software Ltd

Licensed instance: [Default]

Server limitations

FEIVEI hardware kKeys: |,". 1
42B1-BA64-D473-D6ES-DFAC

Remote Agent connections: 5

System types: Unlimited

Agent limitations ]

Agent hardware keys: Any ‘// -

Number of master radios or master repeaters: 5

Haster radios master repeaters serial numbers: 484TNLIS887; 484TNLIESE; 484TNL28E8S; 484TNLIES90; 484TNLZES])

Total number of peers in IP Site Connect or Capacity Plus systems: 10
Serial numbers of peers used in IP Site Connect or Capacity Plus systems: Unlimited

Limitation for Client connections
Remote Dispatch connections: 10
Number of Remote Dispatch accounts: 10

Subscriber radios limitatioms
Humber of subscriber radios: 10

. Your license is assigned to the Hardware ID.
. Your license is assigned to the serial numbers of master repeaters and

control stations.

5.1.2 Moving TRBOnet Server to a Different Server PC

If there is a need to use TRBOnNet Server on a different server PC, please
contact your Neocom sales representative for further instructions.

5.1.3 Using Spare Repeaters

If the plan is to use spare repeaters, for example, as replacement for damaged
ones, communicate the total number of repeaters when ordering a license.

For example, 3 repeaters will be actively used with TRBOnet Server and 1 spare
repeater. Communicate the following repeaters limitation: 3 active 1 spare and
provide the serial numbers of all 4 repeaters when placing an order (also
include the spare repeater’s serial number).

TRBOnet Enterprise Page 15 of 436
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5.1.4 License Manager

In the Configuration pane on the left, select License.
In the right pane, you can see the text of your current license.

Configuration License
Lol Pt s
", Advanced Settings License is valid “
; License 10 9558%aaf-7714-4559-954C-045e 3027 462
Privacy Hardware ID: 4261-BAG4-D473-DEEG-DFAC
DODMS service License generated by: Eugene Balyabin (4100504}

- License generation date: 23 March 2021
= Advanced S.ettlng TRECNet Support is active up to: 23 March 2022
MNIS data service Product: TRECREt_Enterprise

3 advanced Setting Licensed ko: demo (Walt)
fudio Paths Active instance: [Default]

Licensed instance: [Default]
Bf PTT aver Cellular

: Advanced Settings
l TREONet. Mabile gateway

Demo License
Expiry date: 23 March 2022

[l Remote Agents Server limitations

7 Friendly Server hardware keys:
B Friendly oervers 4261-B64-D4 73 DEES-DFAC
ﬁ Phane Connect Remioke Agent connections: 2
l Data Sources System bypes: Unlimited
=t Email Agent limitations

iorees Incoming Mail Server Agent hardware keys: Any

Mumber of master radios or master repeaters: 10

s Oubgaing Mail Server Master radios | master repeaters serial numbers: Unlimiced

{85 5MS3 Notifications Tokal number of peers in IP Sike Connect or Capacity Plus syskems: 10
[ Push Matifications Serial numbers of peers used in IP Sike Connect or Capacity Plus systems:
Unlimied -
v
< 5 License Manager GendEmal  Copy to Cliphoard

Set Defaults Apply Cancel

To apply the new license:

1.

Click the License Manager link in the right pane.
The License Manager wizard appears.

2. Click Next.

. Click the ellipsis (...) button on the right-hand side of the License file box.

The Open dialog box appears.

. Locate the license file you received from our technical support and click

Open.
The full path of the license file appears in the License file box.

. Click Next.

6. Click Finish to close the wizard.

. Click Apply and then confirm to restart TRBOnet Server.

Note: To use a single license for multiple TRBOnet software
instances, you need TRBOnet License Server. For
detailed instructions on how to use TRBOnet License
Server, refer to TRBOnet License Server Configuration
Guide.

TRBOnet Enterprise Page 16 of 436
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5.2 TRBOnet Server Database

¢ Inthe Configuration pane, select Database.

Configuration Database
& Service -
0 Network S0L Server: (local)\SQLEXPRESS
# Redundancy Database: TREOnet1l

= Remote Access Restriction

Authentication: Windows
Storage Locations Username:

:ﬁ File Formats Password:
a Reports

£¥ Service Management
/ Advanced Settings
(N Geocoding Servers
l Radio Systems
LI} Services
Bf PTT over Cellular
I Teltonika
5= Remote Agents
5l Friendly Servers
‘@ Phone Connect
)9'_ Advanced Settings

Test Connection

@& Tnternal PEX Server Upgrade Database
"} Data Sources Create Database
S v
Set Defaults Apply Cancel

e Inthe Database pane, specify the following database-related settings:

= SQL Server
Enter the location of the Microsoft SQL Server name and instance. For
example, in the screenshot above, the default instance name of
Microsoft SQL Server Express installed on the local computer is shown.
= Database
Enter the name of the TRBOnet database.

= Authentication
Select the authentication method for the TRBOnet database. The
default method is Windows Authentication. See also section 5.2.1,
Database Authentication Methods (page 17).

= Username and Password
Enter a valid SQL Server login and password if the SQL Server
Authentication is selected for the database.

e When you finish configuring the required database parameters, click
Create Database.

e After you create or upgrade a database, click Apply and then confirm to
restart TRBOnet Server.

5.2.1 Database Authentication Methods

5.2.1.1 Windows Authentication
e From the Authentication drop-down list, select Windows.

TRBOnet Enterprise Page 17 of 436
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Configuration Database

o service ~
0 Metwaork SQL Server: (local)\SQLEXPRESS
# Redundancy Database: TRBOnet11
/= Remote Access Restriction
Datzbase
Storage Locations Username:
&= File Formats
(@ Reports

Authentication: Windows
Windows
SQL Server

Password:

L} Service Management
}f Advanced Settings
(N Geocoding Servers
I8 Radio Systems
L. L3 services
B PTT over Cellular
1L Teltonika
5| Remote Agents
5l Friendly Servers
‘T Phone Conmect
)’ Advanced Settings
E Internal PBY Server Upgrade Database -
" Data Seurces Create Database -

=4 Email
Set Defaults Apply Cancel

Test Connection

To provide access permissions for TRBOnet Server to connect to MS SQL
Server, create an account with sysadmin privileges.

During the installation process, MS SQL Server 2008 automatically grants
sysadmin privileges to the NT Authority\SYSTEM account.

In the case of MS SQL Server 2012 and higher versions, add the

NT Authority\SYSTEM account to the Administrators group during the
installation process. If the database owner privileges are required to work with
TRBOnNet Database, you need to assign the sysadmin role to the Local System
account. For instructions on how to install and configure MS SQL Server 2012,
see

Appendix B: Configuring SQL Server 2012 for Local System Account.

5.2.1.2 SQL Server Authentication
e From the Authentication drop-down list, select SQL Server.

Configuration Database

ﬂ Service -

0 Network SQL Server: (local)\SQLEXPRESS

@ Redundancy Database: TRECnet11
5 Remote Access Restriction Authentication: SQL Server
Database
Storage Locations Username: =3

&= File Formats Password: ssssansas
_@ Reports
[} Service Management
,’_ Advanced Settings

k. Geocoding Servers
IR Radio Systems

L ¥ Services
Bf PTT over Cellular

T Teltonika
5| Remote Agents
[ Friendly Servers

‘T Phone Connect S ;
/ Advanced Settings est Lonnection

-8 Internal PEX Server Upgrade Database

'} Data Sources Create Database
=4 Email

Set Defaults Apply Cancel
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To connect to SQL Server using SQL Server Authentication, create a SQL login
with sysadmin privileges in the SQL Server in use. For detailed instructions on
how to create a SQL login, see
https.//technet.microsoft.com/en-us/library/aa337562.aspx

5.3 TRBOnet Server Service

¢ In the Configuration pane, select Service.

Configuration Service

o dllService -

0 Network The TREOnet Server service is not installed. It is recommended to run
2 TREOnet Server as a Windows service: it wil start automatically after a
Redundanc
bl Y : reboot and run even when no user is logged on. Click the Install Service
) Remote Access Restriction button below to install the TREOnet Server service.
Database
Storage Locations Service logon type:
e
- File Formats #) Logon as Local System (Recommended)
(# Reports

> Logon as User
£} Service Management
)’_ Advanced Settings

User name: TRBOMET v kulinichev

A Geocoding Servers Password:
I8 Radio Systems
L} Services Install Service

B PTT over cellular
1 Teltonika
35 Remote Agents
F3 Friendly Servers
‘B Phone Connect
)’. Advanced Settings Server password:

@ Intemal PEX Server Set password Turn off password
I Data Sources
4 Email

Set Defaults Apply Cancel

E\'iew Log Entries Export Configuration Import Configuration

e Inthe Service pane, specify the following service-related parameters:
= Choose the required logon type:

Logon as Local System
Choose this option to use an account with local system administrator
privileges to run the service as a Windows service (Recommended);

Logon as User

Choose this option to use a different account to run the service as a
Windows service. This account must allow the user to run services in
Windows, have read and write access to the Neocom Software folder
and subfolders in the "%ProgramFiles%" (or, "%ProgramFiles(x86)%"
for 64-bit OS) and "%ProgramData%" folders. For example, using such
an account may be required in the following cases:

1. An Active Directory domain network is used, and the current
Windows user is not allowed to use a Local System account to
launch services on the local PC due to domain policy restrictions.

2. MS SQL Server is installed on a remote PC, and Windows
Authentication (see section 5.2.1.1, page 17) has been selected to
connect to the database.

= Click the Install Service button.
= Click the Start Service link that appears in the right pane.
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Server password

Click the Set password link and enter a password if you want to
password-protect the server configuration. Once the configuration
password is set, the user will be prompted to enter it when opening
and exiting the TRBOnet Server application.

To remove the password, click the Turn off password link.

5.4 Network Parameters

¢ In the Configuration pane, select Network.

Configuration Network
ﬂ‘ Service "~
O Network interface: System Default -
# Redundancy Command port: 4021 -
=, Remote Access Restriction
Database Watch PM port: 4017
Storage Locations RTSP port: 4015
.
s File Formats
~ First VoIP port: 4022
(# Reports TR
L} Service Management VolIPprotocol: Uoe
j’_ Advanced Settings Data protocal: UDP
[N Geocoding Servers
IR Radio Systems Use broadcast mode for audio

L. Services Broadcast port:
I PTT over Cellular
I Teltonika
55| Remote Agents
5l Friendly Servers Encrypt data traffic between server and dients
‘T Phone Connect

}' Advanced Settings

E Internal PEX Server

|’ Data Sources

4 Email

| Use proxy server

Configure

Server Certificate:

Port usage

Set Defaults Apply Cancel

¢ In the Network pane, specify the following network-related parameters:

Network interface

From the drop-down list, select the network interface that will be used
to communicate between the Server and Dispatch Consoles. Click “ to
refresh the list of network interfaces available on your PC.

Note: If both TRBOnet Server and Dispatch Console are
installed on the same PC, then select 127.0.0.1
(Loopback Pseudo-Interface).

Command port

Enter the port number to be used by a Dispatch Console to connect to
the Server (4021, by default).

Watch PM port

Enter the port number that will be used by Watch Performance
Monitor to monitor the computer where TRBOnet Server is running.

RTSP
Enter the port number that will be used for multimedia streaming.
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= First VoIP port
Enter the number of the first VoIP port for audio communications
between the Server and Dispatch Consoles (4022, by default). Each
additional Dispatch Console will establish a connection on the next
available port number.

= VoIP protocol
From the drop-down list, select the VoIP protocol type for
communications between the Server and Dispatch Consoles:

e All - UDP will be used first; if unavailable, TCP will be used;
e TCP - slower but more reliable (set by default);

o UDP - faster but data packets can be lost; some routers may drop
UDP packets.

= Data protocol
From the drop-down list, select the protocol to exchange data other
than voice between the Server and Dispatch Consoles (TCP, by default).

= Use broadcast mode for audio
Selecting this option will help to optimize network load and minimize
transmission delays. The "load" on the network will be reduced as the
Server will utilize a single audio transmission to a group of Dispatch
Consoles instead of sending multiple audio streams to each individual
Dispatch Console. This method of transmission will also minimize the
transmission delays if there's a large number of Dispatch Consoles or
the Server is busy processing other features.

Note: When the broadcast mode is set, a Dispatch Console
cannot run on the same machine as TRBOnet Server,
and a warning message will appear when you select this
option.

e Broadcast port
Enter the port number to be used to broadcast audio (5000, by
default).

= Use proxy server
Select this option to enable an alternative proxy server for TRBOnet
Dispatch Software to access Internet.

¢ Click the Configure link to specify the alternative server settings:
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Configure the proxy server X

Use an alternative server

Settings

Address: |177.71.134.70

Port: 20

Authentication
Use authentication

Username: |User

Password:

==

¢ Use an alternative server
Select this option to enable an alternative proxy server.

v Address
Enter the proxy server IP address.

v' Port
Enter the proxy server port number.

¢ Use authentication
Select this option to use authentication to connect to the alternative
proxy server.

v Username
Enter the username for the authentication, if needed.

v Password
Enter the password for the authentication, if needed.

¢ After you configure the proxy server settings, click OK.

* Encrypt data traffic between server and clients
Select this option to guarantee the security of data transfer between
TRBOnNet Server and Dispatch Console, and/or TRBOnet Agent. It is
recommended that this option be used when a connection between
system components is established via the Internet or other public
networks.

= Server Certificate
Select a valid certificate that is signed by a trusted Certificate Authority.

= Port usage
Click this link to see which ports are configured for specific services.
Note that some services use dynamically allocated port numbers and
don't appear in this list. See also 5.12.1, Services.
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5.5 Redundancy

TRBOnet Server supports a redundant (secondary/backup) configuration which
allows automatic switching from the primary to the redundant
(secondary/backup) server in case of failure of the primary server. Dispatch
Console operation will not be interrupted.

¢ Inthe Configuration pane, select Redundancy.

Configuration Redundancy
& service A~
O Network Server mode: Secondary
# Redundancy
& Remote Access Restriction
Datzbase

+ | Switch to redundant server if all connections to radio systems are lost

Redundancy Mode: Passive
Storage Locations

2 File Formats Primary servers: ACHVE—J
(@ Reports IP Address Passive :
[} Service Management 1 v 112877 oot
}! Advanced Settings
N Geocoding Servers
IR Radio Systems
-} Services
:ﬂ Capadty Max
- Advanced Settings
5 Privacy
[} Presence Notifier
: / Advanced Setting
[} Data Gateway
," Advanced Setting
- VRC Gateway

W

Add Edit Delete Test A | Y
< >
Set Defaults Apply Cancel

e In the Redundancy pane, specify the following parameters:

= Server mode
Select one of the following modes:

e Standalone
The server is operating as an independent single server.

e Primary
The server is operating as the primary main server in a redundant
system.

e Secondary
The server is operating as the standby server in a redundant system.

= Switch to redundant server if all connections to radio systems are
lost
If this option is selected, the dispatch console will be switched to the
redundant sever (the one that is the backup server for this server)
when all connections to the radio systems are lost.

= Redundancy mode
Select a mode for the redundant server (Active or Passive) from the
drop-down list.

= To add a primary server, click Add.
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Server Properties x

IP Address: | 172.20.40.24
Port: 4021

Password: LIITLL]

Cancel Test

e IP Address

Type the IP address of the primary server.
e Port

Enter the same port number as specified for the Command port.
e Password

Enter the password that will be used to connect to this server.

Note: For more details on Redundant Server configuration, see
Appendix G: Redundant Server (page 428).

5.6 Remote Access Restriction

This section describes how to restrict access to the given TRBOnet Server from
remote TRBOnet Servers.

Note: This access restriction does not apply to connections from
TRBOnNet Dispatch Console.

¢ Inthe Configuration pane, select Remote Access Restriction.

Configuration Remote Access Restriction
& Service -~
0 Network + | Use restricted access

& Redundancy Allowed connections:

[ Remote Access Restriction

Database
Storage Locations

&= File Formats v|| 10,10.109,203 YT

_e Reports

£} Service Management

}’ Advanced Settings

N Geocoding Servers

IR Radio Systems

B P17 over Celular

T Teltonika

55l Remote Agents

1P Address Password
+| 10.10.201.99 CITTITYTTTY

[ Friendly Servers

‘& Phone Connect

)’_ Advanced Settings

Internal PEX Server

} Data Sources

4 Email

[L5 SMS Notifications Add Delete
[ T,

Set Defaults Apply Cancel

o Inthe Remote Access Restriction pane, select the Use restricted access
checkbox and add allowed connections to the table below:

= (Click the Add button.

= IP Address
Enter the IP address of the PC that will be allowed to connect.
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= Password

Enter the password that will be used for a connection from this
IP address. If the IP address is not specified, this password will be used
to connect to the server from any IP address.

Note:

of allowed connections is empty or no connections are
selected in the list, the TRBOnet Server won't be able to be
remotely accessed at all.

5.7 Storage Locations

¢ In the Configuration pane, select Storage Locations.

Configuration

ﬁ Service
& Network
& Redundancy
& Remote Access Restriction
Database
|
&= File Formats
(@ Reports
£} Service Management
)f Advanced Settings
(N Geocoding Servers
IR Radio Systems
L} Services
R Psc 1
o LCPEnt
“flth Control Station #1
‘.. TRBOnet Swift Agent #1
,’_ Advanced Settings
‘. @ Redundancy
B PTT over Cellular
)’_ Advanced Settings

----- B PoC Gateway #1

Set Defaults

Storage Locations

Select save locations for different file types
Database badkups
C:'\ProgramData\Meocom Software \TRBOnet.Enterprise \Backups
Message attachments

C:\ProgramData\Neocom Software \TRBOnet.Enterprise \Files

Audio and video recordings

Voice recordings

C:'\ProgramData\Meocom Software\TREOnet.Enterprise Audia
Video recordings

C:'ProgramData\Meocom Software{TREOnet. Enterprise\Audio

Folder and file name template

SVEAR Yo_%eMONTHYe_%DAY %_%eHOUR %o\ %MINUTE %_%SE... =

Cancel

If the Use restricted access checkbox is selected and the list

e Inthe Storage Locations pane, select locations where the database
backups and stored files (voice records, video recordings, and message
attachments) will be saved:

= Database backups

Click the ellipsis (...) button and in the Browse For Folder dialog box
locate the appropriate path where database backups will be stored.

Note: Older backups are not deleted automatically. It is
recommended that you regularly delete the files you no

longer need to avoid running out of storage space.

= Message attachments
Click the ellipsis (...) button and in the Browse For Folder dialog box
locate the appropriate path where text message attachments will be

stored.
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Audio and Video recordings

Note: You can't save recordings in root directories, such as C:\

or D:\.

= Voice recordings

Click the ellipsis (...) button in the Browse For Folder dialog box locate

the appropriate path where voice recordings will be stored.

= Video recordings
Click the ellipsis (...) button and in the Browse For Folder dialog box
locate the appropriate path where video recordings will be stored.

* Folder and file name template
Click the ellipsis (...) button and in the dialog box that opens:

Folder and File Mame Template X

Use this template to customize folder and file names

YoYEAR % _%MONTH%_%DAY %_%HOUR % \%eMINUTE % _%SECOND %_
YMILLISECOND %

Channel Name System ID System Name Call Type Source Source Type
Source ID Recipient Recipient Type Recipient 1D

Example:
2024_09_17_10\49_04_729_xxx.wav

Canc

e Enter the information (by clicking the appropriate links below: Year,
Month, Day, etc.) that will be used to generate the file/folder names
for voice and video recordings.

5.8 File Formats

¢ In the Configuration pane, select File Formats.

Configuration

gf Service
O Network

& Redundancy

|5 Remote Access Restriction

Database
Storage Locations

F—JFile Formats
E Reports

£F Service Management
}' Advanced Settings

(N Geocoding Servers
IR Radio Systems

LI} Services

Ef P77 over Cellular

T Teltonika
55 Remote Agents
| Friendly Servers
‘@ Phone Connect

}'_ Advanced Settings
E Internal PEX Server
}" Data Sources
4 Email

Set Defaults

File Formats

Voice recording format: WAV - Waveform Audio File

Audio codec: G.711 pLaw/8000
Video recording: Enabled
| Add audio to video

| Add text to video

Cancel
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e Inthe File Formats pane, select the file types for which to change default
folders:

= Voice recording format

From the drop-down list, select the format to be used to store audio
recordings. The available formats are WAV, TNA, and OGG.

Note: The TNA format is a proprietary audio format that
contains additional information about radio calls, such
as radio ID, start time, end time, and other parameters.
This format provides more details about call

participants and allows easy navigation within recorded
audio files.

= Audio codec
From the drop-down list, select the audio codec to be used to
compress the audio files.

= Video recording
From the drop-down list, select Enabled or Disabled. If video recording
is enabled, select if to Add audio to video and Add text to video.

5.9 Reports

Perform the following steps to select the option to save scheduled reports and
enter the appropriate information.

Note: The selection of the type of scheduled reports is
configured in the Dispatch Console (see section
6.4.5.5.16, Scheduled Report)

¢ In the Configuration pane, select Reports.

Configuration Reports
o service ~
G Network | Save scheduled reports
& Redundancy Folder: D:\Reports
5 Remote Access Restriction Format: s
Database
Storage Locations
&= File Formats 2
@ neocom
L} Service Management 9 SOFtwa re

/ Advanced Settings
Lk Geocoding Servers
IR Radio Systems
L} services
B rsci
o8 LPEnt
g Control Station #1
.. TREOnet Swift Agent #1
/ Advanced Settings
i % Redundancy
B PTT over Celular
)’_ Advanced Settings
! PoC Gateway #1

Set Defaults Apply Cancel

Select... Default
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e Inthe Reports pane, select the Save scheduled reports checkbox and
specify the following parameters:
= Folder
Click the ellipsis (...) button and locate the folder on the PC where you
want to save reports generated by the TRBOnet software.

* Format
From the drop-down list, select the format for the reports (PDF or
Excel).

* Logo
Click the Select button, and in the 'Open’ dialog box, navigate to the
desired logo file (.BMP, .PNG, JPG, etc.) and click 'Open'.
To revert to the default logo file, click the Default button.

5.10 Service Management

The Service Management pane allows you to specify various parameters for the
Presence, Location, and Indoor services.

¢ In the Configuration pane, select Service Management.

Configuration Service Management
ﬁ Service -
G Network Presence service
ﬁﬁ Redundancy Auto request presence timeout: 5 = | minutes
Remote A Restricti Py
5 REMOIE Aecess Restriction ARS refresh interval: 1440 ~ | minutes
Database
Storage Locations +| Ignore unregistered Radios
== Fie Formats Locati .
3 Reparts ocation service
L3 Dispatch Console update interval: |5 > | seconds
j Advanced Settings +| Send last known locations of radios in alarm
i Geocoding Servers -
BB Radio Systems (®) For the last: 10 = | minutes
B PTT over Cellular (O GPS points: 10 :
&L Teltorika Indoor service

52| Remote Agents
5l Friendly Servers
‘@ Phone Connect Don't use beacon location if radio in alarm has GPS fix (K-TERM only)

}'_ Advanced Settings
ﬁ Internal PBX Server
} Data Sources

4 Email

{55 SMs Notifications

R,

Set Defaults Apply Cancel

Remove offine radio from beacon

¢ Inthe Service Management pane, specify the following service-related

parameters:
5.10.1 Presence service
The Presence service group includes the following registration-related
parameters:
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e Auto request presence timeout

Enter the time interval that will be used by the server to regularly check
the online subscriber radios if there has been no activity. The server
considers a radio to be inactive (or, offline) if the radio does not send any
GPS, Text, ARS, or Voice messages.

If you do not have a dedicated channel for data revert, use the following
table:

Number of Presence timeout Number of Presence timeout
radio units (minutes) radio units (minutes)

upto 10 5 30 to 40 17
10to 20 9 40 to 50 21
20to 30 13 over 50 120

If there is a dedicated data revert channel in the system, you may set this
parameter to a somewhat lower value than indicated in the table.

Note: If the DDMS service is enabled, set the value of this
parameter to the value of the DeviceRefreshTime
parameter in MOTOTRBO DDMS.

ARS refresh interval

Enter the value of the parameter that determines how often a radio unit
will send ARS packets. It is recommended that a value of 30 minutes be
used for this interval. This value may be changed depending on the
system load.

Notes: For all radio systems (except for Connect PLUS and
Capacity MAX), the ARS service must be enabled on the
subscriber radio channels (MOTOTRBO CPS,
Channels>Channel>ARS).

If the DDMS service is enabled, set the value of this
parameter to the value of the PersistenceTO
parameter in MOTOTRBO DDMS.

See also Appendix F: NAI VOICE & DATA Support.

Ignore unregistered radios
Select this option so that unregistered radio units will be ignored and
thus won't appear in Dispatch Console.
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5.10.2 Location service

The Location service group includes the following location-related
parameters:

o Dispatch Console update interval
Enter the time interval that will be used to send GPS data packages from
the Server to Dispatch Consoles. The lower the value, the more data
traffic will be present on the network. Adjust this value based on the
network bandwidth. The lower the bandwidth, the higher the update
interval.

e Send last known locations of radios in alarm

Select this option so that dispatchers receive the latest locations when an

alarm occurs. Then choose one of the following options:

= For the last X minutes
Choose this option and enter the time, in minutes, to be used as the
last time period for the latest GPS data.

= GPS points
Choose this option and enter the number of GPS points to be used for
the latest GPS data.

5.10.3 Indoor service

The Indoor service group includes the following indoor-related parameters:
¢ Remove offline radio from beacon
Select this option so that an offline radio is not shown on its associated
beacon.
e Don't use beacon location if radio in alarm has GPS fix (K-TERM only)
Select this option so that beacon positioning is ignored in case of alarm
when a radio transmits valid GPS data.

Note: This feature relates only to K-TERM beacons.
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5.11 Advanced Settings

¢ Inthe Configuration pane, select Advanced Settings.

Configuration Advanced Settings
& Service -
0 Network Language: English
# Redundancy Logging level: Normal

5 Remote Access Restriction
Database
Storage Locations
= File Formats Text-to-speech voice: Default

Administrator account: Enabled -
Resetpassword

(@ Reports Measurement system: Metric
£+ Service Management -
.,}g Advanced Setings Coordinate format: Degrees, Minutes, Seconds
.\ Geocoding Servers TX Passive timeout: Unlimited < | hours
IR Radio Systems -
. X Voice message expiry time: Unlimited - |hours
L} Services
! PTT over Cellular Number of messages: Unlimited
[l Teltonika Text message expiry time: Unlimited % | hours
:| Remote Agents
ﬂ_ N Number of messages: Unlimited
[ Friendly Servers
‘B Phone Connect
2 Advanced Settings
J@ Internal PBX Server
I Data Sources
el v
Set Defaults Apply Cancel

e Inthe Advanced Settings pane, specify the following advanced

parameters:

= Language
From the drop-down list, select the interface language for TRBOnet
Server.

* Logging level
From the drop-down list, select the logging level that determines the
granularity of log messages in the System Log. The choices are: None,
Low, Normal, and High.

Note: This information is used by technical support for
troubleshooting purposes, so it is recommended that
this value be kept unchanged (Normal).

= Administrator account
From the drop-down list, select either Enabled or Disabled. If you select
Disabled, the administrator won't be able to log in to the Dispatch
Console.

¢ Reset password
Click this link to reset the administrator password to the default
value.
= Text-to-speech voice
From the drop-down list, select the voice that will be used for Text-to-
Speech messages.

= Measurement system
From the drop-down list, select either Metric, US, or Nautical units.
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= Coordinate format
From the drop-down list, select a format for displaying coordinates.

= TX Passive timeout
Enter the time period during which text and voice messages will be
stored and later sent when the channel becomes available (no longer
busy). "Unlimited" is recommended.

= Voice message expiry time
Enter the time period during which TRBOnet Server will continue to try
to send Voice messages to a recipient while they are offline.
"Unlimited" is recommended.

¢ Number of messages
Enter the maximum number of Voice messages that will be stored in
the queue before being sent.

= Text message expiry time
Enter the time period during which TRBOnet Server will continue to try
to send Text messages to a recipient while they are offline. "Unlimited"
is recommended.

e Number of messages
Enter the maximum number of text messages that will be stored in
the queue before being sent.

5.11.1 Geocoding Servers

Geocoding servers resolve GPS coordinates to street addresses for reporting
purposes and other needs, for example, 'GPS activity for period’ reports. Online
geocoding services, such as Google or Nominatim, can be used and are the
standard default services in TRBOnet. However, their use may be limited by the
number of requests. Furthermore, you can add custom geocoding servers to
the system.

You can configure geocoding servers in three ways depending on whether the
Server and/or Dispatch Console have Internet access and on your local
geocoding server settings:

1. The Dispatch Console has Internet access and the Server has no Internet
access. The Server can connect to preconfigured (Google and
Nominatim) and/or local corporate geocoding servers via the Dispatch
Console.

2. The Server has Internet access and Dispatch Console has no Internet
access. The Dispatch Console can connect to preconfigured (Google and
Nominatim) and/or local corporate geocoding servers via the Server
(follow the instructions below).

3. You have your own Geocoding server in the local network. In this case,
you can configure data resolving in both the Server and the Dispatch
Console.
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5.11.1.1 Configuring Geocoding Servers
¢ In the Configuration pane, select Geocoding Servers.
Configuration Geocoding Servers
ﬁ‘ Service ~
0 Metwork Server Mame
@ Redundancy v| Google
:,Remnbe Access Restriction 21| Nominatim
Database
Storage Locations
&= File Formats
i% Reports
[} Service Management
)’_ Advanced Settings
! Radio Systems
LA Services
] PTT over Cellular
I Teltonika
5| Remote Agents
[l Friendly Servers
L Phone Connect
/ Advanced Settings
ﬁ Internal PBX Server add T Delete A v
' Data Sources
_.\Email [[] Request aplace name upon recsiving GPS coordinates
Set Defaults Apply Cancel
¢ Inthe Geocoding Servers pane, specify the following geocoding-related
parameters:
= Google and Nominatim
These are pre-configured geocoding servers, which allow resolving
GPS coordinates to street addresses and street addresses to GPS
coordinates.
Note: These geocoding servers can only be edited, not
deleted.
= (Click Add to add a geocoding server to the system.
Map Server for Geocoding X
Server Name: |Nh'GaocodingServer |
Get address by coordinates
‘Hl'tp:/f‘IZ?.D 0.1/reverse Format =xmlat={at }lon={on }ézoom=184adressdetails=1 |
Test
Get coordinates by address
‘I‘nﬁp:fﬂz?.l} 0.1/search ?q={address }&format=ml
Test
Cancel
e Server Name
Enter the name of your geocoding server.
e Get address by coordinates
Select this option to resolve GPS coordinates to street addresses.
In the box below, enter the server address with the appropriate
parameters.
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Note: Keep in mind that the {lat} and {lon} variables are
mandatory to allow TRBOnet Dispatch Console to
retrieve GPS coordinates from the radio unit.

Click Test to check the connection to the geocoding server. Enter a
pair of GPS coordinates and see if the resolved street address
appears.

e Get coordinates by address
Select this option to resolve street addresses to GPS coordinates (for
example, for the Search by Address feature).
In the box below, enter the server address with the appropriate
parameters.

Note: Keep in mind that the {address} variable is mandatory
to allow TRBOnet Dispatch Console to search map
objects by address.

Click Test to check the connection to the geocoding server. Enter an
address and see if you get the list of map objects corresponding to
the address entered.

= UsetheUp ( *)and Down (¥ ) buttons to move the selected
geocoding server up and down in the priority list of geocoding servers.
When requesting GPS data via the geocoding servers configured in
TRBOnet Server, GPS data is requested from the geocoding servers
according to the priority level. The geocoding server at the top of the
list has the highest priority level. In case the first geocoding server is
unavailable, data will be requested from the second geocoding server
in the list, and so forth down the list of geocoding servers.

The administrator must ensure that the geocoding servers in the list
are able to resolve GPS data.

= Request a place name upon receiving GPS coordinates
Select this option to resolve GPS coordinates to street addresses
immediately by a GPS event. Note that street addresses and GPS
coordinates are automatically (without user intervention) stored in the
TRBOnet database to optimize the response time for street address
requests (for example, GPS reports) and to reduce geocoding server
load. These street addresses and GPS coordinates will be stored
without user intervention whenever GPS are resolved to street
addresses via a request to a Geocoding Server.
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5.12 Radio Systems

By enabling the Radio Systems feature, the TRBOnet Server is able to be

connected to a radio system. Otherwise, you should use Remote agents (see
section 5.15, Remote Agents).

¢ In the Configuration pane, select Radio Systems.

¢ Inthe Radio Systems pane, select or make sure that the Enable Radio
Systems option is selected.

Configuration Radio Systems
& Service ~
& Network v| Enable Radio Systems
& Redundancy
= Remote Access Restriction CAT Network: 12
Database CAI Group Network: 225
Storage Locations
&= File Formats Registered Radio Systems
(@ Reports . | Name Address Radio ID
[} Service Management
- i ~| IPSC1 10.12.110.29 54250
)’: Advanced Settings
5 Geocoding Servers | LCP Ent 192,1568.0.100 54250
l Radio Systems| Control Station #1 192.168.10.1 654250
L} Services +| TRBOnet Swift Agent #1 10.12,107.105 50250
-l TPSC 1
/’_ Advanced Settings
5} Privacy
DDMS service
}’_ Advanced Setting
MNIS data service
)!', Advanced Setting
[T Slot #1 v
U Add Delete Test
< >
Set Defaults Apply Cancel

¢ In the Radio Systems pane, specify the following parameters:

= CAI Network
The CAI (Common Air Interface) Network is a value that is combined
with the Radio ID to produce the individual radio's air interface
network IP address. All radios must use the same CAI Network ID to be
able to exchange data. It is recommended that the default value of 12
is used.

= CAI Group Network
The CAI Group Network is a value that is combined with the Group ID
to produce the group's air interface network IP address. The CAI Group
Network ID forms the first or most significant byte of each group's
network IP address. All radios must use the same CAI Group Network
ID to be able to exchange data (225, by default).

Note: The values of these two parameters must match those
configured for the radio units via the MOTOTRBO CPS.
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Configuration Radio Systems
& Service -~
G Network | Enable Radio Systems
@ Redundancy
/= Remote Access Restriction CAI Network: 12
Database CA Group Network: 225
Storage Locations
&= File Formats Registered Radio Systems
(@ Reports . [ame Address Radio 1D

L} Service Management

a ) v| IPSC 1 10.12,110.29 64250
)f: Advanced Settings
)\ Geacoding Servers LCP Ent 192.168.0.100 64250
' Radio Systems Control Station #1 192.168.10.1 64250
-4} Services Swift IP Gateway #1 10.12.107.105 64250
-l TPSC 1
)’_ Advanced Settings
5 Privacy
(L'} DOMS service 1

- Advanced Setting
i@ MNIS data service
i Audio Paths

g} LCPENt v
. B

Delete Test

Add MOTOTRBO System
Add Capacity Max

Add DIMETRA Express
Add Swift IP Gateway

Set Defaults oK Cancel

Add Control Station
Add ECOS-D Repeater

Add KAIROS Repeater \
Add WAVE PTX Universal Gateway 2
Add ED137 Station

Add Zenitel Station

Add Analog Station

Add Friendly FS-1000 Station
Add ¥RC-9000 Controller
Add ¥RT-9000 Controller
Add WAVE 5000 Controller

o oo o g g g b ff o fF §8 4

Add Swift IP Channel

All radio systems based on MOTOTRBO services are represented in the
Registered Radio Systems table, including their Name, IP Address, and Radio
ID (1):
e To add a radio system, click Add and select the appropriate system type
from the drop-down menu (2).

5.12.1 Services

e Inthe Configuration pane, under Radio Systems, select Services:

e Inthe Services pane, specify the following Radio System Services-related
parameters:

= Automatic Registration Service (ARS)
Select this option to enable the ARS service for the radios. When the
radio powers up, it automatically registers with the server. This feature
is used with data applications, that is, any data traffic on this channel is
associated with an application server such as MOTOTRBO Text
Messaging or MOTOTRBO Location Services.

e Port
Enter the local port number for the ARS service (4005, by default).
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e RSSI
Select this option to include site and slot information in ARS
messages. This option does not send RSSI signal strength data for
RSSI mapping or location-based signal analysis. It may be enabled
when a radio cannot be correctly identified on a specific site or slot.

= Telemetry service (TLM)
Select this option to enable the Telemetry service, which is the wireless
transmission and reception of measured quantities for remotely
monitoring environmental conditions or equipment parameters.

e Port
Enter the local port number for the Telemetry service (4008, by
default).

= Text Messaging service (TMS)
Select this option to enable the Text Messaging service (Motorola
Solutions proprietary) which is used to exchange text messages
between the radios and the dispatchers.

e Port
Enter the local port number for the Text Messaging service (4007, by
default).

= Location service (LRRP / Indoor)
Select this option to enable the Location service. The radio can send its
coordinates when it is in Global Positioning (via LRRP Protocol) or
iBeacon coverage area.

e Port
This is the local port number for the Location service (4001), which
cannot be modified.

= Location service (LIP / Indoor)
Select this option to enable the Location service. The radio can send its
coordinates when it is in Global Positioning (via LIP Protocol) or
iBeacon coverage area.

e Port
This is the local port number for the Location service (5017, by
default).

= Job Ticketing service (JTS)

Select this option to enable the Job Ticketing service.

e Port
This is the local port number for the Job Ticketing service (4013, by
default).

= Text Messaging service DMR
Select this option to enable the DMR-based Text Messaging service.
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e Port
Enter the local port number for the DMR-based Text Messaging
service (5016, by default).

= Indoor service (K-TERM)
Select this option to enable the Indoor Location service.

e Port
Enter the local port number for the Indoor service (3022, by default).

= Indoor LAN Service (K-TERM)
Select this option to enable the Indoor LAN service.

e Port
Enter the local port number for the Indoor LAN service (3001, by
default).

= Tallysman Sprite service
Select this option to enable the service for autonomous event and
aggregated event reporting to provide significant reduction in GPS
data overhead.

e Port
Enter the local port number for the Tallysman Sprite service (4004,
by default).

= FS 5000 location service (GPS)
Select this option to enable the FS 5000 location service, which is a
service for transmitting GPS data packages. This service uses FS 5000
Option Board.

e Port
Enter the local port number for the FS 5000 location service (4004,
by default).

= Swift.Tracker v.1 service
Select this option to enable the service to transmit coordinates and
data packages via a radio channel using the Swift.Tracker TR0OO1
device.

e Port
Enter the local port number for the Swift.Tracker v.1 service (4004,
by default).

= Swift.Tracker v.2 service
Select this option to enable the service to transmit coordinates and
data packages via a radio channel using the Swift.Tracker TR001 device

(version 2).
e Port
Enter the local port number for the Swift.Tracker v.2 service (4104,
by default).
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= Extended Text Messaging service
Select this option to enable the Extended Text Messaging service to
include sending detailed preconfigured templates with the help of
TRBOnet Dispatch Software.

e Port
Enter the local port number for the Extended Text Messaging
service (4010, by default).

* Extended Data service
Select this option to enable the Extended Data service that will be used
for communication with TRBOnet Communicator.

e Port
Enter the local port number for the Extended Data service (4106, by
default).

= Telemetry service Novox
Select this option to enable the Telemetry service based on NOVOX
devices.

¢ Requests port
Enter the local port number to listen for requests (8090, by default).

e Events port
Enter the local port number to listen for events (8091, by default).

= G4S RS232 service
Select this option to enable the custom developed G4S RS232 service.

e Port
Enter the local port number for the G4S RS232 service (4004, by
default).

= Zebra printer service
Select this option to enable the service for printing Job Tickets. A Zebra
printer is connected to a radio via Bluetooth. The radios should be
Bluetooth-enabled.

e Port
Enter the local port number for Zebra printer service (4072, by
default).

= Forward Data service
Select this option to enable the Forward Data service. This feature is
used to forward "raw data" via the COM port from one device to

another.
e Port
Enter the local port number for Forward Data service (4011, by
default).
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5.12.2 Adding a MOTOTRBO Repeater

e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add MOTOTRBO System.

¢ Inthe Repeater pane, specify the connection parameters.
To ensure your connection parameters match the actual configuration of
your radio network, you may need to use Motorola CPS or Config Advisor
tools to determine the values. Contact your radio network administrator,
if you do not have this information.

Configuration Repeater #1
ﬂ Service ~
0 Metwork System Name: Repeater #1
# Redundancy TREQRet Peer ID: 100
= Remote Access Restriction
TREOnet Radio ID: 64250
Database
Storage Locations TRECONet Local Port: 50000
; File Formats Master Repeater Connection Information:
o Reports 1P Address: 10.10.133.5

£F Service Management
4 Advanced Settings

----- A Geocoding Servers Authentication Key: 951

UDFP Port: 50501 . Test

&l Rado Systems System Type: P Site Connect
+LF Services
Repeater #1 System Identifier: Department 1
‘/’: Advanced Settings Use NAI Voice
M pri
W Privacy Use NAI Data (MNIS and DOMS)
11 Slot #1 o
Use RCM to monitor radio activity
LI Slot #2
..CI7 Local Slots
B PTT over Cellular
T Teltonika
3l Remote Agents v
Set Defaults Apply Cancel

= System Name
Enter a name for the repeater. This name will be displayed in the
Dispatch Console.

= TRBOnet Peer ID
Enter a Peer ID for TRBOnet Server. The Peer ID must be unique
among the repeaters in the radio system.

Note: Motorola recommends that this value be less than 200.

= TRBOnet Radio ID
Enter the Radio ID, which is a gateway for voice and data. The Radio ID
must be unique in the radio system (for Capacity Plus and Linked
Capacity Plus systems, the maximum value is 65535).

= TRBOnet Local Port
Enter the local port number that will be used by TRBOnet Server to
establish a connection to the repeater. Use unique port numbers for
each repeater connection if there are several repeaters connected.

Master Repeater Connection Information
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IP Address
Enter the Ethernet IP address of the master repeater.

Note: This value is programmed for a repeater via
MOTOTRBO CPS, in Link Establishment>Master IP.

UDP Port
Enter the UDP port number of the master repeater.

Note: This value is programmed for a repeater via
MOTOTRBO CPS, in Link Establishment>Master UDP Port.

Authentication Key
Enter the repeater's authentication key (if any).

Note: This value is programmed for a repeater via
MOTOTRBO CPS, in
Link Establishment>Authentication Key.

System Type

From the drop-down list, select the type of the radio system
('IP Site Connect', 'Capacity Plus', 'Linked Capacity Plus', or
'Extended Range Direct Mode").

Test

Click this button to check the connection to your master repeater. If
the test is successful, you'll see the information on the repeater you
are connected to, such as the serial number, firmware version, and
other relevant information.

System Identifier

Enter the system identifier if a Capacity Plus/Linked Capacity Plus or
Capacity MAX system is used with one or more control stations. Use
the same system identifier as you have specified for the corresponding
control stations.

Use NAI Voice

Select this option to connect to the repeater via NAI (Network
Application Interface) for Voice transfer. For more details about NA,
see Appendix F: NAI VOICE & DATA Support (page 418).

Use NAI Data (MNIS and DDMS)
Select this option to connect to the repeater via NAI (Network
Application Interface) for Data transfer. For more details about NAI,
see Appendix F: NAI VOICE & DATA Support (page 418).
o MNIS
MOTOTRBO Network Interface Service is a Windows application
which acts as a data gateway between the data applications and the
radio system. Data messages are routed through the MNIS.
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e DDMS
Device Discovery and Mobility Service is a service for tracking the
presence of radio subscribers in the radio network and transmitting
the data to the server.

5.12.2.1

Advanced Settings

¢ In the Configuration pane, under the corresponding Repeater, select

Advanced settings.

Configuration

o service
& Network
@ Redundancy
/5 Remote Access Restriction
Database
Storage Locations
&= File Formats
_B‘ Reports
L} Service Management
/’_ Advanced Settings
)\ Geocoding Servers
I8 Radio Systems
~LF Services
Iﬂ Repeater #1
s
5} Privacy
I Slot #1
[0 Slot #2
L..C17 Local Slots
B PTT over Cellular
I Teltonika
5l Remote Agents

Set Defaults

Advanced Settings

Call Hangtime (ms):
Group Call:
Private Call:

Emergency Call:
TX Preamble:

TX Timeout:

Phone System:
TX Interrupt Mode:

Allow CSBK Data

3000
4000
4000
120

60 ~ | seconds

Motorola Phone System

MSI Proprietary

¢ Inthe Advanced Settings pane, specify the following repeater-related

advanced settings:
Call Hangtime (ms):
= Group Call

This value sets the duration the repeater reserves the channel after the
end of a group call transmission. During this time, only members of
the group that the channel is reserved for can transmit.

Private Call

This value sets the duration a radio keeps the private call setup after a
user releases the PTT button. This is to avoid setting up the call again
each time a user presses the PTT button to transmit. During this time,
other radios can still transmit since the channel is essentially idle. After
the hang timer expires, the radio transmits using the TX Contact Name
parameter specified for this channel in MOTOTRBO CPS.

Emergency Call

This value sets the duration the repeater reserves the channel after the
end of an emergency call transmission. During this time, only
members of the Group that the channel is reserved for can transmit.
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Note: The values of the above three parameters must be
taken from the corresponding parameter values
programmed for the repeater via MOTOTRBO CPS in
General Settings.

= TX Preamble
Enter the value of the TX Preamble. The TX Preamble is a string of bits
added in front of a data or control message (Text Messaging, Location
Messaging, Registration, Radio Check, Private Call, and other message
types) before transmission. The acceptable range is 0 - 8640 ms. The
recommended value is 120 ms.

= TX Timeout
Enter the time, in seconds, to be used as a voice session limit. When
the dispatcher starts any voice session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires.

* Phone system
From the drop-down list, select the system for phone calls:

¢ Motorola Phone System
This system uses a special call type with the parameters specified for
a radio unitin MOTOTRBO CPS. The Motorola Phone System is
recommended for IP Site Connect mode to minimize Radio response
time. For more details on programming Motorola Radios, see
Appendix E: SIP Setup for Motorola Phone System (page 416).

¢ TRBOnet Phone System (TX Interrupt)
This is a phone call system based on the private call type using TX
Interrupt feature. This phone system is available for radio systems
with control stations.

= TXInterrupt Mode
Use the default value MSI Proprietary.
The DMR Standard mode is selected when non-Motorola radios are
used that support TX Interrupt and require to be additionally
configured.

= Allow CSBK Data
Select this option so that GPS data is sent in a single CSBK.

Note: This feature is available only when the MNIS Data
Service is enabled for the repeater.
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5.12.2.2 Privacy
¢ In the Configuration pane, under the corresponding Repeater, select
Privacy.
Configuration Privacy
ﬁ' Service
& Network Privacy Type: Enhanced
& Redundancy Basic Privacy Key ID:
=] E:E‘;Es:ccess Restricton Enhanced Privacy Keys:
Storage Locations hie] Value
= e oS
(@ Reports ARC4 (40 bit)
' Service Managz.ament AES (256 bit)
iy EEES
IR Radio Systems
. Services
: IﬂRepeaber: 1
[, . Advanced Settings
) Privacy
L slot #1
-1 Slot #2
Local Slots
Bf PTT over Cellular
o Teltonika
i Remote Agents - Add Remave @ File
Set Defaults Apply Cancel
¢ Inthe Privacy pane, specify the following privacy-related settings:
= Privacy Type
From the drop-down list, select one of the privacy types: None, Basic,
or Enhanced.
= Basic Privacy Key ID
Enter the Privacy Key ID available for the Basic privacy type.
= Enhanced Privacy Keys
Here you add enhanced privacy keys when the Enhanced privacy type
is selected.
o Click Add and specify the required Algorithm, ID, Name, and Value
for the privacy key being added.
v Algorithm
From the drop-down list, select one of the enhanced algorithms if
you are going to use additional encryption.
5.12.2.3 DDMS Service

The DDMS, or Device Discovery and Mobility Service is a service for tracking the
presence of radio subscribers in the radio network and transmitting the data to
the server.

¢ In the Configuration pane, under the corresponding Repeater, select
DDMS service.
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o

Configuration

ﬂ' Service ~
& Network
# Redundancy
& Remote Access Restriction
Database
Storage Locations
&= File Formats
(@ Rreports
L} Service Management
/’_ Advanced Settings
A Geocoding Servers
I8 Radio Systems
. Services
: :3 Repeater # 1
/’_ Advanced Settings
3 Privacy
)’: Advanced Setting
; MNIS data service
L1 Audio Paths

B PTT over Cellular

P —_— Add
< >

DDMS service

+| Use DDMS service
Local port: a

Service IP Address: 127.0.0.1 Test

Service port: 3000
Authentication Port: | 5055
Redundant services:

Service IP Address | Service port Local port

1 ||v| 10.10.101.207 3000 0

Delete Test AT

Set Defaults Apply Cancel

¢ In the DDMS service pane, specify the following DDMS service-related
settings:

Use DDMS service
Select this option to enable the DDMS service for the server.

Local Port
Enter the number of the local port to be used on a PC with TRBOnet
Dispatch Software for DDMS service.

Service IP Address

Enter the IP Address of the PC with the DDMS service installed and
running.

Service port

Enter the service port number.

Note: This value is programmed for a DDMS service via
MOTOTRBO DDMS Administrative Client, in
Interfaces>Watcher Settings>PortWatcher.

Authentication Port
Enter the authentication server port number.

Note: This value is programmed for a DDMS service via
MOTOTRBO DDMS Administrative Client, in
Interfaces>Authentication Server Settings>
AuthenticationServerPort.

Redundant services
Here you see the list of redundant DDMS services for failover
purposes.

e Click Add and specify the required parameters for the DDMS service
being added.
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e Click Test to test if the selected DDMS service is available.

e UsetheUp ( *)and Down (¥ ) buttons to move a selected DDMS
service up and down in the priority list of DDMS services.

5.12.2.3.1Advanced Settings
¢ In the Configuration pane, under DDMS service, select Advanced

Settings.
Configuration Advanced Settings
o service -~
O Network Radio ID range: 1-200 ?
@ Redundancy Events: Al

& Remote Access Restriction
Database
Storage Locations Site ID Presence Voice Data

External sites:

= File Formats v] 251 " v -
(@ Reports

£¥ Service Management

)’ Advanced Settings

..... A Geocoding Servers

adio Systems
L. L} Services
Repeater # 1
j’ Advanced Settings
5} Privacy
DDMS service

4 Advanced Setting|

§ MNIS data service
i3 Audio Paths

Ef PTT over Celular

S — Add Delete
< >

Set Defaults Apply Cancel

e Inthe Advanced settings pane, you can specify settings that relate to the
connected DDMS service:

= Radio ID range
Enter the range of the radios to receive data from according to the
following rules:

e To receive data from all radios in the system, leave this box blank.
e To receive data from multiple radios and also from a range of

radios, separate each Radio ID by a comma and also enter the
range. For example: 12, 35, 105-111, 249.

Note: In the Radio ID list, enter Radio IDs only, without
mentioning Radio Names and/or the word "Radio".

= Events
In the drop-down list, select the events to be monitored.

= Specify external sites
This is the list of sites that is used when the corresponding system has
a MOTOROLA System Bridge to the current Capacity MAX system.

e Click the Add button and add a site by specifying its Site ID and
selecting the appropriate data types (Presence, Voice, and/or Data).
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5.12.2.4 MNIS Data Service

The MNIS, or Motorola Network Interface Service, is a Windows application
which acts as a data gateway between the data applications and the radio
system. Data messages are routed through the MNIS.

¢ In the Configuration pane, under the corresponding Repeater, select
MNIS data service.

Configuration MNIS data service
& Service -
O Metwark +| Use Data Gateway

& Redundancy

5 Remote Access Restriction
Database 1P Address: 172.16.10.2 - @

+| Service is on a local host

Storage Locations +| Contral port: 55000 z Test

o
L File Formats MMIS Service: MOTOTREO Metwork Interface Service &7
(@ Reports
= P i Redundant services:
£} Service Management
/ Advanced Settings
..\ Geocoding Servers 1 |[v] 10.10.102.103 55000 0
IR Radio Systems
i} Services

/ Advanced Settings
Privacy

DDMS service
Advanced Setting
=
,’_ Advanced Setting

.03 Audio Paths
"o A

- Add Delete Test A Y
< >
Set Defaults Apply Cancel

e Inthe MNIS data service pane, specify the following MNIS data service-
related settings:
= Use Data Gateway
Select this option to enable the MNIS data service for the server.
= Service is on a local host
Select this option if the MNIS data service will be used on the local PC.
= IP Address
Enter the IP Address used by the MNIS to communicate with the PC.

Note: This value is programmed for a MNIS data service via
MOTOTRBO MNIS Configuration Utility, and can be
retrieved from
General>Tunnel Network>Tunnel IP Address.

= Control port
Select this option and enter the number for the MNIS control port.

Note: This value is programmed for a MNIS data service via
MOTOTRBO MNIS Configuration Utility, in
Advanced>Network>MNIS Control Interface TCP Port.

= MNIS Service
Select this option, and from the drop-down list select the available
MNIS service.
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= Redundant services
Here you see the list of redundant MNIS data services for failover
purposes.

e Click Add and specify the required parameters for the MNIS data
service being added.

e Click Test to test if the selected MNIS data service is available.
e UsetheUp ( *)andDown (¥ )buttons to move a selected MNIS
data service up and down in the priority list of MNIS data services.
5.12.2.4.1Advanced Settings

¢ In the Configuration pane, under MNIS data service, select
Advanced Settings.

Configuration Advanced Settings
u Service Ll
0 Network | Send data over control port

@ Redundancy
/= Remote Access Restriction
Database Add port forwarding rules to the remote MNIS servic
Storage Locations Limit parallel tasks
& File Formats
(@ Reports
[} Service Management
}'_ Advanced Settings
A Geocoding Servers
I8 Radio Systems
Services

Add network routes to the Windows routing tabl

Max count:

Radio Range: 1 S| - 16777215

peater # 1

~ Advanced Settings
Privacy

DDMS service

-4 Advanced Setting
MNIS data service

7/{, Advanced Setting|

L. Audio Paths
"o &7

< >

Set Defaults Apply Cancel

¢ Inthe Advanced settings pane, you can specify settings that relate to the
remote MNIS data service:

= Send data over control port
Select this option so that data will be sent via the specified control port.

Or, do not select this option, and instead select one or both of the
following two options:

= Add network routes to the local Windows routing table
Select this option to allow TRBOnet Server to add network routes to the
local Windows routing table so that data can be sent to the remote
MNIS data service.

= Add port forwarding rules to the remote MNIS service
Select this option to allow TRBOnet Server to add forwarding rules to
the remote MNIS data service.

= Limit parallel tasks
Select this option to limit the number of tasks to be sent in parallel.
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= Radio Range
Specify the range of radios to be monitored by the MNIS service.

5.12.2.5 Slots

Note: The slots are available only when IP Site Connect is selected in
the Repeater pane.

¢ In the Configuration pane, under the corresponding Repeater, select
Slot #1 or Slot #2.

Configuration Slot #1
& Service ~
0 MNetwork. v| Slot #1
@ Redundancy Name: Slot 1

[z Remote Access Restriction
Database

Messaging Delay: Normal

. Use slot for RX data only {GPS Revert or Data Revert)
Storage Locations

& File Formats
_,3‘ Reports
L} Service Management Allow interruption
}t Advanced Settings Always transmit when the PTT is pressed ("Impolite™ channel access)
A Geocoding Servers | Data Call Confirmed
I8 Radio Systems
i} Services

Private call confirmed

+ | Emergency Alarm Ack

Repeater # 1 o
/’_ Advanced Settings +| Emergency CallfAlarm Indication

5 Privacy

1w slot #1
000 Slat #2
..£11 Local Slots

B PTT over Cellular

7 Teltonika

5l Remote Agents

Set Defaults Apply Cancel

¢ In the Slot pane, specify the following slot-related parameters:
Slot #1 (or Slot #2)

Select this option to enable Slot #1 (or Slot #2) for the Repeater.
Name

Enter a name for the slot. This name will be displayed in the Dispatch
Console.

Messaging Delay
From the drop-down list, select the inter-repeater messaging delay
based on the IP network configuration.
e Normal
The inter-repeater messaging delay is 60 ms.
¢ High
The inter-repeater messaging delay is 90 ms.
= Use slot for RX data only (GPS Revert or Data Revert)
Select this option to configure the slot so that it will only receive data,
thus having no transmission capability.
= Use Privacy
Select this option to use Privacy for the slot.
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Note: This option is available only if the Basic or Enhanced
Privacy Type have been selected in Repeater's Privacy
settings.

= Privacy Key
From the drop-down list, select the privacy key.

Note: This option is available only if the Enhanced Privacy
Type has been selected in Repeater's Privacy settings).

= Allow interruption
Select this option to allow interrupting dispatcher transmissions by
radios that are Transmit Interrupt capable.

= Always transmit when the PTT is pressed ("Impolite" channel
access)
Select this option so that when the PTT button is pressed, the
dispatcher will start transmitting regardless of whether the channel is
free or not (that is any transmission in progress will be interrupted).

= Data Call confirmed
Select this option to enable data packets in data calls (ARS, GPS, and
Text Message) on the current slot to be confirmed.

Note: This feature is available only when both the Use NAI
Voice and Use NAI Data (MNIS and DDMS) options are
not selected in the Repeater pane.

= Private call confirmed
Select this option to set Private calls on the current slot as confirmed.
By default, Private calls are unconfirmed.

= Emergency Alarm Ack
Select this option so that the Dispatch Console is allowed to
acknowledge an emergency alarm received via this slot.

= Emergency Call/Alarm Indication
Select this option so that audio and visual indication is given for an
emergency call/emergency alarm received via this slot.

5.12.2.6 Local Slots

While on a local slot, voice or data are not transmitted between sites in IPSC
systems. Due to MOTOTRBO limitations TRBOnet Server can only receive
information from local slots, but cannot transmit by IP connection to such slots.

Note: Local slots are available only when IP Site Connect is selected,
and the Use NAI Voice option is selected in the Repeater
pane.

If the Use NAI Voice option is not selected, local slots will be
available only through dedicated control stations.
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¢ In the Configuration pane, under the corresponding Repeater, select
Local Slots.

Configuration Local Slots
ﬂ Service
0 Network: Load Peers Map
& Redundancy Name
|5 Remote Access Restriction | Local Brine's
Database

Storage Locations
&= File Formats
(@ Reports
L} Service Management
}’_ Advanced Settings
BN Geocoding Servers

Radio Systems
LF Services

Repeater # 1
/’ Advanced Settings
-5 Privacy
Slot #1
{03 Slot #2
|
B PTT over cellular
I Teltonika
[l Remote Agents

Set Defaults

Add Remove

Apply

Peer ID Peer Slot
1002 Slot #1 -
Configure

¢ Inthe Local Slots pane, specify the following Local Slot-related settings:
= To add a Local Slot to the system, click Add.
= Select the option in the first column to enable the selected local slot.

= Enter a Name for the local slot. This name will be displayed in the
Dispatch Console.

= Enter the Peer ID of the repeater.

Note: This value can be taken from the repeater's
configuration in MOTOTRBO CPS, in General

Settings>Radio ID.

= From the drop-down list, select the Peer Slot.

= To configure the selected local slot, click Configure.

TX Configuration

Name:
Messaging Delay: Mormal

Use Privacy
Privacy Key:

Allow interruption

Data Call Confirmed
Private call confirmed
| Emergency Alarm Adk

| Emergency CallfAlarm Indication

Use slot for RX data only (GPS Revert or Data Revert)

Always transmit when the PTT is pressed {"Impalite” channel access)

Cancel

X

= Specify the desired local slot settings similar to those for a common
repeater slot.
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5.12.2.7 Audio Paths

The Audio Paths are talk paths of the system to make and receive Voice Calls; in
general, they are talk groups. TRBOnet Server requires that all audio paths of a
Capacity Plus system be registered in its configuration. If an audio path is not
registered, the TRBOnet operator will not be able to receive and transmit to the
corresponding talk group.

Note:

Audio paths are available only when Capacity Plus or Linked
Capacity Plus are selected.

¢ In the Configuration pane, under the corresponding Repeater, select
Audio Paths.

Configuration Audio Paths
qf Service Lol
Load G M
G Network oad Groups Ma
¥ Redundancy Call Type Group ID Site I
= Remote Access Restriction Group Call 10 Wide
Database §
Group Call 20 Wide

Storage Locations

&= File Formats Private Call
_5\ Reports

£} Service Management
)’ Advanced Settings

)\ Geocoding Servers
IR Radio Systems

. Services

ol Repeater # 1
)f Advanced Settings
@ Privacy
[ DDMS service
)’_ Advanced Setting

MNIS data service
)’_ Advanced Setting

< “ < <

Al Call

fa m] 11 1clio Paths v
= - n Add Delete Configure
€ >
Set Defaults Apply Cancel

e Inthe Audio Paths pane, specify the following Audio Path-related
settings:

To add an audio path to the system, click Add.

Make sure the checkbox in the first column is selected to make and
receive voice calls on the selected talk path.

From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

Enter the Group ID, which is an ID of the talk group the dispatcher can
make calls to. The Group ID is not applicable for Private Calls and All
Calls.

Enter the Site ID of the site the audio path will belong to in a Linked
Capacity Plus system. Or, leave zero value in this column. In this case,
the Site ID will be displayed as Wide, meaning that the audio path will
belong to all sites in the system.

To configure the selected audio path, click Configure.

Specify the desired audio path settings similar to those for a common
repeater slot.
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5.12.3 Adding a Capacity MAX System
e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.
e Inthe drop-down menu, click Add Capacity MAX.

For more information on how to configure and deploy a Capacity MAX system,
see TRBOnet PLUS MOTOTRBO Capacity MAX Deployment Guide.

5.12.4 Adding a DIMETRA Express System
e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.
e Inthe drop-down menu, click Add DIMETRA Express.

For more information on how to configure and deploy a DIMETRA Express
system, see TRBOnet DIMETRA Express Deployment Guide.

5.12.5 Adding a Swift IP Gateway
The Swift IP Gateway functions as a gateway to receive and transmit voice and
data.

¢ In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add Swift IP Gateway.

Configuration Swift TP Gateway #1
& Service -
& Network Name: Swift IP Gateway #1
@ Redundancy Radio 1D: 64250
(5 Remote Access Restriction
Database IP Address: 10.12.107.105
Storage Locations Port: 8002 - Test
= Fie Formats TRBOnetLocal Port: | 50001
1% Reports
£} Service Management Mode: Single Contral Station
/’_ Advanced Settings System Identifier: Department 2

..... JA. Geocoding Servers
IR Radio Systems
L} Services VoIP port: 4000
Tt 1P Gateway #1] Audio Format: PCM 8 kHz 16 bit
)!' Advanced Settings
- # Redundancy
I PTT over Cellular

Use radio for R data only (GPS Revert or Data Revert)

)f_ Advanced Settings

----- B PoC Gateway #1
I Teltonika

5l Remote Agents

il Friendly Servers
_— -

Set Defaults Apply Cancel

¢ In the Swift IP Gateway pane, specify the following Swift IP Gateway-
related parameters:
* Name
Enter a name for the Swift IP Gateway. This name will be displayed in
the Dispatch Console.
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= Radio ID
This is the Radio ID of the control station connected
to the Swift IP Gateway.
(for Capacity Plus and Linked Capacity Plus systems, the maximum
value is 65535).

Note: This box is populated automatically once you have
successfully tested the Swift IP Gateway by clicking the
Test button.

= IP Address
Enter the IP Address of the Swift IP Gateway network interface.

= Port
Enter the port number of the Swift IP Gateway connection (8002, by
default).

= TRBOnet Local Port
Enter the local port number that will be used by TRBOnet Server to
establish a connection to the Swift IP Gateway. The value 0 (default)
means that a random port will be used.

*= Test
Click this button to check the connection to the Swift IP Gateway. If the
test is successful, you'll see the information on the Swift IP Gateway
you are connected to, such as Serial number, Firmware version, and
other relevant information.

= Mode
From the drop-down list, select the connection mode for the Swift IP
Gateway being configured. For more details, see section 5.12.6.1
Control Station Connection Modes (page 59).

= System Identifier
Enter the system identifier if the control station is used with a Capacity
Plus or Linked Capacity Plus system. Note that the system identifier
should be the same for all control stations used in the radio system.

= Use radio for RX data only (GPS Revert or Data Revert)
Select this option to configure the radio channel so that it will only
receive data, thus having no transmission capability.

= VoIP port
Enter the port number for audio communications (4000, by default).

Note: This setting is used for older firmware versions of
Swift IP Gateway.

* Audio Format
From the drop-down list, select the format to transmit audio data.
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5.12.5.1 Advanced Settings

¢ In the Configuration pane, under the corresponding Swift IP Gateway,
select Advanced Settings.

Configuration Advanced Settings
W Service ~
0 Network | Automatically reset alarm mode
¥ Redundancy | Emergency CallfAlarm Indication
5 Remote Access Restriction Always transmit when the PTT is pressed {"Impolite" channel access)
Database TX Timeout: &0 = | seconds
Storage Locations
28 File Formats | Mic delay time: 600 = | milliseconds
(@ Reports | Roger beep: D:\WAY\RingMobile. waw Howe
£F Service Management
4 Advanced Settings Signaling System: MNaone ~ | Configure

..... A Geocading Servers
I Radio Systems
’ Services
.. Swift 1P Gateway #1
,{ Advanced Settings
L@ Redundancy
EJ PTT over Cellular

I Teltonika

5=l Remote Agents
[zl Friendly Servers
— - .

Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following Swift IP Gateway-
related advanced settings:

Automatically reset alarm mode
Select this option to reset alarm mode on the control station radio
automatically. It is recommended to enable this option.

Emergency Call/Alarm indication

Select this option so that audio and visual indication is given by the
Control Station radio when an Emergency Call/Emergency Alarm is
received.

Always transmit when the PTT is pressed ("Impolite" channel
access)

Select this option so that when the PTT button is pressed, the radio will
start transmitting regardless of whether the channel is free or not (that
is any transmission in progress will be interrupted).

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
dispatcher starts any voice session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires.

Mic delay time

Select this option and specify the time, in milliseconds, to be used as a
delay time interval between pushing the PTT and enabling the
microphone.
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e Roger beep
Select this option to play a beep sound for the time interval until the
microphone is enabled. Click the ellipsis button (...) on the right and
locate the desired sound file (WAV).

= PTT Mode
From the drop-down list, select the mode of pressing the PTT on the
radio.
= Signaling system
From the drop-down list, select the signaling system.
¢ MDC-1200 signaling is a Motorola data system using audio
frequency shift keying (ASFK) using a 1,200 baud data rate. A
general option is to enable or disable an acknowledgement (ACK)
data packet.

e SELECT-5 (5 Tone Signaling System). In the 5 Tone Signaling
Systems, each radio has a unique numeric identity (for example,
12345). To signal the number 12345, a sequence of 5 tones is sent.
Sequences of audible tones of a very short duration are sent
between radios. Most 5 tone sequences take less than half a second
to send. Available for Voice Calls, Radio Check, Call Alert, and
Enable/Disable Radio.

Click the Configure link and specify desired SELECT 5 settings.

¢ Quick Call I. Using this signaling system, the radio sends a pair of
tones followed by 50 to 1,000 milliseconds of silence and then a
second pair of tones.
Click the Configure link and specify desired Quick Call I settings.

¢ Quick Call II. Using this signaling system, the radio sends a single
tone followed by 50 to 1,000 milliseconds of silence and then a
second tone.
Click the Configure link and specify desired Quick Call II settings.

¢ Quick Call I MOTOTRBO
When this system is selected, the parameters are configured for the
radio units via the MOTOTRBO CPS.
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5.12.5.2

Redundancy

A Redundant Swift IP Gateway will be used when a connection to the Main Swift
IP Gateway is lost.

¢ In the Configuration pane, under the corresponding Swift IP Gateway,
select Redundancy.

Configuration

ﬂ Service -

0 Network

@& Redundancy

5 Remote Access Restriction
Database
Storage Locations

& File Formats

(@ Reports

[} Service Management

}'_ Advanced Settings

Redundancy

Redundant agents:

IP Address Port Local Port

1 ||v| 10.10.12.210 8002 o

..... X Geocoding Servers
l Radio Systems

~LF Services

Swift IP Gateway #1
)’, Advanced Settings
s
B PTT over Cellular

,f_ Advanced Settings

I Teltonika

| Remote Agents

Add Delete Test A |V

[ Friendly Servers
—_ -

Set Defaults Apply Cancel

¢ Inthe Redundancy pane, specify the following Swift IP Gateway-related
settings:

= (Click Add and specify the desired parameters for the Redundant Swift
IP Gateway being added.

IP Address
Enter the IP Address of the Swift IP Gateway that will be used as a
Redundant Swift IP Gateway.

Port
Enter the port number that will be used for connections between
the server and the Redundant Swift IP Gateway (8002, by default).

Click Test to check the connection to the Redundant Swift IP
Gateway.

If the test is successful, you'll see the information on the Swift IP
Gateway you are connected to, such as Serial number, Firmware
version, and other relevant information.

Local Port

Enter the port number that will be used for connections from the
Redundant Swift IP Gateway. The value 0 (default) means that a
random port will be used.

TRBOnet Enterprise
User Manual

Page 57 of 436



neocom
sOfFtware

5.12.6 Adding a Control Station

e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add Control Station.

Configuration Control Station #1
o service A
G Netwark Mame: Control Station #1

# Redundancy Radio ID: 54250 S

& Remote Access Restriction

Databzse IP Address: 192,168.10.2 - Test
Storage Locations Mode: Single Control Station

&= File Formats
__i_' System Identifier: Department 1
(@ Reports

£¥ Service Management Use radio for RX data only (GPS Revert or Data Revert)
/’ Advanced Settings Playback device: speakers (Logitech USE Headset) -

L.k Geocoding Servers

Recording device: Microphone (Logitech USS Headset) - g
ontrol Station #1
)’: Advanced Settings

B FTT over Cellular

)’_ Advanced Settings

l PoC Gateway #1

I Teltonika
5= Remote Agents
5l Friendly Servers
‘@R Phone Connect

Pas . . PP <

Set Defaults Apply Cancel

¢ In the Control Station pane, specify the following control station-related

parameters:

* Name
Enter a name for the control station. This name will be displayed in the
Dispatch Console in the Voice Dispatch Radio Interface pane. It will be
the name at the top of the PTT box.

= Radio ID
This is the Radio ID of the radio unit connected as a control station.
(for Capacity Plus and Linked Capacity Plus systems, the maximum
value is 65535).

Note: This box is populated automatically once you have
successfully tested the control station by clicking the
Test button.

= IP Address
Enter, or select from the list, the IP Address of the control station
network interface.

Note: This value can be taken from the radio's configuration
in MOTOTRBO CPS, in Network>Accessory IP.
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= Test
Click this button to check the connection to the control station. If the
test is successful, you'll see the information on the control station you
are connected to, such as radio ID, serial number, firmware version,
and other relevant information.

= Mode
From the drop-down list, select the connection mode for the control
station being configured. For more details, see section 5.12.6.1, Control
Station Connection Modes (page 59).

= System Identifier
Enter the system identifier with which the control station is used within
a Capacity Plus or Linked Capacity Plus system. Note that the system
identifier should be the same for all control stations used in a (Linked)
Capacity Plus system.

= Use radio for RX data only (GPS Revert or Data Revert)
Select this option to configure the radio channel so that it will only
receive data, thus having no transmission capability.

= Playback device
From the drop-down list, select the playback device on the PC that will
be used to transfer audio data to the connected control station.

= Recording device
From the drop-down list, select the recording device on the PC that will
be used to receive audio data from the control station connected via a
line-in jack.

5.12.6.1 Control Station Connection Modes

5.12.6.1.1Single Control Station

The Single Station mode is the simplest connection mode for receiving and
transmitting voice and data through a conventional channel using one control
station at this particular frequency.

-
-
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/ \
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\ X % |
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Server
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5.12.6.1.2IP Site Connect

The IPSC is a digital conventional two-way MOTOTRBO system that allows you
to extend the area of your communications by providing 2 wide area channels
per repeater. It is possible to connect up to 15 repeaters in one system using IP
connection.

The Server Connection Modes are as follows:

1. TRBOnet Server is connected to a repeater with two time slots in the
"IP Site Connect" mode. The Server can transmit and receive over IP.

2. TRBOnet Server has no IP connection to a repeater. Two control
stations are required to transmit and receive voice and data, that is,
one control station per time slot.

Site 1 Site 2 Site 3

Control Statio
w Control Statio

R R T

[ TRBOnet
\ ever Repeater 1 Master Repeater 2 Peer Repeater 3 Peer
- — — ——

LY

5.12.6.1.3Common Channel

The Common Channel is a mode where it is possible to use multiple simplex
base stations operating at the same frequency with overlapping
communication zones.

This mode allows the customer to provide radio coverage to large areas when
there is only one frequency and additional frequencies are unavailable. While in
this mode, the coverage area is being extended only for the dispatcher, and
specifically when operating at one and the same frequency. When a radio unit
initiates a call, the signal that can potentially be received by several base
stations will be filtered on the server side so that repeated audio playback and
recording is prohibited.

The signal filtering is performed based on the "first packet”, that is, only the
signal coming first to the server is played back and recorded, while the
remaining signals are discarded.

When a dispatcher initiates a call to a specific base station, the signals received
by the neighboring base stations will be discarded to prevent dispatchers from
listening to their own call at the time of transmission. The dispatcher is not

TRBOnet Enterprise Page 60 of 436
User Manual



neocom
software

recommended to place a simultaneous call to all base stations to avoid
interference to the subscribers.

The recommended way to use this mode is as follows: each base station is
configured with its own color code, and radio units are equipped with option
boards having a Geo-roaming feature, and each geographic area is assigned its
own radio channel with the corresponding color code.
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N /
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\
/
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\ /

\_ Control Station #1* 7

N Dispatch Console
> 7 All control stations in the system 1sp nsoe

T~ -7 operating the same frequency.

5.12.6.1.4Capacity Plus/Linked Capacity Plus
Capacity Plus is a digital trunked two-way MOTOTRBO system that allows you
to accommodate high volume communication. It is designed to organize stable
connection in a few groups within one building or a set of buildings. This
system type allows you to increase the number of channels for voice and data
transmission between the subscribers and control centers. The subscribers are
always automatically forwarded to a free channel. The main objective of
Capacity Plus is to support more simultaneous voice and data transmissions
within one capacious system.
In the Capacity Plus mode you can configure voice and data control stations to
transmit and receive data over the air as it is described in the MOTOTRBO
System Planner. Keep in mind that two data control stations are required per
each data repeater - one per time slot. TRBOnet Dispatch Software provides
you an option to utilize an IP connection to receive voice and data.
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5.12.6.2 Advanced Settings

¢ In the Configuration pane, under the corresponding Control Station,
select Advanced Settings.

Configuration

@ Service
G Network

@& Redundancy

r'@ Remote Access Restriction
= Database
| | Storage Locations
&= File Formats
@ Reports
{:} Service Management
X Advanced Settings
,J\ Geocoding Servers
l Radio Systems

: L} Services

M Control Station #1

[ 4 advanced settings

Eq PTT over Cellular
X Advanced Settings
.. [l PoC Gateway #1
. Teltonika

Remote Agents

E Friendly Servers

T Phone Connect

oo .,

| Set Defaults

Advanced Settings

|| Automaticaly resst alarm mode

[v] Automatically handle call alert

[+] Emergency CallfAlarm indication

[ Use front microphone

|—_ Always transmit when the PTT is pressed {"Impolite™ channel access)
[ ] use serial port for PTT device

‘ D:\Wwav\RingMobile, wav X -

Serial port:

TX Timeout:
[+] Mic delay time:

|7_ Roger beep:

Signaling System:

[ Allow CSBK Data

| Apply || QK || Cancel |

e Inthe Advanced Settings pane, specify the following control station-
related advanced settings:

= Automatically reset alarm mode
Select this option to reset alarm mode on the control station radio
automatically. It is recommended to enable this option.

= Automatically handle call alert
Select this option to automatically redirect call alerts from the control
station radio to the Dispatch Console.
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Emergency Call/Alarm indication

Select this option so that audio and visual indication is given by the
control station radio when an Emergency Call/Emergency Alarm is
received.

Use front microphone
Select this option to use a remote control of the PTT button via a
remote speaker microphone on the radio.

Always transmit when the PTT is pressed ("Impolite" channel
access)

Select this option so that when the PTT button is pressed, the radio will
start transmitting regardless of whether the channel is free or not (that
is any transmission in progress will be interrupted).

Use serial port for PTT device
Select this option to use a remote control of the PTT button via the
serial port of the PC, and select the serial port from the drop-down list.

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
dispatcher starts any voice session in the Dispatch Console, the
ongoing transmission will be interrupted after this TX Timeout expires.

Mic delay time

Select this option and specify the time, in milliseconds, to be used as a
delay time interval between pushing the PTT and enabling the
microphone.

¢ Roger beep
Select this option to play a beep sound for the time interval until the
microphone is enabled. Click the ellipsis button (...) on the right and
locate the desired sound file (WAV).

Signaling system

From the drop-down list, select the signaling system.

¢ MDC-1200 signaling is a Motorola data system using audio
frequency-shift keying (AFSK) using a 1,200 baud data rate. A
general option setting for the system is to enable or disable an
acknowledgement (ACK) data packet.

e SELECT-5 (5 Tone Signaling System). In the 5 Tone Signaling
Systems, each radio has a unique numeric identity (for example,
12345). To signal the number 12345, a sequence of 5 tones is sent.
Sequences of audible tones of a very short duration are sent
between radios. Most 5 tone sequences take less than half a second
to send. Available for Voice Calls, Radio Check, Call Alert, and
Enable/Disable Radio.

Click the Configure link and specify desired SELECT 5 settings.
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Configure Select 5 X

Voice Calls

Private Cal Encoder:

Group Call:

Call Type Telegram ID Source ID
[
[
[
\
Al call [
[

Check Radio
Call Alert
Enable Radio

Disable Radio

¢ Quick Call I. Using this signaling system, the radio sends a pair of
tones followed by 50 to 1,000 milliseconds of silence and then a
second pair of tones.
Click the Configure link and specify desired Quick Call I settings.

Quick Call | x

Preamble: 500} T ms
Tone 1: 1000 Sims
Tone 2: 1000 S ms
Long Tone: 4000 S ms
Pause: 200 S ms

Defaults oK Cancel

¢ Quick Call II. Using this signaling system, the radio sends a single
tone followed by 50 to 1,000 milliseconds of silence and then a
second tone.
Click the Configure link and specify desired Quick Call II settings.

¢ Quick Call I MOTOTRBO
When this system is selected, the parameters are configured on the
radio unit via the MOTOTRBO CPS.

= Allow CSBK Data
Select this option so that GPS data is sent in a single CSBK.

5.12.6.3 Audio Paths

The Audio Paths are talk paths of the system to make and receive Voice Calls; in
general, they are talk groups. TRBOnet Server requires that all audio paths of a
radio system be registered in its configuration. If an audio path is not
registered, the TRBOnet operator will not be able to receive and transmit to the
corresponding talk group.

Note: Audio paths are available only when one of the following
modes is selected: Capacity Plus, Linked Capacity Plus,
Connect Plus, or Capacity MAX.

¢ In the Configuration pane, under the corresponding Control Station,
select Audio Paths.
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Configuration

ﬂ Service
0 Network
@& Redundancy
/= Remote Access Restriction
Database
Storage Locations
&= File Formats
(@ Reports
[} Service Management
# Advanced Settings
..\ Geocoding Servers
IR Radio Systems
L Services

Control Station #1
f Advanced Settings
Ef PTT over cellular
)9'_ Advanced Settings
[ PoC Gateway #1
7 Teltonika
5| Remote Agents
[ Friendly Servers
—_ -

set Defaults

Audio Paths

Site ID:

Cal Type

S < < <

Al Call

Add

Group Cal
Group Call
Private Call

Wide
Wide

Cancel

In the Audio Paths pane, specify the following Audio Path-related
settings:

To add an audio path to the system, click Add.

Make sure the checkbox in the first column is selected to make and
receive voice calls from the selected subscriber.

From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

Enter the Group ID, which is an ID of the talk group the dispatcher can
make calls to. The Group ID is not applicable for Private Calls and All
Calls.

In the Site column, select either Local or Wide. The value Wide means
that the audio path will be to all sites in the system and not just to the
local site.
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5.12.7 Adding an ECOS-D Repeater

The ECOS-D repeater is configured as a stand-alone repeater which supports
connections to MOTOTRBO™ radios to transmit voice and data in digital,
analog, and mixed modes.
¢ In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add ECOS-D Repeater.

‘Configuration ECOS-D #1
o service ~
& Network Name: ECOS-D #1
¢ Redundancy Radio ID: 54250
= Remote Access Restriction -
Database Repeater Mode: Digital
Storage Locations
&= File Formats
_5‘ Reports

£F Service Management
4 Advanced Settings

N Geocoding Servers
I8 Radio Systems

L} Services

Advanced Settings
[0 Slot #1
[T Slot #2
BEj PTT over Cellular
/ Advanced Settings

o Teltonika
3l Remote Agents

Set Defaults Apply Cancel

e Inthe ECOS-D pane, specify the following ECOS-D Repeater-related
parameters:

* Name
Enter a name for the ECOS-D Repeater. This name will be displayed in
the Dispatch Console.

= Radio ID
Enter the Radio ID for the ECOS-D Repeater (for Capacity Plus systems,
the maximum value is 65535).
The Radio ID is an individual ID that uniquely identifies the radio. This
ID is used by other calling radios when addressing the radio, for
instance, when making a private call or sending a text message.

= Repeater Mode
From the drop-down list, select the mode. The available modes are
Digital, Analog, Mixed, and Tier III.

5.12.7.1 Advanced Settings

¢ Inthe Configuration pane, under the corresponding ECOS-D, select
Advanced Settings.
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Configuration Advanced Settings
ﬂ Service ~
0 MNetwark Keep Alive Interval:

& Redundancy

5 Remote Access Restriction
Database
Storage Locations

TX Timeout:

Audio Frame Size:

&= File Formats
(@ Reports
L} Service Management
# Advanced Settings
)\ Geocoding Servers
IR Radio Systems
Services
ECOS-D #1
P czdseince
I Slot #1
[T Slot £2
B FTT over Cellular
}! Advanced Settings
..l PoC Gateway #1
1% Teltonika
E:l Remote Agents

Set Defaults

* | seconds
= | seconds

Z| ms

¢ Inthe Advanced Settings pane, specify the following ECOS-D Repeater-
related advanced settings:

= Keep Alive Interval
Enter the time interval, in seconds, for TRBOnet Server to check the
connection to the ECOS-D repeater (10, by default).

= TX Timeout
Enter the time, in seconds, to be used as a voice session limit. When a
Dispatcher starts any Voice Session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires (60, by
default).

= Audio Frame Size

Set the audio frame size, in milliseconds.

5.12.7.2 Slots

The ECOS-D repeater has two available slots (in Digital or Mixed mode) to
transmit voice and data.

¢ In the Configuration pane, under the corresponding ECOS-D, select Slot
#1 or Slot #2.
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Configuration Slot #1
& Service 'S
> Network | Slot #1
i Redundancy Mame: Slot 1
[5 Remote Access Restriction TREOnet IP Address: 10.12.97.7 - g|Port: [so80
Database
. ECOSD IP Address: 10.10.5.30 - |Port: @030
Storage Locations
&= File Formats Test
@ Reports
'} Service Management Use gateway for RX data only (GPS Revert or Data Revert)
f Advanced Settings Use Encryption
Lk Geocoding Servers Always transmit when the PTT iz pressed (Impolite™ channel access)

I Radio Systems | Data Call Confirmed
Lo} Services

| Private call confirmed
j ECOSD #1

L Advanced Settings
)
L. Slot %2
Ej PTT over Celular
/’_ Advanced Settings
[ PoC Gateway =1
12 Teltonika
=l Remote Agents

Set Defaults Apply Cancel

e Inthe Slot #1 (or Slot #2) pane, specify the following slot-related
parameters:

Name
Enter a name for the slot. This name will be displayed in the Dispatch
Console.

TRBOnet IP Address
Enter the IP Address of the PC with TRBOnet Dispatch Software. Enter
the Port number (6080, by default).

ECOS-D IP Address
Enter the IP Address of the ECOS-D Repeater (refer to the repeater
configuration). Enter the Port number (6080, by default).

Click Test to check the connection to the repeater.

Use gateway for RX data only (GPS Revert or Data Revert)
Select this option to configure the channel so that it will only receive
data, thus having no transmission capability.

Use Encryption
Select this option to encrypt voice and data traffic over IP.

Always transmit when the PTT is pressed ("Impolite” channel
access)

Select this option so that that when the PTT button is pressed, the
radio will start transmitting regardless of whether the channel is free
or not (that is any transmission in progress will be interrupted).

Data Call Confirmed
Select this option to enable individual packets in data calls (ARS, GPS,
and Text Message) on the current slot to be confirmed.

Private call confirmed
Select this option to set Private calls on the current slot as confirmed.
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5.12.7.3 Tier III and Audio Paths

The ECOS-D repeater can be used in a Tier III mode. To configure this mode,
do the following:

e While in the ECOS-D pane, select Tier III from the Repeater Mode drop-

down list.
¢ In the Configuration pane, under the corresponding ECOS-D, select
Tier IIL
Configuration Tier IIT
&' Service - )
5 Network et
& Redundancy Name: Tier I
5 Remote Access Restriction TREOnet IP Address: 10.12.97.7 - ¢|Port: [6080 *
Database . -
Storage Locations BEEE s 10.10.9.30 - |Port: 6080 -
&= File Formats Test
(@ Reports
7 Service Management Use gateway for RX data only (GPS Revert or Data Revert)
/ Advanced Settings Use Encryption

N Geocoding Servers Always transmit when the PTT is pressed ("Impolite™ channel access)
I8 Radio Systems .
iL} Services

+| Private call confirmed
ECOSD #1

)’: Advanced Settings

:

[ Audio Paths
EJ PTT over Cellular

/ Advanced Settings

----- l PoC Gateway #1

o Teltonika
B Remote Agents v
Set Defaults Apply Cancel

e Inthe Tier III pane, specify the following Tier Ill-related parameters:

= Use Encryption
Select this option to encrypt voice and data traffic over IP.

= Always transmit when the PTT is pressed ("Impolite"” channel
access)
Select this option so that that when the PTT button is pressed, the
radio will start transmitting regardless of whether the channel is free
or not (that is any transmission in progress will be interrupted).

= Private call confirmed
Select this option to set Private calls on the current slot as confirmed.
To configure Audio Paths:
¢ Inthe Configuration pane, under the corresponding ECOS-D, select
Audio Paths.

Note: Make sure the Tier III mode has been selected as a
Repeater Mode for the ECOS-D repeater.

TRBOnet Enterprise Page 69 of 436
User Manual



neocom
software

Configuration Audio Paths
& Service )
G Network Call Type Group ID
¢ Redundancy
/= Remote Access Restriction
Database
Storage Locations
Z2 File Formats
2 Reports

Group Call 10
Group Call 20
Private Call =

<] /][ [&

Al call

£} Service Management
)’_ Advanced Settings

N Geocoding Servers
IR Radio Systems

y ECOS-D #1
)’_ Advanced Settings
Tier I11
[
I PTT over Cellular
L Advanced Settings
PoC Gateway #1
0 Teltonika
[ Remate Agents Add Delete

Set Defaults Apply Cancel

¢ Inthe Audio Paths pane, specify the following Audio Path-related

5.12.7.4

settings:
= To add an Audio Path to the system, click Add.

= Make sure the checkbox in the first column is selected to make and
receive Voice Calls from the selected subscriber.

= From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

= Enter the Group ID, which is a radio ID of the talk group to make a call
to. The Group ID is not applicable for Private Calls and All Calls.

Analog channel

The ECOS-D repeater can also use the Analog channel.

¢ In the Configuration pane, under the corresponding ECOS-D, select

Analog.

Note: Make sure the Analog or Mixed mode have been
selected as a Repeater Mode for the ECOS-D repeater.

Configuration Analog
& Service -~
0 Network Analog
@ Redundancy Hame:
= Remote Access Restriction TRECnet IP Address: 10.12.97.7 - @lrort gos0 -
Database
ECOS-D IP Address: 10.10.9.30 ~ |Part: 6080
Storage Locations
&= File Formats Test
Za Reparts
L3 Service Management Use gateway for RX data only (GPS Revert or Data Revert)
‘)’\_ Advanced Settings Use Encryption

L.\ Geocoding Servers Always transmit when the PTT is pressed (“Impalite” channel access)
Data Call Confirmed

Private call confirmed

B PTT over Cellular
,f_ Advanced Settings
l PoC Gateway #1
T Teltonika
5= Remote Agents

[l Friendly Servers
- -

Set Defaults Apply Cancel
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¢ Inthe Analog pane, specify the following Analog channel-related settings:

* Name
Enter a name for the ECOS-D repeater in the analog mode. This name
will be displayed in the Dispatch Console.

= TRBOnet IP Address
Enter the IP Address of the PC with TRBOnet Dispatch Software. Enter
the Port number (6080, by default).

= ECOS-D IP Address
Enter the IP Address of the ECOS-D Repeater (refer to the repeater
configuration). Enter the Port number (6080, by default).

= Click Test to check the connection to the repeater.

= Always transmit when the PTT is pressed ("Impolite" channel
access)
Select this option so that when the PTT button is pressed, the radio will
start transmitting regardless of whether the channel is free or not (that
is any transmission in progress will be interrupted).

5.12.8 Adding a KAIROS Repeater

The Radio Activity Kairos repeater is configured as a stand-alone repeater
which supports connections to MOTOTRBO™ radios to transmit voice and data
in digital, analog, and mixed modes.

Note: When the Kairos repeater is connected, the following
TRBOnet Dispatch features are not supported: Remote
Monitoring, Radio Enable/Disable, Kill Radio, and Telemetry.

e Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ In the drop-down menu, click Add KAIROS Repeater.

Configuration Repeater #1
& Service -
0 Metwork MName: Kairos #1
© Redundancy IP Address: 10.10.155. 130
= Remote Access Restriction T
Database ser tame: kairos
Storage Locations Password: T
-
= File Formats —
i@ Reports
£} Service Management Radio ID: 54250
”f Advanced Settings Repeater Mode: Mixed {(Analog and Digital)

A Geocoding Servers
I8 Radio Systems
LF Services
i A Advanced Settings
L. Slot #1
L[ Slot #2
1 Analog
BJ PTT over cellular
11l Teltonika
2| Remote Agents

[ Friendly Servers
—_ -

Set Defaults Apply Cancel
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¢ In the Kairos pane, specify the following repeater-related parameters:

* Name
Enter a name for the Kairos repeater. This name will be displayed in
the Dispatch Console.

= IP Address
Enter the IP Address of the Kairos repeater network interface.

= User Name
Enter the user name. For the user name, refer to the Kairos repeater
configuration.

= Password
Enter the password for the user. For the password, refer to the Kairos
repeater configuration.

= Radio ID
Enter the Radio ID, which is a gateway for voice and data. The Radio ID
must be unique in the radio system.

= Repeater Mode
From the drop-down list, select the mode. The available modes are
Digital, Analog, and Mixed.

5.12.8.1 Advanced Settings

¢ Inthe Configuration pane, under the corresponding Kairos, select
Advanced Settings.

Configuration Advanced Settings
ﬂ Service ~
0 MNetwork Keep Alive Interval: 10 | seconds
# Redundancy TX Timeout: 50 2| seconds
& Remote Access Restriction
Database Call Hangtime (ms):
Storage Locations Group Call: 3000
&= File Formats
_B‘ Reports Private Call: 4000
[} Service Management Emergency Call: 4000
\}: Advanced Settings
N Geocoding Servers
I8 Radio Systems
,’ Services
n’:-l Kairos #1
[ Slot #1
{11 Slot #2
-1 Analog
B PTT over Cellular
7 Teltonika
| Remote Agents
friendl}iServers o
Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following Kairos Repeater-
related advanced settings:

= Keep Alive Interval
Enter the time interval, in seconds, for TRBOnet Server to check the
connection to the Kairos repeater (10, be default).
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= TX Timeout
Enter the time, in seconds, to be used as a voice session limit. When a
Dispatcher starts any Voice Session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires (60, be
default).

Call Hangtime (ms):

= Group Call
This value sets the duration the repeater reserves the channel after the
end of a group call transmission. During this time, only members of
the group that the channel is reserved for can transmit.

= Private Call
This value sets the duration a radio keeps the private call setup after a
user releases the PTT button. This is to avoid setting up the call again
each time a user presses the PTT button to transmit. During this time,
other radios can still transmit since the channel is essentially idle. After
the hang timer expires, the radio transmits using the TX Contact Name
parameter specified for this channel in MOTOTRBO CPS.

= Emergency Call
This value sets the duration the repeater reserves the channel after the
end of an emergency call transmission. During this time, only
members of the Group that the channel is reserved for can transmit.

5.12.8.2 Slots

The Kairos repeater has two digital slots (in Digital mode) and one analog slot
(in Mixed or Analog mode) to transmit voice and data.
¢ In the Configuration pane, under the corresponding Kairos, select Slot
#1 or Slot #2 (or Analog, if you have selected Mixed or Analog mode).

Configuration Slot #1
o service ~
€ Network ¥| Slot #1
@ Redundancy Name: Slat 1
5 Remote Access Restriction Advio Codec G.711 pLaw/3000
Database
Storage Locations Audio port KAIROS: 40000
&= File Formats Audio port TREOnet: 40000
i@ Reports
£} Service Management Data port KAIROS: 40001
/ Advanced Settings Data port TREOnet: 40001

s Geocoding Servers
IR Radio Systems
_ Services

Kairos #1
/’ Advanced Settings
:
LI Slot 22
1 Anslog
Bf PTT aver Cellular
o Teltonika
5=l Remote Agents
[ Friendly Servers
—_ - .

Set Defaults Apply Cancel

e Inthe Slot #1 (or Slot #2) pane, specify the following slot-related
parameters:
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Name
Enter a name for the slot. This name will be displayed in the Dispatch
Console.

Audio Codec
From the drop-down list, select the audio codec to be used to
compress the audio files.

Audio port KAIROS/ Audio port TRBOnet
Enter the port numbers to be used for KAIROS/TRBOnet audio ports.

Data port KAIROS/ Data port TRBOnet
Enter the port numbers to be used for KAIROS/TRBOnet data ports.

Note: Use the matching port numbers for KAIROS and
TRBOnet. The default audio and data port numbers are
40000 and 40001 for Digital slot 1, 40002 and 40003 for
Digital slot 2, and 40004 and 40005 for the Analog slot.

5.12.9 Adding a WAVE PTX Universal Gateway

WAVE PTX is a Push-to-Talk (PTT) service that connects phones, computers and
radios together.

¢ In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add WAVE PTX Universal Gateway.

¢ Inthe Wave Universal PTX Gateway pane, specify the following Wave
gateway-related parameters:

Name
Enter a name for the Wave PTX universal gateway. This name will be
displayed in the Dispatch Console.

Service API FQDN

Enter the fully-qualified domain name of the service API.
Client ID

Enter the Client ID that will be used for authentication.

Client Secret

Enter the Client Secret that will be used for authentication.
Agency

Enter the name of the agency that will be used.

Test
Click this button and see the list of all available agencies.

5.12.10 Adding an ED137 / Jotron Station

This section describes how to connect an ED137-compatible radio station (for
example, the Jotron 7000 series Multimode Digital Radio).
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e Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add ED137 Station.

Configuration ED137 Station #1
& Service ~
G Network Name: ED137 Station #1

& Redundancy

Local Interface: 10.12.97.7 - &
(= Remote Access Restriction
Database Local Port: 0
Storage Locations Station Radio User: 200

&= File Formats

- +| Use Control Port: 3008
(@ Reports

£} Service Management | Separate receiver and transmitter
,’ Advanced Settings -

e Receiver:

i\ Geocoding Servers
IR Radio Systems IP Address: 10.10.123.145

A} Services Port: 5080 - Test

ED137 Station #1| :
}f Advanced Settings EenEntEa

Eq PTT over Cellular IP Address: 10.10.123.158

71 Teltonika Port: 5060 - Test
B Remote Agents
5l Friendly Servers
‘R Phone Connect

/ Advanced Settings

ﬁ Internal PBX Server

Set Defaults Apply Cancel

e Inthe ED137 Station pane, specify the following ED137 Station-related
settings:
= Name
Enter a name for the control station. This name will be displayed in the
Dispatch Console.
* Local Interface
Enter the IP address of the PC with TRBOnet Server.
= Local Port
Enter the local UDP port number.
= Station Radio User
Enter the SIP ID of the radio station.
= Use Control Port
Select this option and enter the control port number.

= Separated receiver and transmitter
Select this option if the receiver and transmitter are separate devices
with different IP addresses.

= IP Address
Enter the IP Address of the receiver/transmitter (or transceiver).

= Port
Enter the port number (5060, by default).

5.12.11 Adding a Zenitel Station

This section describes how to connect a Zenitel station.
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5.12.12

In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

In the drop-down menu, click Add Zenitel Station.

In the Zenitel Station pane, specify the following Zenitel-related settings:

Name

Enter a name for the Zenitel station. This name will be displayed in the
Dispatch Console.

Radio ID

This is the Radio ID of the Zenitel station.

The maximum value is 65535.

Local Interface

Enter the IP address of the PC with TRBOnet Server.
Local Port

Enter the local UDP port number.

Station IP Address

Enter the IP address of the Zenitel station.

Station Control Port
Enter the control port on the Zenitel station.

Station SIP Port
Enter SIP port on the Zenitel station (5060, by default).

Adding an Analog Station

TRBOnet Dispatch Software allows using analog radios as control stations.

e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ Inthe drop-down menu, click Add Analog Station.

Configuration Control Station #1
& Service ~
0 Metwork Name: Analog Control Station
& Redundancy
Playback device: Digital Audio (S/PDIF) (2- High Definition Au... ~ ¢

& Remote Access Restriction

Database Recording device: Microphone {Logitech USB Headset) -
Storage Locations
&= File Formats Serial port: COoM1

(@ Reports
LF Service Management
/ Advanced Settings

Always transmit when the PTT is pressed ("Impolite” channel access)

TX Timeout: &0 | seconds
..... .X. Geocoding Servers
IR Radio Systems
, Services
B PTT over Celular
7 Teltonika
52 Remote Agents
[52 Friendly Servers
‘B Phone Connect

)’_ Advanced Settings

@ Internal PEX Server
| Data Sources

| Mic delay time: 600 = | miliseconds

| Roger beep: D: Wi AVIRIngMobile wav W o

Extended protocol: Maone
Signaling System: Quick Call 1
Confiqure

Set Defaults Apply Cancel
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¢ Inthe Control Station pane, specify the following Analog Control Station-
related settings:

Name
Enter a name for the analog control station. This name will be
displayed in the Dispatch Console.

Playback device
From the drop-down list, select the playback device on the PC that the
control station is connected to.

Recording device
From the drop-down list, select the recording device on the PC that the
control station is connected to.

Serial port
From the drop-down list, select the serial port the control station is
connected to on the PC.

Always transmit when the PTT is pressed ("Impolite"” channel
access) - Select this option so that when the PTT button is pressed, the
radio will start transmitting regardless of whether the channel is free
or not (that is any transmission in progress will be interrupted).

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
Dispatcher starts any voice session in the Dispatch Console,
transmission will be interrupted after this TX Timeout expires.

Mic delay time

Select this option and specify the time, in milliseconds, to be used as a
delay time interval between pushing the PTT and enabling the
microphone.

e Roger beep
Select this option to play a beep sound for the time interval until the
microphone is enabled. Click the ellipsis button (...) on the right and
locate the desired sound file (WAV).

Extended protocol

From the drop-down-list, select either None, if your radio does not
support the extended protocol, or IC-F1721D v1.01 if the radio
supports the extended protocol.

Signaling System

From the drop-down-list, select the signaling system (Quick Call I or
Quick Call II). Click the Configure link and specify desired Quick Call
settings. Selecting the signaling system is available only if None is
selected in the Extended Protocol list.
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5.12.12.1 Serial Port

Note: The serial port settings are available only when the
extended protocol IC-F1721D v1.01 is selected for the
analog control station.

¢ In the Configuration pane, under the corresponding Control Station,
select Serial Port.

Configuration Serial Port
& Service -
G Network Baud Rate: 19200
& Redundancy T s
/= Remote Access Restriction
Database Parity: Mone
Storage Locations Stop Bits: 1
&= File Formats
(@ Reports Handshake: Nane

LF Service Management
)f Advanced Settings
JA. Geocoding Servers
I8 Radio Systems
4L} Services
-y Analog Control Station

Serial Port

B PTT over Cellar
7 Teltonika
35 Remote Agents
5 Friendly Servers
R Phone Connect
)f_ Advanced Settings
& Internal PEX Server

Set Defaults Apply Cancel

e Inthe Serial Port pane, specify the same serial port settings as those on
the radio device connected to the serial port.

5.12.13 Adding an XRC-9000 Controller
The XRC Controller is a site controller that provides a channel for transferring
data between sites and managing data flow.

¢ Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

¢ In the drop-down menu, click Add XRC-9000 Controller.

TRBOnet Enterprise Page 78 of 436
User Manual



neocom
software

Configuration

& Service
0 Network

& Redundancy

= Remate Access Restriction

Database

Storage Locations
&= File Formats
i'a Reports
£ ¥ Service Management
," Advanced Settings

(N Geocoding Servers

IR Radio Systems

- Services
.UM Controller #1

Services

& Redundancy
g PTT over Cellular
7 Teltonika
52| Remote Agents
5= Friendly Servers
‘R phone Connect
Pas . . PP

Set Defaults

)’_ Advanced Settings

Controller #1
Name: Controller #1
IP Address: 10.12.100.101
System Identifier: Connect Plus 1

Apply

- Test

Cancel

¢ Inthe Controller pane, specify the following XRC controller-related
parameters:

5.12.13.1

Name

Enter a name for the XRC controller. This name will be displayed in the

Dispatch Console.

IP Address

Enter the IP Address of the XRC controller network interface.

Click Test to check the connection to the controller.
System Identifier

Enter the system identifier. Note that the system identifier should be

Services

the same through all the controllers in a Connect Plus system.

¢ In the Configuration pane, under the corresponding XRC Controller,
select Services.

Configuration

o service

& Network

& Redundancy
(=) Remote Access Restriction
Database
Storage Locations
&= File Formats
(@ Reports
£ ¥ Service Management
\)f: Advanced Settings
2L, Geocoding Servers
I8 Radio Systems
~4F Services
gy Controller #1
|

- Advanced Settings
‘. @ Redundancy
Bf PTT over Cellular
I Teltonika
35 Remote Agents
F33 Friendly Servers
‘R Phone Connect
as .. e

Set Defaults

Services

<

<

Automatic Registration service (ARS)

Controller port:

Local port:

4005

rflan

]

Location service (GPS  Indoor)

Controller port:

Local port:

4001

4001

Use adaptive location updates

Text Messages service {TMS)

Controller port:
Local port:

Dispatcher [D:

Multi Gate connection

Subscribe ID:

4007
4007

anf|anflan

64250

Cancel
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e Inthe Services pane, specify the following XRC controller-related services:

= Automatic Registration service (ARS) provides an automated data

application registration for the radio. When the radio powers up, it
automatically registers with the server. This feature is used with data
applications, that is any data traffic on this channel is associated with
an application server, such as MOTOTRBO Text Messaging or
MOTOTRBO Location Service. This option is selected by default and
cannot be cleared.

e Controller port
Enter the controller's port number for ARS service (4005, by default).

e Local port
Enter the local port of the PC with TRBOnet Dispatch Software. The
value 0 (default) means that a random port will be used.

Location service (GPS / Indoor)

Select this option to enable Location service on the controller. The
radio can send its coordinates when it is in Global Positioning coverage
area. GPS settings can be configured in the Service Management
pane (see section 5.10.2, Location service).

e Controller port
Enter the controller's port number for Location service (4001, by
default).

e Local port
Enter the local port of the PC with TRBOnet Dispatch Software (4001,
by default).

¢ Use adaptive location updates
Select this option to use the adaptive GPS polling interval.

Text Messaging service (TMS)
Select this option to enable text message transmission on the
controller.

e Port
Enter the controller's port number for Text Messaging service (4007,
by default).

e Local port
Enter the local port of the PC with TRBOnet Dispatch Software (4007,
by default).

o Dispatcher ID
Enter the Dispatcher ID. The Dispatcher ID should belong to
TRBOnNet Server account in a Connect Plus system.

Multi Gate connection

Select this option to use a multi-gate connection and enter the
corresponding Subscribe ID.
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5.12.13.2 Advanced Settings

¢ In the Configuration pane, under the corresponding XRC Controller,
select Advanced Settings.

Configuration Advanced Settings
ﬁ' Service A
& Network Radio ID range: 100-200 ?

¢ Redundancy
= Remote Access Restriction
Database
Storage Locations ~| 251 v v v
&= File Formats 7] 252 " "
_5‘ Reports

External sites:

te ID resence voice

LF service Management
)’, Advanced Settings
(N Geocoding Servers
dio Systems

¥ Services
5 Controller #1

Services

’/{, Advanced Settings
B P17 over Cellular
I Teltonika
5l Remote Agents

il Friendly Servers
‘& Phone Connect Add Delete
Pas ., —ee

Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following XRC controller-
related services:
= Radio ID range
Enter a list of the radios to receive data from according to the following
rules:
e To receive data from all radios in the system, leave this box blank.

e To receive data from multiple radios, separate each Radio ID by a
comma, for example, 105,106,111, and so on.

e To receive data from a range of radios, enter the range using the
following example: 105-111.

Note: In the Radio ID list, enter Radio IDs only, without
mentioning Radio Names and/or the word "Radio".

= External sites
This is the list of Connect Plus sites that is used when the
corresponding Connect Plus system has a MOTOROLA System Bridge
to the current Capacity MAX system.

e Click the Add button and add a site by specifying its Site ID and
selecting the appropriate data types (Presence, Voice, and/or Data).
5.12.13.3 Redundancy

A redundant XRC controller will be used when a connection to the main XRC
controller is lost.

¢ Inthe Configuration pane, under the corresponding XRC Controller,
select Redundancy.
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Configuration

ﬂ Service
0 Network
@& Redundancy
5 Remote Access Restriction
Database
Storage Locations
&= File Formats
_,3‘ Reports
L} Service Management
)’_ Advanced Settings
N Geocoding Servers
IR Radio Systems
LI Services

Redundancy

Redundant controllers:
IP Address Controller port

1 ' |+| 10.10.101.100

L gmg Controller #1
Services
- Advanced Settings
-
B AT over Celuiar
7. Teltonika
& Remote Agents
Bl Friendly Servers
T Phone Connect Add
S ae . R

Delete Test A Y

Set Defaults Apply Cancel

¢ In the Redundancy pane, specify the following redundant XRC controller-
related settings:

= (Click Add and specify the desired parameters for the redundant XRC
controller being added.

5.12.14

IP Address
Enter the IP Address of the XRC controller that will be used as a
redundant XRC controller.

Controller port
Enter the port number of the redundant XRC controller for incoming
connections (4005, by default).

Click Test to check the connection to the redundant XRC Controller.
If the test is successful, you'll see the information on the XRC
controller you are connected to, such as serial number, firmware
version, and other relevant information.

Local port

Enter the port number that will be used for incoming connections
from the redundant XRC controller. The value 0 (default) means that
a random port will be used.

Adding an XRT-9000 Controller

The XRT controller functions as a voice gateway connected to each XRC
controller in a Connect Plus system.

e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add XRT-9000 Controller.
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o

Configuration Controller #1

o service ~
G Network:
¥ Redundancy
= Remote Access Restriction
Database
Storage Locations
& File Formats
(@ Reports
£} Service Management
/’_ Advanced Settings
N Geocoding Servers
IR Radio Systems
L LF services
Controller #1
LF Services

System Name: Controller #1

Radio ID: 54250
Start Local Port: [v]
XRT-9000 Controller Info:
Controller [P Address: 10.10.111.102

Controller TCP Port: 10001 Test

User Name: Admin
Password: LTI

System Identifier: Connect Plus 1

Monitor voice calls {no audio recordings)

. Advanced Settings
H - @ Redundancy
¥ Controller #1
=1 Privacy
Data Path
i~ Audio Paths
@ Redundancy

Set Defaults Apply Cancel

¢ Inthe Controller pane, specify the following XRT Controller-related
parameters:

System Name

Enter a name for the XRT Controller. This name will be displayed in the
Dispatch Console.

Radio ID

Enter the individual virtual radio ID. The virtual Radio ID is required to
do the following:

e Make all types of voice calls from XRT Controller to radios,
dispatchers and groups.

¢ Send commands (for example, Remote Monitoring).

Start Local Port

Enter the local port of the PC with TRBOnet Server. The value 0
(default) means that a random port will be used.

XRT Controller Info:

Controller IP Address

Enter the IP Address of the XRT controller network interface.
Controller TCP Port

Enter the port number of the XRT controller to be used for connections
via TCP (10001, by default).

Click Test to check the connection to the XRT controller.

User Name
Enter the user name. For the user name, refer to the XRT controller
configuration.

Password

Enter the password for the user. For the password, refer to the XRT
controller configuration.
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Note: The user name and password must belong to the same
TRBOnNet Connect Plus account and be appropriately
configured.

System Identifier

Enter the system identifier. Note that the system identifier should be
the same through all the controllers in a Connect Plus system.
Monitor voice calls (no audio recordings)

This is the Billing feature. Select this option to monitor only PTT press
events.

5.12.14.1  Privacy

¢ In the Configuration pane, under the corresponding XRT Controller,

select Privacy.

Configuration
& Service
0 Network
@ Redundancy
/=) Remote Access Restriction
Database
Storage Locations
&= File Formats
_5‘ Reports
£F Service Management
/ Advanced Settings
)\ Geocoding Servers
I8 Radio Systems
Services
Controller #1
L} Services

. Advanced Settings
@ Redundancy

11 Audio Paths
i@ Redundancy

Set Defaults

Privacy

Privacy Type:

Basic Privacy Key I

Enhanced Privacy Keys:
Algorithm

FARCA (a0bit) |vi1

ARCA4 (40 bit)
AES (256 bit)
AES (256 bit) Legacy

Add Remove

Enhanced

@ Eile

e Inthe Privacy pane, specify the following Privacy-related settings:

= Privacy Type

From the drop-down list, select one of the privacy types: None, Basic,
or Enhanced.

Basic Privacy Key ID
Enter the Privacy Key ID available for the Basic privacy type.
Enhanced Privacy Keys
Here you add enhanced privacy keys when the Enhanced privacy type
is selected.
e Click Add and specify the required Algorithm, ID, Name, and Value
for the privacy key being added.
v Algorithm
From the drop-down list, select one of the enhanced algorithms if
you are going to use additional encryption.
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5.12.14.2 Data Path

The Data Paths are used to transmit data in a Connect Plus system.

¢ In the Configuration pane, under the corresponding XRT Controller,
select Data Path.

Configuration Data Path

& Service -

0 Network Data Service: Extended Data service
& Redundancy
= Remote Access Restriction
Database

Radio ID: 54251

Storage Locations
&= File Formats
(@ Reports
£¥ Service Management
)!' Advanced Settings
--)\ Geocoding Servers
IR Radio Systems
Services

Controller #1
L} Services
. Advanced Settings
@ Redundancy
i Controller #1
5 Privacy
(8 o XDt Path
T Audio Paths
i b Redundancy

w
[ —

Set Defaults Apply Cancel

e Inthe Data Path pane, specify the following data path-related settings:
= Data Service

From the drop-down list, select the data service to be used to transfer
data.

= RadioID
Enter the Radio ID of the data service.

5.12.14.3 Audio Paths

The Audio Paths are talk paths of the system to make and receive voice calls; in
general, they are talk groups. TRBOnet Server requires that all audio paths of a
Connect Plus system be registered in its configuration. If an audio path is not

registered, the TRBOnet operator will not be able to receive and transmit to the
corresponding talk group.

¢ In the Configuration pane, under the corresponding XRT Controller,
select Audio Paths.
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Configuration
¢ service ~
G Network
& Redundancy
= Remote Access Restriction
Database
Storage Locations

Audio Paths

Call Type Source 1D arget ID
Group Call 10
Group Call 20

Private Call ~ 64250

< HA [&] )]s

&= File Formats All Call
I;‘ Reports

£F Service Management

)’ Advanced Settings

i\ Geocoding Servers

5 Controller #1
Services

. Advanced Settings
# Redundancy
Lg% Controller #1

Ll Privacy

-.£} Data Path

@ Redundancy Add

Delete Configure

Set Defaults

Apply Cancel

¢ Inthe Audio Paths pane, specify the following Audio Path-related
settings:

5.12.14.4

To add an Audio Path to the system, click Add.

Make sure the checkbox in the first column is selected to make and
receive Voice Calls from the selected subscriber.

From the drop-down list, select the Call Type for the audio path. The
available call types are All Call, Group Call, and Private Call.

Enter the Source ID for Private Calls. In general, this is TRBOnet's
Radio ID. If more than one Radio ID is specified in a Connect Plus
system (for example, for different dispatchers), the corresponding talk
paths should be added for all of them.

Enter the Target ID for Group Calls. This is the Radio ID of the talk
group to make a call to. The Target ID is not applicable for Private Calls
and All Calls.

Redundancy

A Redundant XRT Controller will be used when a connection to the Main XRT
Controller is lost.

¢ In the Configuration pane, under the corresponding XRT Controller,
select Redundancy.
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Configuration Redundancy
ﬂ Service A 2edndont contral
& Network edundant controlers:

roller IP Address | Controller TCP Port

& Redundancy Controller IP Address | Contreller TCP Port Start Local Port
= Remote Access Restriction 1 |«| 10.10.112.99 10001 1]
Database
Storage Locations
&= File Formats
_,3\ Reports
L} Service Management
/ Advanced Settings
(N Geocoding Servers
IR Radio Systems
i d} Services
§ Controller #1

Services

. Advanced Settings
- @ Redundancy

R Controller #1

Privacy

Data Path

Audio Paths

Redundancy N Add Delete Test A |V
Set Defaults Apply Cancel

¢ In the Redundancy pane, specify the following Redundant XRT Controller-
related settings:

= Click Add and specify the desired parameters for the Redundant XRT
Controller being added.

= Controller IP Address
Enter the IP Address of the XRT Controller that will be used as a
Redundant XRT Controller.

= Controller TCP Port
Enter the port number of the Redundant XRT Controller to be used for
connections via TCP (10001, by default).

= Start Local Port
Enter the local port of the PC with TRBOnet Dispatch Software. The
value 0 (default) means that a random port will be used.

= Click Test to check the connection to the Redundant XRT Controller.
If the test is successful, you'll see the information on the XRT Controller

you are connected to, such as Serial number, Firmware version, and
other relevant information.

5.12.15 Adding a WAVE 5000 Controller

Before creating a connection to the Wave controller, make sure the Wave
server is configured to allow 3rd party applications to connect with a
Neocom Software-specified license key.
e Inthe Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e In the drop-down menu, click Add WAVE 5000 Controller.
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Configuration WAVE 5000 controller #1
o service ~
0 Network. Name: WAVE 5000 controller #1
& Redundancy Connection:

= Remote Access Restriction

v| Use proxy for connection
Database

Storage Locations Controller IP Address: 10.10.150.110

&= File Formats Controller Port: 4502
(@ Reports
= =per TREOnet Local Port: 0
L Service Management
/ Advanced Settings User Name: test4
L2 A Geocoding Servers word: seannn
g Password:
! Radio Systems Profile: all-channels
Services

EJ PTT over cellular
. Teltonika
5= Remote Agents

52 Friendly Servers
‘& Phone Connect
/{ Advanced Settings
’E Internal PEX Server
|* Data Sources

Set Defaults Apply Cancel

e In the Wave 5000 controller pane, specify the following Wave controller-
related parameters:

Name
Enter a name for the Wave controller. This name will be displayed in
the Dispatch Console.

Use proxy for connection
Select this option to use a proxy server to connect to the Wave
controller.

Controller IP Address
Enter, or select from the list, the IP Address of the Wave controller.

Controller Port
Enter the port number of the Wave controller.

TRBOnet Local Port
Enter the local port number that will be used by TRBOnet Server to
establish a connection to the Wave controller.

User Name

Enter the user name. For the user name, refer to the Wave server
configuration.

Password

Enter the password for the user. For the password, refer to the Wave
server configuration.

Profile

From the drop-down list, select the profile to be used on the Wave
server.

Test

Click this button to check the connection to the Wave controller.
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5.12.16 Adding a Swift IP Channel

The Swift IP Channel service is used to transmit coordinates and data packages
via a radio channel and a reserved IP channel using the Swift.Tracker TROO1
device.

e In the Radio Systems pane, click Add.
Or, in the Configuration pane, right-click Radio Systems.

e Inthe drop-down menu, click Add Swift IP channel.
¢ In the Swift IP Channel pane, specify the following parameters:

= Name
Enter a name for the Swift IP Channel service.

= Local Interface
Enter the IP address of the PC with TRBOnet Server.

= Local Port
Enter the local port number that will be used by TRBOnet Server to
establish a connection to the Swift IP channel service.

= Tracker version
From the drop-down list, select the version of the Swift IP Channel
service. Note that the default local port values will change depending
on the tracker version (4080 for v.1 and 4180 for v.2).

5.13 PTT over Cellular

To enable connections of Mobile Client applications to TRBOnet Server, you
must configure at least one dedicated gateway.

¢ In the Configuration pane, select PTT over Cellular.
e Inthe PTT over Cellular pane, select Enable PoC service.

Configuration PTT over Cellular
LA Geocoding Servers A
IR Radio Systems | Enable PoC service

Services
System =1 Registered PoC Gateways
g IPsc 1 fene
ol CP1 | TRECNet.Mobile gateway #1 5070
- Advanced Settings
Privacy
DDMS service
/ Advanced Setting
MNIS data service
/ Advanced Setting
.11 Audio Paths

-

)’_ Advanced Settings

B TREOnet.Mabile gateway

7 Teltonika
i Remote Agents
| Friendly Servers
ZR Phone Connect

}! Advanced Settings
H— f—— Add Delete
< >

Set Defaults Apply Cancel
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5.13.1 Advanced Settings

¢ Inthe Configuration pane, select PTT over Cellular > Advanced
Settings.

e Inthe Advanced Settings pane, specify the following parameters:

= Max call duration
Specify the maximum duration of a call, in minutes.

= Registration interval
Enter the time interval, in seconds, to check the registration status of
mobile subscribers.

Call Hangtime

= Private call
This value sets the duration, in ms, during which the private call setup
is kept after a Mobile Client user releases the PTT button.

= TX timeout
Enter the time, in seconds, to be used as a limit for PTT calls. When a
Mobile Client user starts a PTT session, transmission will be interrupted
after this TX Timeout expires.

= Video codec
From the list, select a video codec that will be used to encode video
streams from PoC devices.

= Crypto suites
In the list, select an encryption method or multiple methods that will
be used to encrypt traffic between the server and PoC devices.

5.13.2 Adding a Mobile Gateway

e Inthe PTT over Cellular pane, click Add.
¢ Inthe Mobile Gateway pane, specify the following parameters:

Configuration PoC Gateway #1
&= File Formats A
_5‘ Reports Mame: PoC Gateway #1
.' Service Management System Identifier: Mobie 1
}: Advanced Settings

A Geocoding Servers Local Interface: 10.12.97.7 -
IR Radio Systems Local Port: 5070 - | | Enable encryption

b Services Public Add i 80.92.204.214

ta PSC 1 ublic ress/Domain: 92,204,

:a LCP Ent First VoIF port: Default

gy Control Station #1
-3 TRBOnet Swift Agent #1
)f_ Advanced Settings
i Redundancy
Bf PTT over Cellular
/ Advanced Settings
B
. Teltonika
5=l Remote Agents
5l Friendly Servers
ER Phone Connect

}' Advanced Settings
L= M

< >

Set Defaults Apply Cancel
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= Name
Enter a name for the mobile gateway.

= System Identifier
Enter the name of the mobile system to which the gateway will belong.

= Local Interface
Enter the IP address of the PC with TRBOnet Server.

= Local Port
Enter the local UDP port number for the Mobile service (5070, by
default).

= Enable encryption
Select this option to enable encryption of voice and data.

Note: Encryption is only supported on the Mobile Client app
version 3.3 and newer.

* Public Address/Domain
This is the public IP address of your PC. Enter the Public Address if your
TRBOnNet Server is behind a router. To detect the public address, click
the ellipsis (...) button.

Public IP Address X

Detect public IP Address over STUN server
STUN Server: stun.ekiga.net
Port: 3475

TP Address detected:  80.246.253.115

e STUN Server
From the drop-down list, select the STUN Server.
e Detect
Click this button to detect your public IP address.
= First VoIP port
Enter the number of the first VoIP port for audio communications. The
default value is specified in Network Parameters.

5.14 Teltonika

To integrate Teltonika devices into TRBOnet software:
¢ In the Configuration pane, select Teltonika.
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Configuration Teltonika
el Privacy ~
F)DMS service +| Enable Teltonika service
. Advanced Setting
MNIS data service
/’_ Advanced Setting Local Port: 5010
.01 Audio Paths

& PTT over Cellular

)f Advanced Settings

B TREOnet.Mabile gateway

oM Teltonika
5l Remote Agents

Local Interface: 10.10.100.99 - @

[ Friendly Servers

‘B Phone Connect

)’ Advanced Settings
SR Internal PEX Server

)’_ Advanced Settings

3 External PBX Server

,’_ Advanced Settings

l Data Sources
{ Email

< >

Set Defaults Apply Cancel

¢ Inthe Teltonika pane:

Enable Teltonika service

Select this checkbox and specify the following Teltonika-related
parameters.

Local Interface

From the drop-down list, select the local network interface that will be
used to communicate between TRBOnet Server and Teltonika devices.
Local port

Enter the UDP port number to be used.

5.15 Remote Agents

The Remote Agent is TRBOnet Agent installed on a remote PC.
¢ In the Configuration pane, select Remote Agents.

Configuration Remote Agents
i )’_ Advanced Setting »
MNIS data service Registered remote Agents:

/’- Advanced Setting Agent Name IP Address Part Redundancy
Audio Paths

g PTT over Cellular
- Advanced Settings
TREONet.Mobile gateway
. Teltonika
B

9 Agent #1

@& Redundancy

3 Friendly Servers
ER Phone Connect

)’, Advanced Settings
Internal PEX Server
}’ Advanced Settings

| Data Sources
24 Email
[\ 5MS Notifications
[ Push Notifications

E License

< >

Set Defaults Apply Cancel

|| Agent #1 10.10.110.190 4020 Mo

Add Delete Test
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e Inthe Remote Agents pane, click Add.
Configuration Agent #1
-qigy Control Station #1 ~
) TRBOnet Swift Agent #1 Agent Name: Agent #1
-4 Swift. Tracker v.2 service - 10.12.97.7
g PTT over Celular [P Address: —
}'_ Advanced Settings Port: 4020
l PoC Gateway #1 Password: Test
I Teltonika
53 Remote Agents Use all services
¥ )Aoent #1 #) Use selected services
“ ¢ Redundancy
| Friendly Servers Service Name -
‘T Phone Connect v| Data
/’. Advanced Settings | Repeater #1: Group #10
ﬂ ?nhernal PEX Server | Repeater #1: Group #20
: Ad d Sett
”" vanced setings | Repeater #1: Group #30
8 External PEX Server
|* Data Sources | Repeater #1: Group #40
. 4 Email | | Swift.Tracker v. 2 service (IP channel)
[\ 5MS Notifications
& Push Notifications
E License
v
< > Load services from agent
Set Defaults Apply Cancel

= In the Agent pane, specify the following parameters:

Agent Name
Enter a name for the remote agent. This name will be displayed in
the Dispatch Console.

IP Address
Enter the IP address of the remote agent.

Port
Enter the local port number that will be used by TRBOnet Server to
accept connections from the remote agent.

Password
Enter the password, if the connection to the remote agent is
password-protected.

Click Test to check the connection to the remote agent.

Use all services
Choose this option so that all available services will be used on the
remote agent.

Use selected services
Choose this option and click the Load services from agent link to
load services available on the remote agent.

5.15.1 Redundancy

A Redundant remote agent will be used when a connection to the Main remote

agent fails.

¢ In the Configuration pane, under the corresponding Agent, select
Redundancy.
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Configuration Redundancy
: )’_ Advanced Setting &
MNIS data service

)’_ Advanced Setting Name IP Address Port
.07 Audio Paths 1 ||v| Backup Agent 1 10,10, 110,182 4020

Redundant agents:

B PTT over Celular 2 | [«] Backup Agent2 10.10.110. 101 4020
/’_ Advanced Settings

i |fl TRBONet.Mobile gateway
7 Teltonika
53 Remote Agents

3 Agent #1

at"
| Friendly Servers
ER Phone Connect
,’_ Advanced Settings
Internal PBX Server
)’ Advanced Settings

}* Data Sources

24 Email

o) 5M5 Notifications
[ Push Notifications

E License

< >

Set Defaults Apply Cancel

Add Edit Delete Test A| T

In the Redundancy pane, click Add.

Remote Agent »
Agent Name: Backup Agent 2
IP Address: 10.10.110.101
Port: 4020 -
Password: Test

services

Load services from agent

In the Remote Agent dialog box, specify the following parameters:
Agent Name

Enter a name for the redundant remote agent.

IP Address

Enter the IP address of the redundant remote agent.

Port
Enter the local port number that will be used by TRBOnet Server to
accept connections from the redundant remote agent.

Password
Enter the password, if the connection to the remote agent is
password-protected.

Click Test to check the connection to the redundant remote agent.
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e Use all services
Choose this option so that all available services will be used on the
redundant remote agent.

e Use selected services
Choose this option and click the Load services from agent link to
load services available on redundant the remote agent.

e Click OK to add a redundant remote agent to the system.

5.16 Friendly Servers

The Friendly Servers are used to transmit voice over IP between dispatchers
connected to different servers.

¢ Inthe Configuration pane, select Friendly Servers.

Configuration Friendly Servers
Privacy ~
'} DDMS service Registered Friendly Servers:
2% Advanced Setting Mame IP Address Port
L} MNIS data service
j’ Advanced Setting
- Audio Paths
Bf PTT over Cellular
f Advanced Settings
‘. [l TRBONEt Mobile gateway
I Teltonika
55| Remote Agents

|| Region Server 1 10.10.101.167 4021
+ || Region Server 2 10.10.101.1598 4022

| 52| riendly Servers
‘@ Phone Connect

3 . Advanced Settings
LR Internal PEX Server

,f_ Advanced Settings

}' Data Sources

24 Email

o SM5 Motifications
[® Push Notifications

E License

< >

Set Defaults Apply Cancel

Add Edit Delete Test

¢ Inthe Friendly Servers pane, click Add.

Server »
MName: Region Server 1
TP Address: 10.10.101.167]
Port: 4021 .
Password: Test

= In the Server dialog box, specify the following parameters:
e Name
Enter a name for the friendly server. This name will be displayed in
the Dispatch Console.

e IP Address
Enter the IP Address of the server.
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e Port
Enter the local port number on the PC to connect to the friendly
server.

e Password

Enter the password, if the connection to the friendly server is
password-protected.

o Click Test button to check the connection to the friendly server.
e Click OK to add the friendly server to the system.

5.17 Phone Connect

TRBOnet Server has its own built-in SIP server to support VoIP communications
between the radios as well as other SIP-compliant clients. In addition, you can
add multiple external PBX servers to the TRBOnet Server configuration.

¢ In the Configuration pane, select Phone Connect.

Configuration Phone Connect
Lol CP1 ~
)!' Advanced Settings SIP Server
: o Privacy

L} DDMS service
){ Advanced Setting
MMIS data service

1 || Internal PBX Server

: /’_ Advanced Setting
L.00 Audio Paths
Ef PTT over Celular
/’_ Advanced Settings
... [l TREOnet.Mabile gateway
T Teltonika
=l Remote Agents
5 Friendly Servers
=
/’_ Advanced Settings
ﬂ' Internal PBX Server
/ Advanced Settings
'} Data Sources
4 Email
[\ 5MS Motifications

py hd Add Delete Test AT
< >
Set Defaults Apply Cancel

5.17.1 Advanced Settings

¢ In the Configuration pane, under Phone Connect, select
Advanced Settings.
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Configuration

EB cP1

)’_ Advanced Settings

= Privacy
L} DDMS servic

/ Advanced Setting
L} MNIS data service
/ Advanced Setting

-1 Audio Paths
Bf PTT over Cellular

TREOnet,Mobile
T Teltonika

2| Remote Agents

[ Friendly Servers
' Phone Connect

Internal PBX Ser

)!’, Advanced Settings

Advanced Settings
A

SIP Ringing Timeout: 30

Max Call Duration: 10
]
Public Address: 84.52.107.2

Phone Owner Address:

gateway

4 Advanced Settings

Wer

}t Advanced Settings

;' Data Sources
=4 Email
{5 5MS Notifications

[

£

Set Defaults

Apply

< | seconds

- | minutes

17

Take from database

Configure

Cancel

e Inthe Advanced Settings pane, specify the following parameters:

= SIP Ringing Timeout
Specify the maximum ringing time, in seconds.

Max Call Duration

Specify the maximum call time, in minutes.

Public Address

This is the public IP address of your PC. Enter the Public Address if your
TRBOnet Server is behind a router and an External PBX Server will be
used. To detect the public address, click the ellipsis (...) button.

Public IP Address

Detect public IP Address over STUN server

STUM Setwer: stun, ekiga net

Port: 3478

IP Address detected:  80.246.253.115

X

24 Cancel
e STUN Server
From the drop-down list, select the STUN Server.
o Detect

Click this button to detect your public IP address.

Phone Owner Address

From the drop-down list, select 'Take from database'. This will enable
determining the street address of a caller.
Click the Configure link.
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Address format

Address format:
; %HOUSE_MUMBER %, %STREET_NAME%|
Availablefields:

%HOUSE NUMBER%: 3GFLAT NUMBER%: 3GSTREET NAMES: S56COMMUNITY NAMESG

%L STATE NAMEY S&POSTCODE% ZCOUNTRY MAMES: SGEXTRA INFO%

OK

Cancel

e Add the required fields to the address information.

Internal PBX Server

Phone Connect pane.

Configuration Internal PBX Server
Lk Geocoding Servers ”
IR Radio Systems

L} Services

+| Use Internal PBX Server

Local IP:
Repeater #1 oca
j’ Advanced Settings upP
| Privacy

Slot #1

Transport:
Dispatch Center

User's Extension: | 1234
i Local Slots

BJ PTT over Cellular

1% Teltonka

5| Remote Agents

Bl Friendly Servers

‘& Phone Connect

)’_ Advanced Settings

}' Advanced Settings

'} Data Sources

User Name; 1234

4 Email

{5 5MS Notifications

[@ Push Notifications

[ License v

Set Defaults Apply

= Local IP

10.12.97.7 -

e Make sure the Internal PBX Server option is selected in the

e Inthe Configuration pane, select Internal PBX Server.

&| Port:  |5060

Cancel

e Inthe Internal PBX Server pane, specify the following parameters:

Enter the IP address of the PC with TRBOnet Server.

= Port
Enter the local UDP port number for the SIP

= Transport

service (5060, by default).

In the drop-down list, select one or more transport protocols (UDP,
TCP, and/or TLS). Note that if TLS is selected, make sure that a valid
certificate is specified in Network > Server Certificate (see section

5.4, Network Parameters).

Dispatch Center
= User's Extension

Enter the user’s extension number that will be used by the Dispatch

Center.
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= User Name
Enter the user name that will be used by the Dispatch Center.

5.17.2.1 Advanced Settings

¢ Inthe Configuration pane, under Internal PBX Server, select
Advanced Settings.

Configuration Advanced Settings
A Geocoding Servers -~
I8 Radio Systems Packet tme (ms): &0

L} Services

Audio codecs: G711y,G711a,0PUS, G729
Repeater #1
’ Advanced Settings Video codecs: VP8
o) Privacy Registration Interval (sec): 3600
I Slot #1
T Slot 2 OTMF Send Mode: RFC 2833
.17 Local Slots First VoIP port: Default
B P77 over Cellar Use ValP ports: All
7 Teltonika
35l Remote Agents
[ Friendly Servers
‘B Phone Connect
)’ Advanced Settings
: ternal PEX Server
I Data Sources
{ Email
[ 5MS Notifications
[T Push Notifications
E License o
Set Defaults Apply Cancel

¢ Inthe Advanced Settings pane, specify the following Internal PBX Server-
related advanced settings:

= Packet time
Enter the packet length, in milliseconds.

= Audio codecs
In the drop-down list, select/deselect the codec(s) to be used for audio
compression.

= Video codecs
In the drop-down list, select/deselect the codec(s) to be used for video
compression.

= Registration Interval (sec)
Enter the time interval, in seconds, to check the SIP registration status
of subscribers.

= DTMF Send Mode
Enter mode for sending DTMF tones. The available modes are
RFC 2833, SIP INFO (DTMF relay), and SIP INFO (DTMF).

= First VoIP port
Enter the number of the first VoIP port for audio communications. The
default value is specified in Network Parameters.

= Use VoIP ports
From the drop-down list, select which VoIP ports will be used (all, even,
or odd).
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5.17.3

External PBX Server

You can enable multiple external PBX servers to use the SIP Interconnect
feature. This feature enables calls from the radio to the phone and vice versa.
The dispatcher can make a call from the Dispatch Console to a phone as well as
redirect a phone call to a subscriber radio.
¢ Inthe Phone Connect pane, click Add.
Or, in the Configuration pane, right-click Phone Connect and choose

Add PBX Server.

Configuration
Iﬂ CP1
}’ Advanced Settings
o Privacy
DDMS service
){ Advanced Setting
MMNIS data service
)’: Advanced Setting
Audio Paths
Ef PTT over Celular
/’_ Advanced Settings
... [l TREOnet.Mabile gateway
T Teltonika
5=l Remote Agents

5 Friendly Servers

‘& Phone Connect

/’_ Advanced Settings

R Internal PBX Server

i / Advanced Settings

Yoo servr
)’ Advanced Settings
& Redundancy

to o
< >

Set Defaults

External PBX Server

+| Use External PEX Server

Provider options

Address: yourprovider.com upP -
Port: 5060 Test

Local IP: 10.10.100.89 - | Port: |5061 2
Dispatch Center

User's Extension: | 57058

User Name: Dispatcher 1

UserPassword: | eessssssss

Test Cal

e Inthe External PBX Server pane, specify the following parameters:
= Use External PBX Server
Select this option to enable an external PBX server.

Provider options
= Address

Enter your SIP provider address, and select the protocol from the drop-
down list on the right of the address (for more details, contact your SIP

provider).
= Port

Enter the port number of the SIP provider (5060, by default).
= Click Test to check the connection to the provider.

e LocalIP

Enter the IP address of the PC with TRBOnet Server.

e Port

Enter the local port number to make connections from.

Dispatch Center

Note: This information is provided by the SIP provider.
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= User's Extension
Enter the extension number that will be associated with TRBOnet
Server to make and receive calls.

= User Name
Enter the user name for the login.

= User Password

Enter the user password for the login.
= Test Call

Click this button to make a test call.

Note: To make a test call, make sure that the TRBOnet Server
service is not running.

5.17.3.1 Advanced Settings

¢ In the Configuration pane, under the corresponding External PBX
Server, select Advanced Settings.

Configuration Advanced Settings
ol CP1 ~
}t Advanced Settings Packet time (ms): a0 -
= Privacy Codece G711p,G711a,0PUS, G729 -

L} DDMS service
2 Registration Interval (sec): 3600 -

)’ Advanced Setting

MNIS data service DTMF Send Mode: RFC 2833 -

)’ Advanced Setting Do not register users with PBX server (SIP trunk)
I Audio Paths N X .
I PT over cellir Do not register internal users with PEX server
,’ Advanced Settings Change User Authentication settings
- B TREONet Mobile gateway First VoIP port: Default -
T Teltonika I
B Remote Agents Use VoIP ports: Al -
& Friendly Servers | Allow outgeing SIP calls
QR Phone Connect Available SIP numbers: 55556666 -
- Advanced Settings
SR Internal PEX Server
: )’_ Advanced Settings
a External PBX Server
'x Advanced Settings
- i Redundancy
LT v
< >
Set Defaults Apply _OK Cancel

¢ Inthe Advanced Settings pane, specify the following External PBX
Server-related advanced settings:
= Packet time
Enter the same value as specified in the phone system;
= Codecs
In the drop-down list, select/deselect the codecs specified in the phone
system.

Note: For more details on Phone System configuration, see
Appendix E: SIP Setup for Motorola Phone System
(page 416).
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= Registration Interval (sec)
Enter the time interval, in seconds, to check the SIP registration status
of subscribers.

= Do not register users with PBX server (SIP trunk)
Select this option so that radios will use the SIP trunk system to get
extensions.

¢ Do not register internal users with PBX server
Select this option so that internal users won't be registered with the
external PBX server.

= Change User Authentication settings
Click this link to set up user authentication for the systems with
enhanced authentication parameters. It is recommended to be used
when Radio ID is equal to User’s Extension. In case when voice is
transmitted via a radio channel, the Radio ID is used. When voice is
transmitted via a GSM channel, the User’s Extension is used.

SIP Authentication Users X

User's Extension 4 | Authorization User Name

b 010101 {User 1

s Add Delete
i

e C(Click Add to add a user.

e User's Extension
Enter the extension number for the new user.

e Authorization User Name
Enter the name that will be used as the authorization user name.

e C(Click OK to save the new user authorization.

= First VoIP port
Enter the number of the first VoIP port for audio communications. The
default value is specified in Network Parameters.

= Use VoIP ports
From the drop-down list, select which VoIP ports will be used (all, even,
or odd).

= Allow outgoing SIP calls
Select this option to allow users to make outgoing SIP calls.

¢ Available SIP numbers
Enter the range of SIP phone numbers that will be available for
outgoing calls.
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5.17.3.2 Redundancy

A Redundant PBX Server be used when a connection to the main PBX Server
fails.

¢ In the Configuration pane, under the corresponding External PBX
Server, select Redundancy.

Configuration Redundancy
MNIS data service  »
}: Advanced Setting
0 Audio Paths
B PTT over Celular 1 +|1123.21.102.201 5060 5061
,’_ Advanced Settngs |

Redundant PBX Servers:

PEX Server Address | PBX Server Port TREOnet Local Port

71 Teltonika
55| Remote Agents
= Friendly Servers
B Phone Cornect

,’_ Advanced Settings

i Internal PBX Server
----- )’_ Advanced Settings
2 External PEX Server

)’, Advanced Settings

----- @ Redundancy
|’ Data Sources

4 Email
|55 5MS Notifications

[ Push Notfications | Register users when PBX server changes

[ vicense
¥ Add Delete Test Al
< >
Set Defaults Apply Cancel

¢ Inthe Redundancy pane, click Add.

= PBX Server Address
Enter the IP address of the redundant server.

= Check the corresponding port numbers (PBX Server Port and
TRBOnet Local Port).

= Select the checkbox beside the server address.

= Register users when PBX server changes
Select this checkbox so that phone users will be registered when the
PBX server is switched to the redundant server.

5.18 Data Sources
The Data Sources feature allows receiving data from third-party applications
and devices.
TRBOnet Dispatch Software can work with the following two data source types:
1. Physical or virtual devices connected via a COM port
2. PCs running third-party applications connected via TCP/IP

To allow TRBOnet Dispatch Software to receive data from a third-party
application or device:

e Inthe Configuration pane, select Data Sources.
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Configuration
)’ Advanced Setting 4
L} MNIS data service
)!’ Advanced Setting
[ Audio Paths
Bf PTT over Cellular
)’_ Advanced Settings
{ [l TREOnet Mabile gatewsy
T Teltonika
[l Remote Agents
I Friendly Servers
‘L Phone Connect
)!’, Advanced Settings
‘B Internal PEX Server
}t Advanced Settings
¥
COM ports
!L! TCR/IP
= Email
{55 5MS Notifications
[ Push Notifications

E License v

£ >

Set Defaults

Data Sources

+| Enable Data Sources

Apply

Cancel

e Inthe Data Sources pane, select the Enable Data Sources option.

5.18.1

COM Ports

To manage physical or virtual devices connected to the TRBOnet Server PC via

COM

port:

¢ In the Configuration pane, under Data Sources, select COM ports.

Configuration
Lo f Advanced Setting A
MNIS data service
)f Advanced Setting
L1 Audio Paths
EJ PTT over cellular
}' Advanced Settings
- [l TREOnet.Mabile gateway
. Teltonika
33 Remote Agents
5| Friendly Servers
T Phone Connect
/ Advanced Settings
IR Internal PBX Server
)’_ Advanced Settings
] Data Sources
|
A= TCp/IP
24 Email
[ SMS Notifications
[ Push Notifications

E License

< >

Set Defaults

COM ports

MName

| COM1
~| COM2

Add

Baud | Parity

9600 | None

9600 None
Delete

Data Bits | Handshake

Apply

Stop Bits

8| None 1
8 None 1

Edit

Cancel

e Inthe COM ports pane, click Add to add a device.
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COM Port X

Serial port name:

Baud rate: 9600
Parity checking: MNone

Stop bits per byte: 1

Diata bits per byte: 8

Handshzaking protocol : Mone

Protocol Text

Text Encoding: ASCIT

Message delimiter: LINE FEED 0x0A(\)
Cancel

In the COM Port dialog box, specify the following parameters:

Serial port name
From the drop-down list, select the COM port on the PC with TRBOnet
Server to which the device is connected to.

Baud rate
From the drop-down list, select the baud rate at which the data is
transmitted.

Parity checking

From the drop-down list, select one of the values that represent the
parity-checking protocol.

Stop bits per byte

From the drop-down list, select the standard number of stop bits per
byte.

Data bits per byte

From the drop-down list, select the standard length of data bits per
byte.

Handshaking protocol

From the drop-down list, select the handshaking protocol for serial
port transmission of data.

Text Encoding
From the drop-down list, select the Text Encoding type.

Note: The Text Encoding types selected in the TRBOnet Server
and in the connected application must be the same to
avoid incorrect text display and incorrect data parsing.

Message delimiter
From the drop-down list, select the type of delimiters in the data.

Note: The Message delimiter types selected in the TRBOnet
Server and in the connected application must be the
same to avoid incorrect text display and incorrect data
parsing.
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= Click OK to save settings and close the dialog box.

TCP/IP

To manage PCs running third-party applications:

5.18.2

¢ Inthe Configuration pane, under Data Sources, select TCP/IP.

Configuration TCP/IP
/’_ Advanced Setting A
MNIS data service Name Remote IP
,f: Advanced Setting | Terminal 1

I Audio Paths
B PTT over Cellular
)’ Advanced Settings
...l TREOnet Mabile gateway
5. Teltonika
33l Remote Agents
5zl Friendly Servers
‘T2 Phone Connect
)f Advanced Settings
LR Internal PBX Server

+| | Terminal 2 10.10,102.216

|’ Data Sources
. ¥ coMm ports
o Ll rce e
4 Email
|5 5MS Notifications
[E Push Notifications

E License

£

Add Delete

Set Defaults

Port

Mode Encoding
11002 Client UTF8
11002 | Server | UTF8
Edit

Apply

Cancel

e Inthe TCP/IP pane, click Add to add a TCP/IP connection.

External Connection
Name: Terminal 2
Mode: Server {TRBOnet connects to App)
Remote IP: 10.10.102.216
Port: 11002
Protocol: Text
Text Encoding: |UTF8
[] Ignere the following data
During: 30 min
Discard the following substring:
{2} \d{2:\d {2}
Cancel

hed

¢ In the External Connection dialog box, specify the following parameters:

= Name
Enter a name for the TCP/IP connection.
= Mode

From the drop-down list, select the connection mode. The connection
mode depends on the type of the application installed on the

connected PC:
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e Client
In this case, the application connects to TRBOnet Server which
sends the data to the application.

e Server
In this case, TRBOnet Server accepts connections from the
application and receives the data.

*= Remote IP
Enter the IP address of the application server.

Note: Available only when the Server connection mode is
selected.

= Port
In the case of the Client connection mode, select the local port of the
PC with TRBOnet Server PC.
In the case of the Server connection mode, select the port of the PC
where the third-party application is installed.

= Text Encoding
From the drop-down list, select the Text Encoding type.

Note: The Text Encoding types selected in the TRBOnet Server
and in the connected application must be the same to
avoid incorrect text display and incorrect data parsing.

= Ignore the following data
Select this option so that the following messages arriving during the
specified time period will be ignored.
e During
Specify the time period, in minutes, so that similar messages that
arrive during this time period will be ignored.

e Discard the following substring
Enter a regular expression that will be used to filter messages upon
arriving and before being processed. For example, the following
reqular expression \d{2}:\d{2}:\d{2} means that if a message
contains a substring like 11:01:54, then this substring will be
dropped before processing the message.

5.19 Email Settings

TRBOnet Dispatch Console allows processing emails as follows:

1. Receive emails from email servers and forward them to a particular radio
or talk group (via a POP3 or IMAP server);

2. Send emails from radios to a particular email address (SMTP Server).

Note: Microsoft Exchange Server can be used as SMTP and
POP3/IMAP servers.
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5.19.1

In the Configuration pane, select Email.

In the Email pane, select Enable Email Server.

Configuration Email
: )’, Advanced Setting »
MNIS data service
: )’_ Advanced Setting
.. Audio Paths
5§ PTT over Cellular
/ Advanced Settings
. [ TRBONet.Mobile gateway
[l Remote Agents
[5:l Friendly Servers
‘& Phone Cornect
)f Advanced Settings
‘B Internal PBX Server

+| Enable Email Server

: )’_ Advanced Settings
& External PBX Server

|’ Data Sources

(2]

{--rers Incoming Mail Server

e Qutgoing Mail Server
[ 5MS Notifications
@ Push Notifications

E License

< >

Set Defaults Apply

Incoming Mail Server

Cancel

The Incoming Mail Server is used to synchronize the Incoming Emails folder
located on a mail server with your local PC. If you are using a POP3 server, all
incoming emails can be downloaded from the mail server to the local PC to be
then forwarded as text messages to radios or talk groups.

¢ Inthe Configuration pane, under Email, select Incoming Mail Server.

Configuration
LT MNIS data service A

Incoming Mail Server

)’_ Advanced Setting Enable
-1 Audio Paths Server: ‘lmap.gmall‘com
EJ PTT over Cellular
)’, Advanced Settings
i.. [ TREOnet.Mabile gateway Port: 993 =
. Teltonika Protocol: IMAP

5=l Remote Agents
5z Friendly Servers Check for new messages
‘B rhone Connect

,’_ Advanced Settings

LR Internal PBX Server

every: &0 5| seconds

This server requires a secure connection {S5L)

Connect using QAuth 2.0
)’ Advanced Settings
g External PBX Server Provider: Gmail -
'} Data Sources Email: ‘
24 Email
L Client ID: \
L..w Qutgoing Mail Server Client secret: ‘ ==================

[ 5MS Motifications
[ Push Notifications

E License

< >

Set Defaults Apply

Authorize and Check

Cancel

¢ In the Incoming Mail Server pane, specify the following incoming mail-

related parameters:
= Enable

Select this option to enable Incoming Mail Server.

= Server
Enter the server hostname or IP address.
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= This server requires a secure connection (SSL)
Select this option to enable a secure connection. Note that a dedicated
port will be used to connect to the mail server via SSL.

Note: The port number will automatically change when you
select this option. For example, from 110 to 995 for
POP3, and from 143 to 993 for IMAP.

= Port
The port number to be used for the connection.

Note: This box is populated automatically depending on the
selected protocol and whether a secure connection is
required.

= Protocol
From the drop-down list, select either IMAP or POP3. Note that if you
select POP3, all email messages will be deleted from the server once
you have downloaded them. In the case of IMAP, all new messages will
be marked as read once you have downloaded them.

Note: The port number will automatically change when you
change the protocol.

= Check for new messages every X seconds
Enter the time interval to check for new email messages (60, by
default).

= Connect using
From the list, select one of the following options:

e Anonymous access
Select this option to use an anonymous access to the incoming mail
server.

¢ Windows authentication
Select this option to connect via TRBOnet Service Windows Account,
if it is running under a specific account;
e Use login and password
Select this option and specify the credentials for the mailbox:
v Login
Enter the incoming mail server login.
v’ Password
Enter the incoming mail server password.
e OAuth 2.0
Select this option if the email server requires
OAuth 2.0 authorization.
v Provider
From the drop-down list, select either Office 365 or Gmail.
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v Email
Enter the email address.

v If Gmail is selected as the email provider, enter the Client ID and
Client secret.
If Office 365 is selected as the email provider, enter the Client ID
and Tenant ID.

v" Authorize and Check
Click this button to authorize your email account and check for
new emails.

5.19.2 Outgoing Mail Server

The SMTP Server is used to send emails from users to mail servers as well as
between mail servers to deliver emails to the final destination.

For example, the administrator can enable email notifications from TRBOnet
Dispatch Console to particular email users when alarms occur on selected
radios. In this case, the radio sends an alarm to TRBOnet Server which in turn
converts this alarm to text and then forwards it as an email message to
particular email addresses (for example, to admin@yourcompany.com).

¢ In the Configuration pane, under Email, select Outgoing Mail Server.

Configuration Outgeing Mail Server
L7 MNIS data service
i ,’_ Advanced Setting Enable
L. Audio Paths

B PTT over Celular

)f_ Advanced Settings SMTP Server: ‘nuﬂnnk.mfﬁceBSE.cnm |
TRECNet.Mobile gateway
7 Teltonika
5=l Remote Agents
[ Friendly Servers
& Phone Connect Connect using OAuth 2.0
)’_ Advanced Settings

Sender's Email: ‘ |

Encryption: Explicit {TLS)

SMTP Server Part: 587 =

Internal PEX Server Provider: Offce 365
H / Advanced Settings Email: ‘ |
L@ External PBX Server ;
Client ID: ‘ |
" Data Sources
> Emai B T P e——— |
m" Incoming Mail Server
" . Authorize
[ 1 Outgoing Mail Server
5 SMS Notifications Send Test Message
[ Push Notifications
E License
v
< >
Set Defaults Apply Cancel

¢ In the Outgoing Mail Server pane, specify the following outgoing mail-
related parameters:
= Enable
Select this option to enable Outgoing Mail Server.

= Sender Email
Enter the email address (optional) of the sender.

= SMTP server
Enter the server hostname or IP address of the SMTP server.
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* Encryption

From the drop-down list, select the encryption protocol (SSL, TLS) if a
secure connection is required, or select None if not. Note that three
different dedicated ports will be used to connect to the mail server: via
SSL, TLS, or with no encryption.

Note: The port number will automatically change when you
select the encryption protocol. For example, from 25 (no
encryption) to 465 for SSL, and to 587 for TLS.

SMTP server port
The port number to be used for the connection.

Note: This box is populated automatically depending on the
selected encryption protocol.

Connect using
From the list, select one of the following options:
¢ Anonymous access
Select this option to use an anonymous access to the SMTP server.
¢ Windows authentication
Select this option to connect via TRBOnet Service Windows Account,
if it is running under a specific account;
e Login and password
Select this option and specify the credentials for the mailbox:
v' User name
Enter the SMTP server user name.
v' Password
Enter the SMTP server password.
v Type
From the drop-down list, select the SMTP login type.
e OAuth 2.0
Select this option if the email server requires
OAuth 2.0 authorization.
v Provider
From the drop-down list, select either Office 365 or Gmail.
v' Email
Enter the email address.
v If Gmail is selected as the email provider, enter the Client ID and
Client secret.
If Office 365 is selected as the email provider, enter the Client ID
and Tenant ID.
v Authorize
Click this button to authorize your email account.
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v Send Test Message
Click this button to send a test message from the Sender Email
address.

5.20 SMS Notifications

TRBOnet Dispatch Console allows sending SMS notifications to a cell phone
when alarms and other events occur on selected radios (for example, DTMF
commands from radios, Telemetry, Radio Status, and other events).

e Inthe Configuration pane, select SMS Notifications.
e Inthe SMS Notifications pane, select Enable SMS Service.

Configuration 5M5 Notifications
)’_ Advanced Setting »
.0 Audio Paths | Enable SMS Service

BJ PTT over Cellular

----- ; / Advanced Settings Connection to GSM via: Vianett service (www.vianett.com) e

= Teltorika Sender: | |

55 Remote Agents Username: |Iogin@:yourcompany.com |
[ Friendly Servers
‘ZR Phone Connect

7 Advanced settngs Send Test MMS Send Test SMS

LR Internal PBX Server
)’_ Advanced Settings

|’ Data Sources

LY coM ports

..M repp

ail

Password: | ooooooo |

-rer1 Incoming Mail Server
L.awr Qutgaing Mail Server

=
[@ Push Notifications
E License
v
< >
SetDefaults Apply Cancel

e Inthe SMS Notifications pane, specify the following SMS-related
parameters:

= Connection to GSM via
From the drop-down list, select the type of connection.

e COM port GSM modem
Select this item if you are using a GSM Modem connected via COM
port. In addition, select the COM port the modem is connected to,
and enter the SIM Card Pin Code.

e Gemalto Cinterion EHS6T LAN
Select this item if you are using a Cinterion EHS6T GSM modem
connected via LAN. In addition, enter the IP address of the modem,
and enter the SIM Card Pin Code.

¢ Vianett service
Select this item to use an account on Vianett service.
For more details on Vianett service, see www.vianett.com
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e SMS Broadcast
Select this item to use an account on SMS Broadcast service.
For more details on SMS Broadcast service, see
www.smsbroadcast.com.au

e Clickatell
Select this item to use an account on Clickatell service.
In addition to the Username and Password, you'll have to specify
the API ID.
For more details on Clickatell service, see www.clickatell.com

¢ IntelliSoftware
Select this item to use IntelliSoftware SMS Gateway.
For more details on IntelliSoftware SMS service, see
www.intellisoftware.co.uk

¢ MailingVox
Select this item to use an account on MailingVox service.
In addition to the Username and Password, you'll have to specify
the APIID.
For more details on MailingVox service, see
www.mailingvox.com/sms/

= Sender
Enter the sender phone number.
= Username
Enter the login for the selected service account.
= Password
Enter the password for the selected service account.
= Send Test MMS

Click this button to send a test MMS from the selected service account
to a recipient's phone number.

Note: This button is available when connected via Vianett
service only.

= Send Test SMS
Click to send a test SMS from the selected service account to a
recipient’s phone number.
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5.21 Push Notifications

TRBOnet Dispatch Console allows sending push notifications to connected
TRBO.SOS applications.

¢ In the Configuration pane, select Push Notifications.

¢ In the Push Notifications pane, select Enable Push Service.

Configuration Push Notifications

)’_ Advanced Setting &
.00 Audio Paths
! FTT over Cellular
L2 Advanced Settings
B TRECNet.Mabile gateway Port: 8081 - p—
1. Teltonka
5= Remote Agents

+| Enable Push Service

Server: push. trbonet.com

F5 Friendly Servers
‘R Phone Connect
/’: Advanced Settings
Internal PBX Server
j’ Advanced Settings
} Data Sources

: COM ports

g_! TCR/P
24 Email

‘..rers Incoming Mail Server
i Qutgoing Mail Server
) SMS Motifications

[ Push Notifications:
E License

£ >

Set Defaults Apply

¢ Inthe Push Notifications pane, specify the following parameters:

= Server
Enter the Ethernet IP address of the push server.

= Port

Enter the UDP port number of the push server.

= Test

Click this button to check the connection to your push server. If the test
is successful, you'll see information on the server you are connected to.
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6 TRBOnet Dispatch Console

The key features of TRBOnet can be configured by the administrator in
TRBOnet Dispatch Console after initial installation and configuration.

6.1 Connecting to Server

e Launch TRBOnet Dispatch using the desktop or Start menu shortcut.

e Enter the required connection settings as explained below.
For the default Admin credentials (User Name and Password), consult
our support team.

Note: For security reasons, we strongly recommend that you
change the password for the administrator immediately
after the first login. See section 6.3.4.5, Changing

Password.
Connect to TREOnet Server X
Connect to:
Address: Server 1 w
Port: 4021 = Configure
Authentication:
Method: TREOnet Authentication ~
User Name: |adm\n |
Password: |uoouoooo |
[] Remember password
|:| Connect on startup
Cancel
Connect to:
= Address

Enter the IP address of the TRBOnet Server to connect to.

Note: This is the Network interface parameter of TRBOnet
Server configured in section 5.4, Network Parameters
(page 20).

= Port
Enter the local port of the TRBOnet Server PC to accept connections
from the Dispatch Console.

Note: This is the Command port parameter of TRBOnet
Server configured in section 5.4, Network Parameters
(page 20).

Authentication:

= Method
From the drop-down list, select the Authentication method:
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¢ TRBOnet Authentication
Select this method to log on under an account registered in the
TRBOnNet Dispatch Console.

¢ Windows Authentication
Select this method to log on using the PC name. The system
automatically shows the PC name as a User Name.

¢ Microsoft Entra ID Authentication
Select this method to log on using Entra ID Authentication.

Notes: If multi-factor authentication is used, you'll be
prompted to enter a verification code.

For more information on authentication methods that
can be used to connect to TRBOnet Server, refer to
TRBOnet Enterprise/PLUS Authentication Methods User
Guide.

= User Name/Password
Enter the user name and password.
For the default Admin credentials (User Name and Password), consult
our support team.

Note: For security reasons, we strongly recommend that you
change the password for the administrator immediately
after the first login. For this, on the Tools menu, click
Change Password.

¢ Remember password
Select this option to have the Dispatch Console application remember
your password.

e Connect on startup
Select this option to launch the Dispatch Console application without
having to type the User Name and Password every time. Use this option if
you regularly connect to the same TRBOnet Server and your workstation
is in a secure location.

6.2 Main Window Elements

When the TRBOnet Dispatch Console application is initially launched, the
default Dispatch Console window will be displayed with the Voice Dispatch tab
being active.
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The main user interface elements are as follows:
. Main menu

. Radio list panel

. Modules tab panel

. Radio Interface panel

. Activity Monitor panel

o b~ WN -

. Quick Pane panel

| @ activer

Note: The look of the Dispatch Console windows may have been

customized for your specific operation.

6.3 Main Menu

The TRBOnet Dispatch Console main menu allows the user to manage the main
Dispatch Console options. The main menu is located in the upper left corner of

the main window.

6.3.1 File

The File menu contains the following items:
e File > Connect to TRBOnet Server

Choose this menu item to connect to a different TRBOnet Server, or to

use different credentials for the current connection.

For more details, see section 6.1, Connecting to Server (page 115).

e File > Exit

Choose this menu item to exit TRBOnet Dispatch Console.

6.3.2 View

The View menu contains the following items:
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e View > Show Navigation Pane
Choose this menu item to toggle the display of the Navigation pane on
the left of the main window. The Navigation pane includes two panes: the
Radio list pane and the Modules tab panel (see section 6.2, Main Window
Elements).

e View > Show Touch Keyboard Button
Select this menu item to display a Touch Keyboard button on the bottom
of the Modules panel. Clicking this button will bring up a virtual keyboard
on the screen.

e View > Show Modules

Choose this menu item, and in the drop-down menu select/deselect the
modules to display in the Modules tab panel.

e View > Additional Tabs
Choose this menu item, and in the drop-down menu select/deselect the
tabs to display in the Activity Monitor panel.

e View > Configure PTT Boxes
Choose this menu item to configure the view of PTT boxes.

Configure PTT Boxes X

Radio Interface

Type MName View Mode Available Calls
Channel Intercom Normal -

Channel Control Station #1 Normal Al
Group Group 1 Normal Firemen

Group Group 2 Normal Palice -

Create [=LEdit Delete
dhQeste [BEdt X Dekte Cancel

In the Configure PTT Boxes dialog box, specify the following PTT box
parameters:
= Type
In this column, the box type (for example, Channel, Group, Radio or All
Call) is displayed.

Note: The 'Channel' type means that the PTT box has been
automatically created by the radio systems connected
to TRBOnet Server and it can only be partially edited.
The Edit link is grayed out when a PTT box of this type is
selected.

* Name
Enter a name for the selected box. This name will be displayed in the
title of the PTT box.
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= View Mode
From the drop-down list, select the view mode:
e Invisible
Select this mode so that the PTT box will not be displayed.
e Normal
Select this mode so that the PTT box will be displayed in Normal
view mode:
/_ Control Station #1 E \E‘
Channel 1
Free -:h:anne\
Sender:
[ ]
RY /X
\. J/

¢ Minimized
Select this mode so that the PTT box will be displayed in Minimized
view mode:

ControlStation #1__ [1][<][@] ]

Note: Hover the mouse pointer over the Minimized PTT box to
view the PTT box in the Normal view mode.

= Available Calls
From the drop-down list, select the destination radio or radio group for
the PTT box.

Create virtual channel boxes

= To create a virtual PTT box, click the Create link in the lower-left corner
of the Configure Voice Boxes dialog box.
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Virtual Channel X

Name: Group Call

Call Type: Call Destination:

O alcal (®) Select by Dispatcher

(® Group Call () selected from list

O Private cal ‘ j

Execute call on channels:

() Execute call on all available channels
(® Execute call only on selected channels
|+ Control Station #1

[ Intercom
¥ Local Brine's

Repeater #1: Slot #1

™ Repeater £1: Slot 22

Cancel

In the Virtual Channel dialog box, specify the following virtual channel

parameters:
= Name

Select this option and enter a name for the virtual channel.

= Choose a Call Type for the channel.

= Call Destination
(available only when Group Call or Private Call is selected as the Call

Type)

Choose Select by Dispatcher to allow the dispatcher to select a Call

Destination.

Or, choose Selected from list and from the list below select the
desired group (if the Group Call type is chosen) or individual radio (if
the Private Call type is chosen).

= Execute call on channels
(available only when All Call or Group Call is selected as the Call Type)

Choose Execute call on all available channels,

or Execute call only on selected channels and in the list below select
the available channels.

e View > Configure Active Calls panel
Choose this menu item to configure call types and advanced settings for
the Active Calls panel. This menu item is available if View > Show Active
Calls Panel is selected.

= Call Types

On this tab, you can select which call types to display in the Active Calls

panel:
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Active Calls

I show All Call

[ show Group Calls

W show Emergency Calls

I¥ Show Private Calls

v show Remaote Monitar

¥ show Intercom Group Calls

[ Show Intercom Private Calls

Cancel

= Advanced
On this tab, you can set following options:

Show Visible Channels

Select this option to display Visible channels in the Active Calls panel.

Show Hidden Channels

Select this option to display Hidden channels in the Active Calls

panel.

Note: For the visibility of channels, see Configure PTT boxes,

View Mode.

Show Requests To Talk

Select this option to display Requests To Talk in the Active Calls

panel.
Show Missed Call

Select this option to display Missed calls in the Active Calls panel.
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Active Calls

Call Types

[V show Visible Channels
[¥ show Hidden Channels
¥ show Requests To Talk
W Show Missed Calls

[oc ]| concel |

The Active Calls panel is displayed in the upper part of the Dispatch

Console:

File View Map Teols Help

Radio Interface

Radio Interface | Recent Calls Events

jon #1 [&]
= B Oniine Dispatchers (1) .
8 soministrator dministrator
L T —
[y Police =)

Session:

Sender:

Recent Calls/Events

Free channel

Confiqure

‘ To: selected Channels
Drag and Drop PTT Box here to
aeate new group

5] Playback [ Ssver () Print | 11 Pause <# Clear ~ & Reload | [ Filter By Radio.

rouping i/ Auto Filter (3 Default Settings

4] 4| Record1of3t2 b [m|mi| ]

Date | Radio System | Sender | Redipient | Message | Details | Note |
Control Station... Administrator  Police Dispatcher ‘Administrator ... Members: Administrator ﬂ
Control Station... Administrator  Police Dispatcher ‘administrator' .. Members: Administrator
Control Staton... Administrator  Police Dispatcher ‘Administrator' .. Members: Administrator
Control Statin... Administrator  Firemen Dispatcher ‘Administrator ... Members: Administrator
29-5ep-2016 17:01:47  Control Staton... Administrator  Police Dispatcher ‘Admiristrator' ... Members: Administratar
295ep-2016 17:01:25  Intercom Administrator Al Intercom Calk: Dispatcher ... Members: Admiristrator

Recent Calls/Events

127000 By B B &‘ € Administrator ‘ Licensed to: demo Demo License

e View > Customize Shortcuts

| @ nctive-

Choose this menu item to configure shortcuts for the actions on the
selected channels.
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o

Change Shortcut Settings X

¥ Show shortcut buttons

Shortcut
Shift
Space

L Unmute channels
Enter Maone (Footswitch

Device Button Action Caption

Terminate Al Tran... Terminate -
Toggle Select chan... Toggle Select

Unmute

Intercom

DG 1

IPSC 1: Slot #1

IPSC 1: Slot #2

333319

Group 11

-
M4 | 4| Record 4of 11 k| KM 4 4
qpCreate [ShEdit X Delete Show all PTT boxes

Cancel

= To configure shortcut PTT actions to the PTT boxes, click the
Show all PTT boxes link, double-click the desired PTT box(es) to apply
the changes, then assign a keyboard shortcut or combination of keys.

= To configure specific non-PTT actions to PTT boxes (for example, mute
channels or set selected PTT channels), click the Create link to make
the changes:

Action X

Caption: ‘Mube Mode

Shortout: Cirl

Device Button: ‘Mone (Footswitch PTT)

i 1l e

Action: [Mute channels

Channels:
[v Telephony

I

In the Action dialog box that appears, specify the following
parameters:

Caption

Enter the caption that will be displayed in the Dispatch Console.
Shortcut

Click the Configure button, and on the keyboard, press the key or

key combination you want to assign as a shortcut for the selected
action.

Device Button

From the drop-down list, select the external device button you want
to assign for the selected action.

Action

From the drop-down list, select the desired action:
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v Toggle Select channel
This action sets the Select status to selected PTT boxes and the
Unselect status to others.

v Mute channels
This action mutes selected PTT boxes.

v Unmute channels
This action unmutes selected PTT boxes.

v' Toggle Mute channel
This action sets the Unmute status to selected PTT boxes and the
Mute status to others.

v Terminate All Transmissions
This action terminates all transmissions for selected PTT boxes.

v' Change channel settings
This action will configure settings, such as Recorder, Player,
Speaker, etc., for the channel specified below.

v" Change Sound settings
This action will configure the Sound settings, such as Recorder
and Player.

e Channels
In the list below, select the PTT boxes to which to assign the actions
specified above.

= To enable displaying the configured shortcuts in the Dispatch Console,
select the Show shortcut buttons option.

All the shortcuts you have configured are displayed in the upper part of the
Dispatch Console:

File View Map Tools Help

Radio Interface & ])

" Ra rface| Recent Calls/Events | Radios

Termi Transmit

Active Calls
@ B oniine Dispatcners (1)
& agministrator
o [ = [ H
L) Police | ~ To: Selected Channels

(-D Intercom [ Eé\ f Control Station #1 [ @@‘\ Patch =

ﬁ'ﬂ‘lj Voice Dispatch All call Channel 4
d d All call ~

P

Session: Sessic
@ Job Ticketing Free channel Free chamnel
e = S
g]l RFID Tracker
RX [TX RXfTX
[ resressaos A J € A.
E Recent Calls/Events ™
Voice Recording T = = = Py »
[ Playback |l Save- () Print | 11 Pause < Clear - & Reload | [ Filter By Racio | = Grouping '\ AutoFilter (0> Default Settings
@ Reports Date Radio System | Sender Recpient Message Details Note
D 29-Sep-2016 18:15:42  Intercom Administrator Al Intercom Call: Dispatcher ... Members: Administrator -
E Vi & 29-5ep-2016 17:53:22 RadioServer Al Connection to ‘Contral Sta...
15| Event Viewer
5 D 29-5ep-2016 17:27:01 Intercom Administrator Al Intercom Call: Dispatcher ... Members: Administrator
= 29-5ep-2016 17:27:00 Control Station... Administrator  Police Dispatcher *Administrator’ Members: Administrator
[“! Rako ARecatia ([ 295ep 2016 17:26:48  Intercom Administrator Al Intercom Call: Dispatcher ... Members: Admiristrator =
|« | <] Record1of3ze v [m|mi| ¢ >

%“"""“’ tration Recent Calls/Events | RecentCalls | RadioState | Active Tasks | ActiveRoutes | User Activity |Map | Cameras

[Gy 127000 45 &) B B | 8 Administrator | [ Licensed to: demo Demo License @ Active -
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¢ View > Add Radio Interface Tab
Choose this menu item to add a new Radio Interface tab to the Radio
Interface pane.

dpCreate [ShEdit ¢ Delete

Configure PTT Boxes x
Name: |Rad\o Interface #1 |
Type ‘ Name View Mode Available Calls
Channel Telephony Mormal El
Channel Intercom Normal
Channel DG 1 Mormal
Channel IPSC 1: Slot #1 Normal All
Channel IPSC 1: Slot #2 Normal All
Channel Group 11 Mormal
Channel Group 22 Mormal
Channel Al Call Normal All
Radio Private Call Normal All

=
(I

= In the Configure PTT Boxes dialog box, specify the following PTT box
parameters for the new radio interface:

Name

Enter a name for the radio interface.

Other parameters can be configured in the same way as when
Configuring PTT Boxes.

The user can switch between Radio Interfaces by clicking on the tab bar in the
upper part of the Radio Interface pane.

File View Map Tools Help
Voice Dispatch
B=h & 27 &

5 B, oniine Dispatchers (1)
8 noministator
& [, Firemen

[y Police

44

(i voice Dispatch

RE—

ﬁ Job Ticketing

Rnlkl“hnp_lt

llﬂl)'rmht

Radio Interface

&[]

L Rado nterface,” Radlo Interface #1_Recentcelsvents [Rados|| |

[Jantercom

=E

Control Station #1

ssssss

@ Al Call

Il

Channel 4

Session:

Sender:

Recent Calls/Events

29-5ep-2016 17:27:00
29-8ep-2016 17:26:48  Intercom

14 4| Record10f303 b |mm| ]

Control Statio..

.. Administrator  Pol
Administrator Al

i Voice 5] Playback (el Save~ () Print | 11 Pause ¥ Clear ~ 'S Reload | ‘[ Filter By Radio | = Grouping "/ Auto Filter >
= Date | Radio System | Sender |Recpient | Message | Detaiis Note |
@ 30-Sep-2016 10:48:54  Intercom Administrator Al Intercom Call: Dispatche... Members: Administrator ﬂ
29-5ep-2016 18:15:42  Intercom Administrator Al Intercom Call: Dispatche... Members: Administrator
'-F p— B 29-5ep-2016 17:53:22 RadioServer Al Connection to 'Control 5.
29-5ep-2016 17:27:01  Intercom Administrator Al Intercom Call: Dispatche... Members: Administrator

Dispatcher ‘Administrato...
Intercom Call: Dispatche.

Members: Administrator
Members: Administrator

oR

Recent CalsfEvents | RecentCals. | Radio State. | Actve Tasks |

| User actvity | Map | Cameras

127001 @ | & Administrator | [A Lice

nsed to: demo Demo License

e View > Delete Radio Interface Tab
Choose this menu item to delete the Radio Interface tab currently
selected in the Radio Interface pane.

Note: The default Radio Interface tabs can't be deleted.

| @ Active-

TRBOnNet Enterprise
User Manual

Page 125 of 436



neocom
sOfFtware

¢ View > Show Channel Selector Box
Select this menu item to display a separate PTT box that allows selecting a

channel.

T )

1P Site Connect: Slot #1

1P Site Connect: Slot #2

()

Session:

[ ]

Sender:

Channel not selected

- J

Click the arrow of the drop-down list and select the channel for this PTT
box.

e View > Show Call Type Buttons
Select this menu item to display the Call Type Buttons panel in PTT boxes.

[P site connect: siot #1 [ -|\

e

Session:

Free channel

Sender:

L 1

RX JTX e

- /

e View > Show Keypad Panel
Select this menu item to display the Keypad panel in PTT boxes.

/_ IP Site Connect: Slot #1

0 -
iy ==~
L
| |

-

Allw| o] e

2
g
8
'}

BN

~—

RX [T =
5]

\. J

Note: The Keypad panel will be displayed only when the Num
button is pressed in the Call Type Buttons panel.

e View > Audio Message Library
Choose this menu item to add configured Voice Messages to the Queued
Messages panel. For how to configure Voice Message settings, see Tasks,
Voice Message.

TRBOnet Enterprise Page 126 of 436
User Manual



neocom
software

Saved Audio Files X

4 Add % Remove | v Filter | Shortcut

| Filename | Description Severity Shortcut Visibility

Alarm Tone Alarm Hidden

»  Bobby.mp3 Information Button

Daisy.way Information Link

send cancel_|

= In the Saved Audio Files dialog box, specify the following parameters:

Filename
The name of the message displayed in the Queued Messages panel.
Description
Enter a description for the Voice Message.
Severity
From the drop-down list, select the severity level (Information,
Alarm, or Warning).
Shortcut
Click the Shortcut button and press the key or key combination you
want to assign as a shortcut for the selected Voice Message box.
Visibility
From the drop-down list, select how to display the selected Voice
Message box:
v Hidden

Hide the Voice Message box.
v Button

Display the Voice Message as a button (1).
v' Link

Display the Voice Message as a link (2).

Radio Interface

Radio Interface | Recent Calls/Events

[(Jntercom 3]

@ -
Session:

Free channel
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o View > Extended PTT boxes
Select this menu item to display PTT boxes as shown:

v Control Station #1
|Control Station #1 | @&
EN |channel 1 - Q @
— Free channel
Tone & PTT [ RXITX } Terminate J
cal: |All Call o [ enea )
P — =
7 8 9
L& & Fenmenieas NI

e View > Large PTT boxes
Select this menu item to display PTT boxes as shown:

e View > Medium PTT boxes
Select this menu item to display PTT boxes as shown:

[ Control Station #1 Che
All Call
- L3

el
@

Channel 1

e View > Small PTT boxes
Select this menu item to display PTT boxes as shown:

[Cuntrol Station #1 }

Free channel
alcal Channel 1

e View > Custom PTT boxes >

Select Custom PTT Boxes 1 to display PTT boxes as shown:

Control Station #1

Channel 1
Free channel

R fTX

Select Custom PTT Boxes 2 to display PTT boxes as shown:

Group 10

E30

Police
Free channel
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Select Custom PTT Boxes 3 to display PTT boxes as shown:
Slot 1

ARl @

[ »

All Call @
‘

Free channel

RXfTX L
LIN<]

e View > PTT Box Themes
Click this menu item and select the theme to be edited, or create a new
theme.

To create a new theme:
e C(lick View > PTT Box Themes > Create Theme.

¢ Inthe PTT Box Theme dialog box, enter a theme name and specify
desired colors for PTT box elements in various statuses and for
various call types.

e From the Preview list box, select the box size/type and see how it
will look like.

e To set the theme as default, select the Set as default theme option
located at the bottom of the dialog box.

e Click OK.
PTT Box Theme X
Name: Police
PTT Bax Statuses Defauits  Freview:  [argePTiooxes |
E “|" { [ control station / Channel [7] [] @
N
- v

: Recipients
i -G Cal

i i Emergency Cal
H vate

Session:
cal
s

Free channel

Background: 1255, 213, 213 -

Outer Border (=
Text [mmis 00
Field Borders: (= 4
ndeator Background: [ <]
Status Bar Tt (= 4
P =
L] Set as defaut theme Cancel

¢ View > Show Active Calls Panel
Select this menu item to display the Active Calls panel in the Dispatch
Console.
See also Configuring Active Calls panel.

e View > Show PTT Search Bar

Select this menu item to display the search bar in the Radio Interface
panel.
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¢ View > Show Clock Panel
Select this menu item to display the Clock panel (1) in the Dispatch
Console.

e View > Show Quick Commands Panel

Select this menu item to display the Quick Commands panel (2) in the
Dispatch Console. For more details, see section 6.5.6, Quick Commands.

e View > Show Pre-recorded Messages Panel
Select this menu item to display the Pre-recorded Messages panel (3) in
the Dispatch Console. For more details, see section 6.5.7, Pre-recorded
Messages.

e View > Show Patch Panel
Select this menu item to display the Patch panel (4) in the Dispatch
Console. For more details, see section 6.5.5, Patches.

¢ View > Show Phone Calls Tab
Select this menu item to display the Phone Calls tab (5) in the Radio
Interface pane.

e View > Show Extended Messages Tab
Select this menu item to display the Extended Messages tab (6) in the
Radio Interface pane.

e View > Show Radios Tab
Select this menu item to display the Radios tab (7) in the Radio Interface
pane.

Radio Interface |8 |0

X Clock ] X

5 6 7 Monday, May 27, 2018
12:24 pm

r@ Telephony [« @ /_ Intercom [olcal @

All Call ~
| = menu |

e [ T — [ weert Fl[_rie
Free channel To: Selected Channels

| ned || nes | tines

~
@
©

RX [ TX

6.3.3 Map

e Select Location Tracking (1) in the Navigation pane to enable Map
Options:
e Click the Map menu (2).
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: Map Content.
=y Print

- [ Beacons
W12 Beer
1) Coffee

. Geocoding.

Open New Map in Tab.

€] Floor plan__X| PR @ Tes
A Open New Map in Window.. i
o [ Poi B & ®e]o [8] showBeacons: ~ [ Drawing Panel > - [ Map Objects
&S Google Earth . [ [&) camera 1
|3 Delete Route on Google Earth o 1] Hospital
Show Radios on Google Earth » J@ | ke
2 - [ Map Regions
@ e - =7 Region 1
=1 O (] [ Map Routes
2t i 2 S~
M S 225
] RFID Tracker ]
125
[ Text tessages Wm Latrude: 59°5627,63" N; Longtude: 30'1649,88" E [
i _ Recent Calls/Events _
[ Playback [l Save~ () Print | 01 Pause < Clear - 'S Reload | [J Filter By Radio | = Grouping 7 Auto Filter (> Defautt Settings 2
@ Reports Date Radio System Sender Redipient Message Details
3% 09.06.2017 14:43:57 Server Al Connection to ‘Capadity Plus T'h. i‘
PR — 09.06.2017 12:43:30  CapadtyPlus 1 Administrator u Dispatcher ‘Admiistrator’ calls gr... Members: Administrator, 125

09.06.2017 12:40:06  CapadityPus1 135 1 Radio '125'calls group 11" (00:08)  Members: 135
09.06.2017 12:38:55  CapadityPlus 1 Administrator u Dispatcher ‘Administrator’cals gr... Members: Administrator

06,2017 12:38:34  CapadtyPlus 1 Administrater police Dispatcher ‘Administrater’ calls r... Members: Administrator hd
» ] < »

4| Rerord 10f 305
Recent Calls/Events | Recent Calls || RequestToTalk | RadioState | Active Tasks | ActiveRoutes | User Activity | Beacons | BeaconEvents | Taglist

"

D

127001 &3 B | § Administrstor | [ Licensed to: demo. | @ Active~

The Map menu contains the following items:
e Map > Select Active Map
Click this menu item to select the map to display in the Dispatch Console.

Select Map. X
Caption: |
Availzble Maps
Name Path State
MAPNIK oK
CYCLE oK
TRANSPORT oK
LANDSCAPE oK
BING_ROAD oK
BING_AREA oK
BING_HYERID oK
Add Edit Remove Cancel

= Enter the Caption of the map that will be displayed in the Dispatch
Console.

= Inthe list of Available Maps, choose the map to be displayed.
Adding custom maps

You can also add an online map using its specific URL.
= Click the Add button.

Add Map X
Name: [Map 1 |
Mop Type:  [wis (e Map Service) =
URL: [itp-/smaps dgs udel edu 80/geoserver/DGS_Suricial_snd_Cortact_Geology/wms |

A v Get Capabilties
(] [MapTitle | Identifier Description | style

e surfical geology cont... | DGS Geologic Statewi

http://maps. dgs.udel edu: W/gecsewe(fDGS,Surﬁua\jnd,Cvmad,Gev\wgy/wms?REGUESTQEFMAPLSER" E

Cancel

e Enter a Name for the new map.
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e Map Type
From the drop-down list, select the map type: Custom Map, WMS
(Web Map Service), or WMTS (Web Map Tile Service)

e Enter the URL of the map service and click Get Capabilities.

As a result, the table in the lower part of the dialog box will get
populated with the available map layers.

e Select the checkbox in the left column of the table to enable the
appropriate map layer.

e Click OK.
As a result, the new map will appear in the list of available online maps.

e Map > Save Online Map Data
Click this menu item to save your current map region.

Download Map Tiles - o x

Region from N53°57°32.29" E030°17'59.68" to N59°56'13.91" E030°17'19.45"

Tie expiration, days: |30

[ Refresh allties

Zoom level: 16 Tiles to download: 23

[ Preview ties (] Show downloaded tles

Loaded: 23 of 23 (100 %)

In the dialog box, specify the following parameters:

= Tile expiration, days
Enter the expiration time, in days, for the map tiles. When you
download the map, the already downloaded tiles are checked and if
they are older than this number of days, these map tiles will be re-
downloaded from the Internet.

= Refresh all tiles

Select this option to re-download the map tiles before saving to your
PC.

= Zoom level
Move the slider from left to right to increase the detail level of the
map.

= Preview tiles
Select this option to show how the map is divided into tiles.

= Show downloaded tiles
Select this option to show the progress bar while the online map is
being saved.

= Click Start and wait for the system to save the files. This may take
several minutes.
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e Map > Map Content

Click this menu item to specify the folder and settings to store the map

data.

In the Online Map dialog box, specify the following settings:

Cache folder
Click Change and locate the folder on the PC where you want to store
the map data.

Update

Select the update interval ('Never', 'Immediately', or 'By period') for the
map data stored in the specified Cache folder.

Map Type

From the drop-down list, select the map type. For more details on the
maps used in TRBOnet Dispatch Console, see section 6.3.3.1, Map
Types (page 133).

<Map Provider> key

Enter the key for the selected map.

Note: To obtain the key, click the hyperlink below and follow
the instructions.

6.3.3.1 Map Types

Online maps:

MAPNIK - free online map. For more details on OpenStreetMaps, visit
the official the website: https://www.openstreetmap.org/

Thunderforest - commercial online maps. Visit
https://www.thunderforest.com/docs/apikeys/ to get a key.

Microsoft BING - commercial maps from Microsoft. Includes
BING_ROAD, BING_AREA, and BING_HYBRID subtypes. A user may use
BING maps for 90 days and then they must get a Basic Key. Visit
https://msdn.microsoft.com/en-us/library/ff428642.aspx to get a Basic
Key.

Google Maps - online mapping service from Google. Visit
https://developers.google.com/maps/documentation/javascript/get-

api-key#key to get a key.
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= Custom Maps - online mapping services such as TRBOnet Map Server,
WMS and WMTS services. For more details, refer to TRBOnet Map Server
User Guide. For more details on the WMS/WMTS services, visit
https://www.opengeospatial.org/standards/wms/introduction.

Offline Maps:

= TMap - internal map-making resource. The user can create an offline
copy of online maps for selected regions according to their needs and
requirements. The user can create a map from any picture via the
TRBOnet Map Edit application.

Click Start > All Programs > Neocom Software > TRBOnet
Enterprise> Console> TRBOnet.MapEditor.exe

For more details on map calibration, read the following article at:
https://trbonet.com/kb/how-do-i-create-a-custom-map-for-trbonet/

= Beacon 2D - two-dimension offline map for Indoor positioning. The
user can create indoor maps using the Indoor 2D Map Converter. See
section 6.4.5.16.2, Indoor 2D Map Converter.

= Beacon 3D - three-dimension map for Indoor positioning. The user
can use any DirectX file as a map.

e Map > Print
Click this menu item to print the map region currently displayed in the
Map pane.

e Map > Geocoding
Click this menu item to configure geocoding servers in the Dispatch
Console.

Geocoding x

Load data from TRBOnet Server f Geoceding services are unavailable on local PC

[ server Name
¥ Google
I | Nominatm

= Load data from TRBOnet Server if Geocoding services are
unavailable on local PC
Select this option to receive location data from the TRBOnet Server PC
if the Dispatch Console is unable to resolve location data.

= For other settings, see section 5.11.1.1, Configuring Geocoding Servers
(page 33).
e Map > Open New Map in Tab
Click this menu item to add a new map tab to the Map pane.
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Select Map.. %
Map Type: Online maps v
Caption: [y maapl
Available Maps

Name Path State
MAPNIK oK
crae oK
TRANSPORT oK
LANDSCAPE ok
BING_ROAD oK
BING_AREA oK
BING_HYBRID oK
ndd e cancel

= Map Type

From the drop-down list, select the map type.
= Caption

Enter a caption for the new map tab.
= For other settings, see Selecting Active Map.

Once you have clicked OK, the new tab will appear in the Map pane:

BING_ROAD % My Map X

Gr S A Al R Show Beacons: Al v | 2 Ruler C FindonMap~ i | 4 Drawing Panel | G Route~ & Geofencing >
° ) % %
2.
%, i 2
(2 -Liﬁ ‘0 -f“’
o
o o £ ¥ %
L e % % )
5 5 S % ‘
o 235 2 % %
Z %, 2%
° %
% a 73 o
2 % ° )
% % o
2
o % %, S
& 125 o
< % 4
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e Map > Open New Map in Window
Click this menu item to create a new map window with the specified map.
= For required settings, see Selecting Active Map
Once you have clicked OK, the new Map window will appear:

235 - u} x
o EEETIC R | Ruler G FindonMap~ & | & Drawing Panel | 1 Route - (& Geofencing

T = z

g EE&KY g & )

S & 2, oniine Dispataners (1) RSy i

& agministrator

© | Firemen (=]
B®® 12 e
®ES VIS¢
[} Palice |
Saint
ndrew's
thecral
\
e} Lattude: 55°562450°N: Longtude: 30°1645.62°E |
235

e Map > Google Earth

Click this menu item to open the Google Earth application.
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Note: Google Earth must be previously installed on the PC. To
download Google Earth, go to the Google Earth website
https://www.google.com/intl/en/earth/desktop/, and

click Download.

e Map > Delete Routes on Google Earth
Click this menu item delete all routes from Google Earth.

e Map > Show Radios on Google Earth

Click this menu item and in the drop-down menu select which radios to
display on Google Earth.

6.3.4 Tools

The Tools menu contains the following items:

Tools > Event Viewer in Window

[ ]
Click this menu item to open the Event Viewer in a new window.
B Event Viewer - o X
) Al Events [ Playback [l Save | 1l Pause <# Clear & Reload | = Grouping '/ Auto Filter @ Default Settings || &f Details ||[7] Show Notes |
{59 Text Messages Date | System | sender Destination Description Detais.
Inbox (D) 305ep21 112146 AM  CP1 Rado 125 22 Group Call: Radio 125' caled'22' (00:049)  Takers: Radio 125 -
o sent (D 30Sep201L1246AM CPL Rado125 1L Group Cal: Ratio 125'caled 11 (00:07)  Takers: Radio 125, Adminrator
Gy Telemetry D osep2inna0an @1 Radois 2 Group Calt Radio 125'caled'22 (00:09  Taers: Radio 125
W cbanedsonsk |\ yoeiniaman 1 Radoizs 1 Group Cal: Ratio 125'caled" 11 (00:04)  Takers: Ratio 125
¥ senteommands |G st s itAN Mobled 4444 Rado 125 Private Cal: 4434 called Radio 125'(00:13) Takers: 4444, Radio 125
:‘:;:::2;5 (D 3056021 1:1052AH_ Moble 1 4444 Rado 125 Private Cal: 4444 called Radio 125 (00:09) Takers: +4#4
b () DS 21 0577 Mobie 1 4444 Adniistator  Private Cal: 4444 calld Acminstator (0., Takers: 4444, Admiistrator
& oo esoges || D RS2 WA @1 adowisatr 22 Growp Call ‘minstrator caled 22 (00:08) Tabirs: Adminsirater
DSep 2L WSTHAM L Advinsbator 11 Grou Call eiistrator caled 11 (00:08) Takers: Adiistrator
(D 05021 WST00AM  Intercom Adminstator Al Al Call Admstzatr aled AT (00:01)  Talbirs: Adminsirator
(D 2056021 10:56:10AM  Mobile 1 4444 Rado 125 Private Cal: 4444 called Racio 1251 (00:26) Takers: Raio 125, 4494
D osep2iimszsoan P Radois 11 Group Cals Rado 125'cled" 11 (00:09)  Takers: Radio 125
(D 205021430000 P Adnnistatr A A1 Call dmiristratr caled AT (00:03) | Takers: Admiistratr s
(D 2vsep2i43niopm cP1 Admostator 11 Group Cals Adminstrator called 11 (00:06)  Takers: Adminstator
(D 215ep-21430: 0P Intercom  Adrinitrator Dispatcher Group 1 Group Cal: Adniniiratr caled Dispatch... Takers: Adminisrator
(D 205ep21430:10PM  Intercom Adminstator A A Cal: Admistrato” called AT (00:02)  Takers: Adminstator
(D 2150214300 Intercom Adminstrator Dipatcher Group 2 Group Cal: ‘Adninsiator’caed Dispatche... Takers: Adminirator
D 2esep2iazemem p1 Admnstatr 22 Group Cals Adminstrator caled Takers: Admsrator =
L R R e S [ K S S 3
a Sender: Radio 125 Date; 305ep-21 11:12:% AM
Destination: 1 [Blplavback [ save (7 AddMote
E @007
> \' in Window
e Tools > Recent Calls/Events in Windo

Click this menu item to open Recent Calls/Events in a new window.

Group Call: Radio 125' called '22' (00:09)
Talke 5

B Recent Calls/Events — [m] X

[ Playback [al Save~ (i Print | 11 Pause < Clear + &3 Reload | [ Filter By Radio | = Grouping [ Auto Filter % Default Settings bt
Date System Sender Destination Desaription Details N.

30-5ep-2111:12:46 AM  CP1 Radio 125 22 Group Call: Radio 125’ called 22 (00:04) Talkers: Radio 125 -
30-5ep-2111:12:46 AM  CP1 Radio 125 1 Group Call: Radio 125 called 11" (00:07) Talkers: Radio 125, Administr.
30-5ep-2111:12:40 AM  CP1 Radio 125 22 Group Call: Radio 125 called 22 (00:04) Talkers: Radio 125
30-5ep-21 11112139 AM  CP1 Radio 125 1 Group Call: Radio 125 called *11' (00:04) Talkers: Radio 125
B 30-5ep-2111:12:11 AM  Mobile 1 4444 Radio 125 Private Call: ‘4444 called Radio 125 (00:13) Talkers: 4444, Radio 125
B 30-5ep-21 11:10:52 AM  Mobile 1 4444 Radio 125 Private Call: ‘4444 called Radio 125 (00:09) Talkers: 4444
B 30-5ep-21 10:57:47 AM  Mobile 1 4444 Administrator  Private Call: ‘4444 called "Administrator’ (00:02)  Talkers: 4444, Administrator
30-5ep-2110:57:27 AM  CP1 Administrator 22 Group Call: ‘Administrator” called ‘22 (00:08) Talkers: Administrator
30-5ep-2110:57:20 AM  CP1 Administrator 1 Group Call: ‘Administrator” called ‘11 (00:08) Talkers: Administrator
D 30-Sep-2110:57:00 AM  Intercom Administrator Al All Call: *Administrator called ‘Al (00:01) Talkers: Administrator
@ 30-5ep-2110:56:10AM  Mobile 1 EesEs Radio 125 Private Call: ‘4444 called Radio 125' (00:26) Talkers: Radio 125, 4444

[ 30-5ep-21 10:55:16 AM 4444 Al Battery: 80%
n 30-5ep-2110:52:53 AM  CP1 Radio 125 1 Group Call: Radio 125 called *11' (00:04) Talkers: Radio 125 A
i4[«| 4| Record10f391 »[m|m] v

W Sender: Rado 125 Date: 30-Sep-21 11:12:46 AM
Destnation: 22 [Elplaback [ Add Note

= Click Playback to play back the selected call.

Click Save to save the selected call as an audio file.

TRBOnet Enterprise
User Manual

Page 136 of 436


https://www.google.com/intl/en/earth/desktop/

neocom
sOfFtware

In the Save As dialog box, locate the folder where you want to save the
audio file, specify the file name, and from the drop-down 'Save as type'
list, select the format (*.wav, *.tha, or *.0gqg) for the audio file.

= (Click Add Note to add a note to the selected event.

Mote X
Well done ;I
=
Add Extension... oK | Cancel

¢ Enter the text of the note in the text box.
¢ You can extend the form of a note by clicking the Add Extension
link and adding new fields and their possible values to the form.
e Tools > Job Ticketing Monitoring

Click this menu item to open the window that visually represents the job
tickets created by dispatchers and assigned to radios.

In this window, you can perform the following actions:

= Select a time period for which to display Job Ticketing data.
= Monitor tickets created by dispatchers.

= Monitor tickets assigned to radios.

All data are shown in the form of status diagrams.

e Tools > Radios in Window
Click this menu item to open a new window that displays the radios
present in the system.
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Radios — [m] X

Filter: l:l Radio Groups: Al -
] (RIRCLAN) e
¥ Police

Statuses: | (Online, Indoer), (Online, ...

iremen
¥| Cleaners
W 11
W 22
| Mobile Client d
oK Cancel | |
Q|

In this window, you can make radio calls, send text messages. In addition,
you can select to display radios by groups and statuses.
Tools > Phone Calls in Window

Click this menu item to open a new window that displays Phone Calls
available in the system.

[ \;n

_n
3

Hold Forward 00:15

Contacts |

Shortcuts |

=

In this window, you can make and receive phone calls. To make a call,
enter a phone number in the dial string and click Call. You can also select
a contact from the Contacts list. Or, use the shortcut buttons you have
previously created for your contacts (Tools > Contacts).

Tools > Telemetry Monitoring

Click this menu item to open the window that displays configured
telemetry profiles for the radios.

Telemetry £1 - o X

B
i
iig
99 ¢
FIER

= From the Show drop-down list, select the Telemetry profile to display.
See also section 6.4.4.6, Telemetry (page 204).

Tools > Text Messages in Window
Click this menu item to open a new window to manage text messages.
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Text Messages - o x

BlEs & XY S'@ | Clear S Reload ||} Inbox [ Sent

[05-0ct-2016 17:51:13 Received from 235 to 125
His be on

[05-0ct-2015 18:01:43 Received from 235 to 125
only §m

I05-0ct-2015 18:06:04 Received from 125 to 235
nog

3 | [05-Oct-2016 18:10:53 Sent from Administrator to Police
p making me fool

Recipient: % | Police | EJ send | ] AttachFile

125

In this window, you can perform the following tasks:
= View sent messages in the upper-right pane.

= Select online dispatchers and radio groups in the left pane, or by
clicking the ellipsis (...) button in the lower-right pane.

= Type messages in the text box in the lower-right pane.
= Send messages by clicking the Send button in the lower-right pane.

¢ Tools > Routes in Window
Click this menu item to open a new window to manage routes.

For more details on Route Management configuration,
see section 6.8, Guard Tour / Route Management (page 359).

e Tools > Camera in Window
Click this menu item to open a new window with an IP camera view.

® camena - m} *

Camera: ICamera 1

|

In this window, the IP camera view is displayed.

= Camera
From the drop-down list, select a camera that is connected to TRBOnet
Dispatch Console.

See also section 6.4.5.14, IP Cameras (page 291).

e Tools > Reset All Location Triggers
Choose this menu item to stop/start location triggers on all radios.
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¢ Tools > Dynamic Regrouping
Click this menu item to dynamically regroup radios depending on current
needs. For more details, see section 6.4.3.6.2, Dynamic Regrouping.

Note: The Dynamic Regrouping feature is available only for
Capacity MAX systems. In addition, the radio's firmware
version must be 2.10 or later, and the DGNA feature
must be enabled on the radios.

e Tools > Terminate All Transmissions
Click this menu item to terminate all voice sessions.

This action is a "hard" request to stop all "hung" transmissions in the
TRBOnet software. If a radio communication session is not allowed to be
interrupted on a repeater or base station, it will only be stopped for the
TRBOnet software.

¢ Tools > Contacts
Click this menu item to open the Contacts list for reference purposes as
well as for creating favorites and shortcut buttons.

Contacts X
AII 2 Epecify text to searh

,';3'- Dispatcher Group 1 o
Dispatch
R \spatcner %Lg Dispatcher Group 2

L%Lg Disp. Group R Administrator / 7

| radio & o1 w
2 pisp2 .

Radio Group R Disp 3 o

4 Phone 2222

3333
<i}‘ Favorites
L 4444
5555
PAZ <]
0K | Cancel |

Creating favorites

¢ In the right pane, click the gray star on the right of the contact's
name until it turns yellow.

Creating shortcut buttons
¢ Click the Favorites tab.
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Contacts X

A an

R Dmma % Dispatcher Group 2

& Disp. Group |4 Fugene /'
= iy

. &4 Walt i

Radio Group

::; Phone

xt to searh

;}_ Dispatcher Group 1

A -
ﬁ_ﬂ? Favorites

oK | Cancel |

¢ Inthe right pane, click the circle to on the right of the contact's

name and from the menu that opens select the desired button
color.

The shortcut buttons you have created will appear in the Phone Calls
window (Tools > Phone Calls in Window).

6.3.4.1 Options

e On the Tools menu, click Options.

6.3.4.1.1 Sound

Options x

Sound Map  CoverageMap Hardware Advanced Audio Alarm  Phone Calls

@), Contore e sound Nastcaten
2

Use Sound Notifications

To configure specific sound notifications, select the corresponding notification
event, and from the Sound list, select the desired sound file

@, alarm received

@ system error

@, Aarm Tone

@, Private call

©). Request To Talk f Missed call

Sound:
(Sound by default) v b Select...

Alarm or Emergancy Call duration: 53] seconds

Concl

¢ In the Options dialog box, click the Sound tab.

Use Sound Notifications

Select this option to enable sound notifications in the Dispatch
Console.

Select the event in the list and specify the sound.

From the Sound drop-down list, select ether 'Sound by default' to

play default sound, or 'Disabled' to disable sound notification for the
event.
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6.3.4.1.2 Map

o (e] L
Click l—l to listen to the sound notification for the selected event.
Click Select and browse for the audio file on your PC.

Alarm of Emergency Call duration
Enter the time value, in seconds, for the duration of the alarm tone
when an emergency call is received.

e Inthe Options dialog box, click the Map tab.

Options X

Sound MaP  CoversgeMep Herdwere Advanced Audio Alam  Phone Calls

= g Configure the image parameters that are shown on the map

8

seconds

Show map object names:
Hide overlapping names of cbjects:

Groupn

OO0O0NEA

Show la: ations of online radios:

Show [ Radios [ ] Map Objects

Default Map Filter: @

Show coordinates on map: Deqrees, Minutes, Seconds =

Selectimage size: 32x 32pixels -

Select defauitimage type: @) Portable Radios T+

The images below wil be shown on the map:

Path to Google Earth exe fie

[ BEs
cance

Map refresh interval
Enter the time period, in seconds, to update map data.

Show directions
Select this option to display a direction of motion for map objects.

Show radio names
Select this option to display radios names on the map.

Show map object names
Select this option to display object names on the map.

Hide overlapping names of objects
Select this option to hide overlapping object names.

Group nearby icons
Select this option to group nearby icons together.

Show last known indoor locations of online radios

If this option is selected, online radios will remain displayed at the
beacon location after they left the beacon's coverage area and have
not detected another beacon yet.

Show PTT on map

Select this option to allow the dispatcher to make private calls by
clicking a corresponding radio icon on the map.
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Default Map Filter

Select/deselect the icons for the default map filter (for a description
of the icons, see section 6.6.2.4, Filters).

Show coordinates on map

In the drop-down list, select the coordinate systems/units that will
be used to display coordinates in the lower-right corner of the Map
pane.

Select image size

From the drop-down list, select the size of a radio icon.

Select default image type

From the drop-down list, select the default image type of a radio
icon.

You can also create your own radio icons. Click + on the right and in
the dialog box that opens, enter the following information.

Custom Device Image X

Name: First aid 1 |

Select image

|D:'-.Images'-.Woodpecker.png | &Y x

Draw background
Preview

16x 16

@

20x 20

@

24x 24

43 x 48°

32x32

Advanced mode Cancel

v Name
Enter a name for the icon.

v’ Select image
Click the Browse button and locate the image file you want to use
as an icon.

v Draw background
Select this option so that the transparent background will be
colored according to the radio status. The image file formats that
support transparency are: .png, .gif, and .ico.

Note: You can also assign different images for different icon

sizes. Click the Advanced mode link and select images
for different sizes (16x16, 20x20, 24x24, 32x32, 48x48).

Path to Google Earth exe file

Click the ellipsis (...) button and specify the location of the Google
Earth exe file on your PC. For example, the path may look like:
C:\Program Files\Google\Google Earth Pro\client\googleearth.exe
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6.3.4.1.3 Coverage Map

TRBOnet Dispatch Console allows displaying RSSI levels on a map. The RSSIis a
received signal strength indicator. It measures the power level of the RX signal
at a repeater's receiver. The RSSI maps can be used by radio system engineers
to plan further extension of their radio networks.

¢ Inthe Options dialog box, click the Coverage Map tab.

Optiens

Sound Msp  CoverageMap Hardware

O show as dots

@ Show coverage zones

2002 RSSI zone size (m)

x

Advanced Audio  Alarm  Phone Calls

Value (dB) [ Desaription

[ Color

65| Excallent
-81|Normal

-97| satisfactory
-113|Poor
B

Add Delete

B Green

[ orange

B DarkGolderrod
W DorkMagenta
[ Red

Default

Cancel

= Show as dots

For a more detailed data view, choose this option to display on the
map, dots of RSSI levels representing coordinate points.

% Zheleznovedskaya ulitsa

x

emete

&

5
£

= Show coverage zones

P
®  Boishaya Neve®iver @\ﬁ*‘*
oo A\

Anichaun Noun River

MAPNIK | world x
49 % i - & | FshowRoute.. G Filter Q)] ) | 1] Playback Route o# ## CL Search by Address | ] Coverage Mag]
i A = L
5 ” 5
3 it

< '

MO Vivedenskiy

aaaaaaa

Kronverksky
Strait
N
Biha
%
<
e
Do grocu %
nnaya %
demiya <
porig
3
Y o
Ty

Oig
e & ploshchad
e & Dekabristov

® 2@ hdmiralteyskiy

Lsiitude: 59,3438352; Longitude: 30,2946281

For a less detailed view, choose this option to configure and display on
the map, RSSI zones of average RSSI levels using GPS coordinates.

e RSSI zone size

Enter the size of the RSSI zone within which RSSI levels will be

averaged.
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= Click Add to add a new RSSI level.

e Value
Enter the minimum level for the signal range (for example, -65
means -65 and higher).

e Description
Enter the name of the RSSI level to display in the system.
e Color
Pick a color for the RSSI indicator on the map.
To view RSSI Levels on the map, click the Location Tracking tab in the

Navigation pane, and on the Map pane toolbar, click Coverage Map.
Then set the Start Date and End Date to display RSSI data.

6.3.4.1.4 Hardware

e In the Options dialog box, click the Hardware tab.

Options X

Sound Map  CoverageMap Hardnare Advanced Audio Alarm  Phone Calls

Q%  External hardware options. You can connect additional equipment such as
3 footswitch or a fist microphane to press the PTT button.

[ use signaling device
coML
Configure
External Devices:

[Mame Description
% | Footswitch comz
ﬂ Mierophone 1 TREOnet Mic Adapter
@ Keyboard Wired ke yboard 600

o add Pl erie S neleta

IR ] mBOnet Microphone Adapter

FirstVo &2 TRBOnet Media Dock 2000
Frstie . TRBOnet Footswitch (RS232)
§ TRBOnet Footswitch (USB)
LZE, 5 HID
X Directx
] mero
o com oK Cancel

= Use signaling device
Select this option to use an external signaling device.
e Serial port

From the drop-down list, select the COM port the signaling device is
connected to.
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= Click Configure and specify the duration of a signal and which call
types to include in signaling.

Signaling COM port X

Duration 0 EI: seconds

Private Call
Call Alert
Alam

oK Cancel

The External Devices table displays the connected devices
(Type/Name/Description).

Click the Add link, and from the pull-down menu select the type of
TRBOnet device with a PTT button connected to the PC (Microphone
Adapter, Media Dock, or Footswitch), or the device type (HID,
DirectX, TIPRO, or COM).

In the dialog box that opens, specify the desired device parameters,
and click OK.

First VoIP port

Enter the number of the first VoIP port for audio communications
(4022, by default). Each additional Dispatch Console will create a
connection on the next port number.

First IP Camera port

Enter the number of the first IP Camera port for video
communications (13152, by default). Each additional Dispatch
Console will create a connection on the next port number.
Use proxy server

Select this option to enable a Proxy Server service in TRBOnet
Dispatch Console to access the Internet.

A proxy server can be used when a user's computer cannot be
connected directly to the Internet, but there is another computer
with Internet access in the network.

v" Click the Configure link to specify the alternative server settings.

Configure the proxy server x

Use an alternative server

Settings

Address: |177.71.134.70

Part: 20

Authertication
Use authentication

Username: |User

Password:

==
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6.3.4.1.5 Advanced
e Inthe Options dialog box, click the Advanced tab.

Options X

Sound Map  CoverageMap Hardware Advanced Audic Alarm  Phene Calls

QP - application options
23

Configuration Scope

O Per machine: all dispatchers share the same workspace

© Per user: a separate workspace for each Windows user account
PTT Options

() Tone and PTT when using an external PTT device

[ Use Record Mode with external PTT device

Suggest recording a message when channel is busy o radio is offine
Enable sticky PTT

[ Use [Space] key to press PTT Configure.

Enable Single PTT Select mode

100
=z
7w
i
3
Ze

= 5 8
g3
I
B
L

&

g
g
i
EH
&
H
H
H
i

atically set channel to Solo when transmitting audio

ju]
z
g
H
=

() Automatically unmute channel when transmitting audio
View Options

[JJ Customize automatic radio name pattern Configure..
() show extended notes

) show status in radio information tooltip

e

Configuration Scope

= Per machine
Choose this option to store settings in a common place for all
dispatchers of the Dispatch Console.

= Per user
Choose this option to store settings for each dispatcher separately if
they are using different Windows user accounts.

PTT Options

= Tone and PTT when using external PTT device
Select this option to enable Alert Tone for all subscribers on a channel
when the dispatcher presses the PTT button on an external PTT device.

= Use Record Mode with external PTT device
Select this option to record all voice transmissions from external PTT
devices (Palm mics, Footswitches, and other devices).

= Suggest recording a message when channel is busy or radio is
offline
Select this option to record a message when a radio channel is busy or
radio is offline.

= Enable sticky PTT
Select this option to start and finish voice calls by a short press of the
PTT rather than holding the PTT down until the end of a voice call.

= Use 'Space’ key to press PTT
Select this option to use a shortcut for the PTT. Click the Configure
link, and on the keyboard, press the key or combination of keys you
want to use as a shortcut for the PTT button.
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= Enable Single PTT Select mode
Select this option so that only one PTT box can be selected at a time,
that is you can't have multiple selected PTT boxes.

= Enable Single PTT with Solo mode
Select this option so that when a PTT box is selected, it will be set to
Solo mode thus muting other channels.

Dispatch Options

* Mute other dispatchers
Select this option to mute all other dispatchers voice transmissions.

* Mute radio-to-radio calls
Select this option to mute all private calls on the channel.

= Mute server messages
Select this option to mute server messages as they are being played
back.

= Mute other channels during incoming and outgoing calls
Select this option to mute other channels when the dispatcher
transmits audio or records a voice message.

= Mute incoming Tone and PTT call
Select this option to mute the tone when you receive a Tone and PTT
call.

= Play a sound when starting a Tone and PTT call
Select this option to play the tone when you start a Tone and PTT call.

= Automatically set channel to Solo when transmitting audio
Select this option to mute other channels when transmitting audio.

= Automatically unmute channel when transmitting audio
Select this option to automatically unmute a channel when
transmitting through this channel.

View Options

= Customize automatic radio name pattern
Select this option and click the Configure link to set a custom alias for
a radio in the list of radios. Once the changes are made, selecting this
checkbox will cause a change to the radios in the Radio list pane (upper
left pane of the Main Interface screen).
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Display Formats X

Radio display name:

=
Example: My Radic

Display name of allocated radio:

[ %ENAME % (%OWNER %) =
Esample: My Radic (John Smith

Digplay name of allocated radio

{user took two or more radiog):

| %NAME®% (%OWNER %) =
Esample: My Radic (John Smith

Defaults Cancel

¢ Radio display name
Click the ellipsis (...) button and in the Format dialog box pick the
fields to display for a radio.

Format X

YEMAME %% (YeCHANMEL %)
Example: My Radic {Control Station [ Channel)
Add Field:

Radio Name

Radic Qwner's name
Radio [D

Active Channel

OK Cancel

o Display name of allocated radio
Click the ellipsis (...) button and in the Format dialog box pick the
fields to display for an allocated (taken) radio.

o Display name of allocated radio (user took two or more radios)
Click the ellipsis (...) button and in the Format dialog box pick the
fields to display for an allocated (taken) radio in case when a user
has more than one radio.

o Click Defaults to set default settings for radio display.

= Show extended notes
Select this option to enable Extended Notes in the Dispatch Console.

The Extended Notes feature is intended to add predefined Extended
Notes templates, the same as for Extended Messages, for the selected
calls and events.

For example, a Taxi Dispatcher needs to check clients' call response
period for the company internal monitoring of the employees. They
can add a predefined template and check the time period. All Extended
Notes are displayed in the Ext. Note column in the Recent
Calls/Events tab:
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Recent Calls/Events

[ Playback (sl Save || 1l Pause ¥ Clean 'S4 Reload | \[§ Filter By Radio | = Grouping "/ Auto Filter » Default Settings | 7 Details ||[7] Show Notes "2l Add Note || Extended Nots
Date W Radio System Sender Redpient Message Ext. Note Note.

S 7/7/2014 3:49:56 AM Radio 11 Al Geofencing Alarm [Dat.

5 7/7/2014 3:48:56 AM Radio 11 Al Radi gion

=} 7/7/20143:47:524M  Repeater #15ot 1 Radio 105 Dispatcher 1

S% 7/7/2014 3:41:24 AM Repeater #1 5ot 1 RadioServer Radio 105 Telemetry status cann...

=% 77712014 3:40:16 A Administrator Al test

7/7/20143:3:08 AM  Repeater #1Sot 1 Radio 105 Unknown group: 1010 Radio Radio 105" calis ... View

& 7/7/2014 3:32:55 AM Administrator Radio 105 Dispatcher ‘Administra...

P 7/7/2014 3:18:43 AM 105 Al On Duty 2

3 7712014 12:56:40 AM  Intercom Dispatcher 1 Al Intercom Call: Dispatc.

[ 7/4/20144:01:354M  Intercom Dispatcher 1 Al Intercom Call: Dispatc.

W Trearasaafas s W[« e P v

Recent Calls[Fvents RecentCalls  Radio State | Active Tasks | Active Routes | User Activity | Map.

Click the Extended Notes button (1) to fill the template;
Click the View button (2) to see the Extended Note.

= Show status in radio information tooltip
Select this option to show the radio status in the Radio information
tooltip (see section 6.5.1.3, Radio Information Tooltip).

= Show confirmation dialogs
Select this option to enable confirmation dialogs for dispatcher actions.
For example, when sending a configured Voice Message from the
Dispatch Console, the following confirmation dialog box will appear:

TREOnet Enterprise 5.1 / Dispatch Conscle

e Start "Voice Message'?

= Show incoming text messages in a pop-up window
Select this option so that incoming Text Messages will pop up over the
application window.

File View Map Tools Help
Volce Dispatch Radio Interface
izt & XV 650 Rodio Tnterface| Recent Cals/Pvents

Active Calls (0|  Quick Commands [ ~

© L Cleaners s
© Lp Fenen s Measao 1o X
HOm LR o ~n =
5 o ° 5 125
DO 125Pete) o= s
- > Teat message
--------- messsge: 180w 2016 13:53
=
2 7150 not ot meszace et e Sz |
£ Reues | Location.
) momn Tracher =)
(] Textessages: wse - Clear « & Reload | [} Fitter By R
RodoSystem  Sencer Repent Mesoe
G o Recontig L s - ey
Comh PSS Server 123 ol Quenedt
{5 event Viewr capomtis 125 A Subscrber 125 hassent
s 135 a &

o Comatuss 125 u ©
AT . T
., Adminstration RecentCals  Requestio Tak Aadesiate  Actve asks  ActveRoutes UserAchwity Map  Cameras

= Close button minimizes application
Select this option so that clicking the Close button will minimize the
Dispatch Console rather than close it.

* Minimize button minimizes window to PTT Panel
Select this option so that when you click the Minimize button you will
see only the PTT Panel displayed at the top of the PC's screen.
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= Show this number of recent calls/events
Enter the number of items to display in the Recent calls/Events pane.

= Measurement system
From the drop-down list, select Metric, US, or Nautical units.

= Coordinate system
From the drop-down list, select the coordinate system to be used.

6.3.4.1.6 Audio
¢ In the Options dialog box, click the Audio tab.

Options X

Map Hardware Advanced Audio  Alam  Phone Calls

Confiqure

Flayer: Default Audio Device v

P
H
g
s
S

s

o

o
»

<
5
1
Ldiediw ] + Lelidi 8

External PTT:  [Fook {Footswitch PTT)

Indicator: [

Theme: [Defaut:

Unselected channel

Intercom

Private Calls

System sounds

Alarm

LKKKKKK
<

Telephony

Audio player

=z

Reset 4l audio devices to default HManage Custom Modes

Default audio devices

= Recorder
From the drop-down list, select the recording device the microphone is
connected to.

= Player
From the drop-down list, select the audio device to play incoming voice
messages and playback voice recordings in the Dispatch Console.

Note: If TRBOnet Dispatch Console is running on the same PC
with TRBOnet Server connected to control stations via a
programming cable and sound card, the playback and
recording devices cannot be the same for TRBOnet
Dispatch Console and TRBOnet Server.

In the list below, you can configure audio settings for specific channels by
expanding the corresponding items (Selected channel, Unselected
channel, Intercom, etc.)

The configurable audio settings are as follows: Recorder, Player, Speaker,
Volume level, External PTT, Indicator, and Theme.

6.3.4.1.7 Alarm
e In the Options dialog box, click the Alarm tab.
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Options

Sound Map  CoverageMap Hardware Advanced Audio  Alarm  Phone Calls

Configure display options for radios in alarm made

Alarm Panel: [Main Wirciow |

Call Button: [ore |
Always show radio on map
[ Display camera in new window

L1 Display radio in news windar

Select map

o

= Alarm Panel

From the drop-down list, select where to show the alarm panel (in the
main window or in a new window), or select 'None' to hide it.
= Call Button

From the drop-down list, select the call destination when the PTT
button is pressed in the alarm panel (private call, group call, or all call).

# Radios in Alarm

235 x
Geofencing Alarm
Request Location
PTT Copy Coordinates
Find on GPS map
Find on Beacon map
GPS: 18 Jul 2018 17:01
Region: Region 1
Coffee 18 Jul 2018 17:01
125 x

Emergency Call

Request Location
P I I Copy Coordinates
Find on GPS map

Find on Beacon map

Beer
GPs:
Region:

18 Jul 2018 16:58
18 Jul 2018 16:57
Region 1

Reset Al Minimize

= Always show radio on map

Select this option so that radios in alarm mode will always be displayed

on the map regardless of the filters applied to the radio (see section
6.6.2.4, Filters).

Note: When this option is selected, you cannot disable the
display of radios in alarm mode.

= Display camera in new window

Select this option so that when a radio is in alarm mode, a window will
open with the camera associated with the radio.
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= Display radio in new window
Select this option to display a radio in alarm mode on the selected map
in a new, separate window.

Map

This field displays the map name. Click the Select default GPS map
link and specify the outdoor map on which to display a radio in
alarm mode.

125 - o x

- Fiter B[@] Q] @8 57 Show Beacons: Al v | & CLFindonMap~ & | 4 Drawing Panel | 1 Route ~

Pl

L]
Ape

b

Bloom 3

e ay o 51

Latitude: 53°5626.78" N; Longtude: 30°16:46.14" £

Note: If a radio in alarm mode has a detected beacon, the

appropriate indoor map will be displayed in this
window.

6.3.4.1.8 Phone Calls
¢ In the Options dialog box, click the Phone Calls tab.

Options x
Advanced  Audio  Alarm  Phone Calls
10 El:
Ringtone configuration
Incoming Call | Call Waiting | Call on hold
Call Priority Ringtone Action
Normal: Default b Play
Emergency: Default b pay
High! Default b play
Low: Default b By
Video calls
[ start a video call using 2 camera
Camera: [sim 13228F -l
Screentoshares  [Primary =l
video profiies: Phone Configure
TRECNet PoC System Configure
Concl

* Queue all incoming phone calls
Select this option so that when the phone line is busy, incoming calls
will be queued rather than rejected.
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= Show this number of recent phone calls
Enter the number of items to display in the list of recent calls. The list
of recent phone calls appears when you click the arrow on the right of
the dial string in the Contact Dialer box (see section 6.5.9.1, Phone
Calls from/to Dispatch Console).

Ringtone configuration
On the Incoming Call (Call Waiting) tab:

e Click a corresponding link in the Ringtone column, and from the
pull-down menu, select either Set Default, Set Custom, or Disable.
If you select Custom, in the dialog box that opens, browse for the
audio file on the local PC and click Open.

e Click a Play link in the Action column to play back the
corresponding ringtone.

On the Call on hold tab:

¢ Remind after
Enter the timeout, in seconds, that will be used for playing the
reminder tone when a call is on Hold.

e Ringtone
Specify the reminder tone to be played when a call is on Hold.

Video calls

o Start a video call using this camera
Select this option so that a video call is started with the selected
camera turned on.

e Camera
Select a camera that will be used for video calls.

e Screen to share
Select a monitor that will be used to share screen while in a video
call.

e Video profiles
v" Phone
Click the Configure link to configure the settings that will be used
for video calls in the Phone system (camera/monitor format,
scale, bit rate, frame rate).
v TRBOnet PoC System
Click the Configure link to configure the settings that will be used

for video calls in the PoC system (camera/monitor format, scale,
bit rate, frame rate).
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6.3.4.2 Exporting/Importing Options
A dispatcher can export custom Dispatch Console settings (Volume level, UI
view, shortcuts configuration, and other settings) as a .config file and save it to
the local PC or to a selected external device.
¢ Click Tools > Export Options and save the file to the specified location.
If you want to apply settings from a different TRBOnet Dispatch Console:
¢ Click Tools > Import Options and browse for the .config file with the
desired settings.
6.3.4.3 Exporting/Importing Objects
A dispatcher can export/import various types of objects, such as beacons, IP
cameras, map objects, maps regions, map routes, phone contacts, radio users,
and radios.
To export objects:
e Click Tools > Export Objects.
In the dialog box that opens, enter the following information:
“= Object Export — [m| X
Objects: Radios F
Radio ID Radic-l:zg g:;;:; j me SipContact:UserExtension Block incoming calls Block outgoing calls
Al afc |Map Regions (dircles) afc Alc afc
+|| 235 Radio.g::n:?;:;cﬁ False False
v|| 4494 Radio {Radio Users 4444 False False
~|| 125 Radio bt False False
|| 3333 3333 3333 False False
|| 100 Radio 100 False False
Select all Unselect Al Export
= Objects
From the drop-down list, select the type of objects you want to export.
= In the table below, select/deselect the desired records.
= Click Export, and in the Save As dialog box, locate the folder where
you want to save the file, type a filename, and click Save.
To import objects:
¢ Click Tools > Import Objects.
In the dialog box that opens, enter the following information:
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Object Import from File X

Name: |Import Objects

Generdl  Update  Column Mapping

Cbjects: |Radio Users j

File Path
|D:'|,C5U\users.csv J
Passwords encrypted

Delete objects not present in file

Cancel

= Objects
From the drop-down list, select the type of objects you want to import.

= In the table below, in the right column, enter/change the column
names that would correspond to the database field names.

= Passwords encrypted
Select this option if the passwords are kept encrypted in the data being
imported.

= Click Import, and in the Open dialog box, locate the desired file and
click Open.
6.3.4.4 Setting Language
e On the Tools menu, click Set Language

Select Language X

Language: E

= From the drop-down list, select the desired language and click OK.
The changes will apply after you restart the Dispatch Console.

6.3.4.5 Changing Password
e On the Tools menu, click Change Password

Change Password X

{f@ Change Password

Old password: | ooooo |

MNew password: |uuu |

Repeat password: |ouoo. |
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= In the Old password box, enter your current password.

= In the New password box, enter the new password.
= In the Repeat password box, enter the new password again.
= Click OK.

6.3.4.6 Showing/Resetting MFA QR Code
e On the Tools menu, click Show MFA QR Code

MultifFaggcr Authentication X

Scan the QR code with the Authenticator app to register your
account.

Resel Close

= Scan the QR code with the Authenticator app to register your account.

= If you click the Reset link, remember to register the newly generated
code in the Authenticator app.

6.3.5 Help

e Help > Send Feedback
Click this menu item to send your feedback to Neocom Software, either
through E-mail, or online via the site.

e Help > Save System Logs
Click this menu item to save the logs as a .zip file. This .zip file can then be
sent to Neocom support.

e Help > About
Click this menu item to see the About dialog displaying information about
TRBOnet Enterprise (applied license, version, build date, and other
relevant information).
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6.4 Administration

This section describes how to configure the most important settings of
TRBOnet Enterprise.

e Click the Administration tab (1), and see the full system information in
the Server (2) pane:

File View Map Tools Help

Administration Server &S|
|j ¢ /" State | License

{@ Administration \

ent

2
1 Group Management
{5 Profies

{5 System Settngs

Server is available

Swift IP Gateway #1
” " Single / Station
(=) voice Dispatch " way #1
Sursessez
-2\, Location Tracking 4200 (USB ot Gaterizy)

10713

& 10b Ticketing
Route Hanagement

[] Text Messages

Po
ol /10.12.97.30:5070

1PBX
udlp:/10.12.97.30:5062
xtermal PEX Server: 10122

ﬁ 2 Multimedia Server
Service s av:
o /istsTiA0S
Q% Reports :

Audio Recording

f Service & avaiable
Event iener \_ J
[l
|~
i), Administration o« Copv to dipboard
[@ Connected &5 B B | § Administrator | 2 Licensed to: dema (Demo License) @ Active -

6.4.1 Access Control
This section describes how to configure access control in TRBOnet Enterprise.

6.4.1.1 Authentication Methods
e Go to Administration (1), Access Control > Authentication Methods (2).

File View Map Tools Help

Administration Authentication Methods BaM

[ Refresh Domain Group Memberships.

Allow TRBOnet Authentication: Yes

Password Requirements

Minimum password length: 4

Require uppercase and lowercase letters: No

Reqire letters and numbers: o
| System Settings Require special characters: No

Configure

Allow Windows Authentication: % Yes
(il votce Dispatch Alow automatic user reation: Yes
g Domain groups

Location Tracking

Dispatchers: any

Administrators: Any
4! 30b Ticketing

Super Nore
T coaze

Allow Microsoft Entra ID Authentication: Disabled
[] Text Messages

Configure

ﬁ' YaiceRecoaleg Require Multi-Factor Authentication: No

Send codes by email: Yes
@ Boports Send codes by SMS: Yes
= Use authentication app: Yes
Event Viewer

Code entry tmeout: 1minutes
‘'] Radio Allocation Configure
[ — 1

[ Connected &5 Bl B | & Administrator | [ Licensed to: demo (Demo License)

@ Active~

For how to configure and use authentication methods in TRBOnet Enterprise,
refer to TRBOnet Enterprise/PLUS Authentication Methods User Guide.
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6.4.1.2 Accounts
The administrator can add, edit, and delete dispatcher accounts in the system.
e Go to Administration (1), Access Control > Accounts (2).

File View Map Tools Help

Administration Accounts B
[FIES

) Add_ =) Edit | B ResetMFA (5} Disable | [k Delete | 2% Grouping 1/ Auto Fter G Defaul Settings
Accessprofie | Display Name | Radio D User's Extension | Descripton
Full Acces: Admnistiator 0 ‘administrator account
Full Acces: admin 1 0
Custom settngs Dspatcher 1 0
Custom se o
... Kul_Access (As... Vadmir Kunic... 0
Telemetry
73] Radio Aslocation > 1
= o
R
4] ¢ | Record 30f 5 || « >
B Comnected 3 B, B Q@ Administrator | [ Licensed to: demo (Demo License) @ Active~

e Click Add (3) to add an account.

Account % X

Authentication

Authentication method: || TRBONet Authentication ~
Description

Disp 1
Dispatch Call
Request to Tak
4 Repeat password
MFA: Enableg: Authenticator !

Display name: Dispatcher 1

([ super administrator

Dispatcher role: [Rele: ki Dsp ~]
Adminisator role: [Role: Kul_admin ~]

Pr=rmTs [Role: Kil_Access ~]

() 1nvisible to al other users

\

\

() Log out the active session f the user logs in on the same PC and the masimum
connections limitis reached

] Invisible to all except the assigned groups
] Allow multiple simultaneous logons

e On the Authentication tab, specify general parameters for the new
account.
= Authentication method
Select the authentication method from the drop-down list.
= User name
Specify a user name for the dispatcher.
= Password
Specify a password for the dispatcher.
= MFA
From the list, select whether to enable multi-factor authentication and
how to send verification code.
= Display name
Specify a name for the dispatcher to display in the Dispatch Console.
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= Super administrator
If you select this option, the dispatcher and administrator roles as well
as access profile will be grayed out and set to their maximum levels for
the account.

= Dispatcher role
From the drop-down list, select the dispatcher role for the account. If
you select 'Custom settings', you can specify required dispatcher's
permissions on the Dispatcher Role tab that will appear below. If you
select 'none’, the dispatcher role will be unavailable for the account.
See also section 6.4.1.3.1, Dispatcher Role.

= Administrator role
From the drop-down list, select the dispatcher role for the account. If
you select 'Custom settings', you can specify required administrator's
permissions on the Administrator Role tab that will appear below. If
you select 'none’, the administrator role will be unavailable for the
account. See also section 6.4.1.3.2, Administrator Role.

= Access profile
From the drop-down list, select the access profile for the account. If
you select 'Custom settings', you can specify required access settings
on the Systems, Radio Groups, Dispatcher Groups, Logical Groups,
and Reports tabs that will appear below. See also section 6.4.1.3.3
Access Profile.

¢ Invisible to all other users
Select this option to make the dispatcher invisible to other users.

e Invisible to all except the assigned groups
Select this option to make the dispatcher invisible to other users except
for users belonging to the same group of dispatchers.

¢ Allow multiple simultaneous logons
Select this option to allow the dispatcher to use multiple instances of
Dispatch Console simultaneously.

e Log out the active session if the user logs in on the same PC and the
maximum connections limit is reached
If this option is selected, the dispatcher will be forcibly disconnected
when another dispatcher is attempting to connect from the same PC and
the maximum connections limit is reached.

On the Description tab, specify the following parameters:
e Phone number
Enter the dispatcher's phone number (additional data).
e Email
Enter the dispatcher's email (additional data).

e Description
Enter a description of the dispatcher account.
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On the Dispatch Call tab, specify Dispatch Call and SIP call settings for the
dispatcher:

Account X

Authentication

Radio ID: 51000 E|:
Default

Description
Dispatch Call

Request to Talk

nsion:  [61000
[61000

e RadioID
Specify the Radio ID of the dispatcher.

e PTT Priority
From the drop-down list, select the PTT priority for the dispatcher
(unavailable if the dispatcher role is assigned to the dispatcher).

Phone Call

= User’'s Extension
Enter the SIP extension number that will be used by the dispatcher.

= User Name
Enter the SIP user name that will be used by the dispatcher.

= User Password
Enter the password for the dispatcher to be authenticated by the
phone system.

= Dial Plan
From the drop-down list, select the dial plan to use for the dispatcher.

On the Request to Talk tab, specify the parameters that will be used by radios
to request a call from the dispatcher:

Account x

Authentication
@ Automatically by receiving Text Message from a radio

Description

Dispatch Call B Automatically by receiving Telemetry Command from a radio
Request to Talk VIO: 1 = Comm:

@ Automatically by receiving DTMF command from a radio

Commant d: 60100 #60100%

[0 Automatically by receiving Status Message from a radio
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e Automatically by receiving Text Message from a radio
Select this option to request a call from the dispatcher when a radio
sends a predefined text message. If you select this option, specify a brief
text message in the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option to request a call from the dispatcher when a radio
sends a predefined telemetry command. If you select this option, specify
the VIO contact, and from the Command drop-down list, select the signal
level at which the user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option to request a call from the dispatcher when a radio
sends the specified DTMF tones. If you select this option, specify a DTMF
combination without the # characters in the Command box.

e Automatically by receiving Status Message from a radio
Select this option to request a call from the dispatcher when a radio
sends the specified Status to TRBOnet Server, for instance, 1. If you select
this option, specify the Status.

6.4.1.3 Permissions

The administrator can add, edit, and delete dispatcher roles, administrator
roles, and access profiles that can then be assigned to accounts.

e Go to Administration (1), Access Control > Permissions (2).

File View Map Tools Help

g s Contral =\, Add Dispatcher Rele = Add Administrater Rele =)y Add Access Profile | = Edit | =k Delete | = Grouping '\ Aute Filter & Default Settings
Name Rale Type. Systems Radio Groups Dispatch Groups | Logical Groups Description
Kul_Access Access Profile Al Al Al Al

Kul_admin Administrator Role

Kul_Disp Dispatcher Role
| Mobile App Devices Role 1 Dispatcher Role
{4, Tdentity Manager
=)-l Group nt

()] voice Dispateh

% Location Tracking
U Route Management
ﬂ' Voice Regording
G; Reports
Event Viewer 1
[é Administration -«
|| 4| Record 10F 4 || « »
[ Connected &5 B B | 8 Administrator | [28 Licensed to: demo (Demo License) @ Active~

6.4.1.3.1 Dispatcher Role
e Click the Add Dispatcher Role button on the upper toolbar.
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Dispatcher Role X

General
Name: Kul_Disp

Permissions
uuuuu Active Directory ~

Domain group; NS Guacamole Users \
Descripton: Dispatchers 1

PTT Priority: 2 - Fighest i

On the General tab, specify the following parameters:
¢ Name
Enter a name for the dispatcher role.
e Domain
From the list, select the domain to use for authentication of dispatchers.
e Domain group
Specify the domain groups whose members will be assigned to this
dispatcher role.
e Description
Add a description for the dispatcher role.
e PTT Priority
From the list, select the PTT priority for the dispatchers that will be
assigned to this dispatcher role.

On the Permissions tab, select the modules and specify the permissions
available to the dispatcher that will be assigned to this role.

Dispatcher Role x

enerdl | o T

Permissions

6.4.1.3.2 Administrator Role
e Click the Add Administrator Role button on the upper toolbar.
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omain:

Description: Admins 1

e

On the General tab, specify the following parameters:
e Name
Enter a name for the administrator role.

e Domain
From the list, select the domain to use for authentication of
administrators.

e Domain group
Specify the domain groups whose members will be assigned to this
administrator role.

e Description
Add a description for the administrator role.

On the Permissions tab, select administrator permissions for the role.

Administrator Role X

General O

Permissions
Access Gontrol ks Read-only Full access
| Authentication Methods O
| Accounts O

| Permissians O
Unit Management Read-only Full access
/| Radios

/| Mobile App Devices

] Identity Manager

Group Management Read-only Full access
/| Radio Groups

| Dispatcher Groups

] Logieal Groups

ORORCEO

| Email Groups

6.4.1.3.3 Access Profile
e Click the Add Access Profile button on the upper toolbar.
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Systems

Radio Groups

Dispatcher Groups
Description:

Logical Groups

Reports

e

On the General tab, specify the following parameters:

¢ Name
Enter a name for the access profile.

e Domain
From the list, select the domain to use for authentication of accounts
associated with this access profile.

e Domain group
Specify the domain groups whose members will be assigned to this
access profile.

e Description
Add a description for the access profile.

On the Systems tab, specify the system(s) that will be available for the
dispatcher.
Access Profile % X

O All systems are avalable
© Only selected systems are available
Radio Groups System b

Systems

Dispatcher Groups

[V |swiftIP Gateway #1 4

Logical Groups

Reports

Select Al Clear All

The dispatcher wil not be able to make and receive voice cals over the radio channels of an
unavailable system. The corresponding PTT boxes will be hidden for the dispatcher. However,
radios’ data (text messages, statuses, locations, etc.) wil be avalable to the dispatcher.

e All systems are available
Choose this option to make all radio systems available for the dispatcher
to transmit and receive Voice.

e Only selected systems are available
Choose this option and specify which radio systems will be available to
the dispatcher.

= Select the checkbox in the left column to add the corresponding radio
system to the Radio Interface for the dispatcher.
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= Select the checkbox in the TX column to allow the dispatcher to make
Voice calls using the corresponding radio system. When the checkbox
is cleared in the TX column, the dispatcher cannot use the
corresponding radio system to transmit voice and data.

Note: The dispatcher will not be able to make and receive voice calls
over the radio channels of an unavailable system. The
corresponding PTT boxes will be hidden for the dispatcher.
However, radios' data (text messages, statuses, locations, etc.)
will be available to the dispatcher.

On the Radio Groups tab, specify the radio groups that will be available for the

dispatcher.

On the Dispatcher Groups tab, select the dispatcher groups that will be
available for the dispatcher.

On the Logical Groups tab, select the logical groups that will be available for

the dispatcher.

On the Reports tab, specify the reports that will be available to the dispatcher.

6.4.2 Unit Management

This section describes how to add/edit/delete units, such as digital radios,
WAVE radios, Teltonika devices, and mobile app devices.

6.4.2.1 Radios

The administrator can add/edit/delete radios in the system. In addition, the
dispatcher can export/import radios (see section 6.3.4.3, Exporting/Importing

Objects).

6.4.2.1.1 Adding Digital Radio

¢ Go to Administration (1), Unit Management > Radios (2).

File View Map Tools Help

A=) voice Dispatch

ik Add Group | =%, Add Digiti

RadioName A Type

@ Radio 3 Digital R:

@ Radio 1 Digital Rax
® Radio 2 Digital Radio! 2 0 Al

al Radio =}, Add Range 5, Add WAVE PTX =} Add WAVE 5000 | =) Add Teltonika | 5 Edit
Radio ID MDC ID User’s Extension Radio Groups Logical Groups.
111 0 Group 1

adio 0 Al

g Location Tracking 3
W Job Ticketing
m Route Management
[] Text Messages
C,Q Reports
Event Viewer /1
\_% Administration &
44| 4| Record 1of 3 ¥[m|m[ <
[@ Connected 43 B4 B | & Administrator | [E Licensed to: demo (Demo License) @ Active -

e Click Add Digital Radio (3) to add a new radio.
On the General tab, specify general settings for the radio:
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Digital Radio X

Radio Name: [Radio 125 ]

Radio ID: 125 H %DC D: [0

LogcalGroups | RedoGrovps:  [A1 <14

[ Home Group: [Grovp 10 T

Teltonika PTT Priority: 5 - Hich -

Use icon: [@ Portable Radios ~+ -]

Extended Device: |None V] Test |

Location Service

Locaton Source:  [Builtn GPS receiver <]

Location Profile: | (Default) v 4]

Location Enabled
Telemetry Service

TLM Source: [Buitn Telemetry ]

TLM Profile: [Pefaut) ~ ]
Hide Advanced Settings

3 Cancel

e Radio Name
Enter a descriptive name for the radio to display in the Dispatch Console.
e Radio ID
Enter a Radio ID for the radio. This ID is used by other calling radios when
addressing the radio, for instance, when making a private call or sending
a text message.
e MDC/ Select-5 / Quick Call I/ Quick Call II
Set an ID for MDC 1200 or SELECT 5 signaling systems. This ID is used to
identify and communicate with a target radio or group of radios
depending on the call type. Or, select Quick Call I/ Quick Call II signaling
system and specify the appropriate parameters.
e Radio Groups
In the drop-down list, select a radio group(s) to which to assign the radio.
e Home Group
In the drop-down list, select a home group for the radio.
e PTT Priority
From the list, select the PTT priority for the radio calls.
e Useicon
From the drop-down list, select an icon for the radio.
e Extended Device
From the drop-down list, select the option board type the radio is
equipped with.

Location Service

e Location Source

= Built-in GPS receiver
Select if the radio has its own built-in GPS receiver to send GPS data.

= Not equipped with GPS receiver
Select if the radio cannot send GPS data.

= Extended device
Select if the radio is equipped with an option board.
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e Location Profile
From the drop-down list, select the default or preconfigured Location
Profile. For more details on Location Profiles, see section 6.4.4.1, Location
Profile (page 189).

* Location Enabled
Select/clear this checkbox to enable/disable the location trigger.

Telemetry Service
e TLM Source

* Not equipped with Telemetry
Select if the radio cannot send Telemetry data.

* Built-in Telemetry
Select if the radio has its own built-in Telemetry.

= Extended device
Select if the radio is equipped with an option board.

e TLM Profile
From the drop-down list, select the default or preconfigured Telemetry
Profile. For more details on Telemetry Profiles, see section 6.4.4.6

Telemetry (page 204).
Text Messages Service
e TMS Source
* Not equipped with display
Select if the radio is not equipped with a display.
* Built-in Text Messages
Select if the radio has its own built-in Telemetry.

e TMS Profile
From the drop-down list, select the default or preconfigured Text
Message Profile. For more details on Text Message Profiles, see section
6.4.4.7, Text Messages (page 208).

Job Tickets Service
e JTS Type

* None
Select if the radio is not equipped with a display.

= MSI Proprietary
Select if the radio is equipped with a display and supports the
Enhanced Job Ticket protocol.

= Text Messages
Select if the radio is equipped with a display and supports the legacy
Job Ticket protocol.
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Radio Status Service

= RS Profile

From the drop-down list, select the default or preconfigured Radio

Status profile.

For more details on Radio Status profiles, see section 6.4.4.4, Radio

Statuses (page 203).

On the Additional tab, specify additional information about the radio
subscriber:

Digitel Radio

Enable recording

Select this option to enable voice recording for the radio.

Speed limit

Specify the maximum speed allowed for the vehicle, in kilometers per
hour or in miles per hour, depending on the measurement system

specified in TRBOnet server.
Route color

Specify a color to display the route passed by the radio on the map.

Load Image

Click this button and browse for the photo or image to assign to the

radio.

In the table below, specify the desired values for the custom fields (see

section 6.4.5.9, Custom Fields).

Note: To automatically create and assign job tickets to the
radio (see section 6.4.5.5.17, HotSOS (Email)), there

must be present at least one field with the 'Email' type.

On the SIP Account tab, specify a SIP Account for the radio:
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Digitel Radio X

(0 Block incoring phone calls

) Block outgoing phone calls

e User's Extension
Enter the SIP extension number that will be used by the radio.

e User Name
Enter the SIP user name that will be used by the radio.

e User Password
Enter the password for the authentication.

o Dial Plan
From the drop-down list, select the dial plan to use for the radio.

e Block incoming phone calls
Select this option to block all incoming SIP calls for the radio.

¢ Block outgoing phone calls
Select this option to block all outgoing SIP calls for the radio.

On the Logical Groups tab, specify logical groups for the radio:

Digitel Radio X

Descriptior
0

Clezners 1 Cleaning n Department 1 [
I ETs Cleaners 2 Cleaning in Department 2

Select Al Clear Al

¢ Inthe list of available groups, select desired group(s).
e For more information about logical groups, see section 6.4.3.3, Logical
Groups (page 184).

On the Cameras tab, select the checkbox beside the camera that will be
associated with the radio:
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Digits! Radio X
General Name Desaription

v Disposal dump
b Camera 2
SIP Account
Logical Group
Cameras
Teltonka

Cencel

Note: You can also register a radio from under the Unregistered
tab. Just select a radio and click Register:

[FRadios

Unregistered

=L Register | = DeNetekAl = Grouping [ Auto Filter @5 Default Settings
Radio ID DC ID Last Active Radio System
35

36

a0 \
52

53

54

o oo o oo

6.4.2.1.2 Adding WAVE Radio

If the WAVE 5000 Controller and/or WAVE PTX Gateway is connected, you can
add WAVE radios to your radio systems.

e Click Add WAVE 5000 or Add WAVE PTX (depending on to which WAVE
system the radio is being added).

WAVE 5000 be
General |
3 Wave 145

T Radio Name: [ ]
SIP Account t Radio ID: | 145 - |WAVE I: | |145 ‘
Logical Groups | Radio Groups: [an ]
[ — Home Group: Slone ¥
Teltonka Default

Use icon: @ Portable Radios ~+ ]

Extended Device: [Hone ] Tt |

Location Service

Location Source: |Bulltin GPS receiver ~]

Location Profile |Defauiy v+

8 Location Enabled
Telemetry Service
ide Advanced Settings
ol

In addition to Radio ID, the WAVE radio has the Wave ID parameter.
= Radio ID
Specify a Radio ID for the WAVE radio. This ID is used by other calling

radios when addressing the radio, for instance, when making a private
call or sending a text message.

= WAVEID

Enter the Wave ID that corresponds to the user registered in the WAVE
server's user database.
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6.4.2.1.3 Adding Teltonika device
You can also add Teltonika devices.
e Click Add Teltonika.
On the General tab, specify general settings for the Teltonika device:

Teltonika X

: mi2s0
o] Racio Name;

LogealGroups | MET 35863310946120

1
Cameras o

Profik: |freftonika Profile 1 v+

Icon: | @ Portable Radios |

13 Cancel

= Radio Name
Enter a name for the Teltonika device.

= IMEI
Enter the Teltonika device's IMEI number.
The IMEI number is on the barcode sticker next to the serial number.
You can also see the IMEI number in Teltonika Configurator.

= Radio ID
Enter the Radio ID of the device.

= Profile
Select the profile for the Teltonika device. See section 6.4.4.5, Teltonika
Profile.

= Icon
From the drop-down list, select an icon for the Teltonika device.

To see the IMEI and Teltonika Profile columns in the table of registered
devices, right-click on the table header, and from the context menu select
Column Chooser. In the list of available columns, select the column and drag it
to the desired position in the table.
6.4.2.1.3.1 Linking Teltonika device to Radio
To link a registered Teltonika device to the radio:
¢ Right-click the desired radio in the list of registered radios and from the

drop-down menu, select Edit (or, just double-click the desired radio in the
list of radios).
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File

Administration

1 Access Control

View Map Tools Help

Radio:

S <)

EIE0[E]

eeeee

r
4k Add Group | 5 Add Digital Radio (5} Add Range 5 Add WAVE PTX 5, Add WAVE 5000 | 5 Add Tettonika | 5 Edit | Zk Delete Unlink Teltonika |

- Unit Management Radio Name: 4 Type Radio ID MDC ID User's Extension Radio Group: Logical Groups
T Vabie Ao ® Redo 1 Digital Radio 1 0 Group 1
ile App Devices
15 1dentiy :,.DE,,EQE, @® Rado 125 Digital Radio 1% o m
2 Group Management ® rado2 Digtalnado | ¥ AddGroup 0 Al
& Profies @ Rado 3 Digital Radio ::J Add Digital Radie 0 Al
@ tmt2s0 Teltonika Si AddRange 0 Al
5
UL Voice Dispatch =l Add WAVEPTX
Eh Add WAVE 5000
% Location Tracking =, Add Teltonika
& 3o0b Ticketing =
=k Delete
[j Roube Mannges Unlink Teltonika
[] Text Messages
CT; Reports
Event Viewer
@ Administration

4| 4|« | Record 20F 5 | W[ 4

[t Connected &9 & B | B Administrator | [ Licensed to: dema (Demo License)

@ Acive~ |

¢ Inthe dialog box that opens, click the Teltonika tab.

D

Digital Radio: Radio 125 X

eeeee

o [emtzs0 e

Location Source: | Mixed mode ]

SIP Account

Logcal Groups | Positioning mode: [From radio's Location Profie [+]

Cameras

From Teltonika Profile

Teltonika

Cancel

evice

From the list, select the desired Teltonika device.

Location Source

From the list, select the desired source of location data.

Teltonika

Select this item to use only location data received from the Teltonika
device. In this case, location data received from the radio will be
ignored, that is, they won't be recorded to the database and so
won't be used in the reports.

Built-in GPS receiver (Radio)

Select this item to use only location data received from the radio. In
this case, location data received from the Teltonika device will be
ignored, that is, they won't be recorded to the database and so
won't be used in the reports.

Mixed mode
If this item is selected, location data received from both devices will
be used.
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= Positioning mode
If Mixed mode is selected from the Location Source list, select from
where the Positioning mode will be taken (radio’s Location Profile or
Teltonika Profile).

Once you have linked the Teltonika device, it will be grayed out in the list of
registered devices.
6.4.2.1.3.2 Unlinking Teltonika device from Radio
To unlink the Teltonika device from the radio:
¢ Right-click the radio in the list of registered radios and from the drop-

down menu, select Unlink Teltonika (or, just click the Unlink Teltonika
button on the toolbar when the required radio is selected in the list).

File View Map Tools Help

Administration Radios EIEE

[ server ~ U tered | Disabled
[ Access Contral | 4 Add Group | S} Add Digital Radio S}, Add Range 5, Add WAVE PTX 5} Add WAVE 5000 | =}, Add Teltonika | b Edit |  Delete | Unlink Teltonika | 2
i Unit Management Rado Name v Type Radio D vOC D User's Extension Radio Groups Logical Groups
B Rados ®
] Mobile App Devices @ rodos o s ) M
5% Identty Manager 2co nataaco
15 Group Management ® Radio 2 Digital Radio 2 0 Al
i Radio 125 e 125 0 Al
i Profies @& Radio & AddGroup
@ Radio 1 = 111 0 Group 1
i e ——y =l Add Digital Radio
=L AddRange
S
g tion Tracking = Add WAVE PTX
=k Add WAVE 5000
& 30b Ticketing =l Add Teltonika
2 Edit
Ltj Route Management Bk Delete
iy
[] Text Messages i
(A==
T
@ Administration
44| 4| Record 4of 5_» [br[m] ¢ 5
[ Connected &3 B B | € Administrator | [ Licensed te: deme (Demo License) @ Active~

6.4.2.1.4 Disabled Radios

TRBOnet Dispatch Console provides the Disable function that allows disabling
a radio even when the radio is offline. The system will disable an offline radio
as soon as it gets available.

¢ Go to Unit Management > Radios (1), Disabled (2) to disable/enable
selected radio:

File View Map Tools Help

Administration Radios &
£gi i

G server

jstere Inregisterec i
L Access Control | %) Disable Radio ") Enable Radio | Radio
=+ Unit Management Radio 0 e -
B Rax (5 Radio 125 05/15/2026 11:4
% Mobile AppBevices -
15, Tdentity Mansgs (i |Racio 3 /15/2026 11:43

{5 Group Management
{27 Profles

)y voice Dispatch

@ Location Tracking

@ Job Ticketing

[ﬂ Route Management

[] Text Messages

@ Reports

Event Viewer

@ Administration

4[] 4| Record 20F 2_b| ][ 5
[ Connected &3 € € | B Administrator | [ Licensed to: demo (Demo License) @ Active~

¢ Click Disable Radio (3) and in the dialog box that appears:
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Disable Radio X
% Disable Radio
Radio: |® 235 (Basil) 235 j
Enable: |N0 auto-enabling j
Reason:
Tesﬂ
Cancel
= Radio
From the drop-down list, select the radio to be disabled.
= Enable

Select the time period after which the radio will be enabled again.

= Reason

Enter the reason for disabling the radio.
= Click OK to disable the radio.

Message 1 of 3

235
Repester #1; Slot #1
Disabling

The command has been executed.

01-Nov-2016 17:48

Radio has been disabled

[] Do not show this message next time

Show on map
Reguest Location

Close

The Radio is added to the Disabled Radios list and is marked as Disabled
in the Voice Dispatch pane:

Voice Dispatch

Bl=e &KV

=] & Online Dispatchers (1)
R Administrator

= | |y Firemen

| 1 Police

NSNS

e Click Enable Radio (4) to enable selected radio.

e Select a radio from the drop-down list and specify the reason to enable.
e Click OK to enable the radio.

6.4.2.1.4.1 Kill Radio

The Kill Radio feature is available only when a Capacity Max system is used.

Note: This operation is not reversible. If you kill a radio unit, it will be
impossible to recover it.
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6.4.2.2 Mobile App Devices

In addition to digital radios, you can create accounts for the Mobile app devices
that can connect to your radio systems.

6.4.2.2.1 Adding TRBOnet Mobile
¢ Go to Administration, Unit Management > Mobile App Devices.
e Click Add TRBOnet Mobile.
In the TRBOnet Mobile dialog box, enter the following parameters:

“additional Authentication:  TREOnet Authentication =
g UserName: Mick1
Password:  seess

Password (repeat]: seses

Radio ID: 1111

Display Name: Mick 3,

Profile: |{Default) - |

Use icon: | @ Portable Radics <]

= Authentication

Select the authentication method from the drop-down list.
= User Name

Enter the user name for the Mobile Client app user.

= Password
Enter the password for the Mobile Client app user to be authenticated
by the TRBOnet system.

= Radio ID
Specify a Radio ID for the Mobile Client user. This ID is used by other
calling radios when addressing the Mobile Client user, for instance,
when making a private call or sending a text message.

= Display Name
Enter a descriptive name for the Mobile Application user to display in
the Dispatch Console.

= Profile
In the drop-down list, select the profile for the mobile client.

Or, click + on the right to create a profile.

Note: For directions on how to create/edit a Mobile Client
Profile, see section 6.4.4.2, TRBOnet Mobile Profile.

6.4.2.2.2 Adding TRBO.SOS

In addition, you can create accounts for TRBO.SOS applications that can
connect to your radio systems.

¢ Go to Administration, Unit Management > Mobile App Devices.
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e Click Add TRBO.SOS.
In the TRBO.SOS dialog box, enter the following parameters:

TRBOSCS X

General
Additional

Logical Groups

Diplay Name:  Jane J

Profile: [efautty ~ |

Use icon: | @ portable Rados <]

= The parameters are the same as for TRBOnet Mobile. See section
6.4.2.2.1 Adding TRBOnet Mobile.

Note: For directions on how to create/edit a TRBO.SOS Profile,
see section 6.4.4.3, TRBO.SOS Profile.

6.4.2.3 Identity Manager

The administrator can add/edit/delete field users in the system. The dispatcher
can assign units to field users. See also section 6.12, Radio Allocation.

e Go to Administration (1), Unit Management > Identity Manager (2) to
add/edit/delete field users in the system.

Identity Manager EE

5L Add 5 Edit | =k Delete | = Grouping 7 Auto Filter & Default Settings

User’s Extension Description Taken radios

1 Group Management

(1) voice Dispatch

@ Location Tracking

@ Job Ticketing

[ Text Messages
Event Viewer
(73] radio Allocation 1

\_% Administration
|+ «| Record 30f 3 » [m[p] ¢ »

[ Connected &3 By B | $§ Administrator | [ Licensed to: demo (Demo License) @ Adiver

e Click either Add (3) to add a user to the system, or Edit (4) to edit the
selected user.

¢ On the General tab, set general parameters for the field user:
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= Username
Specify the username for the field user.

= Password
Type in the individual password for the field user.
= Display Name
Specify a name for the field user to display in the Dispatch Console.

= Max number of units
Select the maximum number of units that the field user can take.

= Description
Add a description for the field user.

* Load Image
Click this button and browse for the photo or image to assign to the
field user.

e On the Radios tab, specify the radios that will be available to the user.

Field User =
Q Aliradios
Fades © selected rados
Management | [ o
SIP Account ® vk,
Logical Groups | |1 () Radio 1
| @ Radio 2
@) Racio 3
(@) Radio 125
® tmtzs0

Custom Fieids

Selected: 2

= All radios
Choose this option to allow using all radios in the system.

= Selected radios
Choose this option and specify which radios will be available to the
user.

¢ Onthe Management tab, specify settings related to taking/returning
units:
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¥ Disable unit on return
Radios I Automatically return unit if it is offine

SIP Account | [~ allow DTMF manag

T

¥ Alow Text Messages managemen
Take unit:
Return unit:

T

I”" Allow Sign In / Sign Out management.

¥ Allow beacon manax

i |

Major ID; 103

Vinor ID:
I Send notification to unit after it is taken/returned
I Enable forced checkn

= Disable unit on return
Select this option so that a unit will be disabled after the field user
returns it.

= Automatically return unit if it is offline
Select this option so that a unit will be automatically returned if it is
offline for the specified time interval.

e Timeout
Specify the offline timeout period, in minutes.

= Allow DTMF management
Select this option to allow taking/returning units by sending the
specified DTMF tones.

e Take radio
Specify DTMF tones to be sent by the user to take a unit.

e Return radio
Specify DTMF tones to be sent by the user to return a unit.

= Allow Text Messages management
Select this option to allow taking/returning units by sending specified
text messages.

e Take unit
Specify the text of the message to be sent by the field user to take a
unit.

e Return unit
Specify the text of the message to be sent by the field user to return
a unit.

= Allow Sign In / Sign Out management
Select this option to allow taking radios when the field user signs in to

a radio.
e Sign-inID
Specify the password that the user enters to sign in when they take
a radio.
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= Allow beacon management
Select this option and enter Major ID and Minor ID of the beacon that
will be used for taking and returning units. When a unit enters/leaves
the range of the specified beacon, this unit will be considered
taken/returned by the user.

Note: This functionality is available only if the radio is
equipped with an option board.

= Send notification to unit after it is taken/returned
Select this option so that a notification is sent to a unit every time the
user takes or returns it.

= Enable forced check-in
This option affects the Radio Allocation module. If enabled, the user
will be able to return any unit, regardless of who has taken the unit.
For more details on the Radio Allocation module, refer to TRBOnet
Enterprise/PLUS Radio Allocation User Guide.

e On the SIP Account tab, specify a SIP Account for the field user:

X

= User’s Extension
Enter the SIP extension number that will be used by the user.

= User Name
Enter the SIP user name that will be used by the user.

= User Password
Enter the password for the user to be authenticated by the phone
system.

= Dial Plan
From the drop-down list, select the dial plan to use for the user.

= Block incoming phone calls
Select this option to block all incoming SIP calls for the user.

= Block outgoing phone calls
Select this option to block all outgoing SIP calls for the user.

e On the Logical Groups tab, specify logical groups for the field user:
= In the list of available groups, select desired group(s).
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= For more information about logical groups, see section 6.4.3.3, Logical
Groups (page 184).
e On the Custom Fields tab, specify the desired values for the custom fields
(see section 6.4.5.9, Custom Fields).

6.4.3 Group Management

In the Group Management section, the administrator can manage groups, such
as radio groups, dispatcher groups, logical groups, email groups, call and SMS
groups, and device lists.

6.4.3.1 Radio Groups

¢ Go to Administration (1), Group Management > Radio Groups (2) to
add/edit/delete Radio Groups in the system.

File View Map Tools Help

Administration Radio Groups & [H]8
[ server =l Add =L AddRange —» Edit | [k Delete | = Grouping "/ dyto Filter @ Default Settings
{5 Access Control Name &/ Radio ID MDC ID Desaription
-5 Unit Management ot 1 0
)15 Group Management Group 10 0 o

)
1 Dispatcher Grotp,\ Group 20 3 20 0
= Logical Groups .\

: 2

L?Ej Voice Dispatch
g Location Tracking
@' Job Ticketing

[] Text Messages

Event Viewer

[5] Radio Allocation / 1
{% Administration dl

4|44« Record 1of 3 » kw4 »
[ Connected &3 B B | | Administrator | [ Licensed to: demo (Demo License) @ Active~ |

e Click Add (3) to add a radio group to the system:

Group Properties x
Name: Cleaners
Radio ID: 30 | Moo 5
Description: Cleaning group
Use custom call tone
|2 Load from file
@ Play back message
[ Use Broad: for call {only for IPSC)
[ use ope nnel mode for call {only for IPSC)
= Name
Specify a name for the radio group in the system.
.
= Radio ID

Specify the Radio ID for the radio group used to identify messages
to/from the radio group.
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= MDC / Select-5 / Quick Call I/ Quick Call II
Set an ID for MDC 1200 or SELECT 5 signaling systems. This ID is used
to identify and communicate with a target radio or group of radios
depending on the call type. Or, select Quick Call I/ Quick Call II
signaling system and specify the appropriate parameters.

= Description
Add a description for the radio group.

= Use custom call tone
Select this option and browse for the audio file (WAV) that will be used
as a custom tone when a group call is started by clicking the
Tone and PTT button in the group's PTT box (see section 6.5.2, PTT
Boxes).

= Use Broadcast mode for calls
Select this option so that a group call will be made in the Broadcast
mode. Receiving radios of this group call won't be able to answer (talk
back) to this group call.

= Use Open Voice Channel mode for calls
Select this option so that a group call will be made in the Open Voice
Channel mode. All radios on the channel that are capable of receiving
OVCM calls will receive the group call rather than only the group
participants.

Notes: The Broadcast and OVCM group calls are available on
IPSC systems only. To use the Broadcast and OVCM
group calls, the Use NAI Voice option must be enabled
for the repeater (see section 5.12.2, Adding a
MOTOTRBO Repeater).

6.4.3.2 Dispatcher Groups
The administrator can add, edit, and delete dispatcher groups in the system.
e Go to Administration (1), Group Management > Dispatcher Groups (2).

File View Map Tools Help

Dispatcher Groups & |
=L Add b Edit | ") Delete | = Grouping " Auto Filter (@ Default Settings
A User's Extension Description

60200

60400

80300

(i)} voice Dispatch

% Location Tracking
& 30b Ticketing
] Text Messages
Event Viewer
(3] Radio Allocation 1
C . » /
\_émmlmstrahnn “I |« 4« Record 10f3 » | mimi < L4

@ Connected £ B B | ® Administrator | [ Licensed to: deme (Demo License) @ Active~
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e Click Add (3) to add a dispatcher group.

Dispatcher Group X

General  Dispatch Group Call  Request To Tak.

Name: maintenance

Desaription: ]

o

On the General tab, specify general parameters for the new dispatcher group.

e Name
Specify a name for the dispatcher group to display in the Dispatch
Console.

e Description
Add a description for the dispatcher group.

On the Dispatch Group Call tab, specify the following parameters:

Dispatcher Group X
General Dispateh Group Call | Request To Tak.

Radio ID: 139

e RadioID
Specify the Radio ID of the dispatcher group.
Phone Call

e User's Extension
Enter the SIP extension number that will be used by the dispatcher group.
e User Name
Enter the SIP user name that will be used by the dispatcher group.
e User Password
Enter the password for the dispatcher group to be authenticated by the
phone system.

On the Request to Talk tab, specify the parameters that will be used by radios
to request a call from the dispatcher group:
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Dispatcher Group x
General Dispatch Group Call Request To Tak

Automatically by receiving Text Message from a radio

Message: | |

Automatically by receiving Telemetry Comr oma
[any event B
Automatically by receiving DTMF command from a radio

Command:  [139] #139#

[ Automaticaly by receiving Status Message from a radio

VIO: 1 | Command

Canc

e Automatically by receiving Text Message from a radio
Select this option to request a call from the dispatcher group when a
radio sends a predefined text message. If you select this option, specify a
brief text message in the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option to request a call from the dispatcher group when a
radio sends a predefined telemetry command. If you select this option,
specify the VIO contact, and from the Command drop-down list, select
the signal level at which the user's radio should send the telemetry
command.

e Automatically by receiving DTMF command from a radio
Select this option to request a call from the dispatcher group when a
radio sends the specified DTMF tones. If you select this option, specify a
DTMF combination without the # characters in the Command box.

e Automatically by receiving Status Message from a radio
Select this option to request a call from the dispatcher group when a
radio sends the specified Status to TRBOnet Server, for instance, 1. If you
select this option, specify the Status.

Once you have added the dispatcher group to the system, the appropriate PTT
box will appear in the Radio Interface pane.
6.4.3.3 Logical Groups

TRBOnet Dispatch Console allows adding custom logical groups in addition to
radio groups. You can create groups and subgroups and then assign
radios/users/dispatchers to these groups.

¢ Go to Administration (1), Group Management > Logical groups (2):
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File View Map Tools Help

Administration Logical Groups

EIEH [~

-5 Unit Management =} Add |~ =) Edit | Sk Delete [ Auto Filter 7 Default SEttmE
- Group Management =% Add as child £ | Desaiption External ID
] Rado Groups 5L Addas root !
ﬁ Dispatcher Groups T Cleaners Cleaning in Department 1 2
= 1 Cleaners 2 Cleaning in Department 2 3
.= Em”a\l Groups L1470 seaurity 4
{5 call & 5M5 Groups 1 Security 1 Security in Department 1 5
=~ L] Security 2 Security in Department 2 6
Eﬁ Vaice Dispatch N
% Location Tracking
@ Job Ticketing
[ ] Text Messages
Event Viewer
2] Radio Allocation 1
F——
[ Connected &3 B B | & Administrator | [ Licensed to: demo (Demo License) @ Active~

e Click Add (3) to add a logical group.
= Select Add as root to add a logical group as a root folder.
= Select Add as child to add a logical group as a child folder.

Group properties X
Name Cleaners
Description Cleaning in Departmertt 1|
Extemal ID:
Cance

= Specify a Name and Description for the logical group.
= (Click OK to add the logical group.
To display logical groups, enable the Logical Group view:

EREELE VHXK I
13

e &{umms D\spahm
8 aministrator

& T cleaning =]
© T} Cleaning 1 =]
(#) ® 125 (Pete) 125 (=A%)
iE) cleaning 2 =]
& T securty =]
© T} securty1 =]
€310 235 (Basil) 235
iEh secuny2 =]

J\l] Voice Dispatch

@ Location Tracking

ﬁ Job Ticketing
Route Management
@ RFID Tracker

[] Text Messages

'& Voice Recording

C% Reports
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All created logical groups are displayed in the list of radios.

6.4.3.4 Email Groups

Email Groups are used in Alarm Management and Job Tickets configuration to
send emails to dedicated recipient groups.

¢ Go to Administration (1), Group Management > Email Groups (2) to
add/edit/delete email groups in the system:

File View Map Tools Help

Administration Email Groups &
555 Group Management =4 Add =) Edit | =k Delete | = Grouping "/ Auto Filter @ Default Settings
) Radio Jaups Group Name | Description Email List
~'E Dispatcher Groups (5. Police dep T I e, s i e
~£5 Logical Grougs (=] Terminal 1 Region 1 Terminal 1 64@trbonet.com, 65@trbonet.com, 66@trbonet.com
- call &S Gro
T Device Lists 3
(i), voice Dispatch 5
g Location Tracking
@ Job Ticketing
[] TextMessages
Event Viewer
\_% Administration "
4|4 | «| record 10f2 b || 4 >
) Connected 2 B Administrator | [ Licensed to: demo (Demo License) Active~
®

e Click Add (3) to create an email group.

Add/Edit Email Groups x
Name: Terminal 1
Description: Region 1 Terminal 1|
Ezlzm G4@trbonet.com
85@irbonet.com
66@irbonet.com
Add
oK Cancel

* Name
Specify a name for the email group.

= Description
Add a description for the email group.

= Email list
Click Add to add an email address to the Email list.
6.4.3.5 Call & SMS Groups

Call & SMS Groups are used in Alarm Management configuration to send SMS
to dedicated SMS recipient groups.

e Go to Administration (1), Group Management > Call & SMS Groups (2)
to add/edit/delete Call & SMS groups in the system:
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File View Map Tools Help

Administration Call & SMS Groups &[0

(- [ Group Management =k Add =) Edit | [k Delete | = Grouping " Auto Filter @ Default Settings
| -] Radio Groups Group Nami A Desiption Phane Numbers
%, Dispatcher Groups |i] Departmen Region 1, Dep 2 79111145697, 79216548237
i..£= Logical Groups .
= ) Department 3 Region 1, Dep 3 712345678911, 732198745612
£..{=] Email Groups

£..35 Device Lists 3

(1)) Voice Dispatch 2

@ Location Tracking

@ Job Ticketing

[] Text Messages
Event Viewer

[2] Radio Allocation

1

o
M4 | 4| Record 20f 2 K |b|kH < »
[ Connected &3 B B | 8 Administrstor | [ Licensed to: demo (Demo License) @ Active-

e Click Add (3) to create a new Call & SMS group:

Add/Edit Call & SMS Groups X
Name: Department 4
Description: Region 1, Dep 4

Phone Numbers: (79114561285
79218563287

oK Cancel

* Name
Specify a name for the Call & SMS group.

= Description
Add a description for the Call & SMS group.

= Phone Numbers
Click Add to add a phone number to the Call & SMS group.

6.4.3.6 Device Lists
The Device Lists are used to dynamically group radios based on current needs.
6.4.3.6.1 Adding List Templates

¢ Go to Administration (1), Group Management > Device Lists (2).
e Inthe Device Lists pane, select the List Templates tab, and click Add (3).
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File View Map Tools Help List Properties x
Administration Device Lists _ |
General Radios |
££ Group Management List Templates | Act il
7| Radio Groups S Add b Edit| o T
5% Dispatcher Groups = 1 @ k2.
Z= Logical Groups = =] @ Radio 1
= Grou
=9 Email Groups . 5 \\‘J (@) rado 2 4
= call asMs Groups Growp 7@ Rado s
i T Deviee Ut @ Radio 125
3 @ tmtzs0
{1} Voice Dispatch [~ 2
@ Location Tracking
&3 30b Ticketing [
[] Text Messages
Event Viewer
[75) Ratio Atocation Selected: 3
L~ 1 J| T T -li= |-
% Administration
| record oz » =it
[ Connected &3 B B | & Administrator | [ Licensed to: demo (Demo License) | @ Activer

e Inthe List Properties dialog box, enter a name and description for the
list.

e Click the Radios tab (4), and select the radios (5) to include in the list.
6.4.3.6.2 Dynamic Regrouping
Note: The Dynamic Regrouping feature is available only for
Capacity MAX systems.
To assign radios to dynamic groups:

¢ Go to Administration, Group Management > Device Lists.
In the Device Lists pane, select the Active Lists tab, and click Create.
Or:

e On the Tools menu, click Dynamic Regrouping.

Dynamic Regrauping - X
Action: |Ass\gn to dynamic radio group j
Group [Firemen |
Group Alias: |Firemen_1|

Radios }Dynamc Groups |

Mare Active Group State
o = -
> v 35 Group 1

g
0y
=1
o
L]
iy

Execute

In the Dynamic Regrouping dialog box, enter the following parameters:

= Action
From the list, select the action (Assign to, or Exclude from dynamic
group).
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= Group

From the list, select the radio group to which to assign (or, from which

to exclude) radios.
= Group Alias

Enter an alias for the radio group.

= In the list below, expand the group and select the desired radios.

= Click the Execute button.

6.4.4 Profiles

In the Profiles section, the administrator can manage location profiles for
radios, profiles for mobile app devices, radio statuses, Teltonika profiles,
telemetry profiles, and text message profiles.

6.4.4.1 Location Profile

The Location Profile feature allows configuring different profiles of location
update settings for built-in GPS receiver. Location Profile overrides default
location trigger configuration in Server settings. For example, fire emergency
service has a number of departments in a city and needs to monitor current
position of radio subscribers (firemen). The administrator can create multiple
separate location profiles with different location tracking settings for each
department.

Note: The Location Profile feature is available for MOTOTRBO
Generation II radios, firmware version 2.4 or later.

Go to Administration (1), Profiles > Location Profile (2). You can see the
default Location Profile settings (3) in the Location Profile pane.

File View Map Tools Help

Administration Location Profile

(4[5 Unit Management =L add 5 Edit Delete

Profile type: MOTOTRBO

EIER[Y]

-[5f TRBO.505 Profie
(Y Radio Statuses

(=), voice Dispatch

[% Location Tracking

@ Job Ticketing

[] Text Messages

Event Viewer

[ Radio Allocation

|:€L Administration

a7

Channel type:
Channel prorty:
Fosiioring mode
GPS data

iBeacon data:

Periodic updates

Fast GPS on Connect Plus systems

Nen-scheduled (Regular GP'S over Voice or Data Revert Channe
Mixed Mode

iBeacon Indoor/Outdoor

Latitude, Longtude, Direction, Speed, Precision

No

No

Interval 30.0 sec

— 1

[T Connected &3 B4 B, | & Administrator | [ Licensed to: demo (Demo

License)

@ Active -

There is a default Location Profile that the administrator can use and edit.

The administrator can do the following:

1. Use default location profile.
2. Create a custom location profile: Add button.
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3. Edit a profile: Edit button.

Note: In the default profile, the Name and Description
cannot be changed.

6.4.4.1.1 Adding Location Profile
¢ Inthe Location Profile pane, click the Add button.

Location Profile X
Profile type: MOTOTREO [~
Profile name: LETomig

. FS 5000
Location Profile #4 | Extended device

= Profile type
Select the Profile type (MOTOTRBO, FS 500, or Extended device).

= Profile name
Enter the name of the profile.

¢ Inthe Location Profile dialog box that opens, click the General tab.

Lacation Profile (MOTOTREO) X

General | Location Updates | Management

Name: [tocaton Profile 1

Description: |

Channel type: [Non-scheduled (Regular GPS over Voice or Dat... |

Channel priority: [Mixed Mode (recommended) -l
[rep

uest and Response Protocol) ~|

Positioning mode: [Beacon Indoor fOutdoor -l

[¥ GPS data: [ atitude, Longitude, Precision, Direction, Speed -]

[ iBeacon data: [Magor, Minor =
1 =

I Fast GPS on Connect Plus systems

e Name
Specify a name for the location profile.

e Description
Add a description for the location profile.
e Channel type
From the drop-down list, select a radio channel for sending location data
to TRBOnet Server:
* Non-scheduled
This is a channel with regular GPS (Enhanced GPS not supported).
= Scheduled
This channel is available when the Enhanced GPS feature is configured
in the radio system.
* Non-scheduled with CSBK data
This channel allows using CSBK (Control Signaling Block) while
decoding.
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= Scheduled with CSBK data
This is a channel with Enhanced GPS, which allows using CSBK (Control
Signaling Block) while decoding.

e Channel priority
From the drop-down list, select the channel that will be used by location
triggers when both LMR and broadband channels are available.

= Mixed Mode (Recommended)
Location triggers are used for broadband and LMR channel
simultaneously.

= Broadband Channel
Location triggers are used for the broadband channel if available, and
for the LMR channel if the broadband channel is not available.

* LMR Channel
Location triggers are used for the LMR channel if available, and for the
broadband if the LMR channel is not available.

Note: If you have entered the polling interval (Triggers tab,
Periodic trigger > Interval) that is not supported for
the selected channel, the closest larger value will be
used.

e Protocol type
From the drop-down list, select the protocol with which to send GPS data.

= LRRP (Location Request and Response Protocol)
= LIP (Location Information Protocol)

Note: The LIP protocol is supported on IPSC systems only.

e Positioning mode
This option determines which GPS coordinates to show on the map and
display in the radio's movement history when TRBOnet Server receives a
data packet containing both iBeacon and GPS data.

= iBeacon Indoor/Outdoor
The coordinates of the iBeacons will be positioned on the indoor and
outdoor maps.

Use case: When a person enters a building, the accuracy of
the GPS location reported by their radio is likely to
deteriorate. This may cause TRBOnet to show the
radio's location outside the building. Using
coordinates of iBeacons positioned on the floor
plan will prevent this from happening, and the
route travelled by the person will also be correct.
This is especially useful for reinforced concrete or
high-rise buildings.

TRBOnet Enterprise Page 191 of 436
User Manual



neocom
software

= iBeacon Indoor/GPS Outdoor
The coordinates of the iBeacons will be positioned on the indoor map
while the coordinates of the radio will be positioned on the outdoor
map.

Use case: This option is used to show the route travelled by
the person based on the GPS coordinates received
from their radio rather than from a detected
beacon, or when the speed and/or altitude of the
device are used for some purpose. The user's icon
will appear on the map twice, one icon will show
their actual GPS location, whereas the other icon
will appear over a detected beacon. Only iBeacon-
based location will be displayed on the floor plan.
When the radio's GPS coordinates become
unavailable, the user's icon will be displayed over
the detected beacon on both the map and the floor
plan.

= iBeacon Indoor/No Outdoor
Only iBeacon-based location tracking will be used, GPS coordinates of
radios and iBeacons will be ignored.

e GPS data
Select this option to enable the user to select what GPS readings to send
to TRBOnet Server. In the drop-down list, select which GPS data to include
in a packet.
o iBeacon data
Select this option to enable sending iBeacon data to TRBOnet Server. In
the drop-down list, select which iBeacon data to include in a packet:
= Major, Minor (included by default and cannot be disabled)
= UUID
iBeacon's Universally Unique Identifier
= TX Power, RSSI
The strength of the beacon's signal as seen on the receiving device.
¢ Number of iBeacons

Specify the number of the most recently detected iBeacons whose data
will be included in the data packet sent to TRBOnet.
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Location Updates tab

Lacation Profile (MOTOTREO) X
General | Location Updates | Management

[¥ Periodic updates
Interval: 0.0 2] second
[ Distance-based updates
Distance: [0 ] meters
Min interval: [0 second

[ Activate alarm mode for radios sending emergency updates
I™ GPIO-based updates
Inband location updates
I on every veice transmission

I on emergency voice transmission

OK Cancel

e Periodic updates

Select this option to set a periodic location trigger on a radio. The trigger
is a request to the radio to send its GPS and/or iBeacon data at the
specified time interval.
= Interval

Specify the location update interval, in seconds.

Distance-based updates

Select this option to allow receiving location updates by a distance:

= Distance
A radio will send location updates if the travelled distance exceeds a
specified distance from the last GPS point, in meters.

= Min. interval
A radio will send location updates no more than once within this time
interval, in seconds.

On emergency

Select this option so that a radio will send GPS and/or iBeacon data upon

entering the emergency mode.

= Activate alarm mode for radios sending emergency updates
Select this option if you want a Dispatch Console operator to see the
emergency status of a radio that transmitted location data.

GPIO-based updates

Select this option so that a radio will send GPS and/or iBeacon data upon
sending a Telemetry command.

Inband location updates

¢ On every voice transmission

Select this option so that a radio will send GPS and/or iBeacon data every
time the PTT is pressed and held more than 5 seconds.

¢ On emergency voice transmission

Select this option so that a radio will send GPS and/or iBeacon data every
time the PTT is pressed in the emergency mode.
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Management tab

Lacation Profile (MOTOTREO) X
General | Location Updates | Management

[¥ save GPs data to database

[ Automatic error correction

™ Location update setfings are managed by dispatcher only
(recommended if Save LRRP is enabled in radio’s codeplug)

GPS restart by inactivity tmeout: |10 =] minutes

OK Cancel

Save GPS data to database

Select this option so that GPS data is saved in TRBOnet database.
Automatic error correction

Select this option to enable automatic error correction to detect and
correct invalid GPS data.

Click the Configure link to specify the GPS parameters to be corrected:

Autematic error correction X

s, speed and location values from the GPS receiver may
reliable. Use the sefiings belowto apply automatic error
e GPS data feeds

rrrrrrrr

/| Epeed greater than: 120 =] kmvh
| Location accuracy worse than: 50 | meters
| GPS time error greater than: 30 < | minutes

Coordinates have duplicates
Set speed to 0 ifitis less than:

Defaults

Discard GPS data if
= Speed greater than

Select this option and enter the maximum possible speed of your
vehicles. As a result, the coordinates with speeds that exceed the
maximum limit will be discarded.

Location accuracy worse than

Select this option and enter the largest distance for the accuracy of the
GPS receiver. As a result, the coordinates with distances that exceed
the maximum limit will be discarded.

GPS time error greater than

Select this option and enter the largest allowable time error, in
minutes. As a result, the coordinates with time errors that exceed the
maximum limit will be discarded.

Coordinates have duplicates

Select this option to remove duplicate coordinates from the GPS data.
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= Set speed to 0 ifitis less than
Select this option and enter the low-speed threshold. Speeds below
this threshold will be considered as zero by the server.

e Location update settings are managed by dispatcher only
(recommended if Save LRRP is enabled in radio's codeplug)
Select this option so that Location updates can be started/stopped only
manually by the dispatcher.

= GPS restart by inactivity timeout
Enter the time interval that will be used by the server to send the GPS
Start Trigger request to the online subscriber radio if there has been
no GPS activity.

6.4.4.1.2 Applying Location Profile to a radio:

e Go to Administration (1), Unit Management > Radios (2), select the
radio in the table, right-click and click Edit (3):

File View Map Teols Help

Administration Radios &)

g server / Unregistered | Disabled
1+ Access Contral | 4 Add Group | (5} Add Digital Radio = Add Range (5} Add WAVE PTX =}, Add WAVE 5000 | =), Add Teltonika | =) Edit | =k Delete | :0: Unlink Teltonika |
e Unit Management Radio Name A[Type Radio ID MDCID User’s Extension Radio Groups Logical Groups
B = @ Radio 1 Digital Radio 111 o Group 1
Mobile App Devices . o . .
59, ety Manager ® Radio 125 Digital Radio T 0 Al
5 Group Management @ Radio 2 Digital Radio g ) Al
7 Profies ® Radio 3 Digital Radio =z Add Digital Radie 0 Al
@ tmt2s0 Teltonika = Add Range 0 Al
)y voice Dispatch 5h Add WAVEPTX
= Add WAVE 5000
g Location Tracking =L Add Teltonika
@n Job Ticketing =
= Delete
Ej Route Management Unlink Teltonika
[] Text Messages
@ Reports.
[Event Viewer
L% ‘Administration
wi|44| 4| Record 20F5 _»[mm] ¢ »
() Connected 2, B Administrator Licensed to: demo (Dema License) Active~
®

Voice Dispatch 125 X

General | Logical Groups | Additional| SIP Account| Cameras | Teltorika |

Radio Name: 125 |

Radio ID 125 Hmcm:

Rado Grovps:  |Al ~[+]

Home Group: [cleaners ~[+]

Use icon: | @ portable Radios vl+=]

N T R 1)
T

Telemetry serad T L

Tormctie

Text Messages Service

TME Tomas Standard ~ e
Hide Advanced Settings

Cance

= Click the General tab, and from the Location Profile list select the
location profile to use for the radio.

= Select/clear the Location Enabled checkbox to enable/disable the
location trigger.
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Note: The Location Profile is only applicable when the 'Built-in
GPS receiver' or 'Extended device' (if any) is selected in
the Location Source.

6.4.4.2 TRBOnet Mobile Profile

The Mobile Client Profile feature allows configuring different location profiles
that can be applied to the Mobile Client app running on a smartphone. For
information on how to register a TRBOnet Mobile app, see section 6.4.2.2.1
Adding TRBOnet Mobile. For more details on TRBOnet Mobile, refer to TRBOnet
Mobile User Guide.
¢ Go to Administration, Profiles > TRBOnet Mobile Profile.
You can see the default TRBOnet Mobile Profile settings in the
TRBOnet Mobile Profile pane.

6.4.4.2.1 Adding TRBOnet Mobile Profile

e In the TRBOnet Mobile Profile pane, click the Add button.
e Inthe TRBOnet Mobile Profile dialog box, specify the following
parameters:

= Profile Name
Enter a name for the mobile client profile.

= Available Modes
In the drop-down list, select/deselect the features that will be available
to the associated Mobile Client.

TRBOnet Mabile Profile N X

Profile Name: [TrecnetMaile =1

Client Type: [Reone tiobie =

| Availoble Modes:  [Cals, Text Messages, Location, Job Tickets |

Calls | Location | Alarms| Channels| Extras|

8 Remete and Video Monitoring

Duration: m seconds
@ Private Calis

8 Half-Duplex Calls

@ Fuil-Duplex Calls

@ video Calls

Video quality: [soessom) -]

8 Group Calls
@ rhone calls
8 Allow Outgaing Calls

[ Record audio calls and allow video call recording on PoC devices

(] Delete al previous audio records on FoC devices (this process cannot be reversed)

vefats Concel

o Click the Calls tab.
= PTT Priority
From the list, select the PTT priority for the mobile client calls.

= Remote and Video Monitoring
If you select this option, the dispatcher will be able to activate the
mobile device's microphone and camera in hidden mode.
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Note: Video Monitoring is supported by Mobile Client app
running on Android only.

e Duration
Specify the remote monitoring duration, in seconds.

= Private Calls
Select this option to allow the Mobile Client app to make private calls.
In addition, you can select to allow:

e Half-Duplex Calls
¢ Full-Duplex Calls
e Video Calls
v Video quality
Select the video quality that will be used for video calls
(HD/SD/LD).

= Group Calls
Select this option to allow the Mobile Client app to make group calls.

= Phone Calls
Select this option to allow the Mobile Client app to make and receive
phone calls.

= Allow Outgoing Calls
Select this option to allow the Mobile Client app to make outgoing
calls.

Note: If this option is cleared, the Mobile Client app will still be
able to send RTTs and respond to incoming radio calls
within the call hangtime.

= Record audio calls and allow video call recording on PoC devices
Select this option to record audio calls on mobile devices running the
Mobile Client app. A red record button will also appear on the video
call screen, allowing users to record video calls.

= Delete all previous audio records on PoC devices
Select this option to remove all previously recorded audio calls from
mobile devices. Note that this process cannot be reversed.

¢ Click the Location tab.
= Show locations of other devices
Select this option so that the Mobile Client app will receive locations of
other radios (mobile clients).
= Use GPS location
Select this option to enable sending GPS data to TRBOnet Server.
¢ Periodic interval
Specify the time interval, in seconds, that will be used to send GPS
location data.
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Note: Using an interval of 10 seconds or less may cause the

following issues:

1) The mobile client's status will be blinking on the map
if the Coordinates have duplicates option is selected
in Automatic error correction.

2) The device's battery will quickly discharge.

3) The traffic between the server and the mobile client
may significantly increase.

Emergency interval
Specify the time interval, in seconds, that will be used to send
emergency messages.

Save GPS data to database
Select this option so that GPS data is saved in TRBOnet database.

Automatic error correction

Select this option to enable automatic error correction to detect and
correct invalid GPS data. Click the Configure link and specify the
GPS parameters to be corrected.

= Use Indoor location
Select this option to enable sending iBeacon data to TRBOnet Server.

Periodic interval
Specify the time interval, in seconds, used to send iBeacon location
data.

Emergency interval

Specify the time interval, in seconds, that will be used to send
emergency messages.

Number of iBeacons

Specify the number of the most recently detected iBeacons whose
data will be included in the data packet sent to TRBOnet.
iBeacons filter

Click the Add link and enter the UUID of the beacons that will be
used by the mobile client.

Note: If you don't specify the iBeacon UUID, the Mobile Client

app running on an iOS device won't detect any
iBeacons.

Positioning mode

This option determines which GPS coordinates to show on the map
and display in the device's movement history when TRBOnet Server
receives a data packet containing both iBeacon and GPS data.

v" iBeacon Indoor/Outdoor
The coordinates of the iBeacons will be positioned on the indoor
and outdoor maps.

TRBOnet Enterprise
User Manual

Page 198 of 436



neocom
software

v iBeacon Indoor/GPS Outdoor
The coordinates of the iBeacons will be positioned on the indoor
map while the coordinates of the device will be positioned on the
outdoor map.

v' iBeacon Indoor/No Outdoor
Only iBeacon-based location tracking will be used, GPS
coordinates of devices and iBeacons will be ignored.

Allow users to disable location services

Select this option so that users will be able to disable location services
on their Mobile Client apps. To disable location services on a Mobile
Client app, go to Settings > Power Saving > Position Accuracy > No
location and GPS.

e C(Click the Alarms tab.

Emergency Button
Select this option so that the Mobile Client app will be able to send
Emergency Alarms to the Dispatch Console.

Sensor Alerts
Select the desired sensor alert buttons (Man Down, No Movement,
Shake Detection) to be shown in the Mobile Client app.

Lone Worker on PoC devices

e Lone Worker
Select this option to enable Lone Worker on the Mobile Client app.

v Available actions
In the drop-down list, select actions that will be available to the
Mobile app user.

v Profile
From the drop-down list, select either one of the Lone Worker
tasks or ‘Use PoC Settings'. If you select ‘Use PoC Settings’, only
the Lone Worker timeout will be available.

Show alarms from other devices
Select this option so that the Mobile Client app will receive alarms from
other radios (mobile clients).

Allow users to enable or disable selected sensor alerts
Select this option so that the mobile app users will be able to enable or
disable selected sensor alerts.

Note: If this checkbox is cleared, the selected sensor alerts
will always be activated on mobile app devices and
cannot be deactivated by mobile app users.

e Click the Channels tab.
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Wobile Client Profile (TRBOnet Mobile) %

Profile Mame: [(Defaut)

Cliert Type: [TrEomet Mot =

auailable Modes: [voice Calls, Text Msssages, Location, Job Tickets |
Cals| Location| alarms  Channels |Exiras |
Harme | Monikar | Mame: System Group

] Al cal Inkercom all cal
(0]

1
z W iGroup1i cP1 Group 11

dhadd dRInsert X Delste

»
=3
=

Allow users to change Home Group

Allow users to select channels ko monitor

Defaks =

= In the table, choose the Home Group channel on which the mobile app
will transmit if the user presses the PTT button (Home). You can also
check channels to be monitored (Monitor). To add/insert a channel
(Radio Group) to the table, click the Add/Insert link and specify the
Name, System and Group.

= Allow users to change Home Group
Select this option to allow users to change Home Group in their Mobile
Client apps.

= Allow users to select channels to monitor
Select this option to allow users to select the channels they can listen
to in their Mobile Client apps.

e C(Click the Extras tab.

= Battery Level
Select this option so that the smartphone's battery level will be sent to
the Dispatch Console.

Note: Mobile apps send the battery information as soon as
they are connected to TRBOnet. After successful
connection, mobile apps pass the battery level to the
server with every location update, voice transmission
and text message. Regardless of its activity, a mobile
app will update the battery charge level when it goes
down to 90%, 80%, 70%, 60%, 50%, 40%, 30%, 20%, 15%,
10%, 5%.

= Do Not Disturb
Select this option so that the DND mode will be enabled on the Mobile
Client app.

6.4.4.3 TRBO.SOS Profile

This section describes how to configure the profile for the TRBO.SOS
application running on a smartphone. For information on how to register a
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TRBO.SOS app, see section 6.4.2.2.2, Adding TRBO.SOS. For more details on
TRBO.SOS, refer to TRBO.SOS User Guide.

Go to Administration, Profiles > TRBO.SOS Profile.

You can see the default TRBOnet SOS Profile settings in the TRBO.SOS

Profile pane.

6.4.4.3.1 Adding TRBO.SOS Profile

In the TRBO.SOS Profile pane, click the Add button.
In the TRBO.SOS Profile dialog box, specify the following parameters:

Profile Name
Enter a name for the TRBO.SOS profile.

Click the Calls tab.

= Remote and Video Monitoring
If you select this option, the dispatcher will be able to activate the
device's microphone and camera in hidden mode.

e Duration
Specify the remote monitoring duration, in seconds.

Note: Video Monitoring is supported by Mobile Client app
running on Android only.

Click the Location tab.

= Use GPS location
Select this option to enable sending GPS data to TRBOnet Server.

¢ Periodic interval
Specify the time interval, in seconds, that will be used to send GPS
location data.

e Emergency interval
Specify the time interval, in seconds, that will be used to send
emergency messages.

e Save GPS data to database
Select this option so that GPS data is saved in TRBOnet database.

e Automatic error correction
Select this option to enable automatic error correction to detect and
correct invalid GPS data. Click the Configure link and specify the
GPS parameters to be corrected:
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e Click the TRBO.SOS tab.

TRBO.S0S Profile X

Profle Name [me0.508 21
Client Type: [meo.s0s =
Avaiable Modes:  [SOS Services =l

Cals| Location TREO.50S | lerms | Channels | Extras|

show Call button

Call Action [request to Tak 5|

Call Destination: [Home Group o

me: ‘M(-tvi\e app default

Type
Wl FIRE

Wl PoLICE

vl AD

¥l REPORT INCIDENT
vl EMERGENCY

Defaults

= Show Call button
If you select this option, the PTT button will be available in TRBO.SOS.
e Call Action
From the drop-down list, select the action to be performed when the
PTT button is pressed: Request To Talk, TRBOnet Call, or Phone Call.
¢ Call Destination
From the drop-down list, select the call destination.
e Call button Name
Enter the name (label) of the PTT button.
= Show Lone Worker button
If you select this option, the Lone Worker button will appear in
TRBO.SOS. This will allow the TRBO.SOS user to start the Lone Worker
mode.
= Panic buttons
In the table below, specify the Type, Caption, Severity/Status, and
Custom Event for the additional button(s).
¢ Click the Alarms tab.

= Sensor Alerts
Select the desired sensor alert buttons (Man Down, No Movement,
Shake Detection) to be shown in the TRBO.SOS app.
e Click the Channels tab.

= Home Group
Select the home group (System and Group) for the PTT button.

e Click the Extras tab.

= Battery Level
Select this option so that the smartphone's battery level will be sent to
the Dispatch Console.
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6.4.4.4 Radio Statuses

In TRBOnet Dispatch Console, you can configure different profiles for the radio
statuses that are received from or sent to the radios.

e Go to Administration, Profiles > Radio Statuses. You can see the default
Radio Status profile settings in the Radio Statuses pane.

To add a Radio Status profile, click the Add button, and in the dialog that
opens, specify the required statuses to be received from the radios (Receive
tab) and sent to the radios (Send tab).

6.4.4.5 Teltonika Profile
This section describes how to configure the profile for the Teltonika devices.

For information on how to register a Teltonika device, see section 6.4.2.1.3
Adding Teltonika. For more details on TRBOnet Teltonika, refer to TRBOnet

Teltonika User Guide.
e Go to Administration, Profiles > Teltonika Profile.

You can see the default Teltonika Profile settings in the Teltonika Profile

pane.

¢ Inthe Teltonika Profile pane, click the Add button.

Teltonika Profile X

Profie Name: [Teftonica 250

£ocior | adaitona | [N

= Use GPS location
Select this option to enable sending GPS data to TRBOnet Server.

Periodic interval
Specify the time interval, in seconds, that will be used to send GPS
location data.

= Use Indoor location
Select this option to enable sending iBeacon data to TRBOnet Server.

Periodic interval
Specify the time interval, in seconds, used to send iBeacon location
data.

Positioning mode

This option determines which GPS coordinates to show on the map
and display in the device's movement history when TRBOnet Server
receives a data packet containing both iBeacon and GPS data.

v" iBeacon Indoor/Outdoor
The coordinates of the iBeacons will be positioned on the indoor
and outdoor maps.
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v' iBeacon Indoor/GPS Outdoor
The coordinates of the iBeacons will be positioned on the indoor
map while the coordinates of the device will be positioned on the
outdoor map.

v' iBeacon Indoor/No Outdoor
Only iBeacon-based location tracking will be used, GPS
coordinates of devices and iBeacons will be ignored.

e Click the Additional tab.

Events

= Battery Level
Select this option so that the Teltonika device's battery level will be
sent to the Dispatch Console.

Note: Teltonika devices send the battery information as soon
as they are connected to TRBOnet. After successful
connection, Teltonika devices pass the battery level to
the server with every location update. Regardless of the
device activity, the battery charge level will be logged
on TRBOnet Server every time the level goes down to
90%, 80%, 70%, 60%, 50%, 40%, 30%, 20%, 15%, 10%,
and 5%.

= Emergency Button
Select this option so that the Teltonika device will be able to send
Emergency Alarms to the Dispatch Console.

= Man Down
Select this option to send Man Down alerts to the Dispatch Console.

Location

= Save GPS data to database
Select this option so that GPS data is saved in TRBOnet database.

= Automatic error correction
Select this option to enable automatic error correction to detect and
correct invalid GPS data. Click the Configure link to specify the GPS
parameters to be corrected.

6.4.4.6 Telemetry Profile
On the Telemetry configuration page, you can configure settings for
Telemetry.

6.4.4.6.1 Radio Groups Telemetry

This is a default telemetry profile that is used to send telemetry commands to
radio groups.
e In the Administration pane, click Profiles > Telemetry Profile > Group
Telemetry.
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¢ Inthe Telemetry Profile pane, click Edit.

File View Map Tools Help

Administration Telemetry Profile

e
- Profiles Ebed
i [} Location Profile K
{5y TREONet Mabile Profile Telemetry Type: MOTOTRBO
| [} TRE0.505 Profie elemetry Type:
1} Radio Statuses Group Telemetry
L} Teltonika Profile Digital Outputs
-y Telemetry Profile

(i) VIOL: VIO1: High level (High level)
HIRR 52 Group Telemetry

(2 VIO2: VIO2: High level (High level)
g Telemetry =1

(i), voice Dispatch

% Location Tracking

@ Job Ticketing

[] Text Messages
Event Viewer

[*] Radio Allocation

R

[ Connected &3 B B | & Administrator | [ Licensed to: demo (Demo License) @ Active -

Group Telemetry

X
Telemetry Type: MOTOTRBO
Profile Name: Group Telemetry

I

Route type: Regular b |
Digital Outputs

i) Name Command

Vo1 VIO1: High level High level

Vo2 VIO2: High level High level

Description

D VIO1 ]

Name:

Command: Hich level ]

Apply
Zhadd Ekremove
Concel

= (Click Add and specify ID (VIO), Name, and Command (signal level).

Note: For Group Telemetry only the Digital Outputs tab is
available.

6.4.4.6.2 Adding Telemetry Profile for Radios

e Go to Administration (1), Profiles > Telemetry Profile (2), and click Add
(3):
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File View Map Tools Help

Administration Telemetry Profile & |4
g Profies =, Add [ Edit Delete

i [ Location Profile

{5 TREOnet Mabile Profile 3
£ TREC 505 Profile Telemetry Type: MOTOTRBO

Radio Statuses Auto refresh inputs: Disabled
Teltonika Profile Digital Inputs
| e & VIOL: Telemetry VK1 (High level)
~{E} Group Telem &\ VIOZ: Telemetry VK2 (High level)
H L} Telemetry =1 A (&) VIO3: Telemetry VK3 (High level)
(i) VIO4: Telemetry VK4 (High level)
i i Voice Dispatch . (i3 VIOS: Telemetry VKS (High level)
Digital Outputs
) ) Notused
Location Tracking
@ Job Ticketing

[ ] Text Messages

Event Viewer

(3] Radio Allocation

—— 1
@ Administration
[@ Connected £y B B | ® Administrator | [ Licensed to: demo (Demo License) @ Active~
Telemetry Profile X

S e

Profile name:

Telemetry #2

= Telemetry type

From the drop-down list, select one of the following types:
¢ MOTOTRBO - telemetry from Motorola radios.

¢ Socintech Novox - telemetry from Novox devices connected to the
radio via COM port.

o Swift Option Board - telemetry from the option board connected to
the radio.

e Sprite - telemetry from Sprite devices.
Note: Sprite telemetry profile can be read but not written.

Profile name
Enter the name of the profile to display in the Dispatch Console.

Click OK.

Telemetry 21 X
Telemetry Type: MOTOTREO

Profile Name: [relemetry =1 ]
Route type: [reguiar =]

Common  Digital Inputs _ Digital Outputs
Auto request input states
Requestinterval: 600 3] second

Trace digital inputs

Trace analog inputs

[ replace status events with VIO events
RFID
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Common tab

= Auto request input statuses
Select this option and in the Request interval box specify the time
interval, in seconds, to request input data.
= Trace digital inputs
Select this option to monitor digital input damages.
= Trace analog inputs
Select this option to monitor analog input damages.
= Replace status events with VIO events

Select this option to generate VIO ON/OFF event when the system
compares between the last and the current statuses of the VIO.

Note: Most of the policies are set to replace events, so it is
recommended to enable this option.

Digital Inputs tab

Telemetry 21 x

Telemetry Type: MOTOTREO

Profie Name: [Tetemetry =1 ]

Route type: [Reguiar |
Common Digital Inputs  Digital Outputs
i) Name Event
vIo1 @ Telemetry VK1 High level
vio2 Ay Telemetry VK2 High level
vIo3 @ Telemetry VK3 High level
vioa @ Telemetry VK4 High level
Description L Y
: foz 4]
Name: [relemetry w2 ]
[ |
Event: [Hehleve o]
Display as radio status
[ Aute reset status
[] Request lacation of radia Apply.

= add SkRemove

P

¢ Click Add to add a VIO (Virtual Input/Output) to the profile.

= ID
Select the VIO to set the parameters for.

* Name
Specify a name for the VIO to be displayed in the Dispatch Console.

= Event
Select the signal level of VIO events from the drop-down list. When an
event with the selected signal level occurs on the selected VIO, the
telemetry will be activated. The signal level must be the same in the
radio's codeplug and in Telemetry configuration in TRBOnet. It is a
programmable option that sets the pin's voltage level to High or Low
in order to trigger a selected functionality.

= Severity
Specify a severity level for the VIO event from the drop-down list.
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= Display as radios status

Select this option so that the radio will change its status after it sends
the telemetry command.

= Auto reset status

Select this option to automatically reset the telemetry VIO after the
radio sends the telemetry command.

= Request location of radio

Select this option to request a GPS position of the radio after it sends
the telemetry command.

= Click Apply to apply settings to selected inputs.
Digital Outputs tab

Telemetry 21 x

Telemetry Type: ~ MOTOTREQ

Profiie Name: Telemetry #1

Common  Digital Inputs  Digital Outputs

D Name Command
vio1 VIOL: High level High level
vioz VIOZ: Low level Low level
vIo3 VIO3: High level Highlevel
VIO4 V104: Toggle Toggle level

Apply

e Click Add to add a VIO (Virtual Configured PIN) to the profile:
= ID
Select the VIO in the dropdown list to set its parameters;
* Name

Specify a name for the VIO to be displayed in the Dispatch Console.
= Command

Specify a signal level for the command to send to the selected VIO.
= Click Apply to apply settings to selected outputs.

6.4.4.7 Text Messages

On the Text Messages configuration page, you can configure settings for Text
Messages.

6.4.4.7.1 Group Text Messages

This is a default text message profile that is used to send text messages to
radio groups.

¢ Go to Administration, Profiles > Text Messages > Group Text
Messages.

¢ Inthe Text Messages configuration pane, click Edit.
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¢ Inthe dialog box that opens, change the desired parameters.
For a description of the profile parameters, see section 6.4.4.7.2, Adding
Text Message Profile.

6.4.4.7.2 Adding Text Message Profile
¢ Go to Administration (1), Profiles > Text Messages (2), and click Add (3):

File View Map Tools Help

Administration Text Messages | & |6

- Profies B Add B dit | Bk Delete
i L. Location Profile

i +[f TREONet Mobile Profile
TRBO.505 Profile
Radio Statuses Data protocol MSI Proprietary

Profile Type: MOTOTRBO

Teltonika Profile Text Message format Sender and Text

Telemetry Profle Maximum message length 140

H Text Messages St long message into 1 TEXt Messages Profile X
{5 System Settings "\ |
2 Profile type: MOTOTREO E
Jdl i Voice Dispatch Profile name: BT
: TRBONEt Communicator (BT Accessary)
F, [ ——— Text Messages 1

rem— cance
[ | Text Messages
Event Viewer

[72] Radio Allocation

— 1

@ Administration -

[ Connected £y B4 B | 8 Administrator | [ Licensed to: demo (Demo License) @ Active -

¢ Inthe Text Messages Profile dialog box, specify the following
parameters:
= Profile type
From the drop-down list, select one the two items:
e MOTOTRBO
Select if the radio itself is used to send/receive messages.
¢ Mobile Messenger (BT Accessory)
Select if the Bluetooth Communicator is used together with the
radio to send/receive messages.
= Profile name
Enter a name for the text profile.

= Click OK.

Text Messages #1 X
Profle Type: MOTOTREO
Profie Name: |TextMessages = ‘
Data protocol: [mst propretary |
Route type: [reguiar -
Text Message format: [sender and Text -
Custom format [{sendery et

Maximum message length: 140 =] chars

I spiit long message into multiple messages

e
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¢ Inthe Text Messages Profile dialog box, specify the following
parameters:

Profile Name
Enter a name for the profile.

Data protocol
From the drop-down list, select one of the two items:

e MSI Proprietary
Select if the radio is equipped with a display and supports the new
Text Messaging service.

e DMR Standard
Select if the radio is equipped with a display and supports DMR
Compatible text messages.

Route type
From the drop-down list, select one of the three items:

¢ Regular
Select this type to receive messages on the radio.

e Option Board
Select this type to receive messages on the radio's option board.

¢ Non-IP Peripheral
Select if the radio is connected to a PC via a USB port.

Text Message format
From the drop-down list, select one of the pre-defined formats for text
messages, or select the Custom format.

Custom Format

Enter your own format for text messages in this box if you have
selected 'Custom' from the list above. The Custom Format will default
to {Sender} | {Text}. There are four choices: {Sender}, {Text}, {Date},
and {Time}. Another example would be: {Date} | {Time} | {Text}.

Maximum message length

Enter the maximum number of characters that TRBOnet will send per
text message. The recipient of the text message may not be able to
receive the maximum number of characters due to its design
limitations. Therefore, it may only display a partial text message.

Split long message into multiple messages
Select this option to allow single messages to be split into multiple
messages based on the Max. message length setting.

6.4.5 System Settings

In the System Settings section, the administrator can configure the features
and modules available in Dispatch Console.
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6.4.5.1 Database

e Go to Administration (1), System Settings > Database (2) to see the full
overview of the database:

File View Map Tools Help

Administration Database

[ server

{7 Access Cantral

{5 Uit Management

5 Group Management

{5 Profiles

-1 System Settings
-8
i Systems \
o34 System Bridge 2

{1} voice Dispatch

@ Location Tracking

w Job Ticketing

[] Text Messages

Event Viewer

[2] Radio Allocation

R —

e

4 Back Up Database

 Schedule Backup

J Database Information

Server name:
Database name:
Badup date:

Databalﬁ version:

(local)\SQLEXPRESS
TREONEt
05/18/2026 2:08:30 PM

Oct 8 2022 05:58:25

Microsoft SQL Server 2022 (RTM) - 16.0.1000.6 (X64)

Copyright (C) 2022 Mizrosoft Corporation

Express Edition (64-bit) on Windows 10 Pro 10,0 <X64:» (Bulld 26200: } (Hypervisc

Data size:

Audio size:

/1

82,88 MB
3.11MB

IS~

[ Connected &3 B B | ¥ Administrator | [E8 Licensed to: demo (Demo License)

@ Active~

In the Database pane, the administrator can restore and back up the
database and audio recordings.

For more details on backups, see Appendix D: Backing up and Restoring
Database and Audio Recordings (page 405).

6.4.5.2 Systems

All radio systems registered in the Server are represented in the Systems pane.
In addition to radio systems, the following systems can also be present in the
Systems pane: Intercom, Phone Connect, PoC, and Public Announcement

systems.

e Go to Administration (1), System Settings > Systems (2) to see the
system parameters:

File View Msp Tools Help

Administration Systems €]

[ System Settings
i [l Database

{..f8m system Brdge
58} Alarm Manigement
bl Tasks

4 Phone Calls

[ Request to Talk
Loy Priority

(1)} voice Dispatch

@ Location Tracking

& 30b Ticketing

[] Text Messages

Event Viewer

[75] Radio Allocation

[ —

4T

System type
of Intercom

o Phone

«// Single Control Station
4 TREONet PoC Systam

_—1

I Properties "/ Auto Filter

System ID

W]« Record 30f4 b w4

Caption
Intercom

Telephony

Swift P Gateway #1
PTT ver Celular

»

[ Connected &3 B B | B Administrstor | [ Licensed to: demo (Demo License)

@ Active “ )

The administrator is able to see the following system parameters in the table:

e System type - the type of the system.
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e System ID - a unique System Identifier configured in TRBOnet Server
configuration for repeater or control stations in the system.

e Caption - the caption of the system.
6.4.5.2.1 System Properties
To see the radio system properties, do the following:

e Select a system in the list and click the Properties button (1);
or,
double-click the radio system in the list;
or,
click the corresponding element at the bottom of the Dispatch Console
window, and choose Properties (2).

File View Map Tools Help

Administration Systems =]

- System Settings 7 Properties [ Auto Filter
[J Database

System typ
ik Systems o Intercam
#551 System Bridge
[&8) Alarm Management
@ Tasks
&p Phone Calls o TRECnet PoC System

[0 Request to Talk
D Pri '1
& priority

System ID Caption
Intercom

of Phone Telephony

Swift [P Gateway #1

PTT over Cellular

\V/f? Single Control Station

()] Voice Dispatch

% Location Tracking

& 30b Ticketing

[] Text Messages
Event Viewer
(7] Radio Allocation 2

\_%Mmin’stmﬁnn
M4 4 Regbrd3of4 r mimi| 4 3

[ Connected &5 B

8 Licensed to: demo (Demo License) @ Active~
Reset

[ Forerie ]

The administrator is able to see Active and Inactive registered systems. In case
you have more than 10 registered systems, systems are grouped and can be
seen in the drop-down list.

Common information for all system elements is listed below:
Description tab
On the Description tab, you can see the general info:

Repeater #1: Slot #1 be

Description | Channels  Transmits

System Type: [IP Site Connect

SystemID:  [Department1

Caption: [Repeater #1: Siot #1
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e System Type
The system type for a repeater/control station (in Digital or Analogue
mode).

For more details on the systems, see section 3.2, MOTOTRBO Radio
Systems (page 7).

e System ID
The Unique System Identifier configured in TRBOnet Server for a repeater
or control stations in the system.

e Caption
Enter the system name.

Channels tab
On the Channels tab, you see the list of channels:

Repeater #1: Slot #1 X

Descripion  Channels  Transmits

T Properties ' Control | =% Reset

‘ Name Yoice Data
.. Repeater #1: Slot 1 RX, TX RX, TX

Channel for private and phone calls:

¢ Click the Properties button to see the channel additional data:

Repeater #1: Slot #1 ®

Description  Talk groups  Volume

: \s::cafls-aaes—%#—hse?—se 1le19debeeb

Name: [Repeater #1: siot #1

Type: [MOTOTREO Repeater

Mode: [1P Site Connect

Connected

Serial Number : 484TMG4110
Firmware version: 2.6.0.7

Cancel

= ID
Default registration number (manufacturer's number);

= Name
System element's name in the system;

= Type
System type for a repeater/control station (in Digital or Analogue
mode).
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* Mode
System type for a repeater/connection mode for a control station.
For details on the control station modes, see section 5.12.6.1, Control
Station Connection Modes (page 59).

= Connected

e Serial number
Default system element’s serial number (manufacturer’'s number).

e Firmware Version
Current system element’s firmware version.

e Click the Reset button to test the connection to the system element.

Note: For a repeater, clicking the Reset button reconnects the

repeater.
For a control station, clicking the Reset button reloads

the radio.

Talk groups tab (for repeaters only)
= On the Talk groups tab, you can see selected Talk group info:

Repeater #1: Slot #1 x

Description  Talk groups  vglume

Specify available talk groups

[v | Al Call
[ | Firemen
[ | Police

= Specify available Talk groups for the system element in the list of
created Talk groups.
Selected Talk groups are available on the Radio tab in the system
element box in the drop-down list:

/_D Repeater #1: Slot #2

All Call E
Firemen
Police

Session:

Free channel

Sender:

]

R /T =
]

- /
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Note: Close TRBOnet Server before applying the system
element settings.

Volume tab (for repeaters only)
= On the Volume tab, you can see Volume settings for the repeater:

Repeater #1: Slot #1 x
Description  Tak groups  Volume

+ +

RX ™
Reset Reset

[ configure system volume

¢ Specify the RX and TX volume levels for the Repeater using a
volume control slider.

¢ Click the Reset link to set default volume level for RX or TX.

¢ Configure system volume

Select this option to save default volume settings for Voice
transmissions from the selected Repeater.

Trunked Channels tab

If the system you are inspecting is a trunked system, you will see the
Trunked Channels tab.

e Select the Trunked Channels tab.

['Lep x

Description Channels  Trunked Channels  Extras

5 Properties

Name Call Type
+/| Group 10 Group Call: 10
| Group 20 Group Call: 20
o |Private cal Private Call
of | Al cal Al call

e Double-click the channel in the list of trunked channels.
= Click the Properties tab on top of the dialog box that appears.

TRBOnet Enterprise Page 215 of 436
User Manual



neocom
software

Group 10 X

Description ~ Properties

[¥ Enable Recording
[¥ Shared by several systems (system bridge)

4 cancel

e Enable Recording
Select this option to enable Voice Recording for the channel.

e Shared by several systems (system bridge)
If this option is selected, the voice won't be detected in this channel.

Extras tab
e On the Extras tab, you can see the information about audio and data
transmissions:
IPSC 1sSlot 21 x

Description Channels Bxdras

Enable Recording
Use DTMF to inttiate phone calls
Use DTMF to inttiste control commands

Use DTMF commands to mute and unmute incoming audio
traffic from the channel in cansoles

Mute: 123

Unmute 321

= Enable Recording
Select this option to enable Voice Recording for the selected repeater.

= Use DTMF to initiate phone calls
Select this option to initiate phone calls via DTMF.

= Use DTMF to initiate control commands
Select this option to initiate control commands via DTMF

= Use DTMF commands to mute and unmute incoming audio traffic
from the channel in consoles
Select this option to use certain DTMF commands that can be sent to
the channel so that the channel will be muted/unmuted in active
consoles.
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e Mute
Enter the DTMF sequence that will be sent to the channel to mute
the channel in active consoles.

e Unmute
Enter the DTMF sequence that will be to the channel to unmute the
channel in active consoles.

6.4.5.2.2 Intercom Properties

e Select Intercom in the list and click the Properties button;
or,
double-click Intercom in the list of radio systems.

Channels tab

On the Channels tab, you see the list of Intercom channels.
These are the dispatcher groups you added in TRBOnet Dispatch Console
(see section 6.4.3.2, Dispatcher Groups).

Intercom x
Description  Channels  Trunked Channels Extras
Enable Voice Recording
Call Hangtime (ms):
Group Cal: [0 3
Private Call: 4000 S
T Timeout: 50 E|: seconds
Always transmit when the PTT is pressed

= Enable Voice Recording
Select this option to record all audio transmissions over the Intercom
channel.

Call Hangtime (ms):

= Group Call
This value sets the duration of reserving the channel after the end of a
group call transmission. During this time, only members of the
dispatcher group that the channel is reserved for can transmit.

= Private Call
This value sets the duration during which the private dispatcher call
setup is kept after a dispatcher releases the PTT button. This is to avoid
setting up the call again each time a dispatcher presses the PTT button
to transmit. During this time, other dispatchers can still transmit since
the channel is essentially idle.
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= TX Timeout
Enter the time, in seconds, to be used as a voice session limit. When
the dispatcher starts a voice session over the Intercom channel,
transmission will be interrupted after this TX Timeout expires.

= Always transmit when the PTT is pressed ("Impolite" channel
access)
Select this option so that when the PTT button is pressed, the
dispatcher will start transmitting regardless of whether the channel is
free or not (that is any transmission in progress will be interrupted).

6.4.5.3 System Bridge

TRBOnNet Dispatch Console provides the System Bridge function that allows
configuring the network for redirecting radio calls.

The administrator can create the following two types of system bridges:

1. System Bridge for Radio Channels - allows connecting all types of
Radios (analogue and digital radios, supports IP Site Connect, Capacity
Plus, Linked Capacity Plus and Connect Plus modes). See section 6.4.5.3.1
Radio Bridge.

2. System Bridge for Repeaters (Binary Patch) - allows connecting only the
repeater slots between IP Site Connect systems without
encoding/decoding voice and data. See section 6.4.5.3.2, Binary Patch.

To add a system bridge:
¢ Go to Administration (1), System Settings > System Bridge (2).

5§ TRBOnet Enterprise 5.3 / Dispatch Console - [m] X
File View Map Tools Help

-~

P 4

|4 Record20f3 F B | 4 »
[ Connected &3 B & By B | § Administrator | [ Licensed to: demo (Wak) Demo License =2 | @ Active-

e Click the Add button, and from the drop-down menu, select the System
Bridge type (3).
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6.4.5.3.1 Radio Bridge

Radio Bridge X

Name: [Radio Bridge

Bridge Mode: [channels redirect cals to each other B

PTT Button: [ Atz

Channels | Parameters | Initialization

Channels to redirect calls

System Group Mode
IPSC 1: Slot £1 Clezners Alwzys

icp1 - Any Groups \ Always \

e On the Channels tab, specify the following bridge parameters:

* Name
Enter a name for the Radio Bridge to display in the Radio Interface
pane.

= Description
Enter a description of the bridge.

= Bridge Mode
Select the mode from the drop-down list. For more details on System
Bridge types, see Radio Bridge Types (page 221).

= PTT Button
From the drop-down list, select how to display the PTT button in the
System Bridge box. There are 3 options available:

e Enabled when Bridge is activated
e Always Enabled
e Invisible

= On the Channels tab, click the Add button (1) to add a channel to the
list.

= In the System column, select a radio channel from the drop-down list
(2).
= In the Group column, select available group for the radio channel (3).
= Inthe Mode column, select a mode for the radio channel (4).
e Always
Enables the System Bridge always, regardless of the radio status
(online/offline).
e By Radio
Enables the System Bridge on a selected channel when there are
online radios capable to receive voice calls from the selected group.

e On the Parameters tab, specify call types for the System Bridge:
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Radio Bridge X
Name: |Radio Bridge

Vork Mode: | chamnels redirect the cals to each other B
PTT Button: [aiways Enabled B

Channels | Parameters | Initialization

Spedify call types for System Bridge:

W Veice Call ¥ TextMessage
I™ Check Radio I Telemetry
™ Enzble/Disable Radio ¥ Location (&PS)
™ call Alert I User Data

W Emergency Alert

cance

= Select call types to use in System Bridge mode.
= Click OK to add a System Bridge for the radio channels.
¢ On the Initialization tab, specify how the bridge will be initialized:

Radio Bridge X
MName: |Radic Bridge

Work Mode: |channels redirect the cals to each other B
PTT Button: [Always Enabled |

Channels | Parameters | Initialization

Specify call sources for System Bridge:
[V Call from dispatcher
Dispatcher: |tArw)

W Call from other bridge
Bridge: [cany)

¥ Call from radio
Radio: [ZAny)

Cance

= Call from dispatcher

Select this option and from the Dispatcher drop-down list, select the
desired dispatcher.

= Call from other bridge

Select this option and from the Bridge drop-down list, select the
desired bridge.

= Call from radio
Select this option and from the Radio drop-down list, select the desired
radio(s).

The System Bridge boxes are displayed on the Patch panel of the Radio
Interface pane:
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File View Map Tools Help
Voice Dispatch

Radio Interface| Telephany

Free ch

3

Recent Calls/Events

HO IR Recent CallfEvents_| Rados
Wfc
(@] Oniine, GPs Fixed
@ Online, No GPS
e O Offline (18} ~
() Radio235 [Jintercom [ [[] pispatcher Group 1 [«
r—q Free channel r——q Free channel
- -
------ e Al Cal S Dispatcher Group 1
[J1psc 1:shot #1 [ =@ [J1rsc 1: shot #2 [ @l
Location Tracking Cleaners Firemen
PTT Administrator PTT Administrator
Job Ticketing S Ciconers S i cail
Ceroup 11 @ Oeroup 22 @

h Free channel
PTT v

&)

N T.T —

Configure

Drag and Drop PTT Box here to create nev
aroup

[E capplus - cleaners

r"| 1PSC 1: Slot #1
_a Cleaners
1
Al Call

[ Firemen - Cleaners

S (@ 1psc1: slot#2
- Firemen

— ()IPSC1:Slot#1
Cleaners

: Voice Recording R Playback Save~|EJ Print | 11 Pause < Clear = 'Zi Reload | [ Filter By Radio | = Grouping "/ AutoFilter  Default Settings
Date | Radio System | Sender |Recpient | Message | Details Note |
@ Reports. 13Mar-20 4:09:55PM  [PSC 1:Slot #£2  Administrator Firemen Dispatcher 'Administrator' calls group .. Units: Administrator -
:09: IPSC 1: Slot #1  Administrator Cleaners Dispatcher ‘Administrator’ calls group .. Urits: Administrator
Event Viewer PSC 1:Slot £2  Administrator Firemen Dispatcher ‘Administrator’ calls group .. Urits: Administrator
IPSC 1: Slot 1 Administrator Cleaners Dispatcher ‘Administrator’ calls group .. Urits: Administrator
Radio Allocation [F) 13Mar-20 409:24PM  [PSC 1:Slot #2  Administrator Firemen Dispatcher ‘Administrator’ calls group .. Urits: Administrator
«NANGIIPM TS - Gp 21 dminictratne [a— Nicnatrhar cministratne’ ralle rrowm’rites Ariminictrator hd
4] Record 1of 185 b oo 4| 5
E Recent CallfEvents | Recent Calls | Requests ToTalk | Radio State | Active Tasks | | User actwity | Map | cameras
[ Connected 73 € B G B | @ saministrator | [ Licensed to: dem (Wakt) Demo License | @ nctive~

6.4.5.3.1.1 Radio Bridge Types
1. Channels redirect calls to each other

This is the most common type of System Bridge when data exchanges
between the channels set in the System Bridge settings. Thus, there is a
common channel for all the radios of the specified control stations:

To create this type of System Bridge, add a System Bridge and set the

Work Mode as Channels redirect calls to each other.

e Call via System Bridging:

i\

Analogue MOTOTREO
Radio Capacity Plus
network

Analogue
Control Station

Capacity Plus
Control Station
TRBOnet

System
Brid,

Buigpug
warshs e [l 3107

\
E

&,

IP Site Connect
Control Station

/
oigo ////
Control Station
MOTOTRBO IP
Site Connect

Y

Digital Radio
network

e Call via System Brid

2. Channel redirects calls to multiple channels

>
\///4
\\ /

Radio network

Voice Call via System Bridging

N contolsiton

TRBOnet
System

Bridging

Control Station [NRRRRR— ¢

—
—
~—
—

—

Voice Call via System Bridging ™

Radio network

—
~—

Control Station
%

Radio network
N
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To create this type of System Bridge, add a System Bridge and set the
Work Mode as Channel redirects calls to multiple channels.

3. Multiple channels redirect calls to one channel

?
\

To create this type of System Bridge, add a System Bridge and set the
Work Mode as Multiple channels redirect calls to one channel.

4. Redirect private calls

Select this mode so that private calls can be redirected between radio
systems.

5. Redirect private calls to group calls

Select this mode so that private calls will be redirected to group calls
within one radio system or between radio systems.

6.4.5.3.2 Binary Patch

Binary Cross Patch (IPSC Systems only) X
Name: Binary Patch
Rules
Rule Lof 2
slot: Slot1 M voice ¥ pata
Al Calls Private Cals W Group Calls
Groups: (All Groups)
Repeaters: (Al Repeaters)
Rule 20f 2
sSlot: Slot2 Voice Data
M all calls V! Frivate Calls Group Calls
Groups: (All Groups)
Repeaters: (Al Repeaters)
R Add X Delete
Cancel
¢ Name
Specify a name for the Binary Patch to display in the Radio Interface pane.
e Rules

Specify the rules for redirecting calls between IPSC systems. Click the Add
link below to add a rule.

= Slot
From the drop-down list, select the slot (Slot 1 or Slot 2) of the IPSC
systems being connected.

= Select the type of data: Voice and/or Data.
= Select the call types: All Calls, Private Calls, and/or Group Calls.
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= Groups

In the drop-down list, select the group(s).

Repeaters

In the drop-down list, select the IPSC systems to be connected via the

selected slot.

Note: The Binary Patch won't work if the NAI Voice feature is
enabled in an IPSC system.

The Binary Patch boxes are displayed on the Patch panel of the Radio Interface

pane:

File View Map Tools Help

Voice Dispatch
Bk 3

Radio Interface

or (0)

= Pre-recorded Messages [X] )

() online, GPS Fixe

Free channel

[B) st

Al Call
[] Text Messages

() oniine, No GPS () 7 control station #1 HEE W Derower PEE
© Q) Ofine 2) Free channel Free channel
() voice Dispatch alcal Charnel4 Eremen
3} 6Ps Positoning eroup 2 @ @@ || Dlrepeater s1:stots1 [ E3@
. Free channel Free channel
& 3ob Ticketing

Police. alcall
[+"] Route Management
[JRepester sr:5lot 42 [1] LA || [Jancan HEE

™™

Recent Calls/Events

4§ voice Recording
Date Radio System Sender
() Reports [ 170ct 2016 1921:07  Repeater #1:Sot #1125
[ 17-0ct-2016 14:21:06  Conbrol Station #1  Dispatcher
Event Viewer [0 17.0ct-2016 14:21:02  Control Station #1  Dispatcher
([ 17-0ct-2016 14:20:57  Control Station #1  Dispatcher

[ oceants 1wamst  Repe
1] 17.00k 9016 12:5051 Pl St &
. | 4] 4] Record 1oF333 ¥ | W[ ¢

i adminsror Recent Calls | Radio State | Active Tasks

5] Radio Acation sorsn 1z

Pianatrher

Recpient | Message
Al Allcallfrom'125' (00:01)
Al Al Callfrom cispacher
Al Al Callfrom cispatcher
Al Al Callfrom dispatcher ...
Al AllCall from 125 (00:01)
a Bl e it

veRoutes | User Activity | Map | C:

—1

[ Playback o Save~ (b Print | 11 Pause < Clear ~ '&i Reload | [ Filter By Radio | = Grouping '/ Auto Filter (-

Detais
Members: 125

Members: 125

To: Selected Chamnels

Patch on Repeaters

ery Potch

Default Settings || (47 Details 2’

Note Ext, Note

127001 &3 B B B | § Administrator | [24 Licensed to: demo Demo License

Note: System Bridges can also be created by dragging and
dropping the PTT boxes in the Radio Interface pane. It is
a temporary System Bridge that will stop working if you
exit TRBOnet Dispatch Console or disconnect from

TRBOnNet Server.

6.4.5.4 Alarm Management

The Alarm Management feature allows you to create rules for Alarms, Emails,
Notifications, Text Messages to radios, and other events. When a configured
rule is executed, the appropriate action(s) will start.

For example, an external application sends some text data, which contains the
text "alarm", to TRBOnet software. The text "Alarm" is configured as the rule to
start sending a predefined voice message (for example, "Alarm in Sector N") to
selected radios (for example, the group "firemen"). As a result, the group

"firemen" are notified about an emergency condition.

e Go to Administration (1), System Settings > Alarm Management (2) to

configure Alarm Management rules:
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e Click Add (3) to add a new Alarm Management rule.

File View Map Took Help

Administration Alarm Management

-2 Profiles = Add =) Edit [Z] Create a Copy | [k Delete
-7 System Settings e
(J Database | vl BatteryLe
~{iaj Systems

v Send DTMF
#854 System Bridge

[EY Alarm Management| 3
& Tasks

EAEJ_'I Voice Dispatch 2

g Location Tracking

@r Job Ticketing

[] Text Messages
Event Viewer

[72) Radio Allocation

/1

4| 44| «|Record 20f 2 k| Wb ¢

@ Administration 1

I~

[@ Connected &3 @ B | § Administrator | [ Licensed to: demo (Demo License)

@ Active~

Note: The administrator can also create a copy of the existing
Alarm Management rule. Select a rule in the list and
click the Create a Copy button. The system will create a

copy of the rule with the same configuration

parameters.

Name
Enter a name for the alarm rule.

e On the Sources tab (1), click Add (2) to add an alarm source to the rule.

Source

Source: [active Group Changed
Active Group Changed

@ Activated by ar A2 Mode OFF

() Activated by se

|Alarm Mode On

Eattery Level

oM Port

Custom Event

% Do not perform| Delivery Confirmation
Dispatcher Presence Alarm
DTMF

Emal

Job Ticket Status
Low Disk Space on Server
Modbus (master)
Modbus (save)
Outdated Radio's Location
2 PTT Event
Racio Alocation
Radio Status
Route Events
SCADA Event
SCADA Threshold
i Schedulers
= Status Message
SWIFT
System Events
System or Site Change
L Telemetry
Text Message
Tied Beacon Lost
Timer Status
Voice Cal

Source

External Network Comnection

From the drop-down list (3), select the alarm source to add to the rule.

For a description of the alarm sources, see TRBOnet Enterprise/PLUS

Alarm Management User Guide.

Note: Select the alarm source you want to enable. In case no
source is selected, all configured alarm sources are

disabled by default.
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Alarm Management

Name: [Battery Level

Sources || Time Range | Location || Actions

Select one or more alarm sources that wil be moritored,
IFtnoor lected, the alarm will be triggered
et

| Batterylevel  Active Radios: Al; Battery Level: 15%;

V] TextMessage  Active Radios: 3; Text: Pre;

Add Edit Delete

Cancel

¢ Click the Time Range tab to set the time at which the alarm rule will be

applied.
= All Time

Choose this option so that the rule will be valid all the time.

= Selected Time

Choose this option so that the alarm rule will be applied on the

selected days of the week at the selected time.

o Select the days of the week and specify the time ranges.

e Click the Location tab.
Under this tab, select the regions inside or outside of which the alarm
rule will be applied. You can also select the beacons in the coverage zone
of which the alarm rule will be applied.

Note: When COM Port and/or External Network Connection

= Regions
Select Enable to add regions to the alarm rule.

Alarm Management

Name: [ew Fuie

Sources || Time Range | Location [ Actons

ocation-hased rules trigger actions based on the location of selected devices
Alarm sources wil be monitored if any location-based condition is met.

Regions

Enable

Radio Locatian: [nseeregons |

() AllRegions

(® selected Regions
Beacons

Enable

) All Beacons

(®) Selected beacons

E

are selected as the alarm source, the Location rule
won't be applied.
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e Radio Location

From the drop-down list, select whether the alarm rule will be

applied Inside Regions or Outside Regions.
¢ All Regions

Choose this option to apply the alarm rule inside/outside all map

regions.

e Selected Regions

Choose this option to apply the alarm rule only inside/outside

selected regions.
v Regions

In the list, select the region(s).

= Beacons

Select Enable to add beacons to the alarm rule.
e All Beacons

Choose this option to add all beacons to the alarm rule.

e Selected Beacons

Choose this option to add only selected beacons to the alarm rule.

v Beacons

In the list, select the beacon(s).

Click the Actions tab (1) to set actions for the rule.

In the Actions list, the administrator can add and configure actions to be
executed when the events configured and selected in the Sources page

are triggered.

Click Add (2) to add an action:

Select one or more actions that will be performed wh
the order shown

= Action Type

From the drop-down list (3), select the action type.

Action

Action Type

ispal
)escription
Dynamic Regrouping
Email
Geofencing Ruies

s Job Ticket: Create and Assign
- Lone Worker
R Map Object: Create New

Map Object: Delete Existing
Map Object: Edit Properties
Modbus

Phone Call Establishment
Radio: Disable
Radio: Link Teltonika Device
Radio: Private Call

Radio: Remote Monitor

Radio: Request Location

Radio: Set Alarm

Radio: Set Locaten Profile
Radio: Set Logical Groups
Radio: Set Radio Groups
Radio: Unlink Teltonika Devices

Add X Remove Request To Tak

RFID Signal: Emergency Contact
v

Repeat this many tmes pers 5ol Supervisc

M

[ Clear

Route
acknowledge S8
Send Push Motification
Send to External IP Data Source
sws
Swift Agent Telemetry
Swift Command

User Activity
Virtual Modbus Device
Voice Message
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For a description of the action types, see TRBOnet Enterprise/PLUS Alarm
Management User Guide.

Note: After you configure the alarm rule, enable it by
selecting the checkbox beside it. In case when no alarm
rule is selected, the action will not be started.

File View Map Tools Help

A‘iminislralion Alarm Management € [0

(& Profiles Sk Add =) Edit =] Createa Copy | Sk Delete

=+ System Settings Name oy
[l Database | Battery Level
i Systems vl_Send OTMF

L.z System Bridge
{5} Alarm Management
il Tasks

(=l voice Dispatch

@ Location Tracking

&3 30b Ticketing

[] Text Messages

Event Viewer

53] Radio Allocation

P —
M4 4| Record 20f2 »|w M| 4 3

[ Connected &3 B B | & Administrator | [ Licensed to: demo (Demo License) @ Active~

6.4.5.5 Tasks

This section describes how to configure the tasks that can be performed in
TRBOnet Dispatch Console.

e Go to Administration (1), System Settings > Tasks (2), and see the list of
the tasks in the right pane.

File View Map Tools Help

Administration Tasks &

-5 System Settings h Add g5 Edit | Bk Delete
~ [J Database Task N:me\\ ’
tiah Systems v Gy Dispatcher Presence Contrd) 3
i System Bridge

5 Al " 5% Export to SWD - Location of radio
i5) Alzrm Managemen

Geofendng
ENdle Time
% Rydio Allocation {Sprite Forms)

¥
. Phone Calls
([ Request to Talk 2
- nd Email Notifications

[\l voice Dispatch 4 UseNdgtaty

Location Tracking

@ Job Ticketing

[] Text Messages

Event Viewer
[*] Radio Allocation 1
o M ]
W4« Record30f7 b m | 4 »
[ Connected &5 B B | 8 Administrator | [ Licensed to: demo (Demo License) @ Active~

e To create a task, click Add (3), and from the drop-down list, select the
appropriate task.

Note: After you have created a task you need to enable it. Just select
the checkbox (4) beside the task you want to enable.
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6.4.5.5.1 Dispatcher Presence Control

When enabled, this feature checks the presence of dispatchers and sends
notifications to interested parties if the specified dispatchers are not presentin
the system.

¢ In the Tasks pane, double-click Dispatcher Presence Control.

¢ In the Dispatcher Presence Control dialog box, specify the following
options:

Dispatcher Presence Control x

Presence timeout 10 5 minutes

Reminder time 30 % seconds

(®) Al Dispatchers
(O) Selected Dispatchers

MNotifications

0K Cancsl

= Presence timeout
Enter the time period, in minutes, that will be used as a timeout to
check for the presence of dispatchers.

* Reminder time
Enter the time period, in seconds, that will be used to show a reminder
pop-up dialog before the planned time of performing the check. When
the reminder appears on top of the screen, the dispatcher must click
the round button in the center to confirm their presence in the system.

= All Dispatchers
Choose this option button so that all dispatchers will be checked for
presence.

= Selected Dispatchers
Choose this option button so that only selected dispatchers will be
checked for presence.
o Dispatchers

In the drop-down list, select the dispatchers.

= Notifications
Click this link to select who will receive the appropriate notifications.
The recipients may include dispatchers, Email groups, SMS groups,
radios, and radio groups.

6.4.5.5.2 Export to SWD - Location of radio

When enabled, this task will perform exporting location data to a dedicated
SWD Server database.

¢ Inthe Tasks pane, double-click Export to SWD - Location of radio.
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e Inthe Export to SWD - Location of radio dialog box, specify the
following options:

Exportto SWD - Location of radio x

Eonnection; } Radios |

SWD Server Address: |swd.trbunat.cum Port: |SDDD jl

TRECNet Server Address: |ports.trbonet.com Part: |28200 il

I¥ Send data with confirmation

Connection tab
e SWD Server Address
Enter the IP Address of the PC with the running SWD Server.
= Port
Enter the port number that will be used for the connection.
e TRBOnet Server Address
Enter the IP Address of the PC with the running TRBOnet Server.
= Port
Enter the port number that will be used for the connection.
¢ Send data with confirmation

Select this option to send location data to the SWD server until a
confirmation is received.

Radios tab

e Add data received from all radios
Choose this option so that location data will be sent to the SWD server
from all radios in the system.

¢ Add data received from selected radios

Choose this option, and in the list below, select the radios whose location
data will be sent to the SWD server.

6.4.5.5.3 Geofencing
The Geofencing feature allows controlling the location and speed of radios
relative to manually defined regions on the map.

The Geofencing monitoring consists of the manually defined regions and the
tasks. The regions specify where to apply the rules, while the tasks specify how
to apply the rules for the regions and radios.
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e Inthe Tasks pane, double-click Geofencing.

The administrator can add/disable/delete the rules for Geofencing as well as
edit the currently selected rules:

Geofencing and Speed Control x

General | Time Range | Location| speed| Regions| Radios| Lone Worker|

| Monitor Area 1

vl Monitor Area 3 Select the general parameters of the rule

Name [Monitor Ares 3 |

Description: | Wattch out for the strangers

After the rule is triggered:
[] Reset Alarm mode when the rule conditions are no longer met

1 2 &

[Rerun the ryés after each rule mudwﬁcanu?/server restart, and at Lﬁ{starl of each scheduled tme window {not recommended) ( E )

7 / v
[ addrie  [-][  Disberut || pekterue | Cancel

e Click the Add Rule button (1) and select the appropriate rule from the
drop-down list (Map Region, Beacons, Radios) to add a rule to the current
Geofencing configuration. A new rule will be displayed in the list of rules
(4).

e Click the Disable rule button (2) to disable the selected rule.

e Click the Delete rule button (3) to delete the selected rule.

e Rerun the rules after each rule modification, ...
If you select this option (though it is not recommended), the rule will be
rerun each time the rule is modified, or the server is restarted, or when
the scheduled time window starts.

6.4.5.5.3.1 Map Region Rule
This section describes settings that can be applied for a Map Region rule.

General tab

¢ Name
Enter the rule name.

e Description
Add a description of the rule.

o After the rule is triggered
= Reset Alarm mode when the rule conditions are no longer met
Select this option to reset Alarm mode after the rule is triggered.
Time Range tab
On this tab, you can select which time periods the rule will be monitored.

e AllTime
Choose this option to monitor the rule all the time.
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o Selected Time
Choose this option and specify the days of week and the time of day the
rule will be monitored.
= Click the Add link.

o Day of Week
From the list, select the day of week on which to monitor the rule.
o Start
Specify the time of day at which to start monitoring the rule.

End

Specify the time of day at which to stop monitoring the rule.

Location tab

Geofencing and Speed Control

| Moritor Area 1

General| Time Range [ Location | speed| Regions| Radios| Lone Worker|

Define the radio's relative positioning conditions which will trigger the rule and choose
o ns to perform when the rule is executed

Trigger this rule when radio:
[ enters selected regions
Leaves selected regions

ted/overlapping regions:

perform the following actions:
Activate Alarm mode

O Activ

Redpients
[] send RTT to source radio

[IRerun the rules after each rule modification, server restart, and at the start of each scheduled tme window (not recommended) ( E )

[_addruie [

Disable Rule

| [__peketeruie

Trigger this rule when radio:

e Enters selected regions
Select this option so that the rule will be triggered as soon as a radio
enters the selected region.

e Leaves selected regions
Select this option so that the rule will be triggered as soon as a radio
leaves the selected region.

e For multiple nested/overlapping regions

Choose one of the options specifying for multiple regions whether to
consider only an outer border of the group of regions, or any border of a
region within the group.

Perform the following actions:
Here you specify which actions to execute when the rule is triggered.
e Activate Alarm mode
Select this option to activate an Alarm mode in the Dispatch Console.

e Activate Lone Worker mode
Select this option to automatically activate a Lone Worker mode for the

radio in case of entering or leaving the selected region.
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¢ Notify source radio
Select this option to automatically send a text message to the radio when
it enters or leaves the selected region.

¢ Send notification
Select this option to send a notification when the radio enters or leaves
the selected region. Click the Recipients link and specify the recipients to
send the notification to.

e Send RTT to source radio
Select this option to automatically send a Request-to-Talk to the radio
when it enters or leaves the selected region.

Speed tab

Geofencing and Speed Control x

General| Time Range| Location | Speed | Regions| Racios| Lone warker|

| Monitor Area 1

Define the radic's motion atiributes which wil trigger the rule and choose spefic
actions to perform when the rule is executed

Trigger this rule when radio:
[ Moves faster than: 60 7| kmh

[CIRerun the rules after each rule medification, server restart, and at the start of each scheduled time window {not recommended) ( E )

[__addrie  [-][ osberue |[ peketerue Gancel

Trigger the rule when a radio:

¢ Moves faster than
Select this option and specify the maximum allowed speed for the
vehicles. The rule will be triggered when the vehicle with the radio
exceeds this speed limit.

¢ Moves slower than
Select this option and specify the minimum allowed speed for the
vehicles. The rule will be triggered when the vehicle with the radio drops
below the specified speed.

¢ Remains motionless longer than
Select this option and specify the time period, in seconds, during which
the vehicle is allowed to remain motionless. The rule will be triggered
when the vehicle with the radio remains motionless longer than this
specified time period.

e Monitor speed in relation to regions
From the drop-down list, select where to monitor the speed of the
vehicles: inside or outside the selected regions, or independently of the
regions.
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Perform the following actions:
Here you specify which actions to execute when the rule is triggered.
e Activate Alarm mode
Select this option to activate an Alarm mode in the Dispatch Console.
¢ Notify source radio

Select this option to automatically send a text message to the radio when
it enters or leaves the selected region.

e Send RTT to source radio

Select this option to automatically send a Request To Talk to the radio
when it enters or leaves the selected region.

Regions tab

‘ Geofencing and Speed Control X
] [ Genersl] Time Range| Location| Speed] Regions | Racios| Lon Worker|
Moritor Area 1
Moritor Area 3 the rule wil be triggered
| Moritor Zone 2
ele
Regions
[ 456789
Oy
O Route 1
[ Route 2.
Zone 2
Select Al Deselect All
[JRerun the ruies after each rule modification, server restart, and at the start of each scheduled time window (not recommended) (1)
[ addrue  [r][  Dsablerue |[  Deleterue Cancel

e Allregions
Choose this option to apply this rule for all regions.
e Selected regions
Choose this option to apply the rule for one or several regions.
o Select all
Click this button to select all regions in the list.
o Deselect all
Click this button to deselect all regions in the list.
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Geofencing and Speed Control X
General| Time Range| Location| Speed| Regions| Radios | Lone Worker|
Apply the rule to selected radios:
O Alradios
@ selected radies
o
> [v] Ca Al
“[@mu
@® s
@ 444
@ rado23s
>»[mmaz
>[Im0
> [ ][ Cleaners
[ Firemen
12 3 4 5 6
=l a -8t |-

[JRerun the rules after each rule modification, server restart, and at the start of each scheduled time window (not recommended) (1)

[ addrue  [-][ osebekue ][ Dekterue

e Allradios
Choose this option to apply this rule for all radios.

o Selected radios
Choose this option to apply the rule for one or several radios.

e Select all (1)
Click this button to select all radios in the list.

e Clearall (2)
Click this button to deselect all radios in the list.
e Collapse all (3)
Click this button to collapse the view of radios in the list.
e Expand all (4)
Click this button to expand the view of radios in the list.
. s
Click this button, and from the drop-down menu, select filters for the

radios to be displayed in the list (Online (Indoor, GPS Fixed, No GPS),
Offline).

. Bl

Click this button, and from the drop-down menu, select which list to
display: Radio List, Radio Groups, or Logical Groups.
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Lone Worker tab

X
General| Time Range| Location| Speed| Regions | Radios [ Lone Warker |
Select the tasks to be executed when the rule s rigaered
O Al tasks
(® selected tasks
Lone Workers
[ Lone Worker
[JRenn the rules after each rule modification, server restart, and at the start of each scheduled time window (not recommended) (1)
[ worwe  [o][ ombere |[ oeinie Lo J[ e |

e All tasks
Choose this option to execute all Lone Worker tasks configured by the
administrator when the rule has been triggered.

e Selected tasks
Choose this option, and in the list below, select the Lone Worker tasks to
be executed when the rule has been triggered.

6.4.5.5.3.2 Other Rules

This section describes settings that can be applied for Geofencing rules of the
types other than Map Region. These settings are represented in the table
below:

Rule Type ’ Tab Name Parameters Description

Settings common General Name - Enter the rule name.

for all rule types Description - add the rule description.

All Time
Choose this option to monitor the rule all the time.
Selected Time
Choose this option and specify the days of week and
the time of day the rule will be monitored.

= Click the Add link.

o Day of Week
From the list, select the day of week on which
to monitor the rule.

e Start
Specify the time of day at which to start
monitoring the rule.

e End
Specify the time of day at which to stop
monitoring the rule.

Time Range

Radios All radios - choose to apply this rule for all radios;

Selected radios - choose to apply the rule for one or
several radios;
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Rule Type Tab Name Parameters Description

Beacons General Rule Type:

Allows configuring Beacon entry - select to enable the rule when a
rules when a radio radio enters the beacon coverage zone.

enters or leaves Beacon exit - select to enable the rule when a
the beacon radio leaves the beacon coverage zone.

coverage zone . s
9 Activate Alarm mode when the rule is triggered -

select this option to activate Alarm mode in the
Dispatch Console if Beacons rule has been triggered.

Reset Alarm mode if the rule is not triggered -
select to reset Alarm mode in the Dispatch
Console automatically if the rule condition was not
triggered (for example, when Beacon entry is
selected and the radio enters the monitored
coverage zone and then leaves the zone, the
alarm mode in the Dispatch Console will be reset
automatically).

Send RTT to radio when the rule is triggered -
select this option to automatically send a
Request To Talk to the radio if the rule has been
triggered.

Send text message to radio when the rule is
triggered - select this option to automatically send a
text message to the radio if the rule has been
triggered.

Activate Lone Worker when the rule is triggered -
select this option to allow automatically activating a
Lone Worker policy for a radio in case of entering or
leaving beacon coverage zone.

Time Range See above.

Radios See above.

Beacons All Beacons - choose to apply this rule for all
beacons;

Selected beacons - choose to apply the rule for one
or several beacons.

Lone Worker All tasks - choose to apply all tasks configured by the
administrator when the rule has been triggered;

Selected tasks - choose this option, and in the list
below, select the Lone Worker tasks to be executed
when the rule has been triggered.
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Radios General Rule Type:
Allows using Geofence entry - select to enable the rule when a
radio(s) as map radio enters the proximity zone associated with
region(s) and another radio.
monitoring when Geofence exit - select to enable the rule when a
another radio radio leaves the proximity zone associated with
enters or leaves another radio.
the vicinity of the . e

- Y Activate Alarm mode when the rule is triggered -
radio’s zone

select to activate Alarm mode in the Dispatch Console
if Radios rule has been triggered.

Reset Alarm mode if the rule is not triggered -
select to reset Alarm mode in the Dispatch Console
automatically if the rule condition was not triggered
(for example, when Geofence entry is selected and
radio enters the monitored vicinity zone and then
instantly leaves the zone, alarm mode in the Dispatch
Console will be reset automatically).

Send text message to radio when the rule is
triggered - select to inform radio user if the rule has
been triggered.

Send RTT to radio when the rule is triggered -
select to inform radio user if the rule has been
triggered.

Minimum distance between radios - specify the
distance, in meters or feet, depending on what is
chosen in Tools > Options > Advanced /
Measurement system. When a distance is less than
the selected value, the rule will be triggered
according to the settings above.

Color of region - select the color for the radio's
proximity zone.

Time Range See above.

Proximity Select the radios in the proximity zones of which the
Zones rule is applied.

Radios See above.

Map Regions Rule works only in regions
Select this option and then choose either All regions
or Selected regions.

6.4.5.5.4 Idle Time

The Idle Time feature allows monitoring vehicles idle time assigning Telemetry
Commands on selected VIOs.

¢ Inthe Tasks pane, double-click Idle Time.
Specify the telemetry command to set the Idle Time:
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Idle Time x

Start vio: [T 1] Command: [vigh

Bl
Stop vio: | 14| command: [High -

Start
e Specify the telemetry VIO and Command to start the Idle Time task.

Stop
e Specify the telemetry VIO and Command to stop the Idle Time task.
The administrator can see Idle Time reports and statistics.

Click Reports (1), and under Location History > Vehicle Tracking, select
Idle Time (Summary) or Idle Time (Detailed) (2), and specify report
parameters:

Vehicle Tracking je[¢]S]

Idle Time (Summary) savedprofies: ot selncted-
ermoey eformaton on e v gt ko fe wisch the 16 T sk confnred o et

Save Reportprofie Deete Reportprofie

Note: Specify the speed accuracy value in the Speed box (3).

6.4.5.5.5 Radio Allocation (Sprite Forms)

This function is used for direct communication between the dispatcher and the
subscriber via special Tallysman Option board installed into the radio. The
dispatcher and subscriber have special form templates. The dispatcher receives
Duty ID of the subscriber with his template output form whereas the
subscriber sends it using his template input form. The radio name changes to
its Duty ID.

Note: Any activity may be decoded with its Duty ID so this is a
way to communicate for the dispatcher and subscribers
only.

¢ Inthe Tasks pane, double-click Radio Allocation (Sprite Forms).
e Load the Sprite Form (output template) and select the Field Name:
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Radio Allocation (Sprite Forms) x

Form Description:

(APP_VERSION1=0.14 -
APP_VERSION2-1

DATE_MODIFIED=12/12/2012 8:21:05a.m.

FORMATTED=
0203000FBIECOAFS02FBO04ESA204275730128000000106120500028768CEQF1
OFBOOF5025368696674206E756D62657235AD781E

AS_ARRAY=0:02, (03, (00, 00F, (xBY, (x8C, (DA, BcF5, (02, OxFB, (<00,
Ox4E, Ox5A, (20, (xd2, (75, 073, (01, (80, (00, (0O, (01, (06, (x18,
0x05, 200, (02, (<87, (x68, IxCE. (xOF, Bx10, BcFB, (00, OxF5, (<02, (53,
0x68, (x63, (66, (74, (20, (xBE, (75, (eBD, (x62, (65, (72, (35, (xAD,
0x78. I 1E

METADATA=-0002000000000000

m

FORM_TITLE=NZ Bus
FORM_ID=2
FORM_REVISION=3

[Field Data #0]
jEmamt ot iy berg -

Load

Field Name Shift number ﬂ

Cancel

e Click OK to add a Sprite Form.

6.4.5.5.6 SMS and Email Notifications
TRBOnet Dispatch Console allows managing text messages:

1. Send Text Messages from LAN to a particular radio or talk group (POP3
Server);

2. Forward all Text Messages from radios to base radio to particular email
address (SMTP Server).

Note: Microsoft Exchange Server can be used as SMTP and
POP3 servers. For more details on SMTP or POP3
servers, ask your System Administrator.

¢ Inthe Tasks pane, double-click SMS and Email notifications:

SMS settings tab

SMS and Email Notifications X

SMS settings  Outgeing

ettngs (SMTP)  Incoming Email settings

rkc to dispatchers)

Outgaing me: (From dispatchers to radio network)

SMS Groups

o

= Send SMS to recipients if radio is in alarm mode
Select this option to send an SMS in case of an alarm on the radio.

TRBOnet Enterprise Page 239 of 436
User Manual



neocom
sOfFtware

= Send MMS to recipients if radio is in alarm mode
Select this option to send an MMS in case of an alarm on the radio.

Forward Text Messages to mobile phones

= Input messages (from radio network to dispatchers)
Select this option to forward incoming text messages to mobile
phones.

= Output messages (from dispatchers to radio network)
Select this option to forward outgoing text messages to mobile
phones.

For more details on SMS settings, see section 5.19.2, Outgoing Mail Server
(page 110).

A radio sends text messages to the base station. TRBOnet Server forwards all
text messages to a particular email address (for example,
admin@yourcompany.com). The administrator receives text messages from
radios as regular emails.

Outgoing Email settings (SMTP) tab

SMS and Email Notifications X

= Send email to recipients if radio is in alarm mode
Select this option to send an Email in case of alarm.
Forward Text Messages to email recipients

= Input messages (from radio network to dispatchers)
Select this option to forward incoming text messages to Email
address(es).

= Output messages (from dispatchers to radio network)
Select this option to forward outgoing text messages to Email
address(es).
Incoming Email settings tab

TRBOnNet Server connects to POP3 server, reads emails and sends text
messages to radios or talk groups.

1. Create an email account on your email server.

TRBOnet Enterprise Page 240 of 436
User Manual


mailto:admin@yourcompany.com

neocom
software

2. Send an email to radioserver@yourcompany.com. In the Subject field,
enter either 'RadioID:XXX' to send an email to a selected radio, or
'GroupID:XXX' to send an email to a selected radio group.

Note: If you don't properly specify the email Subject, or
specified a non-existing RadioID (or GrouplID), a
corresponding notification will appear in the Event
Viewer of the Dispatch Console.

e Forward incoming emails to radios
Select this option to forward incoming emails to radio network.
6.4.5.5.7 User Activity

The User Activity function allows the dispatcher to create the statuses to
which radios can be assigned due to their activity.

For example, if a radio sends an On duty message or presses an exact preset
telemetry button, this radio gets assigned to the On duty status in the Dispatch
Console. The dispatcher can also manually assign desired statuses to radios.

e Inthe Tasks pane, double-click User Activity:

Statuses tab

User Activity X
Statuses  Advanced
Mame Description

@ offouty

@® onouty

® User Activity £1

Add Edit Delete
Cance

e Click Add to add a User Activity status:

User Activity Configuration X
General  Logical Groups
Name: [User actvity =1 |
Desaription:
Background: @) sea .|+
Assign this status to radios by using the following rules:
Manualy by dispatcher
[ Automatically by receiving Text Message from a radio
[0 Automatically by receiving Telemetry Command from a radio
1 S Any event
[ Automatically by receiving DTMF command from & radio
[0 Automatically by receiving Status Message from a radio
Cancel
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Name
Enter a name for the user activity status.

Description
Add a description for the user activity status.

Background
Select the background color to display the radios assigned to the
status.

Assign this status to radios by using the following rules:

Manually by dispatcher
Select this option to assign the status to radios manually.

Automatically by receiving Text Message from a radio

Select this option to assign the status to the radio list after receiving a
text message from the radio. If you select this option, enter the text
message in the Message box.

Automatically by receiving Telemetry Command from a radio
Select this option to assign the status to the radio after receiving a
telemetry command from the radio. If you select this option, specify
the VIO contact, and from the Command drop-down list, select the
signal level at which the radio should send the telemetry command.

Automatically by receiving DTMF command from a radio

Select this option to assign the status to the radio after receiving a
predefined DTMF command from the radio, for instance, #11#. If you
select this option, specify a DTMF combination without the #
characters in the Command box.

Automatically by receiving Status Message from a radio

Select this option to assign the status to the radio after receiving a
specified Status Message, for instance, 1. If you select this option,
specify the Status.

Click the Advanced tab:

User Activity x
Statuses  Advanced

Assign default status to offiine radios

Timeout: 1 2| minutes

e

e Assign default status to offline radios
Select this option to assign the default status to offline radios.
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e Timeout
Specify the time period, in minutes, after which the default status will be
assigned an offline radio.

6.4.5.5.8 Lone Worker

The Lone Worker policy lets the dispatcher set a time interval the
communication with a radio user is expected. For example, if a lone worker has
not called the dispatcher for 15 minutes, the radio receives a message and the
Dispatcher receives an alarm signal.

e To add a Lone Worker task, in the Tasks pane, click Add > Lone Worker.

e Inthe Lone Worker dialog box that appears, specify the following

parameters:
Lone Worker =
Task name: Lone Worker
Tesk Start  Conditions  Task Stop
[ Manually by dispatcher
Automatically by receiving Text Message from a radio
Message: Start |
Automatically by receiving Telemetry Command from a radio
VIO: 1 2| Command:  |Any event -
[] Automatically by receiving DTMF command from a radio
[] automatically by receivin g Status Message from a radio
Send text message to radio
Message: ‘LW started|
Cencel

e Manually by dispatcher
Select this option to start the Lone Worker task manually by the
dispatcher.

e Automatically by receiving Text Message from a radio
Select this option so that the Lone Worker task will start after receiving a
message from a radio. If you select this option, specify a text message in
the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option so that the Lone Worker task will start after receiving a
telemetry command from a radio. If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal level at
which the user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option so that the Lone Worker task will start after receiving a
predefined DTMF command, for instance, #11#. If you select this option,
specify a DTMF combination without the # characters in the Command
box.
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e Automatically by receiving Status Message from a radio
Select this option so that the Lone Worker task will start after receiving a
specified status from a radio. If you select this option, specify Status.

¢ Send text message to radio
Select this option and in the Message box enter the text message that
will be sent to the radio when a Lone Worker task is started for that radio.

Conditions tab

Lone Worker X

Task name: Lone Warker

Task Start Conditions  Task Stop

Response time 30 5 minutes

Send notification to radio
Reminder time 50 =] seconds
(® Send Request To Talk
(O Send Text Message

[] Reset Lone Worker when receiving Text Message
[] Reset Lone Warker when receiving Telemetry command
1 3 Any event -

[] Reset Lone Worker when the distance has been traveled

[] Do not trigger alarm if radio is offine for less than

Cancel

e Response time
Specify the time period, in minutes, that determines how long TRBOnet
Server waits since the last radio transmission.

¢ Send notification to radio
Select this option so that TRBOnet Server will send a notification to the
radio before raising the alarm if the radio has not transmitted for the
specified time period.
= Reminder time
Specify the time period before it comes to raise the alarm, to send a
notification asking the radio to respond.

= Send Request to Talk
Choose this option to send a Request-to-Talk to the radio.

= Send Text Message
Choose this option to send a text message to the radio. Specify the
message text in the Message box.

¢ Reset Lone Worker when receiving Text Message
Select this option to reset the Lone Worker task after receiving the
message specified in the Message box.
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¢ Reset Lone Worker when receiving Telemetry command
Select this option to reset the Lone Worker task after receiving the
telemetry command. If you select this option, specify the VIO contact, and
from the Command drop-down list, select the signal level at which the
user's radio should send the telemetry command.

e Reset Lone Worker when the distance has been traveled

Select this option to reset the Lone Worker task after the distance
specified in the Distance box has been traveled.

e Do not trigger alarm if radio is offline for less than
Select this option so that the alarm is not triggered if the radio is offline
for a time less than the time specified in the Interval box.

Task Stop tab

Lone Worker

Task name: Lone Worker

Task Start  Conditions  Task Stop

Manuzlly by dispatcher
[] Automatically by receiving Text Message from a radio

[ Automatically by receiving Telemetry Command from a radio

1

Automatically by receiving DTMF command from a radio
Command: 123 #123%

[] Automatically by receivin g Status Message from a radio

[ Automatically when a radio goes offline
[] send text message to radio

Cancel

In the Task Stop tab, you can specify how to stop the Lone Worker task.
The available options are similar to those you specified on the Task Start

tab.

Enabling Lone Worker

e To enable the Lone Worker task for a selected radio, go to Voice Dispatch
(1), right-click the selected radio (2), and choose Start Lone Worker (3):
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eeeeeeeee
Private Call
Send Call

Request Location

Send Message..
Advanced

Find on Google Earth

Show Route on Google Earth

Bl @

Monitoring » Le channel

Specify Custom lcons.
Set Radlio Channel =

Patch on Repeaters
1: Slot #1 1l « 1] ["Repeater 21: Slot #2 il « |2 -

e~ (i Print | 1 Pause f Clear ~ & Reload | [ Filter By Radio | = Grouping '/ Auto Filter (2> Defautt Settings >

Date |Radosystem  [sender  |Recpent | Message | petals [ note [Ext.note |
210ct 2016 17:56:27  Repeater #1: So... Administra... Polce Dispatcher ‘Administr.. Members: Administ... R
Repeater £1: So... Admiistra... Polce Dispatcher ‘Adriristr... Members: Admiist.

Repeater #1: Slo... Administra... Al Al Call from dispatch... Members: Administr...

Repeater £1: So.., 125 Al Al Call from 125’ (00.... Members: 125

Repeater #1: So... 235 Al Al Call from 235 (00.... Members: 235

21k INE 78T Denester #dn 97 a B0 Al frrm "9 0 Memhers: 775 id
| «| <] Record 10f 453 >r§r:urf4| »

Recent CallEvents | Recent Calls | Radio State | Active Tasks || [ ier Aciivityal| Mg} Canerasy]

6127001 25 By B | § Administrator | [ Licensed to; demo Demo License | © Active-

e To monitor the Lone Worker task, click the Active Tasks tab:

Patc
Binary Patch

1Ml Stop | = Grouping ‘[ Auto Filter @ Default Settings
Task. | Radio
Lone Worker 1 125 (Pete) 125 16:55 ——————— 1725

1] 4]« Record 1oF 1 ¥ [ ][4 ] |
0 T e T e
B 127001 &5 € B | & Administrator | [ Licensed to: demo Demo License | @ active-

6.4.5.5.9 Lone Worker Scheduler

The Lone Worker Scheduler task allows configuring a schedule for the Lone
Worker task.
e To add the task, in the Tasks pane, click Add > Lone Worker Scheduler.

e Task name
Enter a name for the task.

Time Range tab
e All Time
Choose this option to run the task all the time.
o Selected Time

Choose this option and specify the days of week and the time of day the
task will be run.

= Click the Add link.
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o Day of Week
From the list, select the day of week on which to run the task.

e Start
Specify the time of day at which to start running the task.

e End
Specify the time of day at which to stop running the task.
Radios tab

e Allradios
Choose this option to run the task for all radios.

e Selected radios
Choose this option to run the task for one or several radios.
Lone Worker tab
e Lone Worker
From the list, select the Lone Worker task.

Note: When a Lone Worker task is mentioned as Disabled,
enable it on the Tasks pane.

= Only online radios
Select this option to run the selected Lone Worker task on online
radios only.

= Terminate active task
Select this option so that the selected Lone Worker task will interrupt
the previously started task.
6.4.5.5.10Export Data

TRBOnNet Dispatch Console provides the Export Data function, which allows
exporting data to an external database table.

e To add an Export Data task, in the Tasks pane, click Add > Export Data.
e Inthe Export Data dialog box, specify the following parameters:

Export Data X

Task name: ‘Exportto database table - Location of radio |

Type: |Export to database table j

Data: [Location of radio -l

Connection Data  Scheduler  Advanced

(" Use default connection

{# Select connection

Server name [ocal)\sqLExPRESS

Database name |TREOnat j

¥ Windows authentication

User name |

User password |

Cancel
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Connection tab

e Task name
Enter a name for the task.

o Type
Select the type of data export from the drop-down list. TRBOnet Dispatch
Console allows exporting data for third-party systems using data export
tasks.

= Export to database table
Allows exporting data to MS SQL Server tables. Specify MS SQL Server
connection parameters, database, and table to export data.

= Export to Versatrans
Allows exporting data to the Versatrans data collection system via IP.
For more details, visit the official website of Versatrans.

= Export to Google
Allows exporting data to file (file format is KML). For more details, visit
the following website.

= Export to NMEA
Allows exporting data to a file (text file format, export format is NMEA
0183). For more details, visit the following website.

= Export to file
Allows exporting data to a text file.

e Data
Select which data to export from the drop-down list.

e Use default connection
Choose this option to use the default connection to SQL Server.

e Select connection
Choose this option and specify the SQL Server and database name.

e Server name
Enter the SQL server name.

o Database name
Select the database from the drop-down list.

e Windows authentication
Select this option to use Windows authentication, or deselect it to use
SQL Server authentication (SQL Server user name and password will be
required).
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Data tab

e Table

Export Data X
Task name: |Export to database table - Location of radio ‘
Type: ‘Expurtm database table j
Data: [ Lacation of radio =]

Connection Data  Scheduler Advanced

Table: [Export_Locations]

Column mapping:

Table column Data

Date Location date
Latitude Latitude
Longitude Longitude
Speed Speed
Direction Direction
Predision Accuracy
RadinTh Radio T

Create table Load columns list

oK Cancel

the name of the table to be exported into external database (by default,
the name of the table is created after you have specified it in Create table

dialog box).

e Click the Load columns list link to update the columns list in case you

have made any changes to the table.

e Click the Create table link to add a new table for data export:

Create table

x
== Create new table to export data
=l active database connection
Table name: Export_Locations
Column list:
Table column Data
w| Date Location date -
vl Latitude Latitude
| Longitude Longitude
v Speed Speed
w| Direction Direction
w| Predsion Accuracy
w| RadioID Radio ID
¥ D Unique radio 1D
| Mame Radio name
| ExportDate Export date -
OK Cancel

= Select the data fields to add to the table.

TRBOnet Enterprise
User Manual

Page 249 of 436



neocom
software

Scheduler tab

e Days of week

Export Data

Task name:

|Export to database table - Location of radio

Type: ‘Expurtm database table

Data: [ Lacation of radio

Connection Data  Scheduler  Advanced

Days of week:

[can days)

Stop time:

Repeat every:

" Execute at particular time

Cancel

Ll

In the drop-down list, select the days of the week on which to export the

data.

e Execute recurrently with interval
Choose this option to perform data export on a periodic basis.

= Start time

Specify the time at which to start data export.

= Stop time

Specify the time at which to stop data export.

= Repeat every

Specify a time period for periodic data exports.
e Execute at particular time
Choose this option and specify the times in the columns of the table

below.

Advanced tab

Export Data

Task name:

‘Expurt 0 database table - Location of radio

Type: [Export to database table

Data: |Lucaﬁun of radio

Connection Data  Scheduler Advanced

Export only modified data

Export mode
(® Always add new records
() Update existing and add new records
(0 Update existing records

Cancel

Ll

e Export only modified data
Select this option to export only modified data.
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e Export mode

Choose the mode for exporting data.

6.4.5.5.11Scheduled Task

This task allows sending scheduled commands to selected radios.
e To add a scheduled task, in the Tasks pane, click Add > Scheduled Task.
¢ Inthe Scheduled Task dialog box, specify the following parameters:

Scheduled Task X
Taskname:  [Scheduled Task 1
Command  Scheduler
Command: |5end Text Message |T
" Send Text Message
essage: Send Telemetry
¢ Send to Radio Req;est Location
Send Voice Message
@ 5‘_2"_'d toRado| ¢ signaling
Recipiert: Send command to Control Station
o Request To Talk
Custom Event
/1@ 3333 5end Swift Command
| @ sss5 | Send Push Notification
7] @ Radio 100
(&) Radio 125
(#) Radio 235
(®) Radio 4344
Selected: 3
=] T|-[i=
Cancel

Task name

Enter a name for the task.

Command tab

Command

From the drop-down list, select what to send to selected radios.
For a description of the available commands, see sections 6.5.6.1 -

6.5.6.4.
Scheduler tab

Scheduled Task

Task name:

Command Scheduler

Start date:

End date:

Days of week:

Start time:

End time:

Repeat every:

|5cheduled Task 1

-

[12 December 2022 -l

[Monday, Tuesday, Wednesday, Thursday, Frid... -]

(¥ Execute recurrently with interval

12:00 AM 3
12:00 AM 3
01:00:00 El

| 4]

4|

" Execute at particular time

Cancel

Start date

Select the date to start the task.
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End date

Select the date to end the task.

Days of week

In the drop-down list, select the days of the week on which to perform the
task.

Execute recurrently with interval

Choose this option to perform the task on a periodic basis.

Start time

Specify the time at which to start the task.

End time

Specify the time at which to end the task.

Repeat every

Specify a time period for periodic task executions.

Execute at particular time

Choose this option and specify the times in the columns of the table
below.

6.4.5.5.12Voice Message

The Voice Message task allows you to automatically broadcast a predefined
Voice Message after receiving a telemetry command, a text message, or a

DTMF command.

e To add a Voice Message task, in the Tasks pane, click Add > Voice

Message.

The user can have several Voice Message policies for different purposes. Enter
a name for the policy in the Task name box and set the policy parameters.

Task Settings tab

e Load from file
Click this link to load an existing file from your PC.

Voice Message

Task name: Voice Message

Task Settings  Start Conditions

4] Load from file

4 Record message
@ Play back message

Call Type Chai

Stop Conditions  Telemetry

nnel Call Destination

Private Call Auto Detect Radio 125
Group Call (54 1PSC 1: Slot #1 Cleaners
Phone Call Phone Connect 2410

o add X Remove
Priority: ‘Norma\ j
Offset: 0 El: second(s)
Send voice message
This many times: 3 El: (0 = unlimited)
Every: 3 E|: second(s)
Cancel
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Record message
Click this link to record a new voice message.

Play back message
Click this link to play back the voice message.

Click the Add link and specify Call Type, Channel, and Call Destination
for a voice message.

Note: To send a Voice Message to a contact from the phone
book, click the ellipsis (...) button in the Call Destination
column and select a contact from the phone book.

Priority

From the drop-down list, select the priority with which the voice message
will be sent/queued. If this priority is higher than that of the current
transmission, which is, in turn, allowed to be interrupted, the current
transmission will be interrupted, and the voice message will be sent
instead.

Offset
Specify the delay time, in seconds, for the Voice Message task.
Send Voice Message
= This many times
Enter the number of times to send the voice message.
= Every
Set the repeat interval, in seconds, if the voice message is sent more
than once.
= Resend if interrupted
Select this option so that the voice message will be resent if the
sending of the voice message is interrupted.

Start Conditions tab

Voice Message 4
Task name: Voice Message
Task Settings Start Conditions ' Stop Conditions  Telemetry
Manualy by dispatcher
[] Automatically by receiving Text Message from a radio
Automatically by receiving Telemetry Command from a radio
VIO: 1 < Command: |High level -
[] Automatically by receiving DTMF command from a radio
Automatically by receiving Emergency from & radio
Emergency type: |AH j
(@ Activated by any radio
(O Activated by selected radios only
[ send text message to radio
Concel
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e Manually by dispatcher
Select this option to allow the dispatcher to manually start the Voice
Message task.

e Automatically by receiving Text Message from a radio
Select this option to start the Voice Message task after receiving a
specified text message from a radio. If you select this option, specify a
brief text message in the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option to start the Voice Message task after receiving a
telemetry command. If you select this option, specify the VIO contact, and
from the Command drop-down list, select the signal level at which the
user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option to start the Voice Message task after receiving a DTMF
command from a radio, for instance, #11#. If you select this option,
specify a DTMF combination without the # characters in the Command
box.

e Automatically by receiving Emergency from a radio
Select this option to start the Voice Message task after receiving an
emergency command from a radio.
= Emergency Type
From the drop-down list, select the type of emergency to be sent from
a radio.
e Activated by any radio
Choose this option to expect receiving data from any radio in the system.
e Activate by selected radios only
Choose this option to expect receiving data from selected radios.
= Radio
In the drop-down list, select the radio(s).
¢ Send text message to radio
Select this option so that a text message will be sent to the radio that
activated the Voice Message task. If you select this option, specify a brief
text message in the Message box.
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Stop Conditions tab

Voice Message X

Task name: Voice Message

Task Settings  Start Conditions  Stop Conditions  Telemetry

Manually by dispatcher
[ Automatically by receiving Text Message from a radio

Automatically by receiving Telemetry Comman

VIO: 1 3| command: |Hi
[ Automatically by recesiving DTMF command from a radio

e

[ send text message to radio

e Manually by dispatcher
Select this option to allow the dispatcher to manually stop the Voice
Message task.

e Automatically by receiving Text Message from a radio
Select this option to stop the Voice Message task after receiving a
message from a radio. If you select this option, specify a text message in
the Message box.

e Automatically by receiving Telemetry Command from a radio
Select this option to stop the Voice Message task after receiving a
telemetry command from a radio: If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal level at
which the user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option to stop the Voice Message task after receiving a DTMF
command from a radio, for instance, #11#. If you select this option,
specify a DTMF combination without the # characters in the Command
box.

e Send text message to radio
Select this option so that a text message will be sent to the radio that
stopped the Voice Message task. If you select this option, specify a brief
text message in the Message box.
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Telemetry tab

Voice Message X
Task name: Voice Message
Task Settings  Start Conditions  Stop Conditions  Telemetry
Send telemetry before task is started
VIO: 1 3| comman: d: |High level =
Delay after sending: 0 3+ second(s)
Send telemetry after task is stopped
vio: 1 +| Command: |Toadle level
Delay before sending: o < second(s)
Recpient: [Fadios: 2 -l
[] Send telemetry on every voice message
Cancel

e Send telemetry before task is started
Select this option to send a telemetry command before the voice message
is transmitted.

= Specify the VIO contact number.
= Select the signal level from the Command list.

= Delay after sending
Specify the time period, in seconds, to wait before sending the voice
message after the telemetry command has been sent.
¢ Send telemetry after task is stopped
Select this option to send a telemetry command after the Voice Message
task is stopped.
= Specify the VIO contact number.
= Select the signal level from the Command list.
= Delay before sending
Specify the time period, in seconds, to wait before sending the
telemetry command after the voice message has been sent.
e Recipient
In the drop-down list, select the radios/groups to send the telemetry
command to.

e Send telemetry on every voice message
Select this option to send the telemetry command to the selected
radios/groups every time the voice message is sent, provided the voice
message is repeatedly sent.
6.4.5.5.13Voice Recorder
The Voice Recorder feature allows connecting to an audio recorder via IP.
e To enable the task, in the Tasks pane, click Add > Voice Recorder:
The feature allows replicating audio recordings to the recorder:
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Voice Recorder x

Task name: Woice Recorder

Settings  Channels

Recorder Type: |TRBOnet Recorder -]
IP Address

Port: 9000

Pudio Codec:  |OPLIS/4B000/2 |

¥ Await confirmation for audio stream control packets

Cancel

e Task name
Enter a name for the task.

e Recorder Type
Select either TRBOnet Recorder’, 'NetCRR Recorder’, or 'NexLog
Recorder'.

o IP Address
Enter the recorder's IP address.

e Port
Specify the recorder's port number.

e Port count
Specify the number of open ports if 'NexLog Recorder' is selected.
Recommended value: twice the number of calls recorded at the same
time.

¢ Audio Codec
From the drop-down list, select the audio codec to be used.

¢ Await confirmation for audio stream control packets
Select this option to wait for confirmation of audio stream control
packets, if TRBOnet Recorder’ is selected.

e Check Channels
Click this button to view all available channels on the recorder, if ‘NetCRR
Recorder’ is selected.

e Click OK to add the task.

6.4.5.5.14Agenda

The Agenda is used to automatically send predefined messages to the radios. It
may be used when you have any software receiving any messages but it is not
able to send them to the subscribers. In this case, TRBOnet Dispatch Console
acts as an intermediary for receiving the messages from the folder and sending
them to radios.

e To add an agenda, in the Tasks pane, click Add > Agenda.
¢ Inthe Agenda dialog box, specify the following parameters.
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Agenda hat

Task name: |Agenda

Settings

Outgoing messages {path to a server folder):
|C"-0Lrtgning |

Incoming messages (path to a server folder):

|C:-.Incoming |

Wait for response(sec) 120

Text to confim:

Cancel

= Task name
Enter a name for the task.

= Outgoing messages (path to a server folder)
Enter the path to the folder for outgoing messages.

= Incoming messages (path to a server folder)

Enter the path to the folder for incoming messages.
= Wait for response

Specify the time interval, in seconds, for the response.
= Text to confirm

Specify the text to be sent by radio users after they receive the
message.

6.4.5.5.15Import Phone Addresses

The Import Phone Addresses option allows importing phone/address data
from a NENA database to TRBOnet database.

To perform this task:
¢ Inthe Tasks pane, click Add > Import Phone Addresses (NENA)
¢ In the Import Phone Addresses (NENA) dialog box, browse for the
corresponding *.CSV file, and click OK.
6.4.5.5.16Scheduled Report

The Scheduled Report task allows reporting on selected parameters and
sending these reports to selected Email subscribers groups. The user can have
several Scheduled Report policies for different purposes.

Note: Before configuring the task, you need to create a
number of the Email groups to send reports to. For
more details on Email groups, see section 6.4.3.4, Email
Groups (page 186).

e To add a Scheduled Report task, in the Tasks pane, click
Add > Scheduled Report:

e Enter a name for the policy in the Task name box and set the policy
parameters.
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Scheduled Report

Task name. Registered Radios 1

Report  Scheduler

T) General Information
[ Registered Radios
T current Reports
+[5) Last Known Systems and Radios
[P Presence and GPS Status
+.[5) Unregistered Radios
[F) System Reports
1) User Login History
+.[7) system Bridge
*..[F] Channel Changes
T usage Statistics Reports
L ] Messages
L. TF1 Radio Activity
+.[7) oniine Radios (Summary)
[ Oniine Radios Detailed)
1. [F) Radio Status
+..[F) Radio Status (Summary)
_[F) Dispatcher Messages and Notes

Check

Filter:

Radio Group:
Columns

Radio Name
Logical Groups

Select

~Hot selected-- -

Radio ID Radio Groups

Has GPS Has TMS

Sortby:  Radio Name

OK Cancel

e On the Report tab, select the report type for the Scheduled Report task.
The report details and filter might be different.
For more details on reporting, see section 6.11, Reports (page 375).
e Click the Scheduler tab to configure a schedule for the report.

Schedulers

Scheduled Report

X

Task name:  [Registered Radios 1

Report  Scheduler

Scheduler 1

oK. Cancel

~ [+

I

Schedulers: [Echedier 1

For the past: [m] (Select All)
[ Scheduler 2

Email groups:

Check

OK Cancel

On the list, select the scheduler(s) to use for the report.

Or, click + on the right and specify a new scheduler (see section 6.4.5.10,

Schedulers).
For the past

Select the past time interval (in minutes, hours, days, weeks, or months)
to collect the data for.

Email groups

In the list, select Email groups to send the report to.
The created scheduled report will be displayed in the Tasks pane:
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File View Map Tools Help

Administration Tasks
B server ) N
PR ticerse Intercom [0][<c][@] | 2 1: Line free =) (mEED
[J Database Group 10 [2][«][@] Group 20 [2)][«][@]
il Radio Systems.
e System Bridging [JPrivate call [2][«][@]
G Teleshany b Add - 5 Edit | S Delete
& Tasks
2k Virtual Modbus Devices v Lackhane, 2
& Agenda
U=} Voice Dispatch G Dispatcher Presence Control
55 Export to SWD - Location of radio
@ Location Tracking | [ i Geofencing
Wl {33 Ide Time
@ Job Ticketing vl G Lone Worker 1

Wl (5] Mesages 1_Messages for Period

m Route Management Wl 7= Missed GPS data loading

- | {3} Radio Alocation {Sprite Forms)
Q]I RFID Tracker wl [ Scheduled Report 1_Messages for Period_26-Nov-2016 00:00:00

vl 5% sMs and Email nobifications
(] Text messages @ G tmer
{5 User Activity
ﬁ Voice Recording Wl @ voice Message
- w| @ Voice Message
Event Viewer

EE} Radio Allocation

FEpe——

]« | 4| Record 100F 15 ¥ [m[m[ 4
[@ 127001 &3 B | € Acministrator | [ Licensed to: demo Demo License

@ Active =

To enable the task, select the checkbox in front of the Scheduled Report task
you have already created.

There are three types of the Scheduled Report status icons:
e Green indicates an active task, meaning the task is enabled (checked).
e Gray indicates an inactive task, meaning the task is disabled (unchecked).
e Red indicates a disabled task, meaning the task period is up in the past.
6.4.5.5.17HotSOS (Email)
The HotSOS (Email) task is used to automatically create and assign job tickets
upon receiving email messages at the address specified for the radio (Radio >

Additional > Email). In addition, you specify the email address at which to
receive email messages about changes to the created ticket status.

¢ Inthe Tasks pane, click Add > HotSOS (Email).
¢ Inthe HotSOS Configuration dialog box, specify the following

param eters:
HotSOS Configuration X
Name: [Hotsas |
Email: [test@grail com| |
Source [subject =l
Status [ Hotsos status |
MNew N
Cancelled ca
Assigned Ass
Accepted Ace
Rejected R
Completed c
In Progress InP
B
* Name
Enter a name for the task.
.
= Email

Enter the email address at which you want to receive notifications
concerning the status of the created tickets.

TRBOnet Enterprise

Page 260 of 436
User Manual



neocom
software

= Source
From the drop-down list, select which part of the email message,
Subject or Body, will be included in the job ticket text.

= HotSOS Status
Enter the text of the emails that will be sent as notifications upon
changes to the job ticket status.
6.4.5.5.18HotSOS (Web Service)

The HotSOS (Web Service) task is used to create and assign job tickets by
using the HotSOS Web Service.

e Inthe Tasks pane, click Add > HotSOS (Web Service).
e Inthe HotSOS Configuration dialog box, specify the following

parameters:
HotSOS Cenfiguration X
Nams: [Hot505 |
URL: ‘https //ffcint hot-sos.net/api/service svc/soap ‘
Login [Tester 123 |
Password [ |
Provider [MoTOTRED |
Poling Interval 15/%] seconds
Text Messages: O
Message S TEXT%%PRIORITY%%0RDER_ID%
Format:
Text Prioity Room Name Room Number Remark
OrderID Message 1D
Status [ Hotsos status
New N -]
Cancelled [
Assigned Ass
Accepted Acc =l
Rejected R
Completed c j
Cancel
* Name
Enter a name for the task.
= URL

Enter the URL of the service.

* Login and Password

Enter the login and password of the service account.
= Provider

Enter the service provider name.

= Polling Interval
Enter the interval, in seconds, to check the service for orders (job
tickets).

= Text Messages
If you select this option, additional text messages will arrive at the
designated radios from the HotSOS server.

= Message Format
Select the fields of a message to include in the job ticket text.
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= HotSOS Status
Enter the text of the messages that will be sent as notifications to the
HotSOS server upon changes to the job ticket status.

6.4.5.5.19Timer

The Timer task is used to configure the timer that can be
started/stopped/paused either manually by dispatchers, or when receiving a
certain text message, telemetry command, DTMF command, or status from
radios.

e Inthe Tasks pane, click Add > Timer.

¢ Inthe dialog box, specify the following parameters:

Tirmer x
Task name: Timer
[] Global timer
Task Start  Task Stop  Status Names Dispatchers
Manually by dispatcher
[] Automatically by receiving Text Message from a radio
[ Automatically by receiving Telemetry Command from a radio
L - Any event
[1 aAutomatically by receivin g DTMF command from a radio
[ Automatically by receiving Status Message from a radio
[ send text message to radio
Cancel

e Task name
Enter a name for the task.

e Global timer
If you select this option, the timer will be started/stopped, etc. via the
Alarm Management (Timers action).

Task Start/ Task Stop tabs

e Manually by dispatcher
Select this option to allow the dispatcher to manually start/stop the timer
for the desired radio.

e Automatically by receiving Text Message from a radio
Select this option to start/stop the timer when receiving a predefined text
message from a radio. If you select this option, specify a brief text
message in the Message box.

¢ Automatically by receiving Telemetry Command from a radio
Select this option to start/stop the timer when receiving a predefined
telemetry command from a radio. If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal level at
which the user's radio should send the telemetry command.
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e Automatically by receiving DTMF command from a radio
Select this option to start/stop the timer when receiving specified DTMF
tones from a radio. If you select this option, specify a DTMF combination
without the # characters in the Command box.

e Automatically by receiving Status Message from a radio
Select this option to start/stop the timer when receiving specified Status
from a radio, for instance, 1. If you select this option, specify the Status.

e Send text message to radio
Select this option so that a text message will be sent to a radio when the
timer is started/stopped. If you select this option, specify a brief text
message in the Message box.

Task Stop tab

o After
Specify the duration of the timer, in minutes.

Status Names tab

In the text boxes below, enter the texts for the corresponding statuses: timer
started, stopped by dispatcher/radio/system, elapsed, and paused.

Dispatchers tab

¢ All Dispatchers
Choose this option button so that the timer will be available to all
dispatchers.

e Selected Dispatchers
Choose this option button so that the timer will be available only to
selected dispatchers.

= Dispatchers
In the list below, select the dispatchers.
6.4.5.5.20Automatic Data Retrieval

The Automatic Data Retrieval task is used to automatically retrieve missing
location data from the radio's option board.

e Inthe Tasks pane, click Add > Automatic Data Retrieval (Swift GPS).
¢ Inthe dialog box, specify the following parameters:

Automatic Data Retrieval x

Task name: Automatic Data Retrieval

General Radios

Maximum number of simuftaneous requests 32

Allowed regions for requests Everywhere

Swift Parameters
Retrieve missing locations if the data gap exceeds 30 3: seconds

Do not retrieve missing locations older than 30 E|: minutes -

Cancel
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Maximum number of simultaneous requests

Specify the maximum number of radios being requested at the same
time.

Allowed regions for requests

Select regions where location data will be retrieved from radios.

Retrieve missing locations if the data gap exceeds

TRBOnet Server automatically checks whether the location data is
continuous. If it detects data gaps between any consecutive location
data that exceed this value, it will attempt to retrieve missing
information.

Don't retrieve missing locations older than
TRBOnet Server doesn't check location updates for consistency if they
are older than this value in seconds, minutes, or hours.

On the Radios tab, specify the radio(s) to retrieve location data from.

In the Tasks pane, activate the Automatic Data Retrieval (Swift GPS) task by
selecting the checkbox next to the task name.

6.4.5.5.21Automatic Voice Download

The Automatic Voice Download task is used to automatically retrieve voice
data from the radio's option board when the radio is in WiFi zone.

¢ Inthe Tasks pane, click Add > Automatic Voice Download (Swift).

Automatic Voice Download (Swift) x
Name: |Voice Download
General Radios
Maximum number of simuttaneous requests: 3 33
Saveto: [\
%RADIO_ID%%YEAR%%ZMONTH%ZDAY % %HOUR% ZMINUTE% ZSECOND %
Year Morth Day Hour Minute S d Call Type Source Source Typ
Source ID Recipient Recipient Type Recipient D Radio ID
Examph
«'Radio_120221130133744_00c.tna
[] Saveto database
{Mote that this may cause duplication of voice records in the server database)
Cancel

¢ Inthe dialog box, specify the following parameters:

Maximum number of simultaneous requests
Specify the maximum number of simultaneously requested radios.

Save to

Enter the path where to save voice data on your PC.

Click the appropriate links below (Year, Month, Day, etc.) that will be
used to generate the file/path name.
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= Save to database
Select this option to save retrieved voice data to the server database.
Note that selecting this option may cause duplication of voice records
in the server database.

= On the Radios tab, specify the radio(s) to retrieve voice data from.
In the Tasks pane, activate the Automatic Voice Download (Swift) task by
selecting the checkbox next to the task name.
6.4.5.5.22Sign-in Reminder
The Sign-in Reminder task is used to remind users to sign in into the radio(s).

e To add a Sign-in Reminder task, in the Tasks pane,
click Add > Sign-in Reminder.

e Inthe dialog box that opens, specify the following parameters:

| Name: Sign-in Reminder |

General Radios

PESEREN Timeout fnmss) b0 &

24 Signin

Text t h
R ey [oto spesd

Chop-chop, sign in

il Ry Cencel

[ Run again al N
[] Disable radios that were not checked out after notification
Timeout: |3 minutes

= Name
Enter a name for the task.

= Click the Add link and from the drop-down list, select either
Text Message or Text to Speech.

In the dialog box that opens, specify the following:

e Timeout
Specify the time, in minutes, to wait before sending the message
(voice message) to the selected radio(s).

o Text Message / Text to Speech
Enter the text of the message (voice message) to be sent to the
selected radio(s).

* Run again after user signs out
Select this option to rerun the task after the user signs out.

= Disable radios that were not checked out after notification
Select this option to disable the radio(s) if the user didn't sign in after
being notified.
e Timeout
Specify the corresponding timeout, in minutes.
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= Click the Radios tab, and select the radio(s) to send reminder(s) to.

6.4.5.5.23Sign-out Reminder
The Sign-out Reminder task is used to remind users to sign out of the radio(s).

e To add a Sign-out Reminder task, in the Tasks pane,
click Add > Sign-out Reminder.

¢ Inthe dialog box that opens, enter the following parameters:

= Text to Speech X

General Rad Timeout fmm:ss) ouo0 2]

Add notificati Textto speech
Descript| | Retum the radio|

{ Sign out

op Add X

Work shift duration (hh:mm). 08:00

Auto sign-out

MNotify if the user hasnt signed out before timeoLt expires
Notification recipients

Cancl

= Name
Enter a name for the task.

= Click the Add link and from the drop-down list, select either
Text Message or Text to Speech.

In the dialog box that opens, specify the following:

e Timeout
Specify the time, in minutes, before the end of the work shift.

¢ Text Message / Text to Speech
Enter the text of the message (voice message) to be sent to the
selected radio(s).

= Work shift duration
Enter the duration of the work shift, in HH:MM.

= Auto sign-out
Select this option to automatically sign out the user from the radio as
soon as the work shift ends.

* Notify if the user hasn't signed out before timeout expires
Select this option and choose among Notification recipients by clicking
the link below.

6.4.5.5.24Screensaver

The Screensaver task is used to launch a screensaver when the dispatcher is
idle for a period longer than the specified timeout. Once started, the
screensaver will be stopped when you click the mouse button or press any
keyboard key, or there is an emergency call or a request to talk.
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e To add a Screensaver task, in the Tasks pane, click Add > Screensaver
e Inthe dialog box that opens, specify the following parameters:

Screensaver

X

Name: |Screen Saver
Show screensaver after
Background

Foreground

30 minutes 3:
N RoyalBlue -
[ WhitzSmoke -

Text
TRECnet

@ Al Dispatchers
() Selected Dispatchers

0K Cancel

Name

Enter a name for the task.

Show screensaver after

Set the time of inactivity, in minutes, after which the screensaver will
automatically run.

Background / Foreground

Select the background/foreground colors for the screensaver.

Text

Enter the text that will be displayed in the screensaver.

All Dispatcher / Selected Dispatchers
Select the dispatcher(s) to assign the screensaver task to.

Test
Click this button to see how the screensaver will look.

6.4.5.5.25Import Objects

The Import Objects task is used to import new objects to the Users database
and Radios database based on the .CSV data files.

e To add an Import Objects task, in the Tasks pane, click Add > Import

Objects

Object Import from File X

Name: |Import Objects

General Lpdate Column Mapping

Objects: Radio Users
Fie Path

[or\csviusers.cav

Passwords encrypted

Delete objects not presert in file

Crce

In the dialog box that opens, enter the following information:
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= Name
Enter a name for the task.

e General tab
= Object Type
From the drop-down list, select into which database to import data

(Beacons, IP Cameras, Map Objects, Map Regions, Map Routes,
Phone Contacts, Radio Users, or Radios).

= File Path
Click the ellipsis (...) button and locate the .CSV file on the same PC with
TRBOnet Server.

= Passwords encrypted
Select this option if the passwords are encrypted in the data being
imported.

= Delete objects not present in file
Select this option so that objects not found in the .CSV file will be
deleted from the database.

e Update tab

= File Changed
Choose this option so that the specified database will be updated as
soon as the source CSV file is changed. Note that the source .CSV file
must reside on the same PC with TRBOnet Server.

= Scheduler
Choose this option and on the list below select the scheduler to use to

perform the task. Or, click + and specify a new scheduler (see section
6.4.5.10, Schedulers).

e Column Mapping tab

In the table below, in the right column, enter/change the column names
that would correspond to the database field names.
6.4.5.5.26Export Objects
The Export Objects task is used to export objects from the Users database and
Radios database to external .CSV data files.
e To add an Export Objects task, in the Tasks pane, click Add > Export
Objects
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o

Export Objects to File x

Name: |Expart Objects

Object Type Radios

Columns All

Scheduler: |-iot selected—- -+

File Path
D:\CSViradios.csv

Cancel

In the dialog box that opens, enter the following information:

Name

Enter a name for the task.

Object Type

From the drop-down list, select which database to export (Beacons,
IP Cameras, Map Objects, Map Regions, Map Routes, Phone Contacts,
Radio Users, or Radios).

Columns

In the drop-down list, select the columns to be exported into a .CSV
file.

Scheduler

Choose this option and on the list below select the scheduler to use to

perform the task. Or, click + on the right and specify a new scheduler
(see section 6.4.5.10, Schedulers).
File Path

Click the ellipsis (...) button and locate the CSV file on your computer
(or elsewhere).

6.4.5.5.27Extract Location Data from Text Messages

This task is used to extract location data from text messages received from

radios.

e To add a task, in the Tasks pane, click Add > Extract Location Data from
Text Messages
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Extract Location Data from Text Messages X
Name: Evtract Location Data fram Text Messages |
(® Activated by any radio
(O Activated by selected radios only

[riot selected—- =l
Template: bryyy-MM-dd HH mum] [LAT] [LON] |
Time zone: HUTC) Coordinated Universal Time j

Date and Time String Formats:

yyyy — 4-digit year (2.g., 2025)

MM - 2-digit month {01-12)

dd - 2-digit day (01-31)

HH — 2-digit hour in 24-hour format (00-23)

mm - 2-digit minute (00-53)

ss — 2-digit second (00-59)

LAT and LON Formats:

N41°15,9398"

41°16.9398E

W41°16'23"

-23.342342

146.234234

Cancel

In the dialog box that opens, enter the following information:

Name
Enter a name for the task.

Activated by any radio
Choose this option to expect receiving data from any radio in the
system.

Activate by selected radios only
Choose this option to expect receiving data from selected radios.

Senders
In the drop-down list, select the radio(s).

Template
The template that contains the Date/Time string and coordinates (LAT
and LON). For example: [yyyy-MM-dd-HH:mm] [LAT] [LON]

Note: yyyy is 4-digit year, MM - 2-digit month, dd - 2-digit day,
HH - 2-digit hour in 24-hour format, mm - 2-digit
minute, ss - 2-digit second. Examples of LAT and LON
values are as follows: N41°16.9398', 41°16.9398'E,
W41°16'23", -23.342342, 146.234234

Time zone
From the list, select the desired time zone.

6.4.5.6 Phone Calls

This section describes how to configure the Phone Connect system in TRBOnet
Dispatch Console.

¢ Go to Administration (1), System Settings > Phone Calls (2).
e Inthe Phone Calls pane, click the Configuration tab (3).
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File View Map Tools Help

Administration Phone Calls

ion | Extensions | Call Redirection | Phone Contacts | Dial Plans

[ server [«

[ Access Control

1 Unit Management
[ Group Management
1 Profiles

- [ System Settings
-3 Datobase Dedline calls with other access code:

i Systems Callback Reguest Options
453 System Bridge

5%, Alarm Management
i Tasks Send a text message to request a calback:

2 5\
[y Request to Tal
Ay riority 2

) Custom Fields
(D Schedulers
4| Public Anmouncements
3 Modbus TCP Connections
5% Virtual Modbus Devices
57 1P Cameras
@ AlSpeech to Text
s, Tools

Radio Call Configural
Access code: 3
Deaccess code:

Allow radies to make outgeing calls:

Start ransmission:
Calls to Radios and PoC Devices

Start transmission:

Max ring time

Check if the radio is available before making a cal.
Call notifications:

Play & tone when PTTis pressed or released;

Configwe |4 4

Inbound Call Configuration
Inbound Call Control
Call to Dispattch Center:
Call to urregistered number:
Do not establish call unti caled party responds:
ive Voice Response (IVR) Options

e Di Do not wait for Accept cade:
() voice Dispatch
Maximum number of digits:

Accept code:
% Location Tracking

Number
& sob Ticketing .

<tumber>
Route Management

Configure \
[] Text Messages 5
[ [ i

ﬁ jice R i Max Call Duration:
Automatic Voice Detection:

Automatic Gain Control:
@ Reports

Automatic Noise Reduction:
Event Viewer

Configure ‘-——____ 6
Telemetry

Play intro message:

Voice Message Loop Settings
(7] Radio Allocation Play voice message this many tmes:

1 setdelay between voice messages:

@ Administration # Configure | #=——" 7

Send a DTMF command to requesta calback:

Yes, Prefix: 'sips’
Wait for answer

Immedistely
Unlmited
No

Yes

Yes

Redirect to enline dispatchers
Reject
No

Yes
Unimited

Destination

Call dispatcher (any available)
Call radio with Radie ID = <Number >

60 minutes
No
No
No

[ Connected #3 Bh EL | & Administratar | [ licensed to: demo (Nemn Licensel

6.4.5.6.1 Radio Call Configuration
¢ Click the Configure button (4) to set radio call configuration parameters:

Radio Call Configuration

Access code:

Deaccess code:

Callback Request Options

[¥ Allow radios to make outgoing calls
IV Send a DTMF command to request a callback
¥ Send a text message to request a calback

Use this prefix in text messages: sip:

Start transmission:

Calls to Radios and PoC Devices

Start transmission:

Max ring time:

[¥ Check if the radio is available before making a call

¥ Call notifications

[¥ Play a tone when PTT is pressed or released

|

Immediately -

Wait for PTT =
10 El: seconds

x

0 Active v

Tone volume level:

- +

oK Cancel

Access Code

Set the value to that configured for the radios as Access Code in
MOTOTRBO CPS (see Appendix E: SIP Setup for Motorola Phone System,

section Programming Radios).
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e Deaccess Code
Set the value to that configured for the radios as Deaccess Code in
MOTOTRBO CPS (see Appendix E: SIP Setup for Motorola Phone System,
section Programming Radios).

Callback Request Options

e Allow radio users to make outgoing calls
Select this option to enable outgoing phone calls from the radios.

e Send a DTMF command to request a callback
Select this option to allow radio users to dial the phone number as a
sequence of DTMF tones sent over the radio channel.

e Send a text message to request a callback
Select this option to allow radio users to initiate phone calls via sending
TMS messages with a specified prefix to the dispatcher.
= Use this prefix in text messages
Enter the specific prefix for a text message.
e Start transmission
Select the mode for starting transmission on the radio that initiates a call.
= Wait for answer
Transmission will be started as soon as the called party answers the
call.
= Immediately

Transmission will be started immediately that is without waiting for the
called party to answer the call.

Calls to Radios and PoC Devices

o Start transmission
Select the option how to start transmission on the radio receiving a
phone call.
= Immediately
Select to start the call immediately.
= Wait for PTT
Select to play a ringtone until the radio user presses the PTT.
e Maxring time
Specify a timeout that defines how long to attempt to connect to the
radio.
e Check if the radio is available before making a call
If this option is selected, a Radio Check command will be executed before
placing a call. Select this option if the Use NAI Data (MNIS and DDMS)

option is not selected in the Repeater pane (see section 5.12.2, Adding a
MOTOTRBO Repeater).
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e Call notifications

Select this option to send a text message to the radio when the channel is
busy and a phone call cannot be established.

e Play a tone phone when PTT is pressed or released

Select this option so that a tone will be played during the established
phone call when PTT is pressed or released on the remote radio that
doesn't support a Full-Duplex mode.
6.4.5.6.2 Inbound Call Configuration
¢ Click the Configure button (5) to set inbound call configuration

parameters:

Inbound Call Control

Inbound Call Configuration

Inbound Call Control

Call ta Dispatch Center: [Forward to IvR. |

Cal bo unvegistered rumber:  |Reject -

I™ Do not establish call until called party responds
Interactive Yoice Response (IVR) Options

[¥ Do not wait for Accept code iF one of the Fixed numbers below is disled

Mandimum number of digits: 3 3:
Accept code: # -

Number Destination

1] Call dispatcher (any available)
1<humber > Call radio with Radio ID = <Number >
235 Call radio "Unknown'

56 Call dispatcher (any available)

oK Cancel

e Call to Dispatch Center
Select the mode for handling incoming calls made to the Dispatch Center.

* Reject

All incoming phone calls will be declined.

= Forward to IVR

When an incoming call arrives, the phone user will hear Voice Menu

commands.

= Redirect to online dispatchers
All incoming voice calls will be redirected to all dispatchers of the
Dispatch center and any available dispatcher will answer the phone

call.

e Call to unregistered number
Select the mode for handling incoming calls made to unregistered

numbers.
* Reject

Select this option to decline all phone calls to unregistered subscribers.

TRBOnet Enterprise
User Manual

Page 273 of 436



neocom
software

= Use this number as Radio ID
Select this option so that the system will use unregistered numbers as
a Radio ID and start a Private Call.

= Use this number as Internal Phone Number
Select this option to allow the system to read unregistered numbers
according to Voice Menu rules.

= Forward call to PABX

Select this option to forward all calls to unregistered numbers to the
External PBX.

Interactive Voice Response (IVR) Options

¢ Do not wait for Accept code if one of the fixed numbers below is
dialed
Select this option to search for the fixed number in the Extensions table
automatically.
When this option is disabled, the subscriber must dial the number
according to the following example: (phone number)#. The character #
(or *, if selected as the Accept code) is used to search for the phone
number in the table.

¢ Maximum number of digits
Specify the maximum number of characters allowed in a phone number.

e Accept Code
Specify the character that will be used to finish dialing the extension
number.

All available numbers are listed in the table below.
e Click the Add link to add a number to the table.

To add a static (fixed) number
= Choose Static number.

Extension numl ber bl

{+ Static number

" Dynamic number

Number: (123458

Call Type: |Ca|| Group

Charnel: [Psc 1: Slot 21

Group: [cleaners

Priority: [mormal

= Number

Enter a phone number to add to the table (contact list).
= Call Type

Select the call type from the drop-down list.

e Call Dispatcher
Select this type to make a phone call to the dispatcher.
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¢ Call Radio
Select this type to make a phone call to the selected radio.

e Call Group
Select this type to make a phone call to the selected group.
e Call Phone
Select this type to make a phone call to a phone number.
¢ Monitor Radio/Monitor Group/Record Call/Custom Event
= Channel

Select the channel to make a group phone call through (available for
group calls only).

= Dispatcher/Radio/Group/Phone/Event ID
Select the dispatcher, radio, or group depending on what you have
selected in the Call Type box.

= Priority
Select the priority with which the call will be made (available for
radio/group/dispatcher calls only).

To add a dynamic number
= Choose Dynamic number.

Extension num ber X

™ Static number

{+ Dynamic number

Prefix: [1231

calType:  [call Radio

[auto Detect

[petected by Radio 0

Lol L L] Ll

Priority: |Norma|

= Prefix
Specify a prefix to type in on the keyboard.
= Call Type
Select the call type from the drop-down list.
e Call Radio
Select this type to make a phone call to a radio.
e Call Group
Select this type to make a phone call to a group.
e Call Phone
Select this type to make a phone call to a phone number.
¢ Monitor Radio/Monitor Group/Record Call/Custom Event
= Channel

Select the channel to make a group phone call through (available for
group calls only).
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= Priority
Select the priority with which the call will be made (available for
radio/group/dispatcher calls only).
6.4.5.6.3 Conference Configuration
e Click the Configure button (6) to set conference parameters:

Conference Configuration X
Max Call Duration: 50 El: minutes
I™ Automatic Voice Detection
I Automatic Gain Control [Dissbled ]
[™ Automatic Noise Reduction
Cancel

= Max Call Duration
Enter the maximum time allowed for the conference, in minutes.

= Automatic Voice Detection
Select this option to enable automatic voice detection during a
conference call.

= Automatic Gain Control
Select this option to enable automatic gain control during a conference
call. In the list on the right, select the desired gain level, in dB.

= Automatic Noise Reduction
Select this option to enable automatic noise reduction during a
conference call.

6.4.5.6.4 Voice Message Loop Settings
e Click the Configure button (7) to configure Voice Message Loop Settings:
Note: These settings apply if the Voice Message task is

enabled or the Voice Message or Text to Speech actions
are selected in an Alarm Management rule.

Voice Message Loop Settings x

[# Play intro message

Play voice message this many times: |

[ Set delay between voice messages

OK Cancel
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= Play intro message
Select this option to play an introduction message before playing the
voice message itself.

= Play voice message this many times
Specify how many times to play the voice message.

= Set delay between voice messages
Select this option to set a delay between repeated voice messages.
6.4.5.6.5 Adding Extensions
¢ Go to Administration (1), System Settings > Phone Calls (2).
¢ Inthe Phone Calls pane, click the Extensions tab (3), and then Add (4).

File View Map Tools Help

[ System Settings  Configuration,” CallRedrection |_Phone Contacts | Dial Plans
(1l Database B Add 5 Edit Delete | [1”, Intenal Numbers = Grouping '\’ Auto Filter (» Default Settings
i Systems Tyhe User’s Exten... | User Name FirstName | Last Name Display Na...| Logical Groups

#51 System Bridge
{5} Alarm Management

K & §IP Phone 2400 John John Bingham John B.

K & sip phone

W Tasis 2405 =
3 Phone Cals X & stk phone B Phone User X
% Request o Tak General [ Logical Groups | Custom Fields
| <oy Prioity . 3
] Quetom Fieids 2 4 User's Extension: (2512
| @ scheders
4§ publc Announcaments s N
288 Modbus TCP Comnections
- User Password: soee
(41 voice Dispatch Password (repeat): [#ese

7| e tamsoement

[] Text Messages

% Location Tracking

ﬁ Voice Recording
e

(\B Reports
Event Viewer
: -1
Lé Administration -

4]« Record 30F3 b | |i[ ¢ v
[ Connected &3 B B | B Administrator | [ Licensed to: demo (Demo License) @ Active~

In the Phone User dialog box, specify the following parameters:

= User's Extension
Enter the extension number that will be used by the phone user.

= User Name
Enter the user name that will be used by the phone user.

= User Password
Enter the password for the phone user to be authenticated by the
phone system.

= Password (repeat)
Enter the password again.
= Fist Name/Last Name/Display Name
Enter the first, last and display names of the phone user.
e In addition, on the Logical Groups tab, specify logical groups for the

phone user. For more information about logical groups, see section
6.4.3.3, Logical Groups.
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e On the Custom Fields tab, specify the desired values for the custom
fields. For more information about custom fields, see section 6.4.5.9
Custom Fields).

6.4.5.6.6 Call Redirection

If a dispatcher doesn't take a phone call within the set period or they have
changed their status to unavailable, the call is automatically forwarded to a
specified dispatcher, radio, radio group, or phone account. This can be useful
during night shifts when no dispatcher is available.

e Click Administration (1), System Settings > Phone Calls (2),
Call Redirection (3), Add (4).

File View Map Tools Help

Administration Phone Calls 3 &)
-4 System Settings Configurati xtensions” Call Bedi one Contacts | Dial Plans
(1 Database 55 Add 5 Edit Delete | 3 Grouping ‘\/ Auto Filter @ Default Settings
i Systems caho Timeout Redirect to
AP System Bridge
! Redirect Call X
g Tash a 3
2l call to:
a
Destination: X |
i =
N~ _
s 2 Timeout: 30 =] seconds
u
41| Public Arnouncements Redirect to:
4 Modous TCP Connections
4 Type: [ Redio Group =
A1 yoice Dispatch System: [swift P Gateway =1 |
Destination: [EGow -l
g Location Tracking
Priority: [ormal =
Ej Route Management
[] Text Messages
ﬁ Voice Recording
(d\b) Reports
Event Viewer 1
@ Administration
2|« [Recora 0 o7 » ] « >
[ Connected &3 @ B | & Administrator | [ Licensed to: demo (Demo License) © Active- |

In the Redirect Call dialog box, specify the following parameters:

Call to
= Destination

From the drop-down list, select the dispatcher or dispatcher group.
= Timeout

Specify the time period, in seconds, defining how long to wait until the
dispatcher answers a call.

Redirect to
= Type
From the drop-down list, select one of the following:

e Decline
The calls will be declined.
o Dispatcher
The calls will be redirected to a specified dispatcher or dispatcher
group.
e Radio unit
The calls will be redirected to a specified radio.
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e Radio Group

The calls will be redirected to a specified radio group.

e Phone account

The calls will be redirected to a phone account from the phone

book.
System

If a radio group is selected as the redirection destination, select the
radio system over which to make a call to the specified radio group.

Destination

From the drop-down list, select a particular dispatcher/dispatcher
group, radio, radio group, or phone account, depending on what you
have selected in the Type field.

Priority

Select the priority with which the call will be made over the radio

system.

6.4.5.6.7 Phone Contacts

In addition to SIP extensions, the phone contacts can also be used in your
Phone Connect system.

¢ Go to Administration (1), System Settings > Phone Calls (2).

¢ Inthe Phone Calls pane, click the Phone Contacts tab (3), and then Add
(4).

File View Map Tools Help

Administration Phone Calls [s[¢]lS]
[N —— figuration | Extensi e
(1) Database B} Add 5 Edit | X Delete | 4 o ilter €+ Default Settings
i Systems User’s Bytension | User Nam Firstame Display Name | Logical Groups
iy System eridge 554 walt Walt Brones
[, Alarm Management
5547 Eugen: Euger Troul ™
4 Phone Contact X 3
\2 General | Logical Groups | Custom Fields
User’s Extengon
s
38 Modbus TCP Connections User Name:
First Name: __Ph\h
E‘E‘lﬂ Voice Dispatch 2
Last Name: Wilson
g Location Tracking Display Name: P. Wilson
m Route Management
[ Text Messages
ﬁ Voice Recording
() Reports Cancel
Event Viewer
), Admimistration L
i 0« Record 102 [+ ] ¢ r
[ Connected &3 B @ | $ Administrator | [ Licensed to: demo (Demo License) @ Active~

In the Phone Contact dialog box, specify the following parameters:

User's Extension

Enter the extension number for the phone contact.

User Name

Enter the user name for the phone contact.

Fist Name/Last Name/Display Name
Enter the first, last and display names of the phone contact.
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= In addition, on the Logical Groups tab, specify logical groups for the
phone contact. For more information about logical groups, see section
6.4.3.3, Logical Groups.

= On the Custom Fields tab, specify the desired values for the custom
fields. For more information about custom fields, see section 6.4.5.9
Custom Fields).
6.4.5.6.8 Dial Plans

In order to restrict incoming and outgoing calls as well as set priority for calls,
dial plans can be used in your Phone Connect system.

¢ Go to Administration (1), System Settings > Phone Calls (2).
e Inthe Phone Calls pane, click the Dial Plans tab (3), and then Add (4).

File Viey Mep Tools Help

Administration Phone Calls EIE
i s

{7 System Settings

figurati

ns
(1l Database 5 Add (=) Edit | X Delete | = Gr

& Phone Calls

Mame: Draite

7 Aul Default Serings
i Systems Namel Description
#g2 system ridge = o .
{8 Alarm Management ial Plan
- Mals
@ Tasks
General | Pattems | Inheritance

2 Description: Restrict dialong for Bobs aroup

e lers
| Put \nnauncements.
48 Modbus TCP Connections

{2 Voice Dispatch

¥ {ipply to Incoming calls (Caller number}
% ‘Location Tracking N
¥ Apply to Incoming cals (D

Ej Route Management [V Apply to Qutgeing calls (Destination number)

[] Text Messages

ﬂ Voice Recording

C,a Reports
Event Viewer
= -1
Lé Administration Ll
4|4 Record 10f2 P |rh P4 2
[ Connected &3 B B | § Administrator | [ Licensed to: demo (Demo License) @ Adive~

In the Dial Plan dialog box, specify the following parameters:

* Name
Enter a name for the dial plan.

= Description
Enter a description for the dial plan.

= Apply to Incoming Calls (Caller number)
Select this checkbox to apply the dial plan to incoming calls from the
numbers specified in the patterns.

= Apply to Incoming Calls (Destination number)
Select this checkbox to apply the dial plan to incoming calls to the
numbers specified in the patterns.

= Apply to Outgoing Calls (Destination number)
Select this checkbox to apply the dial plan to outgoing calls to the
numbers specified in the patterns.

e C(Click the Patterns tab.
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Dial Plan x

General | Patterns | Inheritance
You can use wildcard characters in pattern:
-any number of characters
? - one character
Xx¥-yyy - range of numbers from xxx to yyy
If pattern starts with ~ the following number will be exduded

=41177

Call Priority: Normal

= Specify the pattern that will be used to match the numbers in the dial
string or the incoming call numbers.

= Call Priority
From the drop-down list, specify the priority for the calls
corresponding to the specified patterns.
e Click the Inheritance tab.

Dial Plan X

General | Patterns | Inheritance

| Inherit ~ Fedora

Inherit
Emergency
High
Normal
Low

On this tab, you can select the profiles to include in the dial plan you are
adding/editing.

= Call Priority
From the drop-down list, select the priority for the inherited dial plan.
6.4.5.7 Request To Talk

This section describes how to configure the Request-To-Talk parameters.

¢ Go to Administration (1), System Settings > Request To Talk (2).
¢ Inthe Request To Talk pane, click the Edit button.

¢ Inthe dialog box that opens, specify the following parameters:
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Request To Talk x
General | Notifications
(% show RTT notifications in @ pop-up window
Actions: Accept, Select PTT, Queus, Reject j
" Add RTT to queue automatically
[¥ Show notification in the Windows tray
¥ Apply RTT theme to PTT Box
Callback destination: |Private Call j
" Mark RTT as processed after dispatcher returns call
(% Mark RTT as processed after successful callback
" Don't automatically mark RTT as processed
¥ Automatically delete RTT records after processing
Expiration timeout: |30 El: minutes

= Show RTT notifications in a pop-up window
Choose this option so that Request to Talk messages will pop up over
the application window.

Request To Talk
Radio 235
cP1
The Request To Talk has been received

Accept Queue Reject

e Actions
In the drop-down list, select the buttons that will be available in the
pop-up box. If necessary, modify the button captions.

|Accept, Select PTT, Queue, Reject |—-
Caption Action
E Respond to RTT

v |Select PTT Select the FTT box for a response

v | Queue Queus RTT

[~ |Hide Hide RTT for time

v |Reject Reject RTT

[ |Cancel Cancel RTT j
x y

e The button captioned Accept means that an incoming RTT will be
immediately responded by the dispatcher.

e The button captioned Select PTT means that an incoming RTT will
not be responded to immediately. Instead, a dedicated PTT box
(Private Call, Group Call, or All Call, depending on what is chosen as
the callback destination) will be selected as the default PTT box, and
the callback transmission will start as soon as the external PTT
button is pressed.

e The button captioned Queue means that an incoming RTT will be
queued and can be processed later.
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e The button captioned Hide means that an incoming RTT will be
hidden for the dispatcher for the time period selected from the
drop-down list. Note that the RTT will be displayed for all other
dispatchers.

e The button captioned Reject means that an incoming RTT will be
rejected by the dispatcher and displayed for all other dispatchers.

e The button captioned Cancel means that an incoming RTT will be
rejected and not displayed for all other dispatchers.

Add RTT to queue automatically

Choose this option so that all incoming requests to talk will be
automatically queued and can be processed later (see Activity Monitor
Panel, Requests to Talk tab).

Show notification in the Windows tray
Select this option so that a notification will be displayed in the Windows
tray when a Request to Talk arrives.

Apply RTT theme to PTT box

Select this option so that a special color theme (pink background, by
default) will be applied to the associated PTT box when a Request to
Talk arrives.

Callback destination

From the drop-down list, select where to transmit when answering to a
request to call. You can select either Private Call, Home Group, Active
Group, All Call, or one of the registered Radio Groups.

Note: If the Home Group is selected, and the Home Group is
not specified for the radio that initiated a Request to
Talk, then the response to this Request to Talk will be
made as an All Call.

Choose one of the following three options:

e Mark RTT as processed after dispatcher returns call
Choosing this option means that a Request to Talk will be
considered processed after a dispatcher makes the return call.

e Mark RTT as processed after successful callback
Choosing this option means that a Request to Talk will be
considered processed only after the radio has responded to the
return call.

e Don’t automatically mark RTT as processed
Choosing this option means that a Request to Talk will be
considered processed only after a dispatcher manually marks it as
processed.
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= Automatically delete RTT records after processing
Select this option to automatically delete RTT records after they are
processed.

= Expiration timeout
Enter the time, in minutes, during which unanswered requests to talk
will be stored.

On the Notifications tab, specify the following parameters:

Request To Talk X
General | Notifications

I send notifications to caller
(¥ Autodetect notification type
(" Send text messages
" Send voice messages

Text message notifications:

Queved: [cal queved

Rejectad: |CaH rejected

Mot available: |Dispat-:her is unavailable

= Send notifications to caller
Select this checkbox to notify the radio when a request is rejected,
queued, or the dispatcher is unavailable.

e Choose one of the buttons below to specify the way the radio is
notified.

v Autodetect notification type
Choose this option button so that the type of notification will be
selected automatically depending on whether or not the Text
Messages Service is enabled on the radio.
v Send text messages
Choose this option button to send text notifications to the radio.
v Send voice messages
Choose this option button to send voice notifications to the radio.
¢ In the Text message notifications boxes, enter the corresponding

text notifications. These texts will be used when sending text
notifications to the radio.

6.4.5.8 Priority

In this section, you can define default PTT priority levels for radios, dispatchers
and TRBOnet Mobile users.

¢ Go to Administration (1), System Settings > Priority (2).
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file View Map Tools Help
Administration Priority El
5y Teltonika Profile
Cfy Telemetry Profie PTT Priority Configuration
Gy Text Messages Allow urits with the same priority to interupt each other:  Yes
[=- System Settings
(0 patabase & -Normal
!, Systems
by & -Normal
#7 System Bridge
[58 Alarm Mansgement 4-righ
@ Tosks 5-High
&3 Phone Calls
I (5 Request ta Tak
& 2 Dispatcher Roles, Hobile App Profiles, and Radios with Selected Priority Levels
) Custom Fields PTT Priority Type Name
7-Llow Digital Radio Radio 125
(1Y) voice Dispatch 2 - Highest Digital Radio Radio 3
6 - Normal Role Role 1
-2\, Location Tracking 2-Highest TRECnet Mobile Profie Default)
U Route Management
[] Text Messages
& Voice Recording
Qg Reports.
Event Viewer
Show Dispatchers, Mobile App Users, and Radios with Selected Priority Levels
[ Connected &8 B4 B | & Administrator | 2R Licensed to: demo (Demo License) @ Active-

¢ In the Default priorities section, click the Configure button (3).

PTT Pricrity Configuration x

¥ gy arits with the same priority. o nterrupt cach iher:

Default priorities

Radios [6-Normal -]
TREOet Mobile users [6-Mormal -]
TRB0.505 users: [+rgh -
Dispatchers: m
Reset to default settings Cancel

= Allow units with the same priority to interrupt each other
Select this checkbox so that the units with the same priority levels will
be able to interrupt each other.

= Radios
Select the default PTT priority level for radios.

= TRBOnet Mobile users
Select the default PTT priority level for TRBOnet Mobile users.

= TRBO.SOS users
Select the default PTT priority level for TRBO.SOS users.

= Dispatchers
Select the default PTT priority levels for dispatchers.

= Reset to default settings
Click this link to reset PTT priorities to their default settings.

o Dispatcher Roles, Mobile App Profiles, and Radios with Selected
Priority Levels

= Show Dispatchers, Mobile App Users, and Radios with Selected
Priority Levels
Click this link to show all dispatchers and Mobile App users with non-
default priority levels rather than Dispatcher roles and the
corresponding Mobile App profiles.
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6.4.5.9 Custom Fields

In this section, you can add custom fields that can later be used when
registering units (see section 6.4.2.1, Radios, Additional tab) and field users (see
section 6.4.2.3, Identity Manager, Custom Fields tab).

¢ Go to Administration (1), System Settings > Custom Fields (2)

File View Map Tools Help

Administration Custom Fields 8]

£-L System Settings =k Add ) Edit | [k Delete
(3 Database Name AlKey Type Description
i Systems Car make CAR_MAKE  Text
A System Bridge Desaiption DESCRIPTION  Text
55 Warm Management
. Emai EMAIL Emal
@ Tasks
& Phone Cals hame NAME Text
L Request to Tak. Phone PHONE Phone
P Priority Plate number PLATE_NUMBER Text
) Custom Fields
(D Schedulers Custom Field X
Aﬂ-ﬂ Public Announcements e~
3§ Modbus TCP Connectons 2 Narme
i Key. CAR MAKE
Ul voice Dispatch
Type Text -]

g Location Tracking Description

m Route Management
Cancel

[] Text Messages

ﬁ Voice Recording

() Reports
[Event Viewer

@ Administration -

1

4|40 4 |Record 10f 6 »| w/mi « 3

[ Connected 43 B B | $ Administrator | [ Licensed to: demo (Demo License) @ Active -

e Click the Add button (3).
¢ Inthe Custom Field dialog box, specify the parameters of the field, such
as its Name, Key, Type (Text, Phone, Email, or Barcode), and Description.
6.4.5.10 Schedulers

The dispatcher can create pre-defined schedules to be used as event sources in
Alarm management, for database backup, and in job ticket templates.
¢ Go to Administration (1), System Settings > Schedulers (2).

e In the Schedulers pane, click Add (3).

File View Map Teols Help

Administration Schedulers (&1

£ [25 System Settings Sk Add ) Edit | S Delete
i [0 Database Name 2| Desaription
ik Systems Shed 1 imsrs f Warld) Sbnek- 5112026 A1-00- Tirms A0-00- Merclons
- gt System Bridge Shed 2 Scheduler X Inesday
[ Alarm Management
Lo Tasks
.. & phone cals Name: [Database backup
: %l Request to Tak 3 Recurrence Pattem
£y Priority
o Custom Fieds & Days of Week o0 2]
@ Smedu‘ﬂ\ € Monthly [ Monday | Tuesday
- Pubic Amouncensr L £ One Time I Wedhesday [~ Thursday
+..48 Modbus TCP Connections 2 [ Friday I~ saturday
i " Periodically
I Sunday
(I}, Voice Dispatch
g Location Tracking
m Route Management
[] Text Messages
Recurrence Range
Voice Recording
ﬂ Start: 05/18/HIFE 00:00 E
@ Reports Stop: <Indefinite Date > hd
Event Viewer ] Cancel
E Administration 1
| «| 4| Record 10f2 » | »wi| « L
[ Connected &3 B B | § Administrator | [ Licensed to: demo (Demo License) @ Adtive~

In the Scheduler dialog box, specify the following parameters:
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= Name
Enter the name of the scheduler.
Recurrence Pattern
Choose one of the recurrence patterns for the scheduler:

= Days of Week
Specify the time and select the day(s) of the week.

= Monthly
Specify one of the following options:

¢ Specific Day
Specify the ordinal day of the month (in the range 1-31, or select
Last).

o Day of Week
Specify the week number in a month (in the range 1-4, or Last) and
select the day of the week.

= One time
Specify the date and time.

= Periodically
Specify the time interval, the repetition period (in
seconds/minutes/hours), and select the day(s) of the week.
Recurrence Range

= Start
Specify the start date/time.

= Stop
Specify the stop date/time.
6.4.5.11 Public Announcements

This section describes how to connect Public Announcement units to TRBOnet
Dispatch Console.

¢ Go to Administration (1), System Settings > Public Announcements (2).

e In the Public Announcements pane, select the Public Announcements
tab (3).

e Click the Add button (4).
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file View Map Tosls Help
Administration Public Announcements &)
£+ System Settings ~ Public Zones

() Database 5 Add ) e Delete

ik Systems Name A Description IP connecti Radio .. | Erro

i System Bridge

[55) Alarm Management

& Tosks 3| Public Announcement Configuration

& Phoe Calls

Public

1

Descrption:
Fire Dep's

‘ a Name

(© scheduers
i Publc Announcements
48 Modbus TP Comections ™|

il ey Extemal ID!
| IP connection:
g Location Tracking 1P address:
= Part
[j Route Management
— Radio connection
[] Text Messages Connection Type:
Radio D:

ﬁ Voice Recording
v

Event Viewer

L% Administration o1

|| 4|Record 0 0f0 ¥ [w|mi] ¢

1001

10.12.131.52
8002

Swift Option Board 2.0 -

999

Cancel

>

[ Connected &3 By B | § Administrator | [ Licensed to: demo (Dema License)

@ Active~

In the Public Announcement Configuration dialog box, enter the following
parameters:

Name
Enter a name for the PA unit.

Description
Enter a description for the PA unit.

External ID

Enter the external ID for the Public Announcement unit. This ID will be
used when an announcement is sent to the PA unit from some external

system.
IP connection

= IP Address
Enter the IP address of the PA unit.

= Port

Enter the port number that will be used for the connection.

Radio connection
= Connection type

From the drop-down list, select how the radio is connected within the

PA unit.
= Radio ID

Enter the Radio ID of the PA unit's radio. The Radio ID must be unique

in the radio system.

Adding Public Announcement Zones

¢ In the Public Announcements pane, select the Zones tab.

Click the Add button.

¢ Inthe dialog box that opens, click the Main tab.
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PAGA Zone Cenfiguration x

Main WRad\osl

MName: |5ecurity

Description: Security dep

Radio ID 222 5 ExternalID 806

= Name
Enter a name for the PA zone.

= Description
Enter a description for the PA zone.

= Radio ID
Enter the Radio ID of the PA zone.

Note: Due to some technical restrictions, this must be the
Radio ID of the existing radio group.

= External ID
Enter the external ID for the Public Announcement zone. This ID will be
used when an announcement is sent to the PA zone from some
external system.

e C(lick the Radios tab.

PAGA Zone Cenfiguration X

Main Radios

v PAL
v PAZ

Selected: 2

Cancel

= Select the desired PA units that will belong to the PA zone.

6.4.5.12 Modbus TCP Connections

TRBOnNet Server can receive and send data from/to Modbus hardware and
interact with Modbus data according to desired scenarios. There are two
connection modes between TRBOnet Server and Modbus hardware: Master
and Slave.

To connect TRBOnet Server to Modbus hardware:
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e Go to Administration (1), Modbus TCP Connections (2):

File View Map Tools Help

Administration

&L System Settings
(1l Datsbase
i Systems
g System Bridge
[5% Alarm Management
@ Tasks
& Phone Calls
Lfy Reguest o Talk
& Priority
) Custom Fields
(© scheduiers
]| Public Announcs
i Modbus TCP Connectigns
32 Virtual Modbus Devices

&7 1p Cameras
L

ements

1Y) Voice Dispatch

[j Route Management
[] Text Messages
ﬁ Voice Recording

Event Viewer

g Location Tracking

@ Administration T

Modbus

Eh Add =) Edit | 5k Delete
Mai A Mode

v ModBls 1 Master

¥l Modbus

/| Modbus3

Siave
Master

Name:
Mode
Port
Slave ID:

Behavior:

| —1

W« < Record 1of 3 b w M) 4

IP Address
127.00.1

10,12.131,45

Modbus Configuration

Port Slave ID
502
502
502

X

Modsus_slave

502
1

Slave !

Custom -

Cancel

Behavior

1 Custom

RIS

[ Connected g3 B B | § Administrator | [ Licensed to: demo (Demo

License)

¢ Inthe Modbus pane, click Add (3).
= From the Mode drop-down list, select the mode of connection.

o If the 'Slave' mode is selected, specify the Port of TRBOnet PC and
the Slave ID to assign to this PC.

Leave Behavior as Custom if this connection will be used for Alarm
management.

@ Active~

o If the 'Master' mode is selected, specify the Remote Address, Port,
and ID of the Modbus device, which in turn will be running in the
Slave mode.

Modbus Configuration x
Name: [ModBus Master
Mode Mester <]
Port: 502 :

) 1

[ Parallel Requests

Cancel

v Parallel Requests
Select this checkbox so that TRBOnet Server can send multiple
requests without waiting for responses from the Modbus device.

6.4.5.13

Virtual Modbus Devices

Once you have created the appropriate TCP connection, you can add a Modbus

device:

e Go to Administration, System Settings > Virtual Modbus Devices, and

click Add.
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6.4.5.14

Virtual Modbus Device X

Name. [Pect |

Description:

Corfigurstion.

Table: Disretelnputs

v Edit Filter
o

In the Virtual Modbus Device dialog box, specify the following
parameters:

Name

Enter the name of the device.

Description

Enter the description of the device.

Configuration

From the drop-down list, select the slave connection you previously
created for the device (that is, TRBOnet Server running in the Slave
mode).

Table

From the drop-down list, select the appropriate MODBUS data type
(‘'Discrete Inputs', 'Coils', 'Input Registers', or 'Holding Registers').
In the 'Address/Value' table, enter the appropriate register values.

IP Cameras

This section describes how to connect IP cameras to TRBOnet Dispatch
Console. Once connected, the cameras can be associated with radios, beacons
and other map objects.

Go to Administration, System Settings > IP Cameras to manage IP
cameras in the system.

In the IP Cameras pane, click the Add button.
In the IP Camera Configuration dialog box, specify the following

parameters:
IP Camera Configuration X

Name

Camera |

Deserption

Disposal dump

URl

[ftsp:/710.10,102.243:554/

Protocol:

uDP -
Authorizati
Ueer [ |
Password [ |

Cancal
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o

= Name
Enter a name for the camera.

= Description
Enter a description for the camera.

= URI
Enter the URI for the camera. Note the use of the RTSP:// prefix and
port number 554 (also note that some cameras may have been
configured to use a different port number other than 554).

= Protocol
From the drop-down list, select UDP.

= Authorization

6.4.5.15

User

Enter the user name for the authentication, if needed.

Password

Enter the password for the authentication, if needed.

Al Speech to Text

The Al Speech to Text module provides transcription of voice calls.
¢ Go to Administration (1), System Settings > Al Speech to Text (2).

e Inthe AI Speech to Text pane, click the Configure button (3).

File View Map Tools Help

Administration Al Speech to Text

{Z Profies
=R

Al Speech to Text:
APT key:
Model

@) Al Spesch to Text
i Tonks

(1L voice Dispatch 2

% Location Tracking

Ej Route Management

ﬁ Voice Recording

Event Viewer 1
L'é Administration 1 /

Al Speech to Text

8 Enable Al Speech to Text
APlkey:
Mods:
APl endpoint:

€]

[ Connected &3 B B | § Administrator | [ Licensed to:

demo (Demo License)

In the dialog box that opens, specify the following parameters:
= Enable AI Speech to Text
Select this option to enable the Al Speech to Text module.
= API key
Enter the key (if required) to access the API endpoint.

= Model
Enter the name of the model that will be used to transcribe voice calls.
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= API endpoint
Enter the URI of the transcription service.

= Input audio language
From the list, select the language that is expected by the transcription
service.

= Enable live transcription
Select this option to generate transcriptions in real time. The
transcriptions can be viewed in Voice Dispatch and Voice Recording
modules.

= Improve recognition accuracy
Select this option to enable addition processing of voice to improve
recognition quality.

6.4.5.16 Tools
On the Tools page, you can find some useful tools.

6.4.5.16.1Templates for Extended Messages
The Templates can be used for Extended Messages and Extended Notes.

The Extended Messages feature is a special function allowing users to send
detailed preconfigured templates containing necessary information to each
other with the help of the special TRBOnet Dispatch Console application.

This service has been created especially for clients who need to use more
detailed and structured messages in their work. If the standard messages are
not enough to contain all required information, you may use the Extended
Messages service.

¢ Go to Administration (1), System Settings > Tools > Templates (2) to
create a new template:

File View Map Tools Help

Administratioly, Templates [¢[4]S

[-Z5 System Settings =} Add From File | =% Add =) Edit [1] Save ToFile | =% Delete
[ Database o =

) Systems

3 System Bridge

[ Alarm Management

¢ ext 2
- Tools /
B oo

L2 Indoor 20 Map Converter

{14 Voice Dispatch

% Location Tracking

g Route Management
ﬁ Voice Recording / 1
2, Administration ]

[ Connected 63 B B | & Administrator | [ Licensed to: demo (Demo License) @ Active~

M« < |Record1of1 b » W <

e Click Add From File (3) to add a template from a file.
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Note: Before adding a template from a file, save the created
template to a custom directory.

Select the directory where you saved the template and click OK to add the
file.

e Click Add (4) to create a new template:

Add/Edit Template

- o x
Name
Elements:
A Label
b Textbox New Form
[] CheckBax
HComboBon
Drag selected
element to the
workspace
Tempiate size: e
widh: 400 |2
Height: 500 12 ) >
Backorons: ||
e Backgroundimage
BackgroundimageLayout  Tie
CausesValdation Tue
CheckAign MiddleLeft
Checked Faise
CheckState Unchecked
CortextMenuStip pore)
Cursor Default
Dock None
Ensbled True
Flat Appesrance
FatStyle Standerd
Checked
Indicates whether the companert i inthe checked state
oK Cancel
= Name (1)

Specify a name for the template to display in the Dispatch Console (1).
= Elements (2)
Select elements to add to the template. Drag and drop the selected
element to the desired place on the mail template box.
= Template size (3)
Specify the template dimensions and background color.
= Click an element on the template. On the right side of the Template
dialog box, you can see the selected element properties.
For directions on how to send an extended message to a radio, see section
6.9.2.1, Send Extended Text Message to a Radio.
6.4.5.16.2Indoor 2D Map Converter

TRBOnet Dispatch Console provides the Map Converter to use custom images
as Indoor 2D Floor plans. The tool allows converting images to the BMAP
format that is supported in Indoor Positioning.

e Click Administration (1), System Settings > Tools > Indoor 2D Map
Converter (2).
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File View Map Tools Help

Administration Indoor 2D Map Converter

157 System Settings
- 1 Database Name:

5 Systems Floorplan 1

A System Bridge e

[ Alarm Marzgement fmege
7 o D:\Images\ist_floor_plan.jpg
& Phone Calls Folder:
Ly Request to Tak D:\images'Emaps =
&, priority -

.48 Custom Fields

® shedulrs
)| Public Announcements ks

% Modbus TEP Connections
-8 Virtual Modbus Devices

P Cameras

2
@) Al speech to Text
4 Tools
3] Templates
Y

(1Y) voice Dispatch

Lnrdf-lfﬁrj'i-_]
Imlnel‘lanagemuvt

ﬁ Voice Recording

| —1

fEp— ]

[ Connected g5 B B | & Administrator | 9 Licensed to: demo (Demo License) | @ Active-

e Name
Specify a name for the new Indoor 2D Map.

e Image
Click the ellipsis (...) button and locate the image file (.PNG, .JPG, .TIFF,
.GIS) on your computer.

e Folder
Click the ellipsis (...) button and locate the folder where to save the
converted Indoor 2D map on your computer.

e Click Start to convert the image.

To use the converted map
e Click Location Tracking (1). On the Map menu, click Open New Map in
Tab (2):

File View [Map | Tools Help

Save Online Map Data... &
: Map Content... e [«](2] 8 B tntercom [ [=][@] B P Gro 10 DoE) (=i
5 print noE (BT DEE (< I o5 sencors
@S- [xo [ reecl Lel G ser
B open New Map in Tab... VI Coffee
® — [ Foor plan_X] WG Tea
= Open New Map in Window... 4
& [} Pol - Fiter Q@] 17 [@] showBeacons: a1 ~ [ DravingPanel] 2 &-F v Obiects
& Google Earth D OO ‘ = Custom Object 1) Camera 1
|2 Delete Route on Google Esith b Gt s . 7 (3] Hospial
2 veoice Z < [ poice
Show Radios on Google Earth > 2 i g e
& ep Regons
2 ot g ha o ET—

e asilyevskiy - [ Map Routes

W JobDiccetiag @11
Route Management.
| 5) RFID Tracker

B @

Hoser f
] Lattude: 59°56:29.52" N: Longiude: 30°1652.71"E ||

[] vext Messages
8m

g Veice Recording Recent Calls/Events = |
[ Playback [ save~ () Print | 01 Pause < Clear 53 Reload | '[] Filter By Radic | = Grouping "\/ Auto Fiter > Defautt Settings |
(@ Reports Date Radio System Sender Recpient Message Detais
3 09.06,2017 14:43:57 server Al Connection to 'Capadity Plus 1'h... i‘
i — 08.06.2017 12:43:30  CapacityPlus 1 Administrator 11 Dispatcher 'Administrator' calls gr... Members: Administrator, 125
. 09.06.2017 12:40:06 Capacity Plus 1 125 11 Radio '125' calls group '11' (00:08)  Members: 125
EE! Radio Al " 09.06.2017 12:39:55 Capadity Plus 1 Administrator 11 Dispatcher 'Administrator’ calls gr... Members: Administrator
09.06.2017 12:38:34 Capacity Plus 1 Administrator Police: Dispatcher 'Administrator’ calls ar... Members: Administrator A
w|«| «| Record 10f 305 _'Mﬂ f
E ety Recent CallsfEvents  RecentCalls  RequestToTak RadioState  ActiveTasks | ActiveRoutes  User Activity Beacons BeaconEvents  Taglist
(6127001 43 B | & Administrator | [ Licensed to: demo | @ active-

TRBOnet Enterprise Page 295 of 436
User Manual



neocom
sOfFtware

Select Map... X
Map Type: Beacon2D ~
Caption: | |
Available Maps
Name Path State
Floorplan 1 D:\Images\Bmaps'Floorplan 1.bmap OK
Add Remove Cancel

e From the Map Type list box, select 'Beacon 2D'.
e Click Add to and browse for the map you have converted.
e Click OK to open the Indoor map in the Map pane.

6.5 Voice Dispatch

When on the Voice Dispatch tab is selected, the dispatcher can make radio and
phone calls, send text messages to radios and phone numbers, monitor recent
calls and events, radio status, active tasks and routes and view selected map.

6.5.1 Radio List
6.5.1.1 View Options

The toolbar in the upper part of the Radio List pane provides buttons to change
the appearance of the list:

H R R I

Radio, Dispatchers, Dispatcher Group, Radio Group, ... ~

- — -
=] 3& COnline Dispatchers (1)

R Administrator

.:'] Online, Indoor (0}

=] Q Online, GPS Fixed (1)

(€3] Radio 27
© () Online, Na GPS (1)
(# Radio 235
=] U Offtine (%)

(%) Radio 125

e Click to view radios by radio list.

e Click @ to view radios by their statuses.
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= Yellow
Aradio is online and enters the beacon coverage zone; has Indoor
positioning lock.

Note: When GPS location is available and the radio enters the
beacon coverage zone, the status will turn yellow from
green.

= Blue
A radio is online; GPS data is not available.

= @Green
A radio is online; GPS data is available. This status is shown if the server
has received GPS data during the last 30 seconds (the time interval is
set in Location Profile > Periodic updates).

= Gray
A radio is offline.

e Click to view radios by radio groups.
e Click to view radios by logical groups.

o Click ¥ , and select the radio list elements that will be displayed in the
Radio List pane.

Voice Dispatch

SR e WYL T

Radio, Dispatchers, Dispatcher Group, Radio Group, ... =

Type:
V| Radio

Dispatchers
Dispatcher Group
| Radio Group
Logical Group
State:
Onling, Indoor

| Online, GPS Fixed
Onling, Mo GPS
Bffine

= Click the arrow button (1).
= Select the object types and the radio statuses (2) to filter radios.

For example, you may select to display only radios and radio groups
that are online and have fixed GPS signal.

= Click OK (3) to apply filter settings.

e Click , and from the drop-down list, select how to sort the radios in the
Radio List (Name, Radio ID, Status).

o Click X to open the Quick Actions dialog box to specify which quick
buttons to display in the Radio List pane.
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Quick Actions

Dispatcher Buttons
7 send Message

7] Send Push Notification
7] Phone Cal

[F] Request To Tk
[F] Private Cal

Radio Buttons.
¥ Find on Map
[F] Find on Google Earth
[ Show Route

[ Show Route on Google Earth

] Private Call
[@] Phane / Ful-Duplex Call

[F] Disable Enable Radio
[F] Track Radio
7] Check Presence:

Radio Group Buttons
7] Send Message
[ Send Push Notification

I Reset Location Trigger
] Request To Talk

] send Message

Logical Group Buttons.

[F] send Push Notification

‘Additional Options
[¥] Use Check Box Filtering [¥] Show Status of Location Trigger
Preview:
e & User Group =
© D omy B
1] [y Radio Group
! (#) rado1 moeve

Dispatcher Buttons

In this group, select the quick buttons to be displayed in the Radio List

for dispatchers.
Radio Buttons

In this group, select the quick buttons to be displayed in the Radio List

for radios.
Radio Groups Buttons

In this group, select the quick buttons to be displayed in the Radio List

for radio groups.
Logical Group Buttons

In this group, select the quick buttons to be displayed in the Radio List

for logical groups.

Note: For the preview, see the lower part of the Settings

dialog box.
Additional Options

e Use Check Box Filtering
Select this option to display checkboxes next to each radio and radio

group. Selecting/clearing a checkbox will display/hide the

corresponding radio/radio group on the map.

o Show Status of Location Trigger
Select this option to display the Location trigger status for a radio in

the Radio List pane.

= |_|/ Firemen

£ 10 125 (Pete)
#|(D|222

#&

9 Rarin 201

Radio 200
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v' Gray
Aradio is offline.
v" Blue + white dish
A radio sent ARS but didn't send GPS packets.
v Blue + red dish
A radio sent ARS and GPS packets without GPS data, that is the
radio is out of GPS coverage.
v Green
A radio is fully online (has a GPS fix).

6.5.1.2 Quick Filter

Type in Radio ID or Radio name to filter the Radio List. Search results are
displayed in the Radio List pane:

SRl VYK &
27|
() online, Indoar (0}
© () Online, GPS Fixed (1)
O Online, No GPS (1)
() offline (8)

6.5.1.3 Radio Information Tooltip

The dispatcher can see the last received radio data in the Radio information
tooltip. Select a radio in the Radio List and hover the mouse pointer over it:

GR 125
@E®
Capadity Plus #1 1

Orline by ARS 2
(i) Battery: 60% 3
% onDuty 4

Lone Worker 5

12:44 PM 12:45PM
Cty Mal ©

Accepted £A09152 7
Accepted #A09155

GPS: 7/12/2018 6:24:36 PM
Speed: 1.9 km/h

Altitude: Unknown 8
Region: No

Latitude: 59°56'27.85" N
Longitude:  30°15'47.71"E

7 Liniya Vasil'yevskogo Ostrova,

36, Sankt-Peterburg, Russia,
199178

The following information on the radio is displayed in this tooltip:
1. The current channel/radio system the radio is on.

2. The radio status (displayed only if the Show latest note in Unit
information details option is selected in the Advanced tab of the
Options dialog).

3. The current battery level, in percent (displayed only if the radio is
equipped with an option board).
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4. The User Activity list the radio is assigned to, if a User Activity task is
activated.

5. The Lone Worker policy status, if a Lone Worker task is activated.

6. The route assigned to the selected radio, if a Route Management task is
activated for the selected radio.

7. The associated job tickets.
8. The current GPS data and current location data.
9. The current location resolved to address.

While this pop-up window is open, the dispatcher can do the following:
e Click B2 to request the presence of the radio in the radio network.
e Click = to send a text message to the radio.
e Click =) to request the radio's location.

6.5.1.4 Radio Shortcut Menu

To open the radio's shortcut menu, right-click a radio in the Radio List pane:
This shortcut menu contains the following items:
e Check Presence

Choose this menu item to send a Radio Check command. If the radio is

online and is located in the coverage area, the dispatcher will see a
message like this:

IMessage 1 of 1 X

@ 125
Repester #1: Slot #1
Checking Presence in Network
The command has been executed. 14-Mov-2016 17:49

Radio is present in the network
Agent: Radio Networks
Radio System: Repeater #1: Slot #1 [ Peer 1002

[[] Do not show this message next time Show on map
Reguest Location

Close

e Private Call
Choose this menu item to initiate a Private PTT Call to the selected radio.
¢ Phone Call/ Full-Duplex Call

Choose this menu item to initiate a phone call (full-duplex call) to the
selected radio.

e Video Call

Choose this menu item to initiate a video call to the selected radio. Note
that this menu item is only available for TRBOnet Mobile Clients.

¢ Request to Talk
Choose this menu item to send a talk request to the selected radio.
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e Request Location
Choose this menu item to request the location of the selected radio (for
radios with GPS module only).

e Send Message
Choose this menu item to send a text message to the selected radio (for
radios with display only).
= Inthe dialog box that appears, specify the radio/radio
group/dispatcher to send the text message to.

¢ Advanced > Remote Monitoring
Choose this menu item to activate the radio's microphone in hidden
mode.

¢ Advanced > Video Monitoring
Choose this menu item to activate the device's camera in hidden mode.

e Advanced > Change Location Update Settings
Choose this menu item to customize the Location Update settings. When
you reconnect to the Server or reassign a Location Profile to the radio,
temporary settings will be updated to the Location Profile settings.

Change Location Update Settings x
31, °] Change Location Update Settings
102
(®) Restart location updates
() Turn off location updates
() Start location updates

[] change periodic update interval

Cancel

= Restart/Turn off/Start location updates
Choose which command to send to the radio.

= Change periodic update interval
Select this option and specify the new location update interval.
e Advanced > Enable Radio
Choose this menu item to enable the selected radio.
e Advanced > Disable Radio
Choose this menu item to disable the selected radio.

e Advanced > Exit from Emergency mode
Choose this menu item to cancel the Emergency mode on the selected
radio.
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Note: This command is distinct from the Clear Alarm
command ("x" button on the Alarm box) which just
clears the radio's alarm status in the Dispatch Console.
Also note that this command is applicable when the
radio is used in Capacity MAX or DIMETRA Express
systems only.

e Advanced > Send Audio Record
Choose this menu item to send an audio record to the selected radio.

Record audio

Convert Text to Speech
|_._. Start ||L| Cancel | | Load |'|

Click Start and start talking to the microphone.

Record audio

00:34
i iy ‘ l\|| }.__.-.aﬂu .

Convert Text to Speech
|_” Send ||L| Cancel | | Load |‘|

Click Send to send the recorded message to the radio.

= You can also load your message from file, or from Saved Audio Files.
Just click the Load button.

= Or, you can send a text message converted to speech. Just click the
Convert Text to Speech link.

Convert Text to Speech x
Text:
Pete, get back at work j
=
Listen Cancel

¢ Advanced > Send Push Notification
Choose this menu item to send a push notification to the selected radio.

= Inthe dialog box that appears, specify the radio/radio group to send
the push notification to.

Note: This menu item appears only if the radio is a mobile
client app running on a smartphone.

e Advanced > Send Coordinates To
Choose this menu item to send the coordinates of the selected radio to
selected recipients.
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Send Text Message X

Destination: Radio 235; |

Templates: ~| B

Text: Radio 125 Lattude: 55°56'25.30" N; Longitude:
0°164764" E

Atachments: Il Add File

Select Radios and Groups

Filter [234] s

¥ 2 Radio 235
[ :& Online Dispatchers

[ Send copy as email

[ send copy as SMS

[V Store and attempt to deliver if the user is offline
[™ Confirmed Group Text

Hide Advanced Options SEND Cancel

= In the dialog box that appears, specify the radio/radio
group/dispatcher to send the coordinates to.

¢ Advanced > Send Email
Choose this menu item to send an Email message to the mailbox
associated with the selected radio.

e Advanced > Shortcut - Private Call
Choose this menu item to assign a shortcut that will be used to make a
private call to the selected radio. When the prompt appears, press the
desired key or key combination.

Hot Key x

?\ r]. Click for the combination to specify
1 1 the Hot Key or Escto reset

¢ Find on Google Earth
Choose this menu item to display the selected radio location on Google
Earth.

e Show Route on Google Earth
Choose this menu item to display a route traveled by the selected radio
on Google Earth for the specified time period.
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Show Route

hod

Radio: 125 (Pete) =

From: | 15-Nov-2016 0:00

Ta: |<Last known location =

Lef Lo Lo

Calor: [ B 105, 105, 105

Optimize Route (group all nearest points)

Cancel

Track Radio > Track in New Window
Choose this menu item to open a new Map window for the selected radio.

Track Radio > Video Tracking in New Window

Choose this menu item to open a new window with the IP camera(s) that
will track the selected radio. The camera may be associated with the
selected radio and/or with the beacon(s) when the radio enters the range
of the beacon(s).

Track Radio > Google Street View
Choose this menu item to open Google Street View with the latest
location and direction of the selected radio.

Track Radio > Yandex Street View
Choose this menu item to open Yandex Panorama with the latest location
and direction of the selected radio.

Set Location Profile
Click this menu item and select the location profile that will be associated
with the radio.

Select Status Colors
Choose this menu item to select to set individual parameters for the radio
icons.
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Status Colors X

@ Offiine
@ onne, o aps
Online, GPS Fixed @ online, GPS Fixed
Online, Indoor @ Online, Indoor
Alarm 6 Alarm

4|+
Ve

Reset

Preview

Cifline Cnline Online (GPS) Online (Beacon) Ham

® ® @ ®

oK Cancel

= In the Status Colors dialog box, you can specify icons for the statuses
of the selected radio. Select icons from the drop-down list. To set a
custom color for the radio status icon, click + and select a color in the
uniform color palette. Click the - button to delete a custom color.

= In the lower part of the dialog box, you can see the preview of the
icons.

= To set defaulticons for the selected radio, click the Reset button.

e Set Radio Channel > Toggle Online Radio Status
Select/deselect this menu item to set the selected radio online/offline.

e Set Radio Channel > Channel
Select the radio channel over which to make calls to the selected radio.

¢ Rename
Rename the selected radio.

o Edit Radio Properties
Open the dialog box to edit the properties of the selected radio.

e Cameras >
Click this menu item and select a camera associated with the radio. As a
result, a new window with the camera view will open.

e Set On Duty
Choose this menu item to assign the selected radio to the On Duty list.
See also section 6.4.5.5.7, User Activity (page 241).

6.5.2 PTT Boxes

The dispatcher can make voice calls from the Dispatch Console by using PTT
boxes:
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/— Control Station #1 [=g @
Channel 1
All call

Session;

Sender:

R fTX

. /

The following options are available for the PTT box:

Click the button to make the channel the selected PTT channel.

Click the [+9] (Tone and PTT) button to start transmitting after a tone
sound.

Click the [« (Solo) button to mute all channels except this one.
Click the = (Mute) button to mute this channel.

Right-click on the selected PTT box to display the shortcut menu which contains
the following commands:

Selected PTT channel
Select this menu item to make the channel the selected PTT channel.

Shortcut
Choose this menu item to assign a shortcut that will be used to transmit
on this radio channel. When the prompt appears, press the desired key.

Select External PTT
Select the external PTT device that will be associated with this PTT box.

Select External Indicator
Select the external PTT indicator that will be associated with this PTT box.

Add to New Group

Choose this menu item to add the channel/group associated with the
selected PTT box to the Patch box. When two or more channels/groups
are added to the Patch box, the dispatcher can click the Create link to
create a patch group for the selected channels/groups.

Tone and PTT

Click this menu item to start transmitting after playing a tone sound.
Mute Channel

Click to mute the selected channel.

Mute Other Channels

Click to mute all channels except the selected one.

Volume
Move the slider to specify the speaker volume level on the selected
channel/group.
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Microphone

Move the slider to specify the microphone volume level on the selected
channel/group.

Change Channel Settings

Click this menu item and, in the dialog box that opens specify the
recorder, player, speaker, external PTT device, etc.

Slot 1 s
Defaults
Recorder: |Defau|t j
Player: |Defau|t j
Speaker: |Defau|t j
Volume: = +
External PTT: |Fnotswiu:h {Footswitch PTT) j
Indicator: [Footswitch (RTS) j
Theme: |DEfauIt j
Cancel

Open Voice Channel Mode

This option is available for Private PTT Boxes. If you select this mode, all
radios on the channel that are capable of receiving OVCM calls will receive
this call rather than only the designated call recipient.

Notes: The OVCM calls are available on IPSC systems only. To
use the OVCM calls, the Use NAI Voice option must be
enabled for the repeater (see section 5.12.2, Adding a
MOTOTRBO Repeater).

Select By Radio ID Mode

Select this mode to allow making calls by entering radio IDs from the PTT
box.

Recipient

Select the call recipient for the PTT box.

Terminate Transmission

Click this menu item to terminate the current transmission.

Note: The incoming transmission can also be interrupted and
terminated by clicking the Interrupt button in the PTT
box.

(Bsiot 1 HE)
Al call ~ |
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¢ Reset
Click this menu item to reset connection to the selected channel/group.

e Minimize/Restore
Click to minimize/restore the PTT box size.

6.5.3 Voice Calls

The dispatcher can make the following types of calls:

e Private Call

This is an individual call from the Dispatch Console to a radio via the radio
channel.

e Allcall

This is a call from the Dispatch Console to all radio groups registered in
the system.

e Group Call
This is a call from the Dispatch Console to a selected radio group
registered in the system.

e Intercom Call

This is a call from the Dispatch Console to other dispatchers. There are
three types of Intercom Call:

= Intercom Call to all dispatchers
= Group Intercom Call to a group of dispatchers
= Private Intercom Call to a selected dispatcher

e Phone Call
This is a call from the Dispatch Console to a selected phone number.

In addition, the dispatcher can send voice mails to offline radios.

6.5.3.1 Private calls

The dispatcher can make a call to any online radio registered in the system. To
make an individual call from the Dispatch Console to a selected radio via the
radio channel, do the following:

e Select the radio in the Radio List.

e Click the ®¥ putton on the right.
Or:

¢ Right-click the radio in the Radio List.

e On the drop-down menu, click Private Call.
To terminate a private call, do the following:

e Click the PTT button on the PTT box.
Or:

e C(Click the 1T button in the Radio list.
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Note: You can also create a special PTT box for Private Calls. For
more details, see View > Configure PTT Boxes on page 118.

6.5.3.1.1 Full-Diplex calls

The dispatcher can also make full-duplex calls (phone calls) to online radios. To

make a full-duplex call from the Dispatch Console to a selected radio, do the
following:

e Select the radio in the Radio List.

e Click the N button on the right.
Or:

¢ Right-click the radio in the Radio List.

e On the drop-down menu, click Full-Duplex Call.
See also section 6.5.9, Phone Calls.

6.5.3.2 All calls

The dispatcher can make a call to all online radios registered in the system (for
example, in the case of alarm). To make a call from the Dispatch Console to all
radios registered in the system, do the following:

e From the drop-down list, select All Call.

/_D Repeater #1: Slot #2

All call

Firemen
Police
Session:

Free channel

Sender:

L 1

RX JTX =

\_ o,

e Click the PTT button.
6.5.3.3 Group calls

To make a call from the Dispatch Console to a selected radio group registered
in the system, do the following:

e From the drop-down list, select a group.

(_ IP Site Connect: Slot #1 [=g @

All call E
All Call
Cleaners

Police:

Free channel

RX JTX
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Click the PTT bu

tton.

Note: You can also create a special PTT box for Group Calls. For more
details, see View > Configure PTT Boxes on page 118.

6.5.3.4 Intercom calls

The dispatcher can make calls to all dispatchers or to selected dispatchers in
the system. To make an Intercom Call to dispatchers, do the following:

e On the Intercom PTT box, from the drop-down list, select either All Call, or
a group of dispatchers, or an individual dispatcher.

Intercom IE‘

-

Q

RX(TX

Offine: Dispatcher 2

Sender:

L 1

-

Click the PTT button.

6.5.4 Predefined Voice Messages

The dispatcher can send predefined voice messages (recorded or voice

messages, or audio fil

File View Map

Tools  Help

&KV @ g

(%) (D Radio 204 Eevp
(%) D Radio 205 mew
© [ Firemen

@@ 235 Basi)
(%) (D Raio 200
() Radio 201

(£ Radia 20>

es) to a radio or a selected radio group:

Radio Interface

Radio Interface| Recent Cals/Events

[0 Rewrd [f[r.  Fe [

To: Selected Channels

[ Repeater #1: Slot #1

[ EE

@ Allcall

ssssss

[ Repeater #1: Slot #2

[ EE

@ All call

Patch on Repeaters

Evullvi:nu'

- N R4 Binary Patch
Location Tracking /]
System Bridge
w Job Ticketing
Repeater #1: Slot #2 ﬂT; ©
—— Recent Calls/Events ™ |
) Playback il Save~ () Print | 11 Pause < Clear - ‘1 Reload | [ Filter By Radio | = Grouping "7 Auto Filter (» Default Settings || 47 Details bl
RFID Tracker Dat= [Radio system | sender [Recpent [ Message [petais [hote I
o 15-Nov-2016 15:43:52  Repeater #1: Sl... Dispatcher 1 125 Private Call: Dispatcher ‘Dispat... Members: Dispatcher 1, 125 j
Text Messages P 15-Nov-2016 13:28:52 235 Al Reset Geofencing Alarm
F 15-Nov-2016 13:25:48 235 Al The Geofendng - Monitor Area...
g P — Fe 15-Nov-2016 13:28:48 235 Al Radio left allowed region My ...
15-Nov-2016 13:28:48 235 Radie left allowed region Mv z...
™ e Al dio left zlowed region' hd
| «| <] Record 1of57a v |m|m| 4] »

Recent Call/Events | RecentCals | Request toTak | Radostate | Actve Tasis | acti | ser actty | map | cameras

127001 &3 B & | & Dispatcher 1 | [ Licens

e Inthe Queued M
e In the confirmati

ed to: demo Demo License

| © Active~

essages panel, click the Voice Message button.
on dialog box, click Yes.
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6.5.5 Patches
6.5.5.1 Predefined Patch

The Patch function allows configuring the network to redirect calls. A
predefined Patch can be created by the administrator only (see section
6.4.5.3.1, Radio Bridge) and a dispatcher cannot configure it. A predefined
Patch is displayed in the Patch panel by default. The Patch feature is intended
to combine different radio channels in a single group to make voice calls from
a dispatcher to radios and from radios to a dispatcher (for example, to connect
a dispatcher with the firemen and cleaners).

File View Map Tooks Help
VolceDlspatch Radio Interface & |

Friday, March 13, 2020

(#) Ragio 27

3:24 pm

& (7)) Online, No GPS (1) ”
@ Redio235 [Jrpsc 1:Slat #1 [ =@ [Jrpsc 1:Slot #2 [ ©E @
o omne leaners nucat [C—r—)
PTT PTT Confiaure
Session:
Group Cal Drag and Drop FTT Box here to create ne:
goup
!
Sender: [
o . T -\
(1) TPSC 1: Slot #2
Firemen
RX[TX = @ 1psC 1:Slot #1
Cleaners
v
Recent Calls/Events
[ Playback = mev\@: print | I Pause ¥ Clear ~ i Reload | ([ Filter By Radio | = Grouping "/ Auto Filter % Default Settings
Date | Radio System | Sender | Recpient | Message | Detais | Note |
13-Mar-20 3:24:42PM IPSC 1: Slot #1  Adminis trator Cleaners Dispatcher ‘Administrator’ calls group '...  Units: Adminis! trator ﬂ
13-Mar-20 3:24:42PM IPSC 1:Slot 2 Administrator Firemen Dispatcher ‘Administrator’ calls group ... Units: Administrator
W 13-Mar-20 3:24:24PM Server Al Connection to 'IPSC 1' has been lost
13-Mar-20 3:24:21PM IPSC 1: Slot #1  Administrator Cleaners Dispatcher ‘Administrator calls group ... Units: Administrator
IPSC 1: Slot #2  Administrator Firemen Dspatd’\ *Admini inistrator
Radin 735 Radin Dadin 736 2l SR} 975 A
ik Remldlufu? r» [ «| »
Recent CallEvents lmzml%ll%l%l%l%@l:l

[ Connected G5 Bh By Bl B | § Adminitrator | [ Licen

1sed to: demo (Walt) Demo Lict

| @ Active-

6.5.5.2 Custom Patch

The dispatcher can create a custom Patch to connect selected PTT boxes (for
example, the Emergency and Firemen radio groups). In addition, you can
connect analogue and digital radios via a Patch.

File View Map Tools Help

Radio Interface |
e

Voice Dispatch

Confiqure

K Dispateher Group
K 1PSC 1: Slot #1
Create

Recent Calls/Events

E§) Playback [H SEVE“@ Print | 1 F Clear - & Reload | ([ Filter By Radio. uping "/ Auto Filter & Default Settings
Date | Radio Syste ender | Redipient. | Message | Details Note |
% 13-Mar-20 5:26:13 PM Server Al Connection to TPSC 1' has been lost. -
% 13-Mar-20 5:24:43 PM Server Al Connection to TPSC 1' has been lost
B 13-Mar-20 5:23:22PM Server Al Connection to TPSC 1' has been lost
$B 13-Mar-20 5:21:55 PM Server Al Connection to TPSC 1' has been last
5 PM. Server Al Connection to TIPSC 1' has been lost
nnnnnnn all 1'hac haen Ine A
ot b [wl ¢ 3
P EAET Recent Calls | Requests ToTalk | Radio State | Active Tasks | Actve Routes || User Actity | Map

) Connected 53 By By B BY| Aumm.sumr\ E Licensed to: dema (Walt) Demo License | @ Active~
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1. In the Radio Interface pane, click the desired PTT boxes and drag and
drop them, one after another, to the empty Patch box (1).

2. Click the Create link (2) to create a custom Patch.

Note: Until you click the Create link, this patch will remain as
a temporary patch that will be deleted after you
reconnect to TRBOnet Server or restart TRBOnet
Dispatch Console.

As a result, the new patch will be added to the Patch panel.
= Click the Activate button (1) to activate the patch.

= Click the checkbox on the left (2) to make the patch selected (default)
so that the external PTT button can be used to start transmission.

File View Map Tools Help

[] Text Messages

Voice Dispatch Radio Interface &)
SlRlE s 7 YR Radio Interface| Telephony | Recent Calls/Events | Radios
e x] Quick Commands (x| ~
[®] oniine, GPs Fixed
] O Online, Mo GPS (1) Confiaure
@ Radio27 Intercom 1] =] Dispatcher Group 1 Bl (el [ A Ppatch X
— E Free channel E Free channel 2
[—
(il voice Dispatch Alcal Dispatcher Group 1 7 1
% Location bacieg [Jtpsc 1: 5ot #1 FE@ [ Owsci:siotz2 e Bcrow By
IPSC 1: Slot #1
i Free channel Free channel
Job Ticketing Cleaners
Intercom
Cleaners Al Call Dispatcher Group 1
g Route Management

(Dsrnup 11

Recent Calls/Events

m@) (D

UJ

BEE) N

=

Firemen - Cleaners
IPSC 1: Slot #2

ad
ﬂ Voice Recording I Playback [l Save~ | Ch Print | 11 Pause f Clear ~ '3 Reload | ‘([ Filter By Radio | = Grouping '/ Auto Filter & Default Settings g
Date Radio System | Sender Recipient Message Detais Note
@ Reports $ 13-Mar-20 5:43:18PM Server All Connection to 'IPSC 1" has been lost -
B 13-Mar-20 5:41:48 PM Server Al Connection to 'IPSC 1' has been lost
Event Viewer 20 5:40: Server Al Connectian to TPSC 1 has been last
Server All Connection to 'IPSC 1" has been lost
[. 2! Radio Allocation g Server Al Connection to 'IPSC 1' has been lost
4R 13NN 53013 PM Al Fannertian tn 'TPC 1 has heen lnst &
= |4 4] Record10f227 ¥ W M 4 »
@ Administration Recent Calls/Events | RecentCalls | RequestsToTak | RadioState | ActiveTasks | ActveRoutes  UserActivity Msp  Cameras
[ Connected &3 B B B B | & Administrator | [ Licensed to: demo (Walt) Demo License @ Active~

6.5.6 Quick Commands

The dispatcher can create Quick Commands (Text Messages, Send Telemetry,
Request Location, Send Voice Message, and some other commands) and
display the Quick Commands panel in the Radio Interface pane. With these
commands, the dispatcher can quickly send Text Message, Telemetry, Location
Request, Voice Message, and some other commands to a radio by clicking the
appropriate Quick Command button/link.

To configure the Quick Commands panel, do the following:
e Make sure Show Quick Commands Panel (2) is selected under the View

menu.

e On the Quick Commands panel, click the Configure link (3).
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File | View | Map Tools Help

ifEd|

Show Navigation
Show Modules

Configure PTT Boxes...
Configure Active Calls Panel...
Customize Hot Keys..

Add Radio Interface Page...
Delete Radio Interface Page
Show Channel Selector Box
Audio Message Library...
Extended PTT Boxes

Large PTT Boxes

Medium PTT Boxes 1
Small PTT Boxes

Custom PTT Bfxes

Radio Interface

P Cleaners

Cleaners

r—q Free channel
PTT

‘ Recent Cal

8 playback [ Save~ (b print | 11 Pause < # Clear + 5 Reload | [ Filter By Radio | = Grouping /' Auto Filter =
Show Patch Panel
L Date |Radio Syst... Sender  |Redpient | Message | Details | Note |
Show Telephony Tab B 16-Nov-2016 10:22:05 Server Al Cannection o Repeat.. -
Show Extended Messages Tab 15MNov-2016 18:26:36  Repeater... Dispatcher 1 Firemen Dispatcher Dispatcher... Members: Dispatcher 1
Show Radios Tab 15Mov-2016 18:26:28  Repeater ... Dispatcher 1 Cleaners  Dispatcher Dispatcher... Members: Dispatcher 1
i, Voice R di 15-Mov-2015 18:26:21  Repeater .. Dispatcher 1 Firemen Dispatcher ‘Dispatcher... Members: Dispatcher 1
15Noy-2015 18:06:12  Repeater .. Disoatcher 1 Cleaners  Disoatcher Disoatcher... Members: Disoatcher 1 hd
W% 4| Record 10fe7e v w|mi[ 4] 3
Event Viewer

Recent Cals/Events | RecentCals | Request toTak | Radio State | Active Tasks | Act

| User Acthity  Map | Cameras

127001 &8 B, B | 8 Dispatcher1 | [ Licensed to: demo Demo License

| @ Acive-

¢ In the Configure Quick Commands dialog box, click the Create link.

Configure Quick Commands X
| Command Name
dhcCreate [ELEdit ¢ Delete # Up w Down

N

¢ In the Quick Command dialog box, specify the following parameters:

= Name

Enter a name for the quick command. This name will be displayed as
the button/link name in the Quick Commands panel.

= Device Button

From the list, select the external device button that will be used to
execute the quick command. See also section 6.3.4.1, Options >

Hardware.

You can also click the View tab and define how the command will look in the
Quick Commands panel. Select the Style (Button or Link), Font face and size,
Text and Background colors.
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Cuick Command X

MName: |TESt
Device Button: |aaa {Footswitch PTT) j
Command ~View

Style: [Button j

Font: |Tahoma. 8.25nt J

Text Color: | — j

Background: | — j

Height: 0 5

Width: 0 5

Defauits
Preview: [ Example ]
Cancel

6.5.6.1 Custom Event

= Command
From the drop-down list, select Custom Event.

= EventID
Specify the event ID.

6.5.6.2 Request Location

Cuick Command X

Mame: |Location of 12x

Device Button: |aaa {Footswitch PTT) j

Command  yiew

Command: |Request Location j
Recipient:
o -
@ Alex
(® Radio 106
| (@ Radio 120
| @ Radio 124
| (@ Radio 125
Selected: 3

a g

<
11

Cancel

= Command

From the drop-down list, select Request Location.
= Recipient

Select radios to which to send a location request.
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6.5.6.3 Request To Talk

Cuick Command

Name: [RTT to 12x

Device Button: |aaa {Footswitch PTT) j

Command  iew

Command: |Request To Talk j
Recipient:
il
® Alex
(®) Radio 106
| @ Radio 120
| @ Radio 124
| @ Radio 125
Selected: 3

& T Y-

Cancel

= Command
From the drop-down list, select Request To Talk.
= Send to Radio Group

Choose this option to send the request to talk to radio groups
registered in the system. In the Recipient box, select target groups.
= Send to Radio
Choose this option to send the request to talk to individual radios
registered in the system. In the Recipient box, select target radios.
6.5.6.4 Send Push Notification

Cuick Command

MName: |Send Push to 12x

Device Button: |aaa (Footswitch PTT) j

Command  View

Command: |5end Push Notification j
Subject: | j‘J
e
Message: |Check connection to J service
ing

u, Warni
" Send to Dispatcher Group A Alarm
{+ Send to Radio
Recipient:
o
7| @ Radio 120
| @ Radio 124
7] @ Radio 125

Selected: 3

Fel 7 [-[z

Carcel

= Command
From the drop-down list, select Send Push Notification.
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= Subject
Enter the subject of the notification. Click the button on the right, and
select the message severity (Information, Warning, or Alarm).

= Message
Enter the notification message to be displayed.

= Send to Dispatcher Group
Choose this option to send the push notification to dispatcher groups
registered in the system. In the Recipient box, select target dispatcher
groups.

= Send to Radio
Choose this option to send the push notification to individual radios
registered in the system. In the Recipient box, select target radios.

6.5.6.5 Send Signaling

CQuick Command X
Mame: |Sygnal 1
Device Button: |aaa (Footswitch PTT) j
Command  igw
Command: |Send Signaling j
System: | TREOnet Swift Agent 21 B
Target: |Group 200 -
Type: [Custom j
|Freq.1 (Hz) |Freq.2 (Hz) |Durah'0n (ms) |Pause (ms)
1 |288.5 0.0 -{ 1000 0
o Add Delete % Move Up ¥ Move Down
Cancel

= Command
From the drop-down list, select Send Signaling.

= Radio System
From the drop-down list, select the radio system.

= Target
From the drop-down list, select the target group to which the signal
will be sent.

= Type
From the drop-down list, select the signaling system type (Quick Call I,
Quick Call II, DTMF, or Custom).

If the Custom type is selected, specify the Frequency 1, Frequency 2,
Duration, and Pause for the signal to be sent.
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6.5.6.6 Send Swift Command

= Command

Cuick Command

MName: |5wif‘t 1

Command

Command: ‘Send Swift Command j
Swift Command: ‘Swiﬂ: Command 1 ﬂ
=
0=
+ Send to Radio Group
" Send to Radio
Recipient:
System Group
Capacdity Plus #1 Firemen ﬂ
of Add % Delete
oK Cancel

From the drop-down list, select Send Swift Command.
= Swift Command
From the drop-down list, select the appropriate Swift command.
Enter the required parameters, if any.
= Send to Radio Group
Choose this option to send the Swift command to radio groups
registered in the system. In the Recipient box, select target groups.
= Send to Radio
Choose this option to send the Swift command to individual radios
registered in the system. In the Recipient box, select target radios.

6.5.6.7 Send Telemetry

Cuick Command X
MName: |Test
Device Button: |aaa (Footswitch PTT) j
Command  yiew
Command: |Send Telemetry j
VIO: VIO 1 ~| Command: High level F
" send to Radio Group Figh level
Low level
{+ Send to Radio Toggle level
Recipient: Pulse
o Request state
® 102
7| (@ 125
7] @ alex
(#) Radio 106
Selected: 2
3 v [i=
Cancel
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= Command
From the drop-down list, select Send Telemetry.

= VIO
Specify a VIO to which to send a telemetry command.

= Command
From the drop-down list, select a telemetry command for the selected
VIO.

= Send to Radio Group
Choose this option to send the telemetry command to radio groups
registered in the system. In the Recipient box, select target groups.

= Send to Radio
Choose this option to send the telemetry command to individual radios
registered in the system. In the Recipient box, select target radios.

6.5.6.8 Send Text Message

Quick Command x

MName: ‘Test

Device Button: ‘aaa (Footswitch PTT) j

Command  View

Command: ‘Send Text Message j

Message: ‘This iz a test

" Send to Radio Group
@+ Send to Radio
Recipient:
Al

@ Alex

® Radio 106
| @ radio 120
| @ Radio 124
7| @ radio 125
Selected: 5

& a Y |-|i= |-

Cancel

= Command

From the drop-down list, select Send Text Message.
= Message

Enter the text of the message.

= Send to Radio
Choose this option to send a predefined text message to individual
radios registered in the system. In the Recipient box, select target
radios.

= Send to Radio Group
Choose this option to send the text message to radio groups
registered in the system. In the Recipient box, select target groups.
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6.5.6.9 Send Voice Message

Cuick Command X

MName: |We are on fire

Device Button: |aaa {Footswitch PTT) j

Command  iew

Command: |Send Voice Message j

|#' Load from file
,ﬁra Record message
€, Play back message

Call Type Channel Call Destination
Group Cal (=4 TRBOnet Swift Agent #1 Group 1

op Add 3¢ Remove
Priority: ‘Normal j

OK Cancel

Command
From the drop-down list, select Send Voice Message.

Load from file
Click this link and locate the audio file on your PC.

Record Message
Click this link to record a new voice message.

Play back message
Click this link to play back the voice message.

Specify Call Type, Channel, and Call Target for a voice message.

Note: To send a Voice Message to a subscriber from the
phone book, click the ellipsis (...) button in the Call
Target column and select a contact from the phone
book.

Priority

From the drop-down list, select the priority with which the voice
message will be sent/queued. If this priority is higher than that of the
current transmission, which is, in turn, allowed to be interrupted, the
current transmission will be interrupted and the voice message will be
sent instead.
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6.5.6.10 Swift IP Gateway: Set Output PIN

CQuick Command *
Name: |swittrmis
Device Button: |=a (Footewitch PTT) |

Command  iew

Command: |5wi& IP Gateway: Set Output PIN -
Swift IP Gateway Command ‘
v

PINS SET ON

PING SET ON

PING SET OFF

PING PULSE
aAdd ¥ Delete

o[ o

= Command
From the drop-down list, select Swift IP Gateway: Set Output PIN.

= Click Add

o Swift IP Gateway
From the drop-down list, select the Swift IP Gateway connected to
TRBOnet Server.

¢ Command
From the drop-down list, select the PIN number and its value.

6.5.7 Pre-recorded Messages

This feature enables dispatchers to send audio messages even if the channel is
currently busy. The dispatcher records a message to be sent to a busy channel
and then TRBOnet automatically forwards this message as soon as the channel
becomes available:

File View Map Tools Help

Voice Dispatch Radio Interface
Bleh & X7 | @a

© J) online Dispatchers ..
£ Dispatcher 1

@ B croupt

© [} Cleaners
(%) (D Radio 200 o] HE
(#)(2 Radio 201

eeeeee

P dleaners

Free channel
Goomaews |

Bl EE

5] Playback [l Save~ () Print || 11 Pause ¥ Clear + '&i Reload | “\[f Filter By Radio | = Grouping |7 Auto Filter

| j] RFID Tracker Date 4| Radio Syst... | Sender |Recipient | Message | Details | Note |
I8

Text Messages 15+0v-2016 18:26:28  Repeater... Dispatcher 1 Cleaners  Dispatcher ‘Dispatcher.., Members: Dispatcher 1

15Hov-2016 18:26:35  Repeater... Dispatcher 1 Firemen Dispaicher Dispatcher... Members: Dispatcher 1
ﬁ Voice Recording 5% 16-Nov-2016 10:22:05 Server Al Connection to Repeat
= 1| 4| 4| Record6790F 679 ¥ [ 1|1 4| »
15 Event viewer Recent Cals/Events | RecentCalls | Requestto Tk | Radio State | Actve Tasks | Act | User Actvity | Map | Cameras |
6127001 g3 By By | @ Dispatcher 1 | (8 Licensed to: demo Demo License | @ nctive~

To queue an audio message for delivery to the selected recipients, first record
a message by clicking the Record button. Alternatively, you can select a WAV
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audio file from any storage location, or select a prerecorded message from the
library.

6.5.7.1 Select Audio File

o Click File > Open Audio File and browse for the audio file on the local PC.
Pre-recorded Messages [X]

./ Record [+||4 . Fie |+

To: Selected €l Open Audio File...

Audio Message Library
O Voice MESsage
Voice Message

You can select an audio file from the Voice Message templates.
e Click File > Audio Message Library.

6.5.7.2 Audio Message Library

Saved Audio Files X
w Add X Remove u'_ Filter | Shortcut
Filename Description Severity sibility
Alarm Tone Alarm Hidden
» | Bobby.mp3 Information
Daisy.way Information Link
Send OK Cancel |

e Select an audio file in the list and click OK to use this file as a queued
Voice Message.

6.5.7.3 Record Audio File
You can record a voice message that can be sent to selected radios.
e Click Record > Record audio to open the recording tool:

Record audio

Convert Text to Speech

= C(Click Start and start talking to the microphone.

Record audio

00:17

._,_JIL._.‘._.._,._..1.,-‘.,||I\n,1L.,}ﬁ\\ﬁ;n,'L.-.,1.,;.,I_ﬁf._,‘\-._‘t\,,._._.____._.__..___._

Convert Text to Speech
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= Click Stop to stop recording the message.

Convert Text to Speech

|u Send ||L| Cancel |

|H Save |'|

= Click Send to send the recorded message immediately.

= (Click Save > Save as file to save the recorded file as an audio file on

the PC.
Or:

= (Click Save > Save as Saved Audio File to add the recorded file to a list

of the Saved Audio Files.

6.5.8 Activity Monitor Panel

While in this panel, the dispatcher can perform a wide range of tasks, including:

e Monitoring and listening to recent calls and viewing system events

e Monitoring selected radio status

e Monitoring active tasks for selected radio

e Monitoring active routes for selected radio

e Enabling and disabling User Activity monitoring

¢ Displaying selected map in a compact view mode

e Monitoring cameras connected to Dispatch Console

6.5.8.1 Recent Calls/Events

In the Recent Calls/Events tab, the dispatcher can monitor recent Server

events, view and listen to recent calls.

File View Map Tools Help

Voice Dispatch

Radio Interface

Sl 7K Radio Interface | Telephony
X Clock [x]
@ [, Online Dispatchers (1) Thursday, September 30,
& ndministrator = 1 1 : 16 M
() online, Indoor ~
i ~
(@ online, GPS Fixed S Quick Commands (%]
W oispatcher Group 2 B EE Y S contact pisler =)
© (0) Onling, No GPS (2)
@ us ca Dispatcher Group 2
@ Racio 125 oY=
& () oine 19) Sesson:
Free o
(-4 voice Dispatch Patch ]
Send
|5, Location Tracking
v v
& 30 Ticketing fEcent Calls/Events g™ |
S Ployback [l Sove- @ Print | Il Pause <F Clear ~ ) Reload | S Fier By Radio | =% Grouping ¥ Auto Fiter |4 Detats ||[] Show Notes [ Add Note
'] Route Management Date System [Sender | Destation De: Note
97y s0sep2t 10126 A P Rado 125 22 o =
[] Text Messages 305ep21 11246 AM  CP1 Radio 125 11 Gr
_ P wspaiin0An P Radio 125 22 Gre Takers: Radio
ﬁ Voice Recording 30Sep211:12:39AM  CP1 Radio 125 11 Gr Talkers: Radio
© :0Sep2i1uliAN Moblel Radio 125 Private Call: 4444 caled Radio 125 (00:13)  Takers: 4444, Radia
ey @ 30Sep211:10:52AM Moblet a4 Radio 125 Private C: 25 (00:09)  Takers:
© 305021 0STA7AM Moblel A Adniistrator Prvat ' (00:... Takers: 4%, Administator
7 ) s0sep21 10:57:27 M CP1 Admiistrator 22 = Takers:
Event viewer >
4 305ep-2110:57:20AM  CP1 Administrator 11 L Talkers
B [0 s0-sep-21 10:57:00AM  1nt Administrator Al Talkers:
]:_‘ askaileaon @ 305ep-2110:56:10AM  Mobie . Radio 125 Private Call: 4444 called Radio 125 (00:26)  Takkers =
. ,
F— il J
B Connected @ By B B | § Administotor | B Licensed to: dem: @ Active-
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6.5.8.1.1 Voice Recording
6.5.8.1.1.1 Play back selected call(s)
o Select the voice call recording you want to play back and click the
B Playback| by itton on the left of the toolbar.
The Audio player box will appear.

8 Audic player X

Duration:
Left:

Position

[T Pausem i/ Player s Y Open

All call from dispatcher "Administrator’ {00:03)

=]
m
i

= Click the Play button to play back the recording.
Click the Pause button to make a pause.
Click the Stop button to finish playing back the recording.
Click the Open button to select a new audio file to play back.

Note: You can play back multiple recordings in a row. Use the CTRL
and/or SHIFT keys to select multiple recordings you want to
play back. Then click the B Playback | ), tton,

6.5.8.1.1.2 Save selected call(s)

e Select the voice call recording (or multiple recordings, with the help of
CTRL/SHIFT keys) you want to save as an audio file.

e Click Save > Save Selection as Individual Files to save selected
recordings in separate files.

Or

e Click Save > Save Selection as Single File to save selected recordings in a
single file.

e Inthe Save As or Browse For Folder dialog box, browse for the folder
where you want to save the file(s).

6.5.8.1.2 Recent Calls/Events Toolbar
[ Playback [sl Save~ () Print | 11 Pause <# Clear ~ &} Reload | [ Filter By Radio | = Grouping |7 Auto Filter @ Default Settings | [ Details | [[1] Show Notes [§] Add Note | (% Add Message
Click the Pause button to pause updating the Recent Calls/Events log.
Click the Clear button to clear the Recent Calls/Events log records.
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Click the Reload button to reload all log records.

Click the Filter By Radio button to filter log records by a selected radio/radio
group. In the Radio List pane (the upper-left-pane of the main window), select a
radio or radio group. The Recent Calls and Events for a selected radio will only
be displayed in the Recent Calls/Events pane.

Click the Grouping button to group log records. Select the column you want to
group log records by. Drag and drop the selected column header to the
Grouping field.

Click the Auto Filter button to set a filter for the recent calls and events. You
can filter the Recent Calls/Events list by any parameter. For example, to filter
the list by a selected Sender, select the Sender column (1), and start typing the
sender name (2).

Date
e e

) osepat 1z A cp1
[ sosep21 11296 A cp1
[ 30521 11120 A CPL
[ w21 1u123 A CPL
Wsep21 2SO AM P

! caled 11 (00:07)
led 22 (00:09)
led'11 (00:09)
led'11 (00:09)

»
vl Edit Fiter

Recent Calls/Events | RequestsToTak | Radio State | ActiveTasks | ActiveRoutes | User Actvity | Msp  Cameras

Click the Default Settings button to apply default settings to all log records.
Click the Details button to see voice call participants:

Recent Calls/Events a

[ playback [l Save~ | Print | 1 Pause < Clear - ' Reload | '[f Filter By Radio | = Grouping "\ Auto Filter || 4 Details Show Notes | Add Note >
Date System Sender Destnaton Detais

30-Sep21 11246 AM  CP1 Radio 125 2 rou ‘Radio 125' called '27 (00:0: Takers: Radio 125

0-Sep2111:1246AM  CP1 Radio 125 1 e alers: Rado 125, Adminstrator

30-5ep21 111240 AM  CP1 Radio 125 2 rou Takers: Radio 125

30-Sep21 111239 AM  €P1 Radio 125 1 rou Takers: Radio 125

© n-Sep211n1211AM  Moble 1 2484 Radio 125 akers: 4444, Radio 125

© 05e0211110:52AM  Moble 1 Lo Radio 125 Priva o Takers: ++44

© 252021 10:5747 A Meble 1 2484 Administrator Private Call: '4344 called Administrator' (00:02) Takers:

30-Sep-2110:57:27AM  CP1 Administator 22 Group Call: " 3 (00:08) Takers: Admi

0-5ep2110:57:20AM  CP1 Admiistrator 11 arou akers: Admi

([0 30-5ep-2110:57:00 AM  Intercom Administrator Al A Takers: Admi

© 0-5ep2110:55:10AM Moble 1 a4 Radio 125 Priv akers: Rax

|44 <] RecordDof 13 »|mm] «
Recent CallsfEvents | Requests To Talk | RadioState || Active Tasks | Active Routes | User Actvity | Map | Cameras

Click the Show Notes button to enable the Note column. All notes added by
the administrator and dispatchers for the recent calls and events will be shown
in the Notes column. So, you can mark recent calls and events to later find
them by notes.

Click the Add Note button to add a note for the selected recording and/or
event. The notes will be displayed in the Recent Calls/Events log if the
Show Notes button stays pressed.

Click the Add Event button to add an event to the Recent Calls/Events log.

Add User Event X
Destination: | Al j
Severity: ® Information -
Description: Test| j
=l
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= Destination
Select either All or an individual dispatcher if you want to see the
message.

= Severity
Select the severity level to inform dispatchers about the level of
importance.

= Description
Enter the event description.

= Click OK.
As a result, the event will be added to the Recent Calls/Events pane.

6.5.8.2 Recent Calls

Note: The Recent Calls tab is not displayed in the Active Monitor
panel by default. To view this tab, go to View > Additional
Tabs, and select the Recent Calls item.

On the Recent Calls tab, the dispatcher can see and configure the latest Voice
calls, including Private, Group, and Intercom calls:

Types: * Private | 4% Group OAII Call <F Clear 7 Filter

Most Recent Call aller Call Number Actions

-] 27.04.2017 12:1 1 3 5 13L&
N All Call Group Call Private Call
& & calls:1 1 2 Calls: 3 Calls:1
S 27.04.2017 12:19 27.04.2017 12:18 27.04.2017 12:18

+| 27.04.2017 12:03 235 1 103888

Recent Callg/Events  RecentCalle  RequestToTalk | Radio State | Active Tasks | Active Routes  User Activity = Map ~ Cameras

e Click the Private button (1) to display the latest Private calls.
e Click the Group button (2) to display the latest Group calls.

e Click the All Call button (3) to display all call types, including Intercom
calls.

In a Call Box, you can see the number of calls and the last call date and time:

&~ Alcal
& X calls:1
N 2014-07-07 14:02:47

Click the oy button to start a Private call to the Sender-Radio (Radio is
displayed in the Sender column).

Click the (V] button to mark the calls as viewed.

Click the |/ putton to clear the recent call history.
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6.5.8.3 Speech to Text

On the Speech to Text tab, the dispatcher can see transcriptions of calls. Note
that the 'Al Text to Speech' module must be enabled. See section 6.4.5.15, Al
Speech to Text.

Speech to Text [ ]

Channels: | all ~| View: | = Continuous Stream 55 Group by Channels | <# Clear Il Pause

05/22/2036 12:58:51 PM Administrator / Intercom
So, go to sector 5.

05/22/2026 12:58:51 PM Administrator / DG 1
Wait for signal.

05/22/2026 12:58:51 PM Administrator / DG 1
Hey, listen to me.

05/22/2026 12:58:51 PM Administrator / Maint
Have you ever been there?

Recent Calls/Events | Speech to Text | RequeststoTak | Radio Status | Active Tasks | Active Routes | User Activity | Cameras = Map

View
e Continuous Stream
Click to display transcriptions as a continuous stream of transcriptions.

e Group by Channels
Click to display transcriptions as a set of tiles that represent channels.

6.5.8.4 Requests to Talk
On the Requests to Talk tab, the dispatcher can see Missed Calls and Requests

To Talk:
Requests To Talk " |
Call Types: | @ Missed Call | fll RequestTo Talk | Wiews | ] Teble 53 Tiles # Clear | = Grouping 7 Filter @p Default Settings | Sb Options

First Call Waiting Time | Call Type Sender Target Queued By Last Call Count

E 10-how-20 2:19 PM 0101 g Request To Talk b Wialk AAMHHHCTDATOP  AAMHHHCTRATOR 10-Now-20 2:19 PM 3 AR
W+ 4| Record1of 1 k| Fr|bH| 4 »
Recent Calls/Events | Recent Calls | Requests To Talk  RadioState  Active Tasks | Ackive Routes | User Activity | Map  Cameras

Call Types

¢ Click the Missed Call button to display Missed Calls.

¢ Click the Request to Talk button to display Requests to Talk.
View

¢ Click the Table button to display calls/requests in a table view.

¢ Click the Tiles button to display calls/requests as a set of tiles.

o Click the Clear button to clear all the records.

¢ Click the Filter button to set a filter for the records. You can filter the
records by any parameter. For example, to filter by the caller select the
Caller column, click in the empty row and start typing the caller name.

¢ Click the Options button to specify options related to Request to Talk:
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For a description of the Request-To-Talk options, see section 6.4.5.7,
Request To Talk.

From within the Request To Talk table, you can do the following:

e Click the E button to start a private call to the call request sender.

e Click the Finish ( f ) button to mark the RTT as processed and remove it
from the table.

e Click the Reject ( b ) button to reject the RTT for the dispatcher. Note
that the RTT will keep showing to other dispatchers.

¢ Click the Menu (- ¥ ) button and from the drop-down list select one of the
following commands:

= (Click the Forward (E'!) command to redirect the RTT to a different
dispatcher/ dispatch group.

= Click the Hide (&) command to hide the RTT for the dispatcher for the
time period selected from the drop-down list. Note that the RTT will
keep showing to other dispatchers.

= (Click the Cancel (@) command to reject the RTT for all dispatchers.
6.5.8.5 Radio Status

On the Radio Status tab, the dispatcher can see the log of radio statuses for

the radio selected in the Radio List pane (the upper-left-pane of the main
window):

125 (Pete) Show Notes [ ] Add Note Add Message
@asoe Date
Repeater #1; Slot #2
(i) Off Duty - —
CPS e T cing Alarm [GP5 Date: 17-Now-2016 11:35:15; Latitude: 5°56'27.78N; Longitud...
Speed: 0.4k 17-Nov-2016 11:35:15 Radio left alowed region Route 1'
Albtude: Unknown 17-Nov-2016 11:35:15 Radic left allowed region Route 1’
Latitude:  53°56'27.78°N 16-Nov-2016 10:34:20 Radio Online
Longitude:  30°16'47.08™N 15-Nov-2016 18:47:22 Radio Offine
15-Nov-2016 14:01:27 Radio Online
15-Nov-2016 14:00:25 Radio Online
15-Nov-2016 11:29:26 Radic Online

Dispatcher
17-Nov-2016 11:35:22

17-Nov-2016 11:35:15

Recent Calls/Events | RecentCalls | RequesttoTak | Racio Status ActiveTasks | ActiveRoutes | User Activity | Map | Cameras

In the Radio Status pane, the dispatcher can do the following:

Click the Show Notes button to enable the Note column. All notes added by
the administrator and dispatchers for the radio status records will be shown in

the Notes column. So, you can mark radio status records to later find them by
notes.

Click the Add Note button to add a note for the selected radio status record.

The notes will be displayed in the Recent Calls/Events log if the Show Notes
mode enabled:

Click the Add Message button to add a message for dispatchers to the Radio
Status log.
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6.5.8.6 Active Tasks

On the Active Tasks tab, the dispatcher can monitor all active tasks for the
selected radio (for example, Lone Worker, Active Routes, and other tasks).

Wl Stop | = Grouping [ Auto Filter > Default Settings
Task Radio State

Lone Worker 1 125 (Pete) 12:01 12:31

Timer 235 (Basil) 0.00:29:16 - Timer started,

W« | « | Record 10f2 v |[» | 4

Recent Calls/Events | RecentCalls | RequesttoTalk | RadioState = Active Tasks  ActiveRoutes | User Activity | Map | Cameras

The dispatcher can manage active tasks as follows:
Click the Stop button to stop executing the selected task.

Click the Grouping button to group the tasks. Select the column you want to

group tasks by. Drag and drop the selected column header to the Grouping
field.

Click the Auto Filter button to set a filter for the active tasks. You can filter the

tasks by any parameter. For example, to filter by selected radio select the
Radio column, and start typing the radio name.

Click the Default Settings button to apply default settings to all active tasks.
6.5.8.7 Active Routes

On the Active Routes tab, the dispatcher can monitor all active routes.

b start | 11 Pause Wl stop | b Edit @) Export~ | = Grouping "/ Auto Filter > Default Settings
Name Route

# Route 1 00:01 12:21  12:21 10:00 10:40

235 (Basil)

17-Nov-2016 12:20 Point 1 Paint 2 Coffes Fredep

|4 | < |Record 10f1 ¥ [m |4

Recent Calls/Events | RecentCalls | RequesttoTak | Radio State | ActiveTasks | ActiveRoutes | User Activity | Map | Cameras

The dispatcher can manually set statuses for route checkpoints. To do this,
right-click a route point and from the drop-down menu, select the desired

status.
=  Waiting
The checkpoint is waiting to be attended.
= Attended

The checkpoint has been attended on time.
= Unattended

The checkpoint hasn't been attended on time.

=  Alarm
The checkpoint is in Alarm mode.
= Note

Click this item to add a note to the selected checkpoint. The note will be
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displayed in the pop-up window that appears when hovering the mouse
pointer over the checkpoint.

6.5.8.8 User Activity
e Click the User Activity tab to monitor the activity of radio users:

. Disable the User Activity monitering | =} Configure...

ff Duty 2] Time [ On Duty 2] Time | User Activity #1 A Time

@® 111 - @ 235 13:15:01 @ 125 13:15:09
i — ]
(@) Radio 200

(&) Radio 201

() radio 202

(@ radio 203

Radio 204
oot B

Recent Calls/Events  RecentCalls  RequesttoTalk  Radio State  Active Tasks  ActiveRoutes  User activity Map  Cameras

¢ Click the Configure button to configure the User Activity list:

6.5.8.9 Map
On the Map tab of the Activity Monitor panel, you can monitor location of
radios on the map and simultaneously perform all available actions in the
Radio Interface pane (make voice calls, send messages, disable and enable
selected radios, and other actions):

() 1) g (| Fites | @] @] Q| @] 17 | Show Beacons: il | Ruler 4 FindonMap - i & Drawing Panel | 71 Route~ & Geofencing ] Coverage Map | | Select Map & Google Earth
3 S
; %
o’
%
B
P
°
N
&
Z
Watt 2 % v‘os?"*
235 (Basi) 3 % ol
Latitude: 59°56'27.56"N; Longitude: 30°1631.51"E

). 125 (Pete) " e
Recent Calls/Events | RecentCalls | RequesttoTak RadioState | ActiveTasks | ActiveRoutes | User Activity Map Cameras

For more details on map options, see section 6.6, Location Tracking (page 335).

6.5.8.10 Cameras
On the Cameras tab of the Activity Monitor panel, you can monitor cameras
connected to Dispatch Console.

Cameras

ff Add ~

[camera 1 -

7-2017 4TB 15:22:02
a 01 =

1

Close Close

Recent CallsfEvents | RecentCalls | RequestToTak | Radio State | Active Tasks  Active Routes | User Activity | Map  Cameras

e Click the Add button and select a camera to be displayed on the tab.
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Note: You can add up to four cameras to the Cameras tab
view.

6.5.9 Phone Calls

The Phone Connect feature allows making calls from phones to radios and vice
versa.
The phone system must be previously configured by your TRBOnet
administrator.

6.5.9.1 Phone Calls from/to Dispatch Console
To make a phone call from the Dispatch Console:

/{;.‘ Contact Dialer 2

[irel: 2400 ¥ ~ ]
3 e =

Jtine 1 ]| ne2 || wres |
1/\ tine 4 | Line 5 [} unes
|

ol (e ||m
# oo | w

J

e Inthe Contact Dialer box, select the Line (1), enter the phone number (2)
and click the I ™ | (3) button.

Terminate a phone call

e In the Contact Dialer box, click the |l| button.

Select a destination from Contacts
¢ Inthe Contact Dialer box, click the ellipsis (...) button on the right of the
dial string.
e In the Call Destination dialog box that opens select the desired contact
and click Call.

Answer an incoming call

({t\ Contact Dialer E‘ @

[wat ~

‘ﬂ||l‘-|enn||l=h|

| tinet ]| tnez || tines |

| tined | Lnes || Lines |

N J

e In the Contact Dialer box, click the ‘L’ (3) button.
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Forward a call
e Whilein a call, click Menu > Manage Call.

/':;.‘ Contact Dialer El

[Tel: 2400 ~ ]

Menu ” - |

' )
@ Hold Call
|

Manage Call...

Ll Contacts...
|

\ m
| S|
7 e
B0

4 w0 | o || of

J

¢ In the Call dialog box that opens, select the desired contact and click

Forward.
The Forward Call dialog box opens.

Forward Call x

®4444
00:11

Call in Progress

oK Conference Cancel

e When the second call is established, click OK.

Create a conference call and add participants
e Whilein a call, click Menu > Manage Call.
¢ Inthe Call dialog box that opens, click Conference.
¢ Inthe Conference dialog box that opens, click Add.

Confere X

[T [8] [@ [@

Telephony Telephony @l
Administrator Disp 1
&% a

Add Exit Close

¢ Inthe Add to Conference dialog box that opens, select the desired
contact and click Call.
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Add to Conference X

A” Specify text to searh
B wiDispatehers |5
8 ispatcher @B g3
Z%{ Disp. Group % Dispatcher Group 1
[ rado Dispatcher Group 2
4444
Radio Group | 7 £geng
34 Phone 3 ulia Lopes
= 3 Kirill Vavanov
T Favorites 3 Timofey Kozhevnikov —
3 User Test
j 75 Viadimir Gorbachev -~
call Cancel @

e When the second call is established, click OK.

Add to Conference x

®4444
00:14

Call in Progress

6.5.9.2 Making Phone Calls from Radios
6.5.9.2.1 Make a DTMF call

Note: Only 1.07.02 and higher firmware version for all radios
equipped with dialing keyboard support DTMF.
To make a DTMF call, do the following:

= Press the PTT button on a portable radio and hold it.

= While holding the PTT button, dial a phone number and press # (For
example, 0079521112233#).

= Release the PTT button. The server will automatically initiate a phone call.
6.5.9.2.2 Call by sending Text Message

To make a phone call, send a text message with the text PrefixN where:

e Prefix - is a short text to define the special text message (for example,
sip:);
e N - the phone number.

For example, to initiate a call to a phone subscriber "123 456 7890", the
following text message must be sent to TRBOnet Server: "sip:1234567890".

6.5.9.2.3 Terminate a call

To terminate the call, press the PTT button and then press # twice on the radio.

6.5.10 Video Calls

The Video Calls feature allows making video calls from Dispatch Console/Phone
user/Mobile Client user to Dispatch Console/Phone user/Mobile Client user.
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Note: For how to select video call quality on Android smartphones,
see comparative test results at UL Solutions. Based on the
3DMark Wild Life test score, select video quality on a
smartphone as follows:

3DMark Wild Life score Video quality
1500+ LD (144p)
2500+ SD (480p)
4000+ HD (720p)

6.5.10.1 Video Calls from Dispatch Console
To make a video call from the Dispatch Console:

r{? Contact Dialer E‘ @
2
| - | Menu
—— &= Phone Call
/%Q Video Call, |
Hold
| - | Manage Call..}
l | - |L|A, Contacts...
(A . | |
e o e v 43
N J/

e Inthe Contact Dialer box, select the Line (1), select a contact (2) and click
Menu > Video Call (3).
Once the call is answered, you will see the bottom pane in the Contact Dialer
box.

{Q Contact Dialer E‘ @-\

| ‘Menn ” - |

[Ctinet ]| tnez || tines |

| tine4 o tine5 o} Lines

(. /

In the bottom pane, you can click the following icons:
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K'é.‘ Contact Dialer E

| |I‘-1enu”-=-|

[unes ]| tnez ) tnes |

| unea o Lnes | tnes |

1. Switch the view between the local and remote cameras.

2. Share your screen with the remote participant.

3. Turn off your camera.

4. Open a pop-up window of the video call.

6.5.10.1.1Video pop-up window

B Radio 123 — m] P4

While in this window, you can use the following buttons to control the video

call:

1.

© N Uk~ WD

Switch between the cameras of the remote participant.
Adjust the video quality (HD/SD/LD).

Adjust the delay between video and audio streams.
Share your screen with the remote participant.

Turn off/on your camera.

Turn off/on your microphone.

Terminate the call.

Close the window.
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6.5.10.2
When there is an incoming video call, click the I = | button to accept the call.

Answering an Incoming Video Call

(‘E‘.‘ Contact Dialer (=

iy WMl Menu o) &=

[Lunet J| unez || unes |

j tne4 || tnes || unes |
1 2 3
4 5 6
7 8 3
- 0 e

6.6 Location Tracking

In the Location Tracking tab, the dispatcher can monitor selected radio
location on supported maps, open different maps in separate tabs and toggle
between map tabs:

Location Tracking
Cili= b & | &K V| o

Tools Help

(#)(D Radio 204

S 1[4 [y Firemen 2@ coffee
£ D| @@ T
) 3 (i | Fiter:[@| @[ Q@] 7 | showBeacons: a1 ~ | & Ruler 4 FindonMap=  7j| 5-¥ L Map Obyects
= s [ [ Abiding place
e % % W[ Freden
%, ° go,’ [ [3] Hospital No2.
o HD;PL'Z‘ No2 s ) [& Police department ...
= e s © -/ [ Map Regions
u% e 'f’qe j & =7 My zone
E‘j Voice Dispakch ' b & < -7 [ Map Routes
o (B P ¥l g Route 1
4 Location Tracking AT 5 N
= = (4 —— Vasityeuskiyifand o
Rt 5, saint g
Job Ticketing % Andrews N® =
w \ 125 (Pete) S, Catifieal Do %
2 100m 235 (Basil) 2 A
i+ Route Management 5, & Latitude: 59°5623.98"N; Longitude: 30°1634.85'E
’Q Recent Calls/Events
RFID Tracker - — -
[ Playback [l Save~ (h Print | 11 Pause <# Clear « &4 Reload | ‘[ Filter By Radio | = Grouping ' Auto Filter & Default Settings ?)
[=] Text Messages Date Radio System | Sender Redipient Message Details Note
o 18Nov-2016 10:41:45  CapactyPLUS  Ser 235 The Route 1is finished i‘
g . o 17-Nov-2016 20:51:23  CapadityPLUS 345 125 Private Call: Dispatcher '34... Members: 345, 125
o 17-Nov-2016 20:51:16  CapadtyPLUS 125 345 Private Call: Subscriber '125... Members: 125
o 17-Nov-2016 20:50:44  CapadtyPLUS 458 125 Private Cal: Dispatcher '45... Members: 456, 125
=] Event viewer @ 17Hov-2016 20:50:32  CapactyPLUS 456 125 Private Cal: Dispatcher '45... Members: 456, 125 v
o0 4] 4| Record 10f392 b [ ] 4 »
*13] Radio Allocation Recent Calls/Events  RecentCalls | RequesttoTak | RadioStste  ActiveTasks | AcliveRoutes | User Activity Beacons | Beacon Events | Taglist

127001 &3 B | & 45| [ Licensed to: demo Demo License | @ active~

The main user interface elements are as follows:
Radio List pane

Voice panel

Map panel

Objects panel

vk wnN =

Activity Monitor panel

While in the Activity Monitor panel, the dispatcher can perform a wide
range of tasks, including:

= Monitoring and listening to recent calls and viewing system events
= Monitoring selected radio status
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= Monitoring active tasks for selected radio

= Monitoring active routes for selected radio

= Enabling and disabling User Activity monitoring

= Monitor beacons and beacon events.

6.6.1 Objects

On the Objects panel, the dispatcher can view and enable/disable the following

objects:

e Beacons - all beacons connected to the system.

e Map Objects - all manually created map objects and predefined objects
created with the Map Drawing toolbar.

e Map Regions - all map regions created with the Map Drawing toolbar
(use the Add Polygon tool to create a map region).

e Map Routes - all map routes created with the Map Drawing toolbar (use
the Draw Route tool to create a map route).

In addition, the dispatcher can export and import these objects (see section
6.3.4.3, Exporting/Importing Objects).

6.6.1.1

Beacons

TRBOnNet Dispatch Software provides the Indoor Positioning feature to
monitor the location of radios inside a building where no GPS signal is
available. This feature requires additional hardware (the beacons spread
around the building and the option boards in radios). A radio user will be
displayed on the indoor floor plan when the radio enters the beacon coverage
area. The beacon icon on the map displays the number of radios that are
currently in the beacon coverage area.

File View Map Tools Help

Location Tracking Map € [0 obicas o
=k & VA BING ROAD X/scheme X| E
A=l e Show Beacons: Al Show Info: 2
= = = = O]
@ [ Firemen > 1 bl
Lp Firem : I S — ¥ & I \ 4 2@ teer
®® 125 Py () | | B coffee 2
A =4
i v S [Tea] | . ] Y ( Tea
......... e com | q o~ 1[5 Map Objects
[ —— [0 (=] camera 1
E.EU Voice Dispatch [ I / = \‘ o Y [ (] Hospital
L I~ T\ ' ) & poi
g Location Tracking \ | (] (5 Mep Reg
e |5 Map Route:
- | 1™ @
anhﬁckeﬁnq """ oo 111
|
L 3l | \ /
[ﬂ Route Management e I ] X . 4
[ Coffee =
i | ! 7
|| RFID Tracker v @2 \ []
=) 7
R EEEES = g
ﬁ Voice Reco Show: [al +| | 7 Aute Filter @ Default Settings
Name Description Radios Previous Detection
(\‘9 Reports ey Tea 08.06.2017 14:53:58
() Coffee 235 08.06.2017 14:55:18
Event Viewer & Beer Beer tap 08.06.2017 14:53:34
mmmmmmm
= .
]:_‘ Radio Allocation Recent Cals/Events | RecentCalls | RequestToTak | Radio State | AchiveTasks  ActiveRoutes | User Activity Beacons | BeaconEvents  Taglist
[ 127.00.01 &3 B | § Administrator | (A Licensed to: demo @ Active -

Beacons are displayed on the building floor plan (1) and in the list of beacons
(2) in the Objects panel. When a radio comes into the range of a beacon, they
both are highlighted in yellow on the floor plan/map (3).
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For more details on beacons, see section 6.13, Beacons (page 379)
6.6.1.2 Map Objects

The dispatcher can create custom and predefined map objects using the
Drawing Panel. The dispatcher can attach 2D or 3D floor plans for Indoor
Positioning.

For more details on creating map objects, see section 6.6.2.8, Drawing Panel
(page 339).

6.6.1.3 Map Regions

The dispatcher can create map regions that can be used for Geofencing rules.
The map Regions can be created manually on the map (click any point on the

map to select it as a region border) or, the dispatcher can add map points by

GPS coordinates to create a region.

For more details on creating map regions, see section Draw a Polygonal Region
(page 340).

6.6.1.4 Map Routes

The dispatcher can create routes on the map that can be used for Geofencing
rules.

For more details on creating map routes, see section Draw a Route (page 343).

6.6.2 Map Tools

The Map toolbar is located in the upper part of the Map pane:

 BING_ROAD
OlGlusle ~ | Filter: | @ | @] QD 7. Show Beacons: Al v | Ruler (4 FindonMap~ & = # Drawing Panel A Route~ <& Geofencing gfl] CoverageMap | | SelectMap Ak Google Earth
= ‘;‘; : 3 )

o
ol

3 2
z $
£ o ﬁ;f
e » g,
o Police 5 0%
i
o

o

L %
Pl % B %

N
o 4
e
o
3 =z
e e
& S,
%
“
O = 2
s
Nl Latitude: 59°5630.58" N: Longtude: 30°1650.72" E

%
o)

6.6.2.1 Zoom in/out
. CIick to zoom in a map.
o Click to zoom out a map.
6.6.2.2 Bookmarks

. CIick to put a bookmark on the map.
e Click Save as Bookmark to save the map region as a bookmark.

Save as Bookmark x

Name: Frince garden

Carcsl
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e The dispatcher can create any number of the bookmarks. To open a
bookmark, click and select the bookmark in the list.

6.6.2.3 Default View

e Click and choose Save as Default View to save current map view as a
default view. The dispatcher can save only one default view.

To open the default view, click and choose Show Default View.

6.6.2.4 Filters
Select the filters to display radios on the map:

- radio is online, beacons are detected;
- radio is online, GPS data is received;
@I - radio is online, no GPS data is received;

- radio is off, no GPS data is received.

All filters are enabled by default. Click the selected icon to disable selected
radios on the map.

Click the button and select the visibility of the radios having On Duty
and/or Off Duty statuses.

Click the button and select which radios to hide according to the radio
groups and/or logical groups they belong to, and the map regions they are
currently in.

Click the
6.6.2.5 Ruler

button to toggle showing object names on the map.

e Click to enable the tool to measure distances on the map.

e Left-click a point on the map to start measuring. Left-click intermediate
points and see the distance displayed at the mouse pointer.

6.6.2.6 Search by Address
The dispatcher can search map objects by their address.

Note: For online maps, Internet access is required!

e Click |4 Find on Map . and choose Address to find an address on the map.
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Search by Address (BING_ROAD) x

Broadway13 “

18 Broadway, Tamytown, NY 10531, LSA

Close

e Click the address in the list to display it on the map.

6.6.2.7 Search by Coordinates
You can also find an object by its exact coordinates.

e Click |Q~ S Map" and choose Coordinates.

¢ Inthe dialog box that opens, select a coordinate system, and enter the
coordinates.

File View Map Tools Help

Location Tracking

&
33 ins e Bl WErean G0

W aical (] M crour 20 [][«][@] B search by Address (My Map)
Group 22 [2][= Frivate Cal [][<]

Broadway 18 A

®®2ss My Map X[ Floor plan X/ @
a &) (8§ - Filter: K Map Objects
© | Police NN AR ‘F'"" elejQler || ShowBeacons: | A1 | 45 roadway, Somervile, MA 02145, USA Igpm:aal
18 Eroadway, Tamytown, NY 10591, USA
18 Eroadway, Lawrence, MA 01840, USA ¥ [#] Hospital
i voice Dispatch 18 Eroadway. Park Ridge, NJ 07656, USA Flo

Us,
18 Broadway. Amiyville, NY 11701, USA
18 Broadway, Taurton, MA 02780, USA 5 Map Regions

=2
L2, Location Tracking & g "13 Broadway, Ashevile, NC 28807, USA )7 Region 1
& 3 18 Broadway, Bayenne, NJ 07002, USA B Man Routes
oy, & ) 18 Brodway. Newpor. Rl 02840, USA
ﬁ 3Job Ticketing "t 5y - & 18 Broadway. Denvile. NJ 07834, USA W e 111
)

i) ReTD Tracker
o ) (a0) e
[] Text Messages Y £
5 5 | L

ﬁ ) R Recent Calls/Events L | = % |

) playback [l Save- (& Print | 11 Pause < Clear -~ '&i Reload | ) Filter B Close ils | [ Show Notes ’j‘
() Reports Date Rado System Sender Reapient =" ToeElE

36 09.06.2017 14:43:57 server Al Gonnection to ‘Capacity Plus 1" has been... il
Event Viewer 09.05.201712:43:30  Capacity Plus 1 Administrator 1 Dispatcher 'Administrator’ calls group '11... Members: Administrater, 125
- 09.06.2017 12:40:06  Capacity Flus 1 125 1 Radio '125'calls group '11 (00:08) Members: 125
EEI - 09.06.2017 12:39:55  Capacity Plus 1 Administrator 1 Dispateher ‘Administrator’ calls 0roup '11... Members: Administrator

09,05,2017 12:38:34  Capacity Plus 1 Administrator Poice Dispatcher 'Administrator’ calls aroup Po... Members: Administrator hd
|| 4] Record10f305 »[w|m[ <4 »

Recent Calls/Events | RecentCalls | RequestToTalk | RadioState | Active Tasks | ActiveRoutes || User Activity | Beacons | BeaconEvents | Taglist

EI,, "

127001 &3 B | § Administrator | [ Licensed to: demo | @ Active-

6.6.2.8 Drawing Panel

e Click | & Drawing Panel| to display the Drawing toolbar:
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6.6.2.8.1 Draw a Polygonal Region
6.6.2.8.1.1 Draw a polygonal region manually

. CIick@ and choose Draw on map.
o Left-click points on the map to create the polygonal region.

~~ MAPNIK
©) Gy 2% - | Fes[@]@@]@ 7 Show Beacons: Al - & | # prawing Panet| %

7 0%|CRA GG QR R cutonobe-

Save Cancel
Click on each corner to draw a polygon. Right-dick to delete the last placed peint. When you are done, dick Save and
specify additional properties of the region.
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3 e {1 It H )
Q| 3! L1 | I
g 2 \
) 1
i3 =
3 TR ocaw b i
~ P \ Fokdju__/. oju
P e 7 WS Batoreqa - Bator
ol 0O |
PokojJs——— T | I
- Wigfska) ol /
i | ot
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‘ Latitude: 54°10'52.93" N; Longitude: 19°2353.74" E
m

e Once finished, click the Save link.

In the Object on Map dialog box that opens, specify the following
parameters:

General tab

* Name
Specify a name for the map region.
= ID

Enter the ID of the map region.
= Description
Enter a description for the map region.
Region tab
= Color
Select a color to display the region on the map.
= Fill region area
Select this checkbox to fill in the region area on the map.
= Transparency
Specify the transparency level (in percent) for the fill color.
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Logical Groups tab
= Select the Logical Groups that will be associated with the map region.
6.6.2.8.1.2 Draw a polygonal region by coordinates

e C(Click and choose Use coordinates.

Create Region by Coordinates x
59,0000000  25,0000000 Tallinn ———.
58,5000000  27,0000000 - :
58,0000000  25,0000000
|-
T
R
Eesti \\\\\
\\
o T
T
¥ (
//
«
70km
[ Latitude: 59.2827203; Longitude: 25 9457070 |,
db add ShEdit X Delete Selectmap
e Click the Add link to add a point.
Set Coordinates — O had
Coondinate system: Decimal Degrees =
Coordinates
Latitude: 59.9419768|
Longitude: 30.2874584|
Cance

= Coordinate system
From the drop-down list, select the convenient format (for example,
Decimal Degrees) for the coordinates.

= Latitude/Longitude
Enter the coordinates of the point.

= Click OK to add the point.
e Click the Edit link to edit the selected point.
¢ Click the Delete link to delete the selected point.
¢ Once finished editing the region's points, click the Save button.

6.6.2.8.2 Draw a Circular Region
6.6.2.8.2.1 Draw a circular region manually

. CIick and choose Draw on map.
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~ MAPNIK
i ~ | Filter: |(5) @ T4 Show Beacons: | #° Drawing Panel
70> OlRAO®GR 25| Custom Object

ave  Cancel

Click on the map to create a drde around this map location. Use the sizing handles to adjust the size
Click to move the position of the drde. Click Save to finish.
5 Radius: 1453.6m

|
Metalowcow +

f+ Bazantarnia
Stawak\:;'

1000m

¢ Click on the map to place the center of the region. Drag the sizing handles
to adjust the radius of the region. To change the center position of the
region, click another place on the map.

e Once finished, click the Save link.
In the Object on Map dialog box that opens, specify the following
parameters:
General tab

* Name
Specify a name for the map region.

= ID

Enter the ID of the map region.
= Description

Enter a description for the map region.
Region tab

= Color
Select a color to display the region on the map.

= Fill area
Select this checkbox to fill in the region area on the map.

= Transparency
Specify the transparency level (in percent) for the fill color.

Logical Groups tab
= Select the Logical Groups that will be associated with the map region.
6.6.2.8.2.2 Draw a circular region by coordinates
e Click and choose Use coordinates.
In the Circular Region dialog box, specify the following parameters:
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Circular Region [m| X
Coordinate system: Decimal Degiees ~
Coordinates
Latitude: 58,941 60000000
Laongitude: 30.27930000000[
R adius: GO0 | m
0K Canicel

= Coordinate system

From the drop-down list, select the convenient format (for example,
Decimal Degrees) for the coordinates.

= Latitude/Longitude

Enter the coordinates of the circle's center.
= Radius

Enter the radius of the circle.

6.6.2.8.3 Draw a Route

e Click and then set route points one after another by clicking on the
map.

/" MAPNIK

% 7 - | Fies[B]@[O] @ 7 Show Beacons: Al - | O FindonMap~ & [ Drawing Panel| JAlRoute~ &+ Geofencin
7 O C R A O @ G @ F sl Custom Object~

Save Cancel
Cick on the map to place route waypoints . Right-cick to delete the last waypoint. When you are done, click Save and provide dditional route propertes
T N = 3

‘ Do not place waypoints farther than 5 km apart ‘
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e Once you have finished drawing a route, click the Save link.

¢ Inthe Object on Map dialog box, specify a name and description for the
route.

e Click the Route tab.
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Object on Map X

General Route  Logical Groups

Color: - 0,0, 255 j

Fill area

Transparency: |30

Ak Ak
=

Tolerance zone (m):  |100

Carcel

Color
Select the color in which to display the route on the map.

Fill area

Select this checkbox to display a transparent edge around the route
line. The edge width is specified by the value of the Tolerance zone
parameter.

e Transparency
Specify the transparency, in percent, for the line edge.

Tolerance zone

Specify the corridor width (in meters or feet, depending on what is
chosen in Tools > Options > Advanced / Measurement system). If a
radio will pass out of this tolerance zone, the dispatcher will receive an
alarm signal.

6.6.2.8.4 Add a Beacon

. CIick@ and choose Position on map.

e Click on the map where you want to place a beacon.
e Click the Save link.
The Beacon properties dialog box will appear.
¢ On the General tab, specify the following parameters:

TRBOnet Enterprise Page 344 of 436

User Manual



neocom
software

Beacon properties X

General | |ogical Groups  Cameras

Type: iBeacon -

Name |Coﬁea

Major ID: 1

a4

Minor 1D: 1

Description: Coffee shop at the comer

Cancel

= Type
Select the beacon type from the drop-down list.

* Name
Specify a name for the beacon.

= Maijor ID and Minor ID
Enter the beacon’s major and minor ID exactly as specified on the
iBeacon device.

= Description
Add a description for the beacon.

On the Logical Groups tab, select logical groups that will be associated
with the beacon.

On the Cameras tab, select the checkbox beside the camera that will be
associated with the beacon.

Note: You can also place a beacon by specifying its coordinates. To

do this, click @ and choose Use coordinates.

6.6.2.8.5 Add a Point of Interest

. CIick and choose Position on map.
e Click on the map where you want to place a POL
o Click the Save link.

The Object on Map dialog box will appear.
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Object on Map X

{General} BeaconMap Logical Groups  Cameras

Mame: Schoal dep

D 2 0

Description: Look after

Bind to PTT
System: |Capacity Plus 1 j
Group: |Firemen j
Cancel

= Name
Specify a name for the new map region.
= Description
Enter a description for the map region.
= Bind to PTT
Select this option to connect the POI to a radio group in your radio
system. Clicking the object's icon on the map will start a call on the
selected radio group.
e System
From the drop-down list, select the radio system.
e Group
From the drop-down list, select the radio group.
On the Logical Groups tab, select logical groups that will be associated
with the object.
On the Cameras tab, select the checkbox beside the camera that will be
associated with the object.

Note: You can also place a POI by specifying its coordinates. To do
this, click and choose Use coordinates.

Note: Similarly, you can place other objects with predefined icons,
such as Warning points, Police departments, Emergence
departments, Fire departments, Houses, and Cameras. To do
this, click one of the following icons on the toolbar:

LOB0RE
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6.6.2.8.6 Create a Custom Object

In addition to objects with predefined icons, you can create your own objects to
be then placed on the map.

. CIick| 5] Custom rC“]J'E‘:t'| and choose Add Custom Object.

Custom Object on Map X
Name Clown's nook |
Select image
D:\Images\Popov2jpg ‘ b 4
Freview

16x 16 24x24 32x32 48x 48"

< xom @
0K

Advanced mode Cancel

* Name
Specify a name for the object.

= Select image
Click the Browse button and locate the image file you want to use as an
icon for the object.

Note: You can also assign different images for different icon
sizes. Click the Advanced mode link and select images
for different sizes (16x16, 24x24, 32x32, 48x48).

After you create a custom object, the corresponding icon will appear along with
other predefined icons on the Drawing Panel.

e To delete a custom object, cIick| 29 Custom Object and choose
Delete Custom Object.
6.6.2.9 Route
6.6.2.9.1 Show Route
e Click and choose Show Route.
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Show Route X

@ [ LimeGreen

V(@ 125 (Pete) I 105, 105, 105

@ 222 [ RoyaBlue

IV (@ 235 (Basi) [ Aqua

I~ & Radio 200 [0 SkyBlue

I~ (@ Racio 201 [ DarkGray

[~(@ Radio 202 [ DeepskyBlue

[~(®) Radio 203 I DariSlateBlue

[~ @ Racio 204 [vightgreen

I~ @ Radio 240 mobie: [ Lime |
g 7 |-=]-
Route Type: [static -

From:

To.

Rotte Style:

Show Events
[0 Show Canlog Everts

In the list of radios, select a radio and the color with which to display
the route for the radio.

Route Type
Select the route type, either Static or Dynamic.

Show location history for the last
If the Dynamic route type is selected, specify the time period, in hours,
for which to show the route.

From/To
If the Static route type is selected, specify the start and end dates of
the time period for which to show the route.

Route Style
Select the style in which to display the route on the map.

Merge co-located waypoints
Select this option to group all points in a 100-meter radius.

Automatic error correction

Select this option to detect and correct invalid GPS data. Click the
Configure link and select the maximum possible speed for your
vehicles.

Show Events

Select this option to display TRBOnet Server events (telemetry, alarms,
and other events).

Show CanLog Events

Select this option to display events that occurred in a vehicle (door
opening, and other events).

6.6.2.9.2 Export Route
You can export the routes travelled by radio users in a GPX or KML files. To do

this, after you have performed a Show Route command, cIick and
choose Export Route > Export to GPX file/ Export to KML file.
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6.6.2.9.3 Route Playback

e Click and choose Route Playback.

Route Playback X
Radio Date al GPS Data | speed | Events | |
22ov-2016 10:17:17 Lafitude: 59°56'25.88°N; Longitude: 30°1... 0.6kmh 0 -
125 22ov-2016 10:18:17 Latitude: 59°56'25.56N; Longitude: 0.0knh @
125 221N0v-2016 10:18:47 Latitude: 59°56'25., 16"N; Longitude; 0&kmh 0
125 22-40v-2016 10:19:17 Latitude: 59°56 25, 18™N; Longitude: 0.4kmh 0
125 22-Nov-2016 10:19:47 Lafitude: 59°56'25. 27°N; Longitude: 05k 0
125 22ov-2016 10:20:17 Latitude: 59°56'25. 37°N; Longitude: 30°1... 0.8kmh 0
125 22Nov-2016 10:20:47 Lafitude: 59°56'25. 37N; Longitude: 30°1... 0.8kmh 0 =
Total: 660 ﬂ

Q O) @ @ Export |v Load
From: [12/21/2022 12:00 AM

To:  [<Lastknown location>

Ll Led

Merge coocated waypaints

Show Events
[ show CanLog Events

| Radi 4/ color
| B
O |1z [ LimeGreen
V125 Pete) I 105, 105, 105
[EREE] I Royalslue }=
0 |235 Basi) T Aqua
[ Radio 200 1 SkyBlus
[ [Radio 201 = DarkGray -

Select Al Unselect Al

= In the list of radios, select the radio and the color with which to display
the route for the radio.

= From/To
Specify the start and end dates of the time period for which to show
the route.

= Click the Load button.

= Once you have loaded the route points, click the Play button to play
back the route on the map.

Map
B e [il[s)2) JG e ree =
CET )

e ca L@l

Route Playback x o

owe & 5 0an Fvents
Z20ov2016 011717 Latiade: S8%5525 88 7; Logoe: 30°1.

BING_ROAD X Indoor pan_ X

us
. s
sk p o e @ @Q| @) o Drmving Py 125

Ping | Fram: [0 12
3 avponts
[ ———
[
o B shom vt
) Show Corton vents

@ N =]

J - @4 0 [ I —
2 usten) s, 05,108 ]

= m =

oopeicr 1

o 5 sy =7+

= was 0 oo

] ik 01 i

B

= st | et

B

(5] event viewer p— s mate Ca: epatchr Depatcher .. Meroere: Depatche 1, 235

c
4 6] 4] Record 10F613 b [ 0
RecentCali | RequestioTek | RadoState | AckveTadhs | AciveRoules | User Actily | Bescons  Bescon Events | Teglst

6.6.2.10 Geofencing

The Geofencing feature allows controlling the location and speed of radios
relative to manually defined regions on the map.
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The Geofencing monitoring consists of the manually defined regions and the

tasks. The regions specify where to apply the rules, while the tasks specify how
to apply the rules for the regions and radios.

e On the Map toolbar, click .

The administrator can add/disable/delete the rules for Geofencing as
well as edit the currently selected rules:

For more details on configuring Geofencing rules, see section 6.4.5.5.3,
Geofencing.

To enable Geofencing rules, go to Administration, System Settings >
Tasks, and in the Tasks pane, select the checkbox next to Geofencing.

6.6.2.11 Coverage Map

The Coverage Map option allows to see RSSI levels on the map.

e On the Map toolbar, click (dfl] Coverage Map|,

File View Map Tools

Help

indoor plan ]|
= Firee | @)@ | Q@] 7 [ 2] show Besconz. v | & Ruler | & DrawingPanel ol Coverage Map| 2
9 Select RSS! data by peiod x T

[Err = —|

Stot Dt

End e

e

gt

W Excetiert

ol

Sabiactory
Poor
eas

Vi
B

Recent Calls/Events

) e et

5 Playback ied Sover )

235 (Baci)

wait
125 (Pete)

o

# Cleas = 82 Reload | [} Fiker By Radio | =%
sencer
Osmacher 1
s

Recpent
235

9 F
ES
£ A
o

Disaicher 1

Recent Cals | RequestfoTek | Rado State | Actve Tasks | Active Routes | User Actity | Bescors | Bescon Events | TogUst

127001 & th | @ Dspatcher 1| (8 Licensedto: derno DermoLicense

For more details on configuring the Coverage Maps, see section Coverage Map

(page 144).

6.6.2.12 Select Map

e On the Map toolbar, click .

Select Map...

Map Type:

Orline maps

Caption:

‘My Map|

Available Maps

Name
MAPNIK
CYCLE
TRANSPORT
LANDSCAPE
BING_ROAD
BING_AREA
BING_HYBRID

Path

Add

Remove
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= Enter the Caption of the map that will be displayed in the active tab.
= In the list of Available Maps, choose the map to be displayed.

Note: For more details on available map types, see section
Map Types (page 133).

6.6.2.13 Google Earth
To open the Google Earth application:

e On the Map toolbar, click .

Note: Google Earth must be previously installed on the PC. To
download Google Earth, go to the Google Earth website
https://www.google.com/intl/en/earth/desktop/, and
click Download.

6.7 Job Ticketing

TRBOnet Dispatch Console provides the Job Ticketing feature - the integrated
ticketing system that allows dispatchers to create, assign, and track job tickets
through the radio network.

Note: Before using the feature, make sure that your TRBOnet
Dispatch Software license includes Job Ticketing.

¢ Click the Job Ticketing tab and manage Job Tickets in the Job Ticketing
pane.

File View Map Tools Help
Job Ticketing Job Ticketing

eeeeee
P Group 20

Group 22

=L Add (F2) - 5 Edit (F4) - Assi uping “/ Auto Filter ©» Default Settings 7

staus 1D Text .. | Specified End Tme .
# New 2A00006 Check the pipe in .. 07.06.2017 15:40:00 - Mo
¥ New #A00007 Medium, Cheek the... Stus

—_—

| «| < |Record 10f2 »|m|mi| ¢
\0]| RFID Tracker Progessing tasks:

Status D v eee] o | Start Tme ... | End Tme ... | Spedfied
[] Text Messages + Accepted  FADDODS .. .
- Assgned  #ADDODS .. ..

Event Viewer

[@y127.001 &8 B | @ Administrator | [ Licensed to: demo. @ Active -

W] (| Record20f2 r | [ [ ¢

6.7.1 Adding Statuses for Job Ticketing

e Inthe Job Ticketing pane, click the Statuses tab to see the statuses
available for job tickets.
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Name Action De’ription Status
New New

Job Ticketing~ Statuses| Custom Fields | Templates 1
s Add|E} Edit Zk D\

B New

X Cancelled
Assigned Assign =+ Assigned
Accepted Accept + Accepted
Rejected Reject — Rejected

Cancelled Cancel

Completed  Complete + Completed

InProgress  In Progress U InProgress

Wi # | 4 |Record4of7 | W M| 4 3

e Click the Add button to add a Job Ticket status.

Job Ticket Status X
Name [Accepted |
Description Accent
Action (CPS):. [Accept |
Status [+ Accepted [~

~ Completed
O InProgress
— Rejected B

* Name
Specify a Job Ticket status name to display in the system.

= Description
Add a description for the job ticket status.

= Action (CPS)
Enter the action name as specified in MOTOTRBO CPS.

Note: The Action (CPS) value must match the value of the
corresponding Action/Response field configured for a
radio in MOTOTRBO CPS, Job Tickets.

= Status
From the drop-down list, select the Job Ticket status (Accepted,
Completed, In Progress, or Rejected).

6.7.2 Adding Custom Fields for Job Ticketing
In addition to the default fields (Priority, Deadline, etc.), you can add custom
fields with pre-defined values to be used in tickets/ticket templates.

e Inthe Job Ticketing pane, click the Custom Fields tab to see the list of
custom fields available for job tickets.
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Job Ticketing Tsiatuse:: Custom FleldsrTemplabes ]
5 add|=b Edit Sk Delete

Name Values
Town Kotka;Hamina;Lovisa
Quality High;Low;Middle

M| 4| 4 | Record 10f2 k[ ke |kH| 4

e Click the Add button.

Job Ticket Custom Field x

Name: Town

Values
Kotka
Hamina

Loviisa

Total: 3
G Add X Delete

oK Cancel

In the Job Ticket Custom Field dialog box, specify the following:

= Name
Enter a name for the field.

= Values
Click the Add link and enter a pre-defined value for the field.

6.7.3 Creating a Job Ticket

e Inthe Job Ticketing pane, click the Job Ticketing tab to see the list of
created job tickets.

Job Ticketing T Statuses T Custom Fields rTemplabes ]

= Add (F2)|+| 5} Edit (F4) . Assign (F5) | = Grouping "/ Auto Filter > Default Settings Status Colors il
Text Pe... |Cr... |Specified End Time Created By Prio... |C... |... |Qu...
Medium, Chedk the pi... 07... Administrator  Medi...
dium SeCity Yo 07... Administrator  Medi... ... High

W4 44| 4 |Record20f2 b b M| 4
Processing tasks:

Status D oo | eer|.n. | Start Time ... | End Time ... | Specified End Time
+ Accepted FA00D0B e
= Assigned FAD000S S 1 ) [ (OO P

M| 4| 4| Record 1of2 b | W M| 4

e Click the Add button to create a job ticket.
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Note: To create a ticket from a template, click the arrow on
the right of the Add button to select from the available
ticket templates. For directions on how to create
templates, see section 6.7.4, Creating a Ticket Template.

Job Ticket >
Ticket 1D: [#a00000 |
Priority: Medium bl
Deadine: [21.08.2017 11:54 |

45min  +10min +30min +ihour
FPredefined Texs: | ~ (|| +|-
Text: Check the pipe

111

Variables: Priority Due Date Due Time

[] Motify on status changes
] Motify f ticket is not accepted by

[21.04.2017 11:49 |
Motification List

Comment:

Hide Advanced Options Cancel

In the Job Ticket dialog box, specify the following parameters:
= TicketID

This value will be set automatically once the ticket has been created.
= Priority

From the drop-down list, select the task priority.

= Deadline
Select this option and in the box to the right, enter a due date and time
for the task.

* Predefined Texts
From the drop-down list, select a predefined text for the Job Ticket.

e Click the 3| button to edit the predefined text.

Predifined Text Editing X

Text
Check the pipeline|
Check the toll fare

Total: 2

‘%_d % Delete Prioity Due Date Due Time

0K Cancel

e Click the Add link and type the text in the line that appears.
In addition, you can also add to this text:
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v' Priority

Click this link to add the ticket priority to the text.
v Due date

Click this link to add the ticket due date to the text.
v' Due time

Click this link to add the ticket due time to the text.

= Text
Enter the text message in this box.

= Notify on status changes
Select this option to send notifications to Dispatchers, Email and/or
SMS groups when a Job Ticket status changes.

* Notify if ticket is not accepted by
Select this option to send notifications to dispatchers, Email and/or
SMS groups if a radio does not accept the Job Ticket at the time
specified in the box below.

= Notification List
Click this link and choose the recipients of selected notifications.

Notification List X
Dispatchers || Email | M5 || Radios || Radio Groups
Motify Dispatchers
[] Administrator
% Dispatcher 1
[] Dispatcher 2
oK Cancel

You can notify dispatchers with the help of notifications in the Dispatch
Console (on the Dispatchers tab, check Notify Dispatchers, and select
dispatchers), Email groups by sending Emails to dedicated Email
groups (click the Email tab, check Notify by Email, and select Email
groups) and phone users by sending SMS to dedicated SMS groups
(click the SMS tab, check Notify by SMS, and select SMS groups).

= Comment
Add a comment for the ticket.
6.7.4 Creating a Ticket Template

You can create ticket templates in advance to then use them when creating
tickets.
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Job Ticketing Tsmmses T Custom F\eldg/Templates]
=h Add|Zh Edit i Binding | = Default Template Delete | = Grouping "/ Aute Filter () Default Settings

Mame Priority Text Spedified End Time Comment Bin...
Towns Medium %ePRIORITY %% in %eCity %%
Cleaning Medium Do deaning in %:Town%:

| 4| 4 |Record 10f2 F | M M| 4

e Click the Templates tab to see the list of templates available for job
tickets.

e Click the Add button to create a ticket template.
e Inthe Job Ticket Template dialog box, fill in the desired fields, and click
OK.

Note: For information about the fields, see section 6.7.3,
Creating a Job Ticket.

In addition, you can enable automatic creation of the template-based tickets by
using a scheduler. To do this, go to Create Automatically by Scheduler, click

the arrow down button and select the corresponding scheduler. Or, click + on
the right, and create a new scheduler.

6.7.5 Selecting Ticket Status Color

You can also color tickets based on their statuses.
e Click the Job Ticketing tab, and on the toolbar, click the Status Colors

button.
Job Ticketing T Statuses T Custom Fields TTempIates ]
_-1; Add (F2) - _—} Edit (F4) - Assign (F5) = Grouping "|_|'_' Auto Filter .=z Status Colors
Status D Text A | ... | Spedfied End Time e | e | oen | TOWN
& New #A00010 Medium %City% ... S . Kotka
& New #AD0007 Medium, Chedk ... T [ St.Peter,

In the Select Job Status Color dialog box that opens:

Select Job Status Color X

Status Color
New [ YellowGreen |+
Cancelled Custom | Web | System
Assigned = Darkkhaki .
Accepted [ Beige
Rejected [ LightGoldenrodyellow
Completed B Clive
N 3 Yellow
rogress [ LightYellow

- 1 Ivary
Expiring Job Ticket B Clivebrab

Time to complete Job Ticket {minuted == YellowGreen
B DarkOliveGreen
Color: 3 Greentellow
3 chartreuse ¥

Default

0K Cancel
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e Click the arrow on the right, and from the drop-down list, pick the color

for the selected status.

6.7.6 Assigning a Job Ticket

e Select ajob ticket in the list, and click the Assign button.

Or, right-click the job ticket and choose Assign.

Job Ticketing T Statuses T Custom Fields ]’Templabes ]

=L Add (F2) = =} Edit (F4) - Assign (F3) | = Grouping "/ Auto Filter > Default Settings .~ Status Colors >
Status | ID Text Pe... |Cr... |Specified End Time Created By Prio... |Cov |wn |Qu...
£ New #A0D000F Medii o == Administrator  Medi...
T MNew #A00010 Medil :} Edit Administrator  Medi... ... High
Cancel
Wi| 4| 4| Record 1of2 »|m :§< Sodinsa 3
Processing tasks: =a Create Based on..
Resend
Status (o) ... | End Time ... | Specified End Time | .. |oor | cer | vor | wue
_—} Change Status 3
+ Accepted #aOOOOR 0 |
i = Add
= Assigned FA0D0O009 —

4| 4| 4| Record 10f2 b | bk |MH| 4

In the Assign Job Ticket dialog box that appears:

Assign Job Ticket X

b -\ Assign Job Ticket
-—

Radia:

M@ 125
@ 235
® 3333

V@ 2344
@ 5555
(® Radio 25

Selected: 2

@ T\~ |:=|~

OK Cancel

¢ Inthe list, select a radio or multiple radios, radio group(s), or logical
group(s) to which to assign the job ticket. To switch between the Radio

List, Radio Groups, and Logical Groups, click the ‘=" button and select

the desired list.

e Click OK to assign the ticket to the selected radio(s)/radio group(s)/logical

group(s).

As a result, the selected radio(s)/radio group(s)/logical group(s) will

receive the job ticket.
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Note: When you assign the job ticket to multiple radios and the first

radio accepts the ticket, the behavior of other radios depends
on the Job Ticketing Service type configured for these radios.
If the Text Messages type is configured for the radios, all
other radios will receive a corresponding text notification.

If the MSI Proprietary type is configured for the radios (or
Mobile Client is used as a radio), the ticket will be cancelled on
all other radios (Mobile Clients).

6.7.7 Viewing Job Ticketing Statistics

e On the main menu, select Tools, then click Job Ticketing Monitoring to

see the Job Ticketing statistic diagram:

5 Iob Tecketng Mandorng

show:  froawy  [-] s

Depatche: Created bmts

Rado [s————
» | Acmistrater 7|+ | Unsssigned

S, “, “, =, “, = =, =, =, S K = =, =, =,
5 * % 4 & % v % - % v % * o

For more details on the statistics, see Job Ticketing Monitoring.

6.7.8 Viewing Job Ticketing Reports

To view a job ticketing report, go to Reports (1), and select
Usage Statistics Reports (2) - Job Ticketing (3).

On the Usage Statistics Reports pane, click the Report Settings tab, and
specify the appropriate parameters and then click Generate Report.

Click the Job Ticketing tab to see the generated report.

TRBOnet Enterprise Page 358 of 436

User Manual



neocom
sOfFtware

File View Map Tools Help

Usage Statistics Reports

B e VD0 CXT Boorn 0
(T3] Usage Statistics Reports ¥ Grown 20
M
% R::,s:i:m Report Settings - Job Ticketing X|
T Radio Status EEIEN R EY b M - 2] e =i

T Radio Status Summary
) User Messages and Notes
[ Radio Allocation

) Disabled Radios

T Telemetry 2
T Lone Worker Activities

) JobTicketing

T JobTicket sca&\ o

%PRIORITY%% 07-Mov-2016 07-Nov-2016
j HADOO00 Lo e Mew Ty La1s00 Administrator Medium 1

|icol, Location Tracking

| 07-Nov-2016 07-Nov-2016
. 4800001 %PRIORITY® Acoepted sdministrator Medium
& so0b Ticketing ¢ 1408:58 14:49:55
I 07-Nov-2016 07-Nov-2016
£400002  %DATE% assigned |0 Lo cministrator Medium
| 07-Nov-2016 07-Nov-2016
I 00003 %TIME% Accepted ov o Administrator Medium
0] RFID Tracker 142525 15:00:35
#a00004  jkg assigned 07 MOv-2018 07-Mov-2016 Administrator Medium
[ Text Messages 15:01:59 15:17:57
00005 Abc e S U7-Hlov-2016 Administrator Medium
g Voice Recording i 15:18:13 15:21:07
@ 1 4000006 123 i)zﬁ(c\eamng Completed 2;’?;;2016 2;’2?;;2016 Administrator Medium
Reports P I : :
- 00007 456 New 2;’3’“;;;“6 Administrator Medium
Event Viewer i .
07-Nov-2016 07-Now-2016 07-Nov-201€
HAODOOR  Misit martre Completed ov o o Administrator Medium
(@ ) 153839 1BSE2L 175649
Durationl: 02:19:41
2] Admistrts I Duration2: 00:00:28 _I_-|
« ,
(127001 &3 B | @ Administretor | [ Licensed to: deme Demo License | @ Active~

6.8 Guard Tour / Route Management

The Guard Tour / Route Management feature allows the user to create routes
and assign them to selected radio subscribers or dispatchers.

File View Map Tools Help

Route Management Route Management A

b start 0l Pause Ml Stop
b Route 1 00:00
31.05.2017 14:58
/! Monitoring
b start | 5 (reate\é Edit =}, Copy 4 Export - | [ Delete | = Grouping 7" Auto Filter > Default Settings
-1, Voice Dispatch Name Raute
Route 1. 15:00 15:15 15:30  16:00
Temre
5., Location Tracking & 2 & 8
W Job Ticketing
2
Route
1
@ RFID Tracker
[] Text Messages
4] 4 4 | Record 10F 1k | ] 4| o
Q 'Voice Recording Active Routes
b start | 11 Pause Wl Stop | [ Edit 4 Export~ | rouping '\ Auto Filter (@ Default Settings
() Repons Name Route
- » Route 1 0000 1500 1515 1530 1
{5 event viewer @ @ @
31.05.2017 14:58 Coffee Hospal Tea Poicz
[1] Tetemetry
1] ] < Record 10F 1 v | b ] «| »
(127001 g5 g | G Admiistrator | (A Licensed to: dema | @ nctive-

e Click the Route Management tab (1).

6.8.1 Creating a Route

¢ Inthe Route Management pane on the right, select the Management
tab, then click the Create button (2) to create a new route.

TRBOnet Enterprise Page 359 of 436
User Manual



neocom
software

¢ Name
Specify a name for the route to display in the route list.
e Description

oute

Name: [Route 1

Description: [restroute

Rule: [ chedipoints, strict order, stict schedue

Start Route.

Automatically by
Comman d: 123

[ Automatically by rece

[ Automatically by recelving Telemetry Comm:
RS

radio
o

Add a description for the route.

e Rule

Select the type of the rule from the drop-down-list:

= All checkpoints, strict order, strict schedule

Checkpoints are to be attended in the specified order, each within a
specified time range.

= All checkpoints, strict order, loose schedule

Checkpoints are to be attended in the specified order. The time for
attending each checkpoint is not limited.

= All checkpoints, loose order, loose schedule

Checkpoints can be attended in any order, each at any time.
e Click the Start/Stop Rules tab.

Start Route

Specify the rules to start the route.

= Manually by dispatcher
This option is enabled by default and cannot be edited. This option
enables the dispatcher to start the route by clicking the Start button in
the Route Management tab or in the Active Routes pane.

= Automatically by receiving Text Message from a radio
The route starts when the radio sends a specific text message to
TRBOnet Server. If you select this option, then specify the text message
the radio will send in the Message box.
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= Automatically by receiving Telemetry Command from a radio
The route starts when the user presses a preconfigured button on the
radio and TRBOnet Server receives a telemetry command from the
user's radio. If you select this option, specify the VIO contact, and from
the Command drop-down list, select the signal level at which the
user's radio should send the telemetry command.

= Automatically by receiving DTMF command from a radio
The route starts when the user sends a specific DTMF command to
TRBOnet Server, for instance, #11#. If you select this option, specify a
DTMF combination without the # characters in the Command box.

= Automatically by receiving Status Message from a radio
The route starts when the user sends a specific Status to TRBOnet
Server, for instance, 1. If you select this option, specify the Status.

= Wait for confirmation from a radio
Select this option to start the route after the TRBOnet Server receives a
confirmation from the radio. In this case, the route is assigned to the
radio or user and paused. The route will be resumed after a
confirmation is received.

Pause Route
Specify the rules to pause the route.

Resume Route
Specify the rules to resume the route.

Finish Route
Specify the rules to finish or stop the route.

= Automatically after all points have been attended
Select this option so that the route is finished automatically after all
checkpoints have been attended.

= Limit route processing time
Select this option, and specify the maximum allowed time in the Max.
Time box. If the time is exceeded, the route will stop automatically. All
unattended checkpoints automatically change their statuses from
'Waiting' to 'Not Attended'.

¢ Inthe Route dialog box, click the Route Points tab.
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Rule:

[l checkpints, strict order, strict schedule =l

Start/Stop Rules Route Points \checkpm Statuses| Notifications | Tags | Logical Groups|

CICUE Tme: [Speafied tme of day -
Z A Name [ Time
2 <
2 Rl % [Pont 1 200
T, Point 2 4:30
B e s N Coffee 1:00
% 0 ” 20 %, Fire dep 10:40
%, Z
2 Point 1 3
9:00 5
Fird dep 2,
joa
o %
200m | Latitude: 59°56'39.85"N; Longitude: 30°16'48.13"E &
[ oes points 3 Bescons 1R map Obiects A ceste Shedt X pelete

1

2 3 conce

= Click the GPS Points link (1) to add points to the selected map:

Select Map...
Map Type:

Caption:

Available Maps

Online maps

x

w

|My Map|

Name Path State
MAPNIK oK
CYOLE OK
TRANSPORT oK
LAMDSCAPE oK
BING_ROAD oK
BIMNG_AREA OK
BING_HYERID OK
Add Remove Cancel

= Select the map. For more details on map types, see section Map Types
(page 133).

= C(Click the Create link or double-click a selected point on the map to
create a new route point:

= Name

Specify a name for new point to display on the map.

= Location

Point properties X

Name: [Bank

[Fatitude: 53°56'35.20; Longitude: 30°164... ~|

10 = meters

I Intermediate way paint (not served)

Time: 15:00 =

Time delta:

Location:

Radius:

This box displays the current GPS coordinates of new point.

= Radius

Specify the radius within which to consider the point as attended.

= Intermediate way point (not served)
Select this option to exclude the point from being used as a
checkpoint.
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Time

Specify the time the point is to be attended at.

Time delta

Specify the time accuracy to attend the point.

Click OK to add the new point.
Click the Beacons link (2) to add a beacon as a checkpoint.

Note: To enable the Indoor feature, make sure your license
includes Indoor Positioning (see section 5.1 License
Information on page 14) and Indoor Service is selected

= Click the Create link and then click a beacon in the list.

in the list of available services (see section 5.12.1
Services on page 36).

58 6Ps Points (9 Beacons [F Map Obiects

A create Shedt X pelete

Route

Name: [Route 1
Description: [Test route
Rue: [0 chedepoints, strict order, strict schedule |
Start/Stop Rules Route Points \checkpnim Statuses | Notifications | Tags | Logical Groups |
EgBeer Time: [speafied tme of day |
o Coffee ame [Tme
@Tea Point 1 9:00

Point 2 9:30

Coffee 10:00

Fire dep 10:40

FoEso I |

Radius: =] meters

I Intermediate way point (not served)

Time: 10:00 =
Time delta: 5 =] minutes

Point properties x
Name: [coffee
Beacon: [ @ coffee =]

= Click the Map Obijects link to add a map object as a checkpoint.

= Click the Create link and then click an object in the list.

Route

[E8 eps points (&) Beacons [P Map Objects

ok Create [ShEdit X Delete

x
Name: [Route 1
Description: [Test route
Rule: [0 checkpoints, strict order, strict schedule =l
Start/Stop Rules Route Points | chedipoint Statuses | Notiications | Tags | Logical Groups|
|abiding place Time: [specified time of day |

aﬁfﬁ dep Name Time.
[#]Hospital o2 Point 1 3:00
[Eroice department o 1 Pont2 Y

Coffee 10:00

Froden
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Name: [Fire dep |
Map Object:  |[E Fre dep = |
Radius: 0 =] meters
I Intermediate way point (not served)
Time: 10:40 =
Time delta: 5 =] minutes

-

¢ In the Route dialog box, click the Checkpoint Statuses tab.

Route

[Route 1

[Test route

[AT checkpoints, strict order, strict schedul

Start/Stop Rules | Route Points Checkpoint Statuses | Notfications | Tags | Logical Groups
Set status to Attended:
" When radio enters the point area
£ By condition when radio is in the point area

Automatically by
Vep, Im here

iving Text Message from a radio

Message

[ Automatically by receiving Telemetry Command from a radio

Any event -

[ Autematically by receiving DTMF command from @ radie

1

[ Automatically by receiving Status from a radio

Statuses that can be set by dispatcher:  |waitng, Attended, U... ~
Set status to Alarm:
[ Autematically by receiving Text Message from a racio

[ Autematically by receiving Telemetry Command from a radio

1 ny event
Automatically by receiving DTMF command from a radio
5 #5%

Automatically by receiving Emergency from a radio

Command:

Emg. Type:  |Emergency Alarm

[ Automatically by receiving Status from a radio

x

Set status to Attended

Select this option so that TRBOnet Server will change the checkpoint

status to 'Attended' based on the information from
= When the radio enters the point area

the radio.

Choose this option so that the radio detects the closest beacon and
sends location data to TRBOnet Server. The respective checkpoint

changes its status to 'Attended ' automatically.

If this option is chosen, the radio sends a precon
TRBOnNet Server. The last detected checkpoint ch

By condition when the radio is in the point area

figured command to
anges its status to

'‘Attended ' by this command. Configure the preferred command(s):

e Automatically by receiving Text Message fr

om a radio

Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific text message from
the radio. If you select this option, then specify the text message the

radio will send in the Message box.
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e Automatically by receiving Telemetry Command from a radio
Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific telemetry
command from the radio. If you select this option, specify the VIO
contact, and from the Command drop-down list, select the signal
level at which the user's radio should send the telemetry command.

e Automatically by receiving DTMF command from a radio
Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific DTMF command
from the radio, for instance, #11#. If you select this option, specify a
DTMF combination without the # characters in the Command box.

e Automatically by receiving Status Message from a radio
Select this option so that the checkpoint is considered to be
attended after the dispatcher receives a specific Status from the
radio. If you select this option, specify the Status.

e Statuses that can be set by dispatcher
Select this option to allow the Dispatch Control operator to manually
change the status of checkpoints in the Active Routes panel.
In the drop-down list, select the checkpoint statuses to be available for
the operator: Waiting, Attended, Unattended, and Alarm.

e Set status to Alarm
Select this option to allow the radio to set an alarm on the attended
checkpoint. Configure the command(s) that can set the checkpoint status
to 'Alarm'.

= Automatically by receiving Text Message from a radio
Select this option to set the point to alarm mode after the dispatcher
receives a specific text message from the radio. If you select this
option, then specify the text message the radio will send in the
Message box.

= Automatically by receiving Telemetry Command from a radio
Select this option to set the point to alarm mode after the dispatcher
receives a specific telemetry command from the radio. If you select this
option, specify the VIO contact, and from the Command drop-down
list, select the signal level at which the user's radio should send the
telemetry command.

= Automatically by receiving DTMF command from a radio
Select this option to set the point to alarm mode after the dispatcher
receives a specific DTMF command from the radio. If you select this
option, specify a DTMF combination without the # characters in the
Command box.

= Automatically by receiving Emergency from a radio
Select this option to set the point to alarm mode after the dispatcher
receives an Emergency from the radio.
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e Emg. Type
Select the Emergency type from the drop-down list.

= Automatically by receiving Status Message from a radio

Select this option to set the point to alarm mode after the dispatcher
receives a specific Status from the radio. If you select this option,
specify the Status.

¢ In the Route dialog box, click the Notifications tab to manage

notifications to a radio.

Reute x

Name: [Route 1

Desaiption: [Test route

Rule: [t checkpoints, stict arder, strict schedule =]
Start/Stop Rules | Route Points | Checkpoint Statuses Fiatfications }rags\ Logical Groups |

¥ou can use varizbles i text message:
{RouteName}, {Pointhame}, {PointTine}, {NextPointNames, {(NextPointTms}

[V Send a Text Message on route assign to radio

Text Message: [Assion Routetamey

[ send a Text Message on route start

Text Message; [start ¢

essage on route susp
[The 4

{RouteName} is resumed

[V Send a Text Message on route finish

Text Message: [The Routename} is finished

[ send a Text Message when approaching attendance time

Time before attendance: |5 tes

Text Message; [serve

[¥ send a Text Message after point is attended

Text Message: [The {pointiame} is served. Nextis INextPointhiame} at {NextPaintTime)

For the last point: [The fpointiames is served

[V Send a Text Message if point is not attended

Text Message: [The tpointiame} is not served

[¥ Send a Text Message if pointis in alarm mode

Text Message; [atarm on {Pointiiame}

Note: To enable an option, select the checkbox. The Text
Message boxes already include text. If necessary,
replace the text with your own text, using variables as
placeholders that will be substituted with actual data.

Send a Text Message on route assign
Select this option to inform a radio holder that the route is assigned to.

Send a Text Message on route start

Select this option to inform a radio holder that the route started.

Send a Text Message on route suspend

Select this option to inform a radio holder that the route is suspended.
Send a Text Message on route resume

Select this option to inform a radio holder that the route is resumed.

Send a Text Message on route finish
Select this option to inform a radio holder that the route is finished.
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* Send a Text Message when approaching attendance time
Select this option to inform a radio holder that the next checkpoint is
expected in the time interval specified in the Time before attendance
box. This message is only available for routes with the specified
attendance time.

= Send a Text Message after point is attended
Select this option to confirm attending a checkpoint.

= Send a Text Message if point is not attended
Select this option to notify a radio holder if the point was not attended.

= Send a Text Message if point is in alarm mode
Select this option to notify radio holder if the point is in alarm mode.

¢ Inthe Route dialog box, click the Logical Groups tab.

Route %

Name: [Route 1

Desaiption: [Test route

Rule: [a1 checkpoints, strict order, stict schedule |

Start/stop Rules | Route Paints | Checkpoint Statuses| Notifications | Tags  Logical Groups
Name Desaription

Cleaning in Department 1

Groups for Security

™ Assign Logical Groups to a radio when the route starts

= Select a logical group(s) in the list of available groups.

= Assign Logical Groups to a radio when the route starts
Select this checkbox so that when the route is assigned to a radio, the
selected logical group(s) will automatically be assigned to the radio.

Note: For more information about logical groups, see section
6.4.3.3, Logical Groups (page 184).

e Click OK to save settings.
The new route is now added to the route list (1):

TRBOnet Enterprise Page 367 of 436
User Manual



neocom
sOfFtware

6.8.2 Starting a Route

File View Map Tools Help

Route Management Route Management

&I

b Start 0l Pause il Stop
<[]
2
} rove1 w7 Ll[<]lel
31.05.2017 14:58
| Management  Montaring |
b start| Sk Create 5 Edit =y Copy @ Export~ | =k Delete | = Grouping '\ Auto Filter @ Default Settings
(1Y) voice Dispatch Neme Route
Route 1 1500 15:15 1530  16:00
. _ Testrone @
@ Location Tracking Coffee  Hospitsl  Tea  Poie
W Job Ticketing
Route Management 1 2
QI RFID Tracker
[] Text Messages
0] | 4 | Record 10f 1 b || ] « >
Q 'Voice Recording Active Routes
F Start | Il Pause Ml Stop | =) Edit 4 Export~ | = Grouping " Auto Filter % Default Settings
() reports Name Route
- b Route 1 00:07 15:00 15:15 15:30 16:00
[Event Viewer 235 2 9 2 (e b] q ] 4
31.05.2017 14:58 Coffee Hospital Tea Poiicz
Telemetry
“2] Radio Allocation
| 4| 4 | Record 10f 1 b || m] « »

[ 127.001 g3 & | B Administrator | [ Licensed to: demo

e Click the Start button (2) to start the route:

Start Route X

Mame: |Rouhe 1

Start Date: [14-0ct-2015 10:58 =

Route: |Rouhe 1 j
Create Route | Modify |

Radio: [@ 125 (pete) 125 |

Radio Owner: | j

Dispatcher: Jiail j

In the Start Route dialog box, specify the following parameters:

* Name
Enter a name for the route to be started. This name will be displayed in
the Active Routes pane.

= Start Date
Select a date to start the route on.

* Route
From the drop-down list, select the route to start. Click the Create
Route button to create a new route based on the selected route. Click
the Modify button to modify selected route parameters.

= Radio
From the drop-down list, select the radio to assign the route to.

= Radio Owner
From the drop-down list, select the field user (see section 6.4.2.3,
Identity Manager) to assign the route to.
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Note: Select only one of the two (Radio or Radio Owner) to
prevent an incorrect route.

Dispatcher

From the drop-down list, select the dispatcher to monitor the route.

Click OK to start the route.

The active route appears (1) in the Active Routes panel.

File View Map Tools Help

Route Management

# Start 1l Pause il Stop

Route Management

[<][e]

P Grouwn 10

F Route 1 00:37

31.05.2017 14:58

2 intercom [][«][@]
Group 20 [2][«][@]
[erivate call [2][«][2]

Group 11

b start | 5} Create =) Edit =}, Copy @ Export~| =k Delete | = Grouping '/ Auto Filter > Default Settings

'), Voice Dispatch Name
_  |Reutet
% Location Tracking =
@ Job Ticketing

e

@ RFID Tracker

[-] TextMessages

Route

1500 1515 1530 16:00

Polke

@

Coffes

1

|« | 4| record 1of 1 b [ ][ <]

Hosptal  Tes

ﬁ Voice Recording

Active Routes

b start| 1l Pa

y/dsmp | =) Edit @ Export~| = Grouping "7 Auto Fifter > Defautt Settings

C% Reports
e

[ 7] Tetemetry

Name
b Route 1

31.05.2017 14:58

Route

00:37 1508 1515 1530 1€

Coffesy, Hospial  Te= ) Poice

AV

|« | < Record 1of 1 k[ rr[mi| <]

»

127001 &9 @ | § Administrtor | [ Licensed to: demo

| @ Active-

If a route point is attended in time, it is displayed in green (2)

If a route point is not attended in time, it is displayed in red (3).
For more operations with checkpoints, see section 6.5.8.7, Active Routes

(page 328).

6.8.3 Tracing Active Route on Map

¢ Inthe Route Management pane, click the Monitoring tab (1).

File View Map Tools Help

Route Management Route Management ﬂ

b start | Il Pause |l Stop

M

Management
=

\

b Route2
05.06.2017 16:26
b Route 1

nnnnnn

05.06.2017 16:31

Event Viewer

Il Pause M stop | =) Edit @ Export -

e AN,
= 22

1
ﬂ‘a“ﬂ Voice Dispatch 3
-
@ Location Tracking =
L3
@ Job Ticketing
o
Eﬂ Route Management
@ RFID Tracker =
[] Text Messages i
17
g' Voice Recording 7 ; <
(@ Reports am q %%
i - < \f?;"’pj

onitoring
Filter Q[@] 7 [ 2] showBeacons: 4l
v ¥ "
> b A

~ | Ruler 4 Find on Map -
A =

23| Latitude: 53°56'29,02" N; Longitude: 30°1642,45" E ‘

Name

I:?l Radio Allocation b Route 1

235
05.06.2017 16:31

P —

Route

00:23 1631 1651  16:00

Hompral  Tes

Police

17:00

@

Caffee

127001 &3 @ | @ Administrotor | [8 Licensed to: demo

| @ active~
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e Inthe upper-left pane, select the route (2) to be traced on the map.

6.8.4 Stopping a Route
Depending on the route configuration settings, a route/guard tour can be
stopped automatically:
e by acommand sent from the radio;
e when all checkpoints are attended;
e when the route time is elapsed.
To manually stop the route:

¢ Click the Stop button to stop the route. Once the route is stopped, it will
disappear from the Active Routes panel.

After the route is stopped, the checkpoint statuses cannot be modified neither
automatically, nor manually.

6.8.5 Generating Route Reports

The administrator can generate reports on the finished routes.

e Click the Reports (1) tab, and in the Reports pane select Common
reports > Completed Routes (2):

File View Mop Tools Help

) Lone Worker Activites A
) can Graphics i
% CAN Messages 2 [Jdsp [@]
Job Ticketing . .
T Job Status Changes [ ]srop 0 [][+][2]
T Job Ticket Assignyfents - 7 [erowp 22 (o)

B Full Movement Details

T seaurity reports -
/" Report Settings
) Management
T tndoor reports Completed Routes
) Movement Details v
Saved Profils: ~Hot defined-- -
< >
{=ly voice Dispatch Select data by period:
Start Date: 10/10/2016 12:00 AM -
@ esiale. End Date <Maximum date> =] L
Filter:
& 30b Ticketing
Radio: ot defined— -
Route Management Logical Groups ot defined— S
Radio ID (e.g. 22,33,490-55,88 ):
[] Text Messages I
User: Mot defined h
ﬁ Voice Recording
Dispatcher ot defined— -
Route N
@ Bepuri= - ‘ oute Name:
[Event Viewer I~ Show routes with exceptions only
\r Print detaled data
"] Radio Allocation 1

Generate Report Save Repart Profile Delete Report Profie
E Administration i i i

[ Connected 3 B €L | § Administrator | [ Licensed to: demo Demo License @ Active-

6.9 Text Messages

In the Text Messages tab, the dispatcher can review and send text messages to
other dispatchers, individual radio subscribers and radio groups:
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& B online Dispatchers (1) =
£ Dispatcher 1 0 %
-~
() online, Indoor (0)

e Q Online, GPS Fixed (2)

d
- 9
Sent from Server to 125

detect channel to execute this operation

from Server to 125
channel to execute this operation

it
fetect

sent from Server to 125
detect channel to execute this operation

ver o 125
el 1 ever e this

n < anecation
2 | 125 (ete) -~ £ send | i Attach File

Recipient:
@ Reports Pete, you're |
{5] event viewer
‘3] Radio Allocation e -
[127001 &3 @ | & Dispatcher 1 | [ Licensed to: demo Demo License | oAdwe‘v
1. Radio List

displays dispatchers and radio subscribers available for text
communication.

Note: Radios must be equipped with a display to receive Text
Messages.

2. Text Messages panel
displays the latest messages transmitted via a radio channel.

3. New Message panel
provides you with text sending options.

4. Calls Panel in compact mode
allows making voice calls.

6.9.1 Sending Text Messages

The dispatcher can send a text message to:
e Selected Radio
e Selected Radio Group
e Selected Logical Group
e Selected Dispatcher
e All Online Dispatchers or a group of dispatchers
The dispatcher can send a text message to selected subscribers from:
e New Message panel
e Radio List

6.9.1.1 New Message panel
e Inthe New Message panel, click the ellipsis (...) button.
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EEE
& 1: Line free [«] (] I Jarcan )
[ Group 20 [=)][+] (2] 8 ¥ Group 30
© [ Fremen
HEDm
3 - simple [ Extended
B 222 | Select Destination x
) —
(#) ® 235 Basi) N ~
(B E 3 184
(£) Rago 200 -y 5
(1l voice Dispatch 1y [B 0ot
1 % Cleaners
&
I ol [
1 EiRES)
4F 10b Ticketing 21 |2 125 pete)
T3 22
R ——— 22| |2 235 (asi)
€ |2 Rado 200
- oa | ¥ Radio 201
22 3
@ RED facker ¢ |3 Rado202
| 2 Radio 203
22N y j
[ Text Messages ¢ | Rado20q
g Voice Recording =1 Cancel
v
@ et Destiation: *% |Firemen ] send | 1 Attach File
i [Shack # 1on fire
Event Viewer
—
106
(3127001 & B | § Dispatcher 1 | [ Licensed to: demo Demo License @ Active-

e Inthe Select Destination dialog box, select the radio, radio group or
dispatcher and click OK.

e Type the text message you want to send.

Note: The size of a text message is restricted to 125
characters.

¢ Click the Attach File button if you want to attach a file to the message
being sent.
¢ Click the Send button.
The text message will be displayed in the Text Messages panel.

The message details highlighted in red indicates that the message recipient is
offline and the message will be delivered as soon as the recipient gets back
online again.

The message details in gray indicate that the message has been delivered.
6.9.1.2 Radio List

e On the Radio List, right-click the radio/radio group/dispatcher you want to
send a text message to, and choose Send Message.

Advanced 3

o Specify Status Colors...
B2 ]
= VIOT: High level h
BS2 ]

VIN2: Hinh leuvel

¢ Inthe Send Text Message dialog box that appears, specify the following
parameters:
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Send Text Message

Destination: |Firemen: Online Dispatchers; |
Templates: | V| _‘}
Text Shack # 1is on fire|
105
Mtachments: I Add File
Select Radios and Groups
Fitter: | 2
] # Cleaners -~
] # Dorf
@ & Firemen a

& !31 Online Dispatchers
] #) asdf

I send copy as email

[ send copy as SMS

Iv Store and attempt to deliver if the user is offiine

™ Confirmed Group Text

Hide Advanced Options

Cancel

Destination
This box displays the destination of the message.

In the Text box, type the message text. You can also insert a template
text from the Templates list box. Note that the size of a text message
is restricted to 125 characters.

In the Destination list, add recipients of the text message by selecting
radios/radio groups/logical groups/dispatchers.

Click Send.

6.9.2 Extended Messages

Store and attempt to deliver if the user is offline
Select this option to store the message on the server if a radio is
offline, and to send it as soon as the radio becomes online.

Note: The storage time is set in TRBOnet Server's Advanced
Settings > Text Message Passive timeout (Unlimited,
by default).

The Extended Messages service is a special function allowing users to
send/receive detailed preconfigured templates containing necessary

information.

This service was created especially for clients who need to use more detailed
and structured messages in their work. If the standard messages are not
enough to contain all the information you need to send, you may use the
Extended Messages service. Also note that an extended message can only be
viewed on a Dispatch Console.
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6.9.2.1 Send Extended Text Message to a Radio

File [View | Map Tools Help

Show Navigation

Show Modules

: Show Voice Panel

Text Messages

8 |]S]

Large PTT Boxes

Small PTT Boxes

Show Extended Message:

o 1: Line free [«][@] [ ]an can
P Group 20 [2](«][@] | P Group 30

Fomen
B 125 -
E‘Eﬁ Voice Dispatch - Send to Radio |
~
% Location Tracking
New Form
W Job Ticketing 5
Route Management 3
, v
Cil] RFID Tracker a B
[] Textm | 1 %) Playback [ Saver () Print | 11 Pause < Clear ~
Date ... |Mes... | Details | N...
Q _ i 4 [ 210Nov-2016 11:13:21. C.. 235 Al AlIC.. Mem... ﬂ
[£) 210ov-2016 11:13:12 C..o 125 Al AlIC.. Mem..,
/ [ 2100v-2016 11:13:09  C..o 125 Al AlIC., Mem..,
15] Event Viewer
i o 21Nov-2016 11:08:19 C.. 5. 125 The..
Inbox (0) = 21N0v-2016 11:08:18  C... S... 125 The..,
:' 5] Radio Allocation - SB 21-Nov-2016 10:56:55 235 Al Rese.
S 21-Nov-2016 10:56:42 235 Al The
e ST ma v e n e an L hd
= e SR Reed 107 o7 DS f

[ 127001 & @ | 8 Administrator | [ Licensed to: demo Demo License | @ Active-

e Click the Text Messages tab (1).

¢ Click the View menu, and select Show Extended Messages Tab (2).

¢ Inthe Text Messages pane, click the Extended tab (3), and New

message (4).

New Message...

New Form

AN

1

| sendtoRado

et [ ] \

O Grow 1

3 2

< >

[ Playback [ Save~ (&) Print | 11 Pause < Clear = ’j‘

Inbox (0)
Outbox (0)

New Message...

Date Me... De...
[ 01-N0v-2016 13:48:37 o 1 v DiSu Mew -
(B0 01-N0v-2016 13:48:37 .o 1 o Disn Mew
[T 01-Nov-2016 13:48:34 Al AlL.. Me...
[ 01-Nov-2016 13:48:27 Al Al Me...
[ 01-Nov-2016 13:48:23 Al Al Me...
[ 01-ov-2016 13:48:19 .. Al Al Me..

DDH‘IWV—ZU]S 13:48:16 . Al AllL.. Me.. -
1] 4] 4| Record 109 » | [ 4 LH

e Select the template in the list (1). For instructions on how to create
templates, see section 6.4.5.16.1, Templates for Extended Messages.

e From the drop-down list (2), select the radio to which to send the

extended message.

e Click Send to Radio (3) to send the extended message to the selected

radio.

6.10 Voice Recording

On the Voice Recording tab, the dispatcher can display the list of voice calls
recordings according to certain criteria, listen to the voice recordings and save
them to a file. In addition, the dispatcher can see transcriptions of voice

recordings.
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File View Map Tools Help

Voice Recording Voice Recording &

[ Playback il Save (h Print~ | = Grouping "/ Auto Filter @ Default Settings [ | Show Notes [ Add Note Show Transcription |51 Transeribe

Time Range: Call Time Call Durat Call Type Cal Status
start: 05/18/2026 00:00 [ 05/22/2025 9:15:22 AP 00:03 Acal strator
End: <Maximum date> | 05/22/2026 9:16:23 AM 003 ancal ator
riter 05/22/20269:17:09 M 00:02 Acal ator
05/22/2026 9:18:36 AM  00:06 Group Cal ator 4 5
Call Type: Motselected - = |losopmosaitos oo Acal ator
i o | ||os/22/2026 9:2206 am 0003 Acal ator
7] ||os/22/2028 52256 am 00:03 Acal ator
05/22/2026 9:27:40 M 00:02 Acal ator
05/22/2026 9:3201 A 00:03 Acal ator
=l | |os/22/2008 84752 4w 00:08 Acal ator
<] ||os/22/2025 5:48:27 am 0005 Acall ator
71 ||os/22/028 50830 w000 Acal ator ispatchers
(5 AM 00:03 Acal ator Al Dispatchers
= ||os/22/2025 9:54:17 M 00:05 Group Cal ator 061
05/22/2025 11:57:36 AM 00:07 [ero ator 061
05/22/2025 11:57:51 A4 00:05 ator Maintenance
Call Duration | | 05/25/2025 10:59:40 AM_00:08 ou ator 061
= = 05/25/2025 11:07:56 AM. 00:05 ator Maintena
Rio Time: I R 05/25/2026 L1:08:15 A 00:05 ator sales
Tak Time: oy 2 - e 3] 05/25/2026 11:10:18 AM 00:03 trator AllDispateh
Lond Dt 05/25/2025 11:10:23 A4 00:05 rator 061
T 2 05/25/2026 11:10:30 AW 00:04 trator Mainte

(1)) veice Dispatch 4
|| | Record 17722+ o] ¢

g Location Tracking Taker Status Start Duration | System /
Caller: Administrator 05/25/2026 10:5%:40 AM Aright, get ready. |
Destraton: DG L Earuios s | 0005 Intercom

Fl— Pl sme

Grou
ﬁ Voice Recording o 3
= |1
g, Administration 1 =l
) Connected @ B B | § Admiistrator | [E8 Licensed to: demo (Demo License) © Active-

e Click the Voice Recording tab (1).

e Inthe Voice Recording panel, specify the criteria according to which you
want to display call recordings, and click Load Data (2).

e Inthe right pane, you will see the list of calls according to the criteria you
have specified.

e To play back a recording, select it in the list and click Playback (3).
Transcriptions

Note: The 'Al Text to Speech' module must be enabled. See section
6.4.5.15, Al Speech to Text.

e Show Transcriptions (4)
Select this button to see transcriptions of recordings in the lower right of
the screen.

e Transcribe (5)
Click this button to transcribe the selected recording(s).

6.11 Reports

The Reports tool provides you with various printing forms with monitored radio
network activity data.

e Click the Reports tab.
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Usage Statislics Reporls
These

6.11.1 Report Types

TRBOnet Dispatch Console supports the following report types:

¢ General Information
These reports contain general information on the radio systems
registered in TRBOnet.

e Current Reports
These reports contain current information on the radio systems
registered in TRBOnNet.

e System Reports
These reports contain system information on the radio systems
registered in TRBOnet.

e Usage Statistics Reports
These reports provide information on various activities that occurred in
the radio systems during a specified time range. The reported
information may include information about Messages, Radio Statuses,
User Events and Notes, Allocated Radios, Disabled Radios, Job Ticketing,
Completed Routes etc.

e Location History
These reports contain movement details for GPS and Indoor Positioning,
for a selected time period.

e Security Reports
These reports contain information related to security issues that may
affect the radio systems connected to TRBOnet.

e Data Export
This report contains information on extended notes in the messages. The
report can be generated in XLS or XML format.

6.11.2 Main Report Parameters

To generate a report, go to Reports section and select a report type you want
to generate.
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When generating a report, you might need to specify the parameters listed
below:

Time Range
e Start
The date from which to start the report.
e End
The date on which to end the report.
Filter Content

e Message Type
Select available message types from the drop-down list (All Messages,
Talk Sessions, Text Messages, and other message types).

e Radio System
In the drop-down list, select the system(s) to include in a report.

¢ Radio
In the drop-down list, select the radio(s) to include in a report.

e Radio Group
In the drop-down list, select the radio group(s) to include in a report.

e Logical Group
In the drop-down list, select the logical group(s) to include in a report.

o Dispatcher
In the drop-down list, select the dispatcher(s) to include in a report.

e Radio ID
Enter the Radio ID or multiple Radio IDs.

e Find Text
Enter the text to filter by.

6.11.3 Common Command Buttons

Below are the buttons common for all reports that you generate:

e Generate Report
Click this button to generate a report according to the selected report
settings.

e Save Report Profile
Click this button to save the current report settings as a report profile.

e Delete Report Profile
Click this button to delete the currently selected report profile.

6.12 Radio Allocation

The radio can be assigned to a selected employee registered in the system.
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All available radios are disabled and an employee will need to type in a
username and password to take and enable the selected radio. When an
employee returns the allocated radio, it gets disabled again.

e Click the Radio Allocation tab (1) to assign radios to users:

File View Map Tools Help
Radio Allocation Radio Allocation EAE

=g =
RN AEE | errrs (]2 IR G ntercom oEE I [il«le]
[ Group 20 [=1][«][@]

oo o
LS 25 eie) | (| Ed o [1][+][2] [ crow [2][« ][]
e H rivate Cal
(®) ® 235 (Basil L

®

Group Vehicle Make Plate Number Drivers
Firemen, Police
Firemen

@ Location Tracking

Firemen, Police

& 3ob Ticketing
Route Management
@ RFID Tracker

[ ] Text Messages

ﬁ Voice Recording
@ Reports
Event Viewer

@mumﬁnn 1

Emmaﬁm
W) w| «|Record 209 » [ m[ e[ ¢ 3

[t 127001 g3 B | § Administrator | [ Licensed to: demo Demo License @ Active~

e Select the radio in the list and click the Take/Return Unit button (2):

Take Unit X
Unit: |radio 125
Field user: |Saker (Baker 1. j
Password: |

[ Take Unit Cancel

= Radio
This box displays the selected radio.

= Field user
From the drop-down list, select the field user to allocate the radio to.

= Password
Enter the password for the selected user.

Note: For details on managing field users, see section 6.4.2.3
Identity Manager (page 177).

e Click the Take Unit button to assign the radio to the selected user.

You can also add required allocation data by clicking the Add Missing Data
button (3) and selecting either Manually or From File from the drop-down
menu.
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Note: If you select From File, the CSV file must contain 4
fields: Radio ID, User's display name, Date/Time taken,

Date/Time returned. For example,
1,John,2024-04-27 12:00,2024-04-27 16:00
2,Tim,2024-04-27 12:00,2024-04-27 16:00

In addition, the administrator can generate reports on the allocated radios.

e Click the Reports (1) tab, and in the Reports pane, select
Usage Statistics Reports > Radio Allocation (2):

File View Map Tools Help

Reports Usage Statistics Reports B
1 System Bridges ~
[F] Channel Changes
T Usage Statistics Reports sl [Pl[«]@ [ Bceenes  [3][«][@] B B Fremen
Message
] Radio Activity
71 Radio Status
[ Radio Status Summar, y
) User Messages and Notes " Report Settings
ig]Radio Allocation| Q
T Disabled Radios Radio Allocation SavedFrofies: [ Notdefred—  ~]
71 Telemetry 2
51 Lone Worker Actvities “This report contains information on the allocated radios (radio, user, time the radio was taken/retumed) within the specified time range.
T 20b Ticketing v
Time Range:
QE\.J Voice Dispatch
From: 23-Sep-19 12:00 AM -
g ion Tracki To: <Maximum date > -
Filter:
&E 30b Ticketing Radio: ot defined— -
= Logical Group: ot defined— -
L:j Route Management
Radio ID (e.g. 22,33,40-55,38 ):
[] Text Messages
User: ot defined— -
(1% WEEs - Grouping:
i G by: By radi
. . r]u.up ¥ y radios
") Radio Allocation
Generate Report Save Report Profile Delete Report Profile
Ig Administration
< >
[ connected &3 B B Bb B | 8 Administrator | (A Licensed to: demo Demo License @ Active-

6.13 Beacons

TRBOnNet Dispatch Console provides the Indoor Positioning feature to monitor
the location of radios inside a building where GPS signals are not present. The
feature requires additional hardware (beacons located around the building and
Bluetooth modules/option boards installed in radios).

Note: To enable the Indoor Location Tracking feature, your license
must include Indoor Positioning (see section 5.1, License
Information) and Indoor Service is selected in the list of
available services (see section 5.12.1, Services).

A radio unit will be displayed on the indoor floor plan at the beacon location as
soon as the radio enters the beacon's coverage area.

If the Show last known indoor locations of online radios option is selected in
Tools > Options > Map, online radios will remain displayed at the beacon
location after they left the beacon's coverage area and have not yet detected
another beacon.

Hovering over the beacon icon on the map will provide a count of the number
of radios (mobile devices) that are currently in this beacon's coverage area (for
example, Room 1(3) - there are 3 radios in Room 1).
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In addition, you can view devices that were last seen near the beacon. Right-
click the beacon on the map and, on the shortcut menu that appears, choose
Show Nearby Devices. As a result, you will see the list of devices that were last
seen near this beacon and have not yet detected another beacon. If you select
the lower checkbox, this list won't contain last seen devices that have already

sent a new GPS fix.

6.13.1

]

Devices listed below were last seen near this beacon. They have not sent a new
| lncation fix yet.

[ Device ‘ Last seen
17.06.2022 16:38:25

17.06.2022 14:21:34

-

‘@ Radio 65535

® 7777

|
|
‘ [[] Remave from the list if a device sends a new GPS fix

Last updated: 17.06.2022 17:23:38 J

Adding a Floorplan

Click the Location Tracking tab (1), then click Map (2) and choose Open New

Map in Tab:

B TREOnet Enterprise 5.2 / Dispatch Console

File View Map Tools Help

Objects ")
b
@/} Firemen - [ Beacons
_ - (@ Be
2 @ 9= 95 coffee
®® 235 Q V] (@ Te:
o o " &3-[¥ [ Map Objects
,,,,,,, ap : 17 [=] camera 1
A, voioe Dispatch 60 g e Fiter (@] @[ O] @] 17 [ @] show Beacons: | & Drawing Panel L (@] st
Select Map... X 7 [ rolice
@ \Location Tracking [ [ Map Regions
i Map Type: Beacon2D ©-H [ Map Routes
# " b \ LJge 111
Job Ticketing Caption: [ |
Avaiable Maps
s Route Management
Name Path State
’Q RFID Tracker
3
[ Text Messages b
Q . :}Bo m
Yowe ecoring V) 4 5
(@ Reports Recent Calls/Events " |
- [F Playback [ Sav \ uto Filter ’j‘
1] event viewer Date T S/ Details
09.06.2017 10:39: ] = o = = lembers: 235 -
3] Radio Allocation 05.06.2017 10:38; S [ e [ o™ ] = lembers: 125 =
W[ 4] 4] Record10f289 v [m ] € ;H
E Administration Recent CallsfE... | RecentCalls | RequestToTak | RadioState | ActiveTasks | Active Routes | User Activity | Beacons | Beacon Events | TaglList

(6127001 &3 By | B Administrator | [28 Licensed to: deme

Map Type

| @ Active-

From the drop-down list, select 'Beacon 2D' to enable 2D floor plan, or
'Beacon 3D' to enable 3D floor plan (3).

Click OK (5) to
6.13.1.1

Click Add (4), and browse for the required map on your PC.

add the map.

Floor Plan Toolbar

The Floor Plan pane's toolbar is located in the upper part of the Floor Plan

pane:
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Zone E
Training Room

amae Iy

1. Zoom in/out
Click the Zoom buttons to zoom in/out the floor plan.

2. Default View
Click the arrow beside and choose Save as Default View to save

current floor plan as a default view. The dispatcher can save only one
default view.

To open the default view, click the arrow beside and choose Show
Default View.

3. Set Location
Click the Set Location button to manually set a beacon on the floor plan.

4. Available beacons drop-down list
Select a beacon from the list and click the Set Location button to put the
selected beacon on the floor plan. If you are going to add a beacon, select
'New Beacon' from the drop-down list and click the Set Location button
to add a beacon to the floor plan.

5. Show Beacons
The dispatcher can select which beacon types to display on the floor plan.

= All - all beacons are displayed on the map.

= With Radios - beacons with attached radios are displayed on the map.
= Without Radios - beacons without radios are displayed on the map.

= In Alarm - beacons in Alarm mode are displayed on the map.

= No - all beacons are hidden on the map.

6. Show Info
From the drop-down list, select which information to display for beacons.

7. Images
From the drop-down list, select an image size for beacon icons.

8. Route

= Click Route > Show Route to display a route traveled by the radio for
the selected time period.
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Click this button to view the entire floor plan.

Radio

Select the radio to display the route for.

From/To

Optimize Route (group all nearest points)

Show Route X
Radio: 125 (Pete) R
From: | 15-Nov-2016 0:00 ~|
To: |<Last known location = ﬂ
Calor: [ B 105, 105, 105 ~|

Cancel

Specify the time period to show the route for.

Color

Select a color to display the route with.
Click OK to show the route for the selected radio.
= Click Route > Play Back Route.

Playback Route

Radio Beacon
21-4ov-2016 15:16:48
Radio 240 mobile Tea 21-Mov-2016 15:16:54
Radio 240 mobile Coffee 21-Mov-2016 15:16:54
Radio 240 mobile Tea 21-Mov-2016 15:16:58
Radio 240 mobile Beer 21-Mov-2016 15:17:03

>
State

Detected
Lost
Lost
Detected

Load

From: [21-Nov-2016 0:00

To: |4Last known location>

|| Radie 201

|| Radio 202

(| Radio 203

|| Radio 204

[+ Radio 240 mobile
=] walt

Select Al Unselect All

| fl el |

Select the time period to request data for.

Select the radio(s) to request data for. Click Select All to display
history for all radios registered in the system. Click Clear All to
cancel radio selection.

Click Load to load the history.
9. Overview

10.Select Map
Click this button to change the map displayed in the current tab.
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6.13.2 Adding a Beacon to the Floor Plan
e Click the Set Location button (1) and then click on the map to point the
location of a physical beacon on the floor.
e Inthe dialog box that appears (2), specify the beacon properties.
B
a8 Firemen &[] [ Beacons
e e
Oz General Logical Groups Cameras 2 MEET;Z s
sl @@ camre
Tiee. [peacon ] 4 ] Hospital
Neme [eoes | DEE:;“E:
Major ID: 1 . ¥ [ Map Routes
Winor ID 1 z Mg 111
L Deserption’  [Cofieg shop (2ndiflor)
[] Text Messages : ]
& voree Recording nAlcaJ ‘
@ Reports Rnczl:Czllsl[vents 1 i f
R (53] ;I::;back il save~ E‘:;:_,i ;Lter
T— B coe ionss ot — -
E“""*‘“‘i‘" H;ec:n;au:;?m;:;i;n; ?gje;‘-ru-ra\k Radio State | Active Tasks | Active Routes | User Activity || Beacons | Beacon Events Tag[ist
127001 &y B | 8 Administrator | [ Licensed to: demo @ Active~
= Type
Select the beacon type from the drop-down list (K-Term or iBeacon).
= Name
Specify a name for the beacon.
= Maijor ID and Minor ID
Enter the beacon’s major and minor ID exactly as specified on the
iBeacon device.
Or, if a K-Term beacon is being added:
= BeaconID
Enter the beacon’s ID exactly as specified on the K-Term device.
= Description
Add a description for the beacon.
6.13.3 Editing Beacon Parameters
e Select a beacon in the Objects panel and double-click to edit its
parameters.
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Tools Help
Location Tracking Map €]

Intercom [][=] £ 1: Line free [4]

© () Online, GPS Fixed (2) <| = [][+][2] J{ g Grour 10 [2][«][e] 5 [ Beacons
[OLC) 125 etey FME & B M Grop 20 [0][:][@] |8 I Group 30 []=[e] : & Beer
£) @ 235 (Basil) Qe v [ JPrivate cal [l
- e Map Objects
© () Online, No GPS (1) L Tndoor plan X| LJ Mgﬂa:m;.:g e
L ) ©) ‘ [.d NewBeacon... v ShowBeacons: Al - | @k
ﬁ i i Hospital No2

A Route~ | Overview || Select Map
= 91 [E Poiice department No 1
‘ ‘ - [ Map Regions

Il‘ \l 4 - 1 . 0 b7 My zone
G bk @ ‘ %\j I

u-mﬁ-nmd:i-g

Route Management ‘
- T

[9) s Tracker . . =
— o

)
e Y

— O

Recent Calls/Events 7|
ﬁ jsiceResar oy %) Playback el Save~ (=) Print | 11 Pause < Clear - '3 Reload | “[f Filter By Radio | = Grouping ’j‘
Date Radio Sy... Sender | Recpient | Message Detziis Note
F Event Viewer , .
4 (20 2tNov-2016 11:13:21  Capadity... 235 [ AlCal from'235' (.. Members: 235 -
[ 214ov-2016 11:13:12  Capacity... 125 Al AllCall from '125' (.. Members: 125
t’ 5] Radio Allacation [ 214i0v-2016 11:13:08  Capacity... 125 Al Al Call from '125' (... Members: 125 =
i 44| <] Record 1of617 b | |mi ¢ 3
@ udmiol=tztion RecentC... |Recent... | Request. | RadioSt..| ActveT... | ActveR... UserAc.. |Beacons | Beacon..  Taglist
127001 & B | & Administrator | [ Licensed to: demo Demo License | @ Active~

e Inthe Beacon properties dialog box that appears, edit the desired
properties.

Note: For more details on K-Term beacons, see the following
article at https://trbonet.com/kb/how-to-find-out-a-
beacon-id/.

6.13.4 Unregistered Beacons
If the radio detects an unregistered beacon, this beacon will appear in the
Unregistered Beacons folder at the top of the Objects pane.

Co—
&

=3 [0 [ Unregistered Beacons

-] i : 91; Minor: 2222
@m | Bean Configure geofencing
G-l [ Map Show all objects on the map
-l [ Map
&+ [ Map Hide all objects on map

Add Beacon

P

. Delete object
# Properties

I
To add an unregistered beacon to the Dispatch Console, right-click it and
choose Add Beacon on the shortcut menu.
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7 TRBOnet Web Console

TRBOnet Web Console is a special online application. It is an extension for
TRBOnNet Dispatch Software which allows dispatchers to get access to the
system via a Web browser. The Web Console is the best solution for carriers,
operators and systems with a huge number of users.

This application allows you to monitor your system without any special
software installed on your computer.

7.1 Installing Web Console

e Click Start>Control Panel>Programs and Features.

Click the Turn Windows features on or off link.

o}
«

& Tun Windows features on or

v 4 [@ » Control Panel > All Control Panel ltems > Programs and Features

Control Panel Home
View installed updates

off

Install a programy from the
network

Uninstall or change a program

v U

Search Programs and Features

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize = Uninstall/Change
Name -

Y TREOnet Enterprise 5.1

(D TRBORetWatch 2.3

€ Unity Web Player

ZX_Unlocker 1.0.2

[ Visual Studio 2010 Prerequisites - English

% Windows Driver Package - Google, Inc. (WinlUSB) An...

& Windows Driver Package - Motorola Solutions, Inc. (f

& Windows Driver Package - Motorola Solutions, Inc. N..
& Windows Driver Package - Nokia pcesmefd LegacyDr...

G WinPcap 4.1.3
M Wireshark 2.2.0 (64-bit)
[ XnView 2.33

(@ Cy6a apromatuseckoro ebrosnerna nporpal

Bl Uenrp

Publisher
Neocom Software
Neocom Seftware
Unity Technologies ApS
Cedrick Cellomb
Microsoft Corporation
Google, Inc.

Motorola Solutions, Inc.
Wotorola Solutions, Inc.
Nokia

Installed On  Size
21-0ct-2016
02-Sep-2016
25-Aug-20.
08-Dec-2015
23-Nov-20..
22-Dec-2015
18-Noy-20.
18-Nov-20..
25-Aug-20..

Riverbed Technology, Inc 12-Sep-2016

The Wireshark developer comm...  15-Sep-2016
o 7-5ep-201

Mail Ru 12-Sep-2016

MBI 1

5 Azbikoeoii naker Microsoft Visual Studio 2010 Tools 4.

S0 Motorola Solutions, Inc. Praduct version:
ﬁ.,

<

Wicrosoft Corporation

12/16/2013 03.06.00.00

Maiikpocogr (Mic.

25-Nov-20.
03-Nov-20..

@

51

124

17
6.

a7
iy

In the Windows Features dialog box, expand Internet Information
Services:

Expand Web Management Tools and make sure that

IIS Management Console is selected.

Go to World Wide Web Services>Application Development Features
and make sure all of them are selected.

In addition, expand Common HTTP Features and make sure that
Static Content is selected.
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[l Windows Features - o X

Turn Windows features on or off (7}

To tum a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is tumed on.

= [ | Internet Information Services -

m O] FTP Server

£ 8] | WebManagement Tools

@ O | 1156 Management Compatibility

115 Management Consale
[ 1IS Management Scripts and Tools
O | 1S Management Service
£ @] | World Wide Web Services
Application Development Features

<]

NET Bxtensibility 3.5
JNET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASPNET4T
cel
ISAPI Extensians
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= [E Common HTTP Features
Default Documen it
O | Directory Browsing
[0 HTTP Errers
O  HTe Red\re(tm‘r/
Static Content
[ | WebDAV Publishing v

Cancel

e Restart your PC.
¢ Click Start>All Programs>Accessories>Command Prompt.

e For 32-bit systems:
Go to This PC>Local Disk (C: )> Windows > Microsoft.NET > Framework
>v4.0.30319/aspnet_regiis.

For 64-bit systems:
Go to This PC>Local Disk (C: )> Windows > Microsoft.NET >
Framework64 > v4.0.30319/aspnet_regiis.

‘e Local Disk (€
= Local Disk (B

# Network

e Drag the aspnet_regiis file into the Command Prompt then press the
space bar and add the -i key. Then press the Enter key:
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e Go to Control Panel > Administrative Tools.

e Double-click the Internet Information Services (IIS) Manager shortcut
and double-click ISAPI and CGI Restrictions.

W Intemet Information Services (15) Managee

50 50142 »

€ 50142 Home

@ 1SAPI and CGI Restrictions

Use thi feature to specify the 1SAPI and CGl extensions that can run on the WWeb server.

Gioupby: NoGrouping
p by iping x

Configurstion: localhost sppheshontlost.cantiy

e Copy the Web Site archive WebConsole to Computer > Local Disc (C:)
>inetpub to create a folder for the Web Console.

e Go to Application Pools (1). Double-click DefaultAppPool (2) and check
the .Net CLR Version (3):
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[=
< 3+ S0 » Asplction Pooks FEEYCE
e
Connections Actions
+ “‘il Application Poals ~ .
4 ™ o
2 app! e . contain one or ) Tasks
v & Sites dterent applications Bt Apphication Posl X
Q) Detoult Yeb Ste
25k client i 2 Show oug )
ame atus IET CLRY... Managed Pipel [Defavs
D. v v Pool
1 o ) !
s
e
|
|
Ready b

e Click Sites (1), right-click Default Web Site (2) and choose View
Applications (3):

[ ———re— o x
= @0 so12 b Sies » CR
Fie View Fep
. Nerts
@) sttes @ thssehas e
Bndings
e « .60 - yshomal | Grup . Mo Grouping
Aedons
Name E )
0cdauh Web st 1 g el obor._spterr || & 1Y
] e
2
X
Manage Website
.
Browse Webite
Coatigure
@
E T Features View |5 Content View
ency 3
. . . .
e Click the Add Application link.
L)
« @+ 0142 b Stes b DefautWebSte » (CRNC - 1
Fe View e
Connections. N - Actions.
-~ 0 Applications =

I %5 0142 (NSwiminiched | = etk
This page i
) Sites Filter: ~ ¥ 6o - GShowAll | Group by No Grouping - ®
Virtual Path Physical Path site Application P¢

Festures View | 3 Content View

¢ Specify the Alias and Physical path for the application:
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Add Application ? X

Site name:  Default Web Site

Path: I
Aliss Application pool
[TRBOnet 5 | [pefauttapppool | Select.

Bxample: sales

Physical path:
[cainetpub\webConsale | E\
Pass-through authentication

Connect as.. Test Settings...

[ Enable Preload

oK Cancel

e Browse for the folder with extracted Web Console.

e Click OK.

e Select Application Pools (1) and click the Set Application Pool Defaults

link (2):

= (3 S0 » Agphcation Pooks

Fie View belp

Connections

AppicationPosildentity
2

Terminate

HutpLevel and the appiication ool is
TP 503 eror. W set to TepLevel, HTTP.

oK Cancel

e Set Enable 32-Bit Applications to True (3).

The Web Console will be added as an application to under the Default

Web Site:

Y Itesnet Iformation Senaces 015) Manager
= B » 5012 » Stes » Defaun WebSte » TREOne: »

Fle View Help

Providers  Session State SMTP E-mail

Festures View | 5 Content View

Reacy

Browse Application

Connection Axtion.
-~ & /TREONEL Home
ETIEr R | - % Go - GyshowAll |Group by: Aces
ASPNET -
=0 2 5| s
B ¢ = X
NET NET MNET Error NET NET Profile _NET Roles Manage Application
Authoricat. Complation  Poges Globelzstion
¥
NET Tust
Levels L
‘ =
lna)

Note: Make sure your account has sysadmin privileges (for
more details, see Appendix B: Configuring SQL Server

2012 for Local System Account on page 401, and

Appendix C: Granting Sysadmin Role to Local System in

SQL Server 2012 on page 404) and the database

connection is successful (see section 5.2, TRBOnet

Server Database on page 17).
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7.2 Configuring Web Console

o If TRBOnet Server is not installed on your PC, select the application and
click Application Settings:

Y ager

s » St + Defauk WebSie » TREOna »
Fie View Hep

Connections.

-~ & /TRBONEL Home

i

Fiter

(G showAll | Group by: Area

ASPNET

Festures View |1 Content View

Actions.

Manage Application
Browse Appiication

e Specify the IP address and Port of the PC with installed TRBOnet Server:

@ et nformatin Semaces 15) Mansger

[ 3 » S0142 » Stes » Defauk WebSte » TREOn®t »

& Application Settings

120
021

n

x
B e

Actions.

@ X

e Right click TRBOnet Web Console and choose Edit Permissions.

) Itesnet nformation Senaces 015) Manager

l= P b SO142 b Stes » Defaur WebSite + TREOmet »
Fie View Hep

Commctions .

o & /TRBONCt Home

hed ~||

G showAll | Group by: Area

5 Stes ASPINET
@ Defaut vieb St = m

Peges

NET  NETEmor

¢

NET  NETProfie METRoles
obelzstion

Actions.

Manage Application
Browse Application

e Click the Security tab and then click the Edit button to edit permissions:
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Object name:

WebConsole Properties

ChWeb

Group or user names

sole

General Sharng Security Previous Versions Customize

B& mutherticated Users
BB SYSTEM

SR Administrators (50142\Administrators)
SR Users (SD142\Users)

N

sers

To change pemissions, click Edi

Pemissions for Authenticated

Alow

Deny

Moy

Read
Write

Full control

Read & execute

List folder contents

~

0K

For special pemissions or advanced ssttings.
click Advanced.

Cancel

Advan

ced

Apply

Security

Object name:

Group or user names

CA\WebConsole

Permissions for WebConsole

A2 5YSTEM

8B Autherticated Users

B Administrators (50142 Administrators)
B Users (50142\Users)

Permissions for Monksosateni

Read & execute -

List folder cortents

Read \’\

Write:

Special pemissions W
Cancel Aoply

hd

e Click Apply.
e Click OK.
To open TRBOnet Web Console:

Select User in the Users list. In the Allow column, select Write:

¢ Go to Internet Information Services (IIS) Manager > Connections
>Sites > Default Web Site > TRBOnet

¢ Right-click it and choose Manage Application > Browse

Ty Intermet Information Semaces (15) Manag

& /TRBONEt Home

Fiter

B » S0M2 » Stes » DefaukWebSite » TREOnet »

i1 | Groupby: Ares

| Actions

ASPNET

]
HET

¢

NET
el

» Machin

NET Profile .MET Roles

e Key Pages and
Controls

Manage Application
Browse Appiication

@
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TRBOnet Web Console is now ready for operation.

7.3 Using Web Console

7.3.1 Connecting to TRBOnet Server

e Launch the browser.
e Inthe browser's address bar, enter the IP address of the PC with the

installed TRBOnet Web Console, and the path (for example,
10.10.7100.99/TRBOnet).

Note: For the path, see section 7.1, Installing Web Console,
IIS Manager>Add Application>Alias

As a result, the TRBOnet Login page will open:

B3 TREOnet WebConsale X 4 = (m] x
&< > 0 ‘ 10.10.100.99/TRBONel/Account/Login aspxIReturnUr|=%2fTRBonet%2f * ‘ = Z & -
TRBOnet
o ~
Web Interface
2
e Login
Enter the User Name registered in the TRBOnet Dispatch Console Users
list.

e Password
Enter the user password.

¢ Click Connect.
Once you have connected to TRBOnet Server, you will see a window like this.
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B TRBOnet WebConsole % + - a X

&~ = O ‘ 10.10.100.99/TREcnet pe ‘ = ¥ & -

TR Banet " web Console Send Text
Map Reports Messages Job Ticketing @ Dispatcher 1 Logout

Radios

~| () Online, Indoor
El ¥ @ Online, GPS fixed
v @ Radio 25
El ¥ @ Online, No GPS
v @125
v @235
< @ Radio 27
El v @ Offline
v ®13
v @ 3333
v @) 4444
< ([®) 555
(® 5555
(@ Radio 300
| @ Radio 333
~ (® Radio 3662 Q A ors G

Radio 333
Radio 27

Radio 25
3333

bepysi

27
Radio 3662

‘ Text Messages -

7.3.2 Radio List

The Radio List pane is located on the left and contains the list of radios. From
this pane, you can perform the following tasks.

Click the Q button to see the selected radio in the center of the map.

Click the ¥ button to button to display a route traveled by the selected radio
on the map.

Show Route: ®

- @125

Select Al Deselect All
From: 24-Nov-2016 0:00

To: 24-Nov-2016 18:41

Optimize Route: (group all nearest
paints)

Load | Cancel

Specify the From and To date and time. Select the Optimize Route option to
group all points in a 100-meter radius.

Click the ™ button to request a location of the selected radio.

@ 125

24-Now-2016 19:00:16

53756 nuuN
30°16'47.99"

46
Speed: 0.6 km/h

Message 1 of 1
Close

Click the o button to display the selected radio properties.
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Callsign: 123
Talk Group: Firemen
Radio ID: 125
MDC ID: 0
Equipped with Display:
Equipped with GPS Module: ]

Cancel

7.3.2.1 Disabling a radio
To disable a radio:
e Right-click the desired radio in the Radio List pane.
¢ Inthe shortcut menu that opens, click Disable.
¢ Enter the Reason and click OK.

Note: The dispatcher can disable a radio when they have relevant
Access Rights.

7.3.3 Map

7.3.3.1 Map Layers
e Click the small plus button on the right of the Map pane.
e Choose the map layer to display in the Map pane.

e Inthe Overlays list, select whether to display Regions, Map Objects and
Radios on the map. Just select/clear the corresponding checkbox.

B3 TRBONet WebConsole X+

- o x
&« = D | 10.10.100.09/TREonet T | = Z & -
TRBOnet™

n et Web Console E Send Text

Map Reports Messages  Job Ticketing © Dispatcher 1 Logout

Radios B B E Find address SO0 Defaul
o - Y S e
| () Online, Indoor a0, D ‘ % o

El v @ Online, GPS fixed

| @ Radio 25 Q| A s LF
= v @ Oniine, No GPS

v @125 QA oes | L | a

v @ 25 Q| A s LF

| (@ Radio 27 Q|| A oes| L[]
(@ offine |

. Radio 27
2N L, | Raio2s .
e \\ - Bloom 235

F57 N2 N O
I
Vs

i
Yuzerio| TEXt Messages i

20 = - Tkl e e { A e

7.3.3.2 Zoom In/Out

e Click the large plus button on the left of the Map pane to zoom in the
map.

e Click the large minus button on the left of the Map pane to zoom out the
map.
Or:

e Use the mouse wheel to zoom in/out the map.
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7.3.3.3 Radio Coordinates and Address
e Inthe Map pane, click the radio you want to inspect.

As a result, a window will appear displaying the coordinates and address
of the inspected radio.

[ TReOnet WebConsle X+ - 5] x
& © | 1er01008s x| =3
TRBOnet™
net ™ web console <] send Text
Map Reports Messages Job Ticketing © Dispatcher 1 Logout
7 BEBRE=S o]~ . = 0] 7]
> e “ -
2 e
%, o
< () Online, Indoor -
E (@ Online, GPS fixed X
@125 aa=a &
. School number 21
s @25 Q A s I j Spices & Jay likona N9 21 =
= v @ Online, No GPS 235 B
@ Racio2d0m... Q A ors 3 Date: 25-Nov-2016 13,4012 fosagen e
=) v (@ Offine Latitude: 59°5626.40°N % o
Longitude: 30°16'47.89"E i i G
@111 QA ors L3 Altitude: Unknown G 28
inis . tola he
222 C = e 7-ya liniya, 34, Sankt-Peterburg, Russia, 199034
® Q. el 2 1299
@ Radio 200 Q| ars| £ pes..
@® Radio 201 Q| A crs| 22 A Vasileostrovsk
N - ~ S~ | Text Messages -
@radozz QA Google s ca L g e T USS  iper s Tasm AT
-

7.3.3.4 Filter Radios

You can filter the display of radios on the map. To do this, use the colored car
buttons at the top of the Map pane.

e Click to remove radios that are online and have a detected beacon
position from the map view. Click this button again to bring them back to
be displayed.

e Click H to remove radios that are online and have a detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

=
e Click to remove radios that are online and have no detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

. CIick to remove radios that are offline and have no detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

e Click and select the visibility of the radios having On Duty and/or Off
Duty statuses.
7.3.3.5 Search by address
e Inthe Find Address box, enter the address you want to locate on the map.
e Click the magnifying glass button on the right.
¢ Inthe Found addresses window, click the address to locate it on the map.
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[ TREOnet WebConsole X | =

- o
& = 0| eosye - x| = @& -

TRBOnet ™ web consote <] send Text

Map Reports Messages  Job Ticketing © Dispaicher 1 Logout

v O Online, Indoer al 18 Broadway, Tarrytown, NY 10591, USA lon Gaf
lon Cafe
=1« (@ Online, GPS fixed it 18 Broadway, Somenville, MA 02145, USA |
v @125 Q A ors L3 — 18 Broadway, Denver, CO 80209, USA
@5 Qa8 18 Broadway, Denver, CO 80203, USA nited
| 18 Broadway, Bayonne, NJ 07002, USA
E1 (7] @ Cnlie, No GPS 18 Broadway, Brooklyn, NY 11249, USA Ke
@ Radio240m... Q ;A ors LF
=] v @ Offline
@11 Q| ors 3
@222 Q A e L3
@ Radio 200 Q A s B
(® Radio 201 Q A ers L
(@ Radio 202 Q A s 3 Goog Cose | | ) |
S o ommn ~ - -

7.3.4 Text Messages
With TRBOnet Web Console, you can send text messages to radios/radio
groups/dispatchers.
e Click the Messages tab at the top of the window.
e Click the Send Text button.

[ TRBOnet WebConsole X |+ - B x

& 5 O | e . . | = M4 8 -

TRBOnet " web consote <] send Text

Map Reports Messages  Job Ticketing Bl raitna 1 | Logout
235 Al el et stovaone
o2 Text
18-Nov-2016
:’isy-o All Sem you it
- ) 109
1oNov-2016
sl ™ 2 pres e
12500 Al
16 ™ 2 Radio 200 :
[ ] 2 Radio 201
[ ] 2 Radio 202
- a R
Send to Offline
Send | Cancel

In the Send Text Message window that appears:
= Enter the text of the message.
= Select the radios/radio groups/dispatchers to send the message to.

= Select the Send to Offline option to send the message to offline
radios.

7.3.5 Job Ticketing

With TRBOnet Web Console, you can create, assign, and track job tickets
through the radio network.

e Click the Job Ticketing tab at the top of the window.
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[© meoneewerconsole x| - o =x
& = 0| e - x| =& & -
TRBOnet™
net ™ web console <] send Text
Map Reports Messages Job Ticketing © Dispatcher 1 Logout
[Brdd |[Deae [ o Asion || Dkivchie | |
- Status D T | Text Performer Creation Time Start Time End Time Spe
Q . 3 Q Q Q Q
v New #A00017 Gel out of there 25-Nov-2016 14:10:25
Badd || B et %) Assign || % Resend |[ Bk Archive || @ cancel |
Status 0 T Text Performer Creation Time Start Time End Time Spe
Q Q Q Q Q Q Q
Assigned #AD0D07 456 07-Nov-2016 15:38:32
Assigned #A00010 Stop smoking 07-Nov-2016 15:42:27
Rejected #A00014 To be done on %DATEY% 07-Nov-2016 16:36:00 07-Nov-2016 16:36:33

In the upper pane, you see the list of created job tickets. In the lower pane,
there are assigned job tickets.

7.3.5.1 Add a Job Ticket
e Click the Add button.

Job Ticket - Microsoft Edge - o x

10,10.10099/T%

Ticket 1D:

Text: Check the pipe

Enable Deadline
End Time: | 25-Nov-201614 |4
Priority: Medium u

Comment:

o

e TicketID
This value will be set automatically once the ticket has been created.
o Text
Enter the text message in this box.
e Enable Deadline
Select this option and in the End Time box, specify a due date and time
for the task.
e Priority
From the drop-down list, select the task priority level.
e Comment
Enter a comment for the ticket.

e Click OK.
Once you have added a ticket, it will appear in the list of tickets in the upper
pane.
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7.3.5.2 Assign a Job Ticket
Select the job ticket in the upper pane, and click the Assign button.

I Cleaners
B Firemen
1 Police
®m

< @ 125
® 222

< @23
(® Radio 200
(® Radio 201
(® Radio 202
(® Radio 203
(® Radio 204
® Radio 240 mobile

@ Walt

OK Cancel

e Inthe list, select a radio(s), radio or logical group to which to assign the
job ticket.

¢ Click OK to assign the task to selected radio(s).

As a result, the selected radio will receive the job ticket. The assigned job
ticket will appear in the upper pane.

7.3.6 Reports
¢ Click the Reports tab at the top of the window.

3 TReOnet WebConscle X |+

- o x
& IR T m—r— * =4O -
TRBOnet "
net ™ web console <] send Text
Map Reports Messages Job Ticketing © Dispatcher 1 Logout

T GPS Reports Location for period

D Location for Period

T Drive Activity Detailed Select data by period:

[ Staying in a region Start Date: 18-Nov-2016 11:21 B

[ idle time detailed End Date: 25-Nov-2016 11:21 |2 |
T Common Reports Filter:

T Messages for Period Radio: Ty
T GPS Export
- Min.Interval: 0 Seconds n

T Location for Period

[7] Show street names
T Orive Activity Detailed

Staying in a region
B steingine reg . Generate Report

¢ Inthe right pane, select report parameters and click Generate Report.

Once the report is generated, you will see it in a separate tab of your Web
browser.
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[ TREONet WebConscle [ lostionforperiod X+ - o x
O 101010099/ r =4 & -
& 0. Page > »

Location for period
from 18-Neov-2016 11:21 1o 25-Nov-2016 11:21

Radio: 125 (Cleaning 1)

18-Nov-2016  Latitude: 59°56'25.95"N

11:21:29 Longitude: 30°16'47.06"  Unknown 37 00 0 B
18-Nov-2016  Latitude: 59°56'25.96"N

11:22:29 Longitude: 30°1647.01%  Unknown 35 () v on ma
18-Nov-2016  Latitude: 59°56'25.96"N Unknown 46 02 0 J—
11:22:59 Longitude: 30°16'47.90°E - 2amap
18-Nov-2016  Latitude: 59°56'25.96"N

11:23:29 Longitude: 30°1g47.g0"  Unknown 37 = 0 B
18-Nov-2016  Latitude: 50°56'25.96"N Unkrown 37 02 o on
11:23:59 Longitude: 30°16'47.89"E - anmap
18Nov-2016  Latitude: 50°56'25.96"N

11:24:29 Longitude: 30°16'47.89%  Unknown 37 o2 0 e
18-Nov-2016  Latitude: 59°56'25.96"N Unkrown 37 02 0 -
11:25:01 Longitude: 30°16'47.89"E - onmag
18-Nov-2016  Latitude: 59°56'25.96"N

11:25:20 Longitude: 30°16'47.89%  Uknown 37 i W an me
18-Nov-2016  Latitude: 59°56'26.23"N . - .. -

You can print the report, save it as a file, and so forth.

7.3.7 Alarms

When an alarm is received from a radio, the radio icon will turn red, and a
corresponding Information window will pop up displaying the radio's name,

coordinates, and speed.

TR B an et " web Console

Map  Reports Messages

B k(&) 'E

Job Ticketing

United Kingdom

Radios

| ) Online, Indoor
~| @ online, GPS fixed
Bl @ Online, No GPS

| @ Cap Max 230 Q| Ao 20
B v @ Offine
®am QA s 8
| @ CapMax 135 Q A as Y
® FRatio 1 Q| al= @
® Rado? SYEIEE:
(@ Radio 4002 Q| A os Q1
v (® Radio 4010 Q A e
< (@ Radio 883 QA

Geutschl

France

Espana

United States,

Information

@ Cap Max 230

Emergency Call

México

Niger
3/3/2021, 7:12:15 P o2

6PS Date: Nigeria

Latitude:
Longitude
Speed:

3/1/2821, 10:12:16 AN
59°56°25,07" N
36°16°45.76" £

8.8 kn/h

Colombia

Message 1 of 1

Perg
Close

' Bolivia

Paraguay
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Appendix A: SQL Server Edition Considerations

How to select SQL Server

0 - 200 subscriber units 200 + subscriber units

Windows 7, Windows Server 2008 MS SQL 2008 Express MS SQL 2008 Standard

Windows 8, Windows Server 2012 MS SQL 2012 Express MS SQL 2012 Standard

Windows 10, Windows Server 2016 | MS SQL 2016 Express MS SQL 2016 Standard
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Appendix B: Configu
System Account

ring SQL Server 2012 for Local

During installation of MS SQL Server 2012, you can grant the required role to
Windows Local System account in advance. On the configuration setup, click
Database Engine Configuration:

5 SQL Server 2012 Setup

Setup Support Rules
Feature Selection
Installation Rules
Instance Configuration
Disk Space Requirements
Server Configuration
| Database Engine Configuration |

Error Reperting

Installation Configuration Rules
Installation Progress
Complete

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

= Bl =

Server Configuration | Data Directories | User Instances | FILESTREAM|
Specify the authentication mode and administrators for the Database Engine.
Authentication Mode
@ Windows authentication mode

Mixed Mode (SQL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator (sa) account.
Enter password:
Confirm password:

Specify SQL Server administrators
VIM_WINT D02%admin (admin]

Add Current User | N

< Back

SQL Server administrators
have unrestricted access
to the Database Engine

[ ne> Cancel Help

Windows Authentication mode

Click Add to add an additional account to MS SQL Server administrators.

e Inthe Select Users or Groups dialog box, click the Advanced button in
the Enter the object names to select box to find a required user name.

Select Users or Groups

Select this object type:

Users, Groups, or Builtin security principals

From this location:
VM_WIN7_DD2

Enter the object names

to select (mamples):

Click the Find Now button and select LOCAL SERVICE account. Click OK to

add the user and close the window.
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Select Users or Groups

Select this object type:
IUsers. Groups, or Builtin security principals

From this location:
[mrrva

Common Queries |

ISlarts w'rlhj I

Deseriptian IStarts w'rlhj I

Hammes

I | Disatied accounts
™| Non expiiing password

[iays since last lagon: I 'l

21xl

Object Types... |
Locations... |

LCalumis.. |
Find Now |
Stop |

Cancel |

e et
Mame (RDN} | In Folder [ =
8% 15_IUSRS MITYA
H2 INTERACTIVE
5

EN'I:'I’WUHR

2 NETWORK SERVICE

S OWNER RIGHTS

4% REMOTE INTERACTIVE LOGON

2, restore MITYA
HE SERVICE
%SQLSENSrZDﬂﬁOLBmwserUserSMITY.ﬂ MITYA
[

|

[~

e NT AUTHORITY\LOCAL SERVICE (LOCAL SERVICE) will be added to the
list of SQL administrators:

] %5 SQU Server 2012 Setup
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Server Configuretion | Data Directories | User Instances | FILESTREAM

Feature Selection
Installation Rules

Instance Configuration Authentication Mode

Specify the authentication mode and administrators for the Database Engine.

Usst Space Renurrements © Windows authentication mode
Server Configuration i
) Mixed Mode (SQL Server authentication and Windows authentication)
Database Engine Configuration
Error Reporting Specify the password for the SQL Server system administrator (sa) account.

Installation Configuration Rules Enter password

Installation Progress
Complete Confirm password:

Specify SQL Server administrators

YIM_WINT_002\admin (admin)
NT AUTHORITY\LOCAL SERVICE (LOCAL SERVIC

Add Curr:mUserH Add... ] Remove

SQL Server administrators
have unrestricted access
to the Database Engine.

ya

(=8 EoH =

< Back [ Next 2

Cancel

I

Help ]

e Click Next and follow the prompts to finish the installation.
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Mixed Authentication mode

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Server Configuration | Data Directories | FILESTREANM

Setup Rele
R Specify the authentication mods and sdministrators for the Database Engine.
Installation Rules Authentication Made

oA oL ation 7 Windows authentication mode

Disk Space Req @.md Mode (SQL Server authentication and Windows a_lhenti:a@
Server Configuration

Database Engine Configuration Specify the password for the SQL Server system adminisirator (sa) account
Error Reparting

Installation Configuration Rules

Ready to Tnstall Confim password

Installstion Progress Specify SQL Server administrators

Complet
e TRBOnet-PC\Adminuser SQL Server administrators
have unrestricted access

to the Database Engine.

[ Addcumentuser | | Agd.. || Remove |

7
/

Click Mixed Mode (SQL Server authentication and Windows
authentication).

Enter and confirm the password for SA SQL user in the Enter password
and Confirm password boxes.

Click the Add Current User button (unless it is already there).

Note: Once you have added the SA account, you'll be able to use this

SA account to connect to SQL Server with administrator
privileges as an alternative to a Windows user account.

TRBOnet Enterprise Page 403 of 436

User Manual



neocom
sOfFtware

Appendix C: Granting Sysadmin Role to Local
System in SQL Server 2012

If you have already installed MS SQL 2012, you need to grant sysadmin role to
Local System account in MS SQL Server 2012.

e From the Start menu, run SQL Server Management Studio.
e Connect to your database instance where TRBOnet database is created.

e Go to Security node and select Logins.

"SYSTEM
o QUSSQLERY
B NT SERVICESQUWriter
8 T SERVICEWiengmt
™
S VMLWINT D0Zudmin

o) (13 Server Rioles

i [ Credentials
5 (28 Server Objects
5l 8 Replication
5 3 Management

¢ Right-click NT AUTHORITY\SYSTEM login and choose Properties.

¢ Inthe Login Properties window, select Server Roles and select the
sysadmin checkbox.

1] Login Properties - NT AUTHORITY\SYSTEM == =
Selecta page -
o 5 Set > [ Hep
_#* Server Fidkes
2 Uer Server roie 5 used to grart server-vade securty prvileges to 3 user
& Securmbles
& Status
T Server mies:
bukcadmin
[ docreator
[ dakadmin
PTCessaamIn
4 public
seourtyadmin

[ serveradmin
BEtUpAGMIN

esinn ]

Connecson

Server.
VM_WIN7_D02\SQLEXPRESS
Connection:
WM_WIN7_D0Z\acmin

%{ Mew connecion propeties
Progress

Ready

by [oc J [cmed ]

e Click OK to add sysadmin privileges to the selected user.
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Appendix D: Backing up and Restoring Database
and Audio Recordings

Configure Backup

TRBOnet Dispatch Software has an automatic mechanism for backing up
database and stored files. Initially, it defaults to three paths to store database
backups, audio/video recording files, and message attachments.

%ProgramData%\Neocom Software\TRBOnet.Enterprise\Backups
%ProgramData%\Neocom Software\TRBOnet.Enterprise\Audio
%ProgramData%\Neocom Software\TRBOnet.Enterprise\Files.

For your convenience, the default paths can be changed:
e Open TRBOnet Server and stop the TRBOnet Server service.

Configuration Service
] .
& network TRBONet Server service is installed
@ Redundancy
2 Remote Access Restriction Status: 1D service started
Database
Storage Locations
&= File Formats
ZI;‘ Reports
I} Service Management
£ Advanced Settings
A Geocoding Servers

oA Psci
g LCPEnt
g Control Station #1
o3 TREOnet Swift Agent #1
% Advanced Settings
@ Redundancy Server password:
B FTT over Cellular
,f Advanced Settings
I PoC Gateway #1 . g, View Log Entries Export Configuration Import Configuration

Set paseword Turn off password

e To customize storage locations, on the Configuration pane, select
Storage Locations, then specify locations other than the default ones.
The database backups, voice/video recordings, and message attachments
will be stored in their specified locations.

Note: Older backups are not deleted automatically. It is
recommended that you regularly delete the files you no
longer need to avoid running out of storage space.
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Configuration

o Service A

€ Network
& Redundancy
[ Remote Access Restriction
Database
-
&= File Formats
(2 Reports
£F Service Management
X Advanced Settings
H Lk Geocoding Servers
IR Radio Systems
LL3 services
R Psc
igf} LCP Ent
i g Control Station #1
| TRBOnet Swift Agent #1
. X Advanced Settings
- @ Redundancy
5§ PTT over Cellular
4 Advanced Settings
L - PoC Gateway £1

Set Defaults

Storage Locations

Select save locations for different file types

Database backups
C:\ProgramDataNeocom Software TREONet Enterprise\Badups — 10
Message attachments

C:'\ProgramData‘Neocom Software \TREOnet Enterprise'Files -0

Audio and video recordings

Voice recordings

C:'\ProgramData'fleocom Software TREOnet. EnterpriselAudio 5]
Video recordings

C:\ProgramData\Meocom Software \TREOnet. Enterprise \Audio 5]
Folder and file name template

YEAR %_%MONTH%_%DAY % _%HOUR %\%MINUTEYs_%SE... - ')

Apply Cancel

e Save your changes and restart the service.

Back up Database and Stored Files

To back up the database and audio recordings, do the following:

¢ Inthe Dispatch Console, go to Administration (1) System Settings >

Database (2).

e Click the Back Up Database (3) button:

File View Msp Tools Help

.g\dministration Database

2145 System Settings
r]

58 System Bridge 2 | _J

 Back Up Patabase

Dstabase versian:

# Schedule Backup

Database Information

[} Marm Management Server name: flocal)\SQLEXPRESS
W Tacks 3 Database name: TRBONEt

#p Phone Cal Backup date: 05/18/2026 2:08:30 PM
L N —— .

Mirosoft SQL Server 2022 (RTM) - 16.0.1000.6 {X64)
Oct 8 2022 05:58:25

Copyright (C) 2022 Microsoft Corporation

Express Edition (64-bit) on Windows 10 Pro 10.0 <X64> (Build 26200: ) (Hypervisc

EE‘ Radio Allocation

1

@ Administration T

Data size:
Audio size:

23.88MB
3.96 MB

[ Connected &3 B B | 8 Administrator | [ Licensed to: demo (Demo License)

o Specify the backup details:

@ Active~
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Back Up Database X

| Remove old data and shrink database

=¥

Folder:
C:\ProgramDats Meocom Software\TREOnet Enterprise \Backups

Back up database

Back up stored files (audio, video, etc.)

Remove
Remove data older than: m
Database records
Stored files

OK Cancel

= Back up database
Select this option to back up the database itself.

= Back up stored files
Select this option to back up the stored files (audio, video, etc.).

= Remove
Select this option to remove data from the database and the stored
files.

= Remove data older than date
Specify the date to remove data older than that specified date.

= Database records
Select to remove the database records.

= Stored files
Select to remove the stored files (audio, video, etc.).

= (Click OK to run the backup procedure.
The Backup progress bar will be displayed in the lower-right corner.
1. In a while, a ZIP archive will be created in two possible directories:

e The default directory is %ProgramData%\Neocom
Software\TRBOnet.Enterprise\Audio
for recording files and %ProgramData%\Neocom
Software\TRBOnet.Enterprise\Backups for database backup files.

e The custom directory is specified in TRBOnet Server settings.

2. The archive includes the database backup file and audio recordings files.
The archive name contains the date of backup. New backup files will be
placed in the same directory.
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| v Computer » LocalDisk () » Programbata » Meocom Software + TEBOnetEnterprise + Backups b+ + [ 4 [ e o B

Coganize = Inclue inbbeary *  Sharewith ¥ New foldes = O @

* MHeme Diste modified Type Saze

W Favorites

B Deskicp
8 Downlcads
£l Recent Places

B TREOnet Enterprise 20130809 zip BO/MII1ESAPM WinRAR TP archive 164 KB

B Deskiop
A Libearien.
%] Documents
o Music
i Pictures =
B videos
B Reean Lapin
/8 Computer
G Network:
B9 Control Panel
& Recycle Bin
OPS 8.0 410
Blastix
Important docs
Fics
SASPlenet 12060

[TEm—

EEEEEE

' 1 item

Restore Database

To restore the database
e Open TRBOnNet Server and stop the TRBOnet Server service.

Configuration

Service
p Network TRBONet Server service is installed
@ Redundancy
|2 Remote Access Restriction
= Database
[ Storage Locations
&= File Formats
(@ Reports
£} Service Management
W advanced Settings

A Geocoding Servers
I Radio Systems

LJ services

B rsci

o8 P Ent

1l¢h control Station #1
3 TREOnet Swift Agent #1
4 advanced Settings
@ Redundancy
I PTT over Cellular

4 advanced Settings
B roc Gateway #1

Status: (O service started

Stop service

« Save changes and restart s

Uninstall Service

Server password:
Set password Turn off password

" F!‘.Via""' Log Entries Export Configuration Import Configuration

Set Defaults | Apply | I oK || Cancel

¢ Unzip the backup archive and open the folder:

|+ Computer + Local Dink (C:) + Programieta » Neocom Scftwwre » TREOnesErterprive b Backups b = |4 | Seorer oc.. o
Organize = g Open  Inchidembbrary = Shavewith ~  New falder - 0@
I Favosies * Mame : Date modified Type e
M Desitop | Audia
I Dovenloads 16E

| Infeutst 1'
| TRECrmt Entefpriseak
B TRECwst Entefprise 2018 2ip 2%,

S Recent Pleces

WnRAR TP archive

I Deskiop
i Libraries

B Roman Liin

& Computer

B Nesmork

U8 Comtrol Banel

W Recyce Bin
RS A0

b Bl

). Important docs

b

A

ate modihied: 4572013 109 PM
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e Run SQL Server Management Studio with sufficient rights to manage

databases.

Booghe Chroms
Goaghe Tath
i Woeds

Huclap Softarn
Wil
Wuinterancs
[ERES
WagHis% DMice

e Select Database in the navigation tree (for example, TRBOnet):

Bk E@ Yiew Diwg Doch Window Hep
A - el @ ey 55 4 0

L5 ]

E)

¢ Right-click the selected database, and go to Tasks/Restore/Database:

% Restoes Dutabne - TRBO=et
3 Ho backupset selected b be restoees.

Select s page t - |CyHelp
# Ganend
e Flay
# Dptions
T
Daicx
Optabase:
Desinatin
Datibsse
Bestorene:
Restoes pisn
Ragioup sefs b0 sestore:
Resoen .
Conection

B VM_WINT, D00 SQUEKPRESS
TVM_AINT 002 dmin]

Ve
Frogren,
Reasy

S
Peily Backup Medha
Cancel Help

Select Database backup properties:
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e Inthe Destination group, type in or select Database name to back up to
from the drop-down list (for example, TRBOnet).

e Inthe Source group, click Device.

e Click the ellipsis (...) button to select the directory with database backup:

aaaaaa

e Click Add and select the directory to which you extracted the database
backup (for example, C:\TRBOnet\Backup\DB).

— Select backup devices

Speciy the backup media and & location for your restare operation

Backup media type: Fiie
Backup medis

= [ k]

Note: Select the *.bak file type.

Connection

% UM WINT DD SOLEPFESS
IVKLWINT 00Tsdmin]

e Click OK.
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The database is added to the list of restored databases.

ligen_Comporen T

CPragramData Reoeom Sofware| TADOnet [rrersriss| Backu TR0
TRBOnet

TREOnE

The st backup takes (Tuoesday, August 06, 213112127 . Zimedne

Cogeone _Fossen e Lot

gL Dutabane  Ful  SOUGOUEBPRESS  TREDnet 1

freven
e |

\ eriy Backeap Media

= [emn o

Select the checkbox and click OK to restore the database.

¢ Inthe Configuration pane, select Database.
e From the Database drop-down list, select the restored database.

Configuration

& service A

& Netork
@ Redundancy
) Remote Access Restriction
Database
Storage Locations
= File Formats
a Reports
L} Service Management
/ Advanced Settings
..... A Geocoding Servers
I Radio Systems
L} Services
-l PSC 1

4 Advanced Settings

& Privacy

L. L} DOMS service

“# Advanced Setting
L MNIS data service

H }', Advanced Setting
0 Siot %1

v

< >

Set Defaults

Database

SQL Server:
Database:
Authentication:
Username:

Password:

(local) SQLEXPRESS -
-

NexeTalk
TRECnet
TRECnetWatch
TREOnetwatch1
TREOnetiWatch2
TREOnetWatch3
TREOnetWatch4

N

Test Connection

Upgrade Database

Create Database

Click Test Connection to check the connection to the database.
Click Upgrade Database to upgrade the database if the current database

was restored from the database version lower than current.

Click the Save changes and restart service link.
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Configuration

@ Service
& Netwark
@ Redundancy
E Remote Access Restriction
Database
Storage Locations
&= File Formats
‘.’9 Reports
£} Service Management
4 Advanced Settings
HN Geocoding Servers
IR Radio Systems
i} Services
R esct
X Advanced Settings
5 Privacy
L} DDMS service
X Advanced Setting
£F MNIS data service
A Advanced Setting
0 Slot #1

Set Defaults

Restore Voice Recordings

To restore the audio file:

Service

TREOnet Server service is installed

Status: O service started
Stop service

« Save changes and restart service

Uninstall Service

Server password:

Set password  Tumn off password

EV\EV.‘ Log Entries Export Confiquration Import Configuration

Apply oK Cancel

e Launch TRBOnet Server and stop the TRBOnet Server service.

Configuration
]
& Metwork
@& Redundancy
[ Remote Access Restriction
Database
Storage Locations
£ File Formats
‘f% Reports
{:} Service Management
4 Advanced Settings
A Geocoding Servers
I Radio Systems
¥ Services
APt
g LCPENt
gl Control Station #1
o3 TREOnet Swift Agent #1
X Advanced Settings
- @ Redundancy
B PTT over Cellular
X Advanced Settings
[ PoC Gateway #1

Set Defaults

Service

TRBONet Server service is installed

Status: O service started
Stop service

« Save changes and restart s

Uninstall Service

Server password:

Set paseword Turn off password

E:VIEV; Log Entries Export Confiquration Import Configuration

¢ Go to Storage Locations section in the navigation tree and specify
custom directory for voice recordings (for example,
C:\TRBOnet.Enterprise\Backup\Audio).

Configuration

f Service -

& Network

& Redundancy

E, Remote Access Restriction

Database

& File Formats
(@ Reports
{:} Service Management
4 Advanced Settings

i A Geocoding Servers
IR radio Systems

L.} Services
IPSC 1
. X Advanced Settings
-5} Privacy
£} DDMS service

X Advanced Setting
LI MNIS data service

: X Advanced Setting
-1 Slot #1

Set Defaults

Storage Locations

Select save locations for different file types
Database backups
C:\ProgramData'Neocom Software\TRECnet Enterprise\Backups - ')
Message attachments

c:\ProgramDataiNeocom Software\TRECnet. Enterprise Files -

Audio and video recordings

Woice recordings

C:\ProgramData‘Neocom Software\TREOnet.Enterprise \Audio | )
Video recordings

C:\ProgramData'Meocom Software \TREONet. Enterprise \Audio -y
Faolder and file name template

SHYEAR %_%MONTH%_%DAY%_%HOUR %\ %MINUTE%_%5E...  — O
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e Go to the directory you specified to store backup audio files.

e Unzip the backup archive:

I+ Computer b LocelDisk [} » ProgeamDats b Neccom Software » TRECrstEnbwprive + Backups b = [ gl Semct Bac.
Organize = L Open  Include in ey * Sharewith »  New fokder - 1 @8
Favorives Hame Disbe ochfed Type
B Deskicy Audio BO/13109 M File dalder
& Dewnload Infobt 15 B0 129 PM Text Document T
Recent Plices | TRBOnet Entefprise bk B £33 KE
TR TRBOnet Entefprise 10020 BO20I31ZSPM  WinRAR TP wehive 54 KB

e Copy extracted audio files to the folder specified in TRBOnet Server
settings (for example, C:\ProgramData\TRBOnet Dispatch Software

\Audio):

| » Comgutar v Local Dk 2] #

Preramlists » Hacam Sokwwn + THratEnsups 5 Audo +

P ——
8 Domrioak )

L Rece Places
- mzma

mzm a8
mzmam
0202010

18

& Aacycia bin

r—

e Click the Save changes and restart service link.

Configuration

@ Service ~
& Netwark

@ Redundancy

Service

TREOnet Server service is installed

|5 Remate Access Restriction Status: D service started
= Database Stop service

|| Storage Locations
&= File Formats

@ Reports
£} Service Management
4 Advanced Settings

: )\ Geocoding Servers
IR Radio Systems

{ L} services

R Esct

Lo X Advanced Settings
5 Privacy
L} DDMS service
X Advanced Setting
£F MNIS data service
{0 L3 advanced Setting
. mast#r

v

< >

Set Defaults

« Save changes and restart service
Uninstall Service '_H..

Server password:

Set password  Tumn off password

EV\EW Log Entries Export Configuration Import Configuration

| Apply || oK H Cancel

Thus, the audio files will be restored.
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Schedule Backups

To set a scheduled backup for the database and audio recordings, do the
following:

¢ In the Dispatch Console, go to Administration, System Settings >
Database.

e Click the Schedule Backup button:

File View Map Tools Help

yidministration Database & )

&[5 System Settings # Back Up Database # Schedule Backup

"
iz Systems Database Information
i System Bridge | J
[ Alarm Management Server name: (local)\SQLEXPRESS
& Tasks Database name: TRBOnet
& Phone Calls Backup date: 05/18/2026 2:08:30 PM
[
Database version: Microsoft SQL Server 2022 (RTM) - 16.0, 1000.6 {X64)
i Oct 8 202205:568:25
(1), voice Dispatch Copyright (C) 2022 Microsoft Corporation
Express Edition (64-bit) on Windows 10 Pro 10.0 <¥64> (Buid 26200 ) (Hypervisc
@ Location Tracking Data size: 23.83MB
Audio size: 3.96MB
@ Job Ticketing
g Route Management
ﬂ Voice Recording
Ty—
"] Radio Allocation
@ Administration
[ Connected &3 B B | B Administrator | [ Licensed to: demo (Demo License) @ Activer

e Inthe dialog box that appears, specify the Backup details:

Schedule Backup X

[ é Configure the database backup scheduer

[v Enable scheduler

Scheduer: [DatabaseBadp T T T v |
(Select All)
Back up database Database Backup

[ Back up stored files

oK Cancel
[1 remove
Remove data older than [X] days: 180
Database records
Stored files
OK Cancel

e Enable scheduler
Check to enable the database backup scheduler.
e Scheduler
Click the arrow button on the right, and on the drop-down list select the

required scheduler(s). Or, click + on the right, and create a new scheduler.

For directions on how to create schedulers, see section 6.4.5.10
Schedulers.

e Backup database
Check to back up the database itself.
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e Backup stored files
Check to back up the stored files (audio, video, etc.).

¢ Remove
Check to remove the stored files and the database records.

= Remove data older than [X] days
Select the number of days.

= Database records
Check to remove the database records.

= Stored files
Check to remove the stored files.

e Click OK to run the backup procedure.
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Appendix E: SIP Setup for Motorola Phone System

The native MOTOTRBO phone system is supported in the case of a direct IP
connection to the repeater. MOTOTRBO Phone system is recommended for IP
Site Connect mode.

Note: No extra license per repeater is required for Digital Phone
Patch from Motorola.

TRBOnet Software and Repeaters

TRBOnet Server requires a specific setup for a repeater in the IP Site Connect
mode as well as for SIP in order to make the phone system work properly.

Note: MOTOTRBO Phone System is available for repeaters in IP Site
Connect mode. For a system based on the control stations, use
TRBOnet Phone System.

Launch MOTOTRBO CPS and go to Repeater's General > General Settings:

File  Device License
r ] | u X He 18 ¥ *H
Open Save Read Write Clone s ll Update Register fl Activate

DR3000 > General Settings™ x

Set Categories i Generasl CWID  Voting  Microphone
v [ configuration*
B Device Information (*) General
* 3 General

[ General Settings  ##
O A RadioID |1

ccessories
[ Security SIT {ms) euou\
[ Network Group Call Hang Time ms) | 3000
[ Link Establishment
[ sites
[ Talkgroups
» [ Zone/Channel Assignment

Radio Alias  C+ Master

<) [000
4000
e |3

00
Antenna Relay Delay Timer (ms) [ 100

Digital/Band 1 TX Low Power (W) [ 1.0

00 00 00 06 00 00 0D 0D 0D 00

Digital/Band 1TX High Power (W) [ 1.0

Validation Results Warning Messages | Search Results | Help
Ready Serial Number: 484TMG4110

The Radio ID of the repeaters in CPS must differ from the TRBOnet Peer ID.
TRBOnNet Dispatch Console acts as another virtual peer repeater with a Peer ID.
For example, given an IPSC network consisting of 1 master and 3 peers, the
repeaters' IDs (Radio IDs in CPS codeplugs for the repeaters) in this example
would be 1, 2, 3, 4. The TRBOnet Peer ID must not be a value of 1, 2, 3, or 4, and
must differ from all the repeaters (the master and all peers), otherwise a
conflict will happen in the network as there are multiple peers with the same
ID. The default TRBOnet Radio ID is 64250.

e Open TRBOnNet Dispatch Console.

¢ Go to Administration (1), System Settings > Phone Calls (2),
Configuration (3), Configure (4) and set Access code and Deaccess code
(5) to 0 and #, respectively:
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File View Map Tools Help

Administration Phone Calls [AEE
1 System Settings C tion | Extensions | CallRedi Radio Call C x

(0 Datzbase

i Systems
-9 System Bridge |
$[E Alarm Management
L Tasks 2
.- Phone Calls

)] voice Dispatch

{dio Call Configuration
Access code:
Deaccess code:
3 Decine cals with other access cade
Callback Request Options
allow radios to make outgoing calls:
Send a DTMF command to requ
Send a text message to requet

§ Voice Recording

Lol tocation Tracking Start ransrission:
‘Calls to Radios and PoC Device
&E 30b Ticketing Start ransmission:
Max ring time:
Route Management Check if the radio is available before
Call not

Play a tone when PTT is pressed or

@ Reports

El—

-

Configure |

Tnbound call Configuration
Inbound Call Control

1 Call to Dispatch Center:
Call to unregistered number;

[@) Connected £3 B B | & Administrator

Programming Radios

A Licensed to: demo (Deme License)

Access cade:

—
s

I~ Deline calls with other access code

Deaccess code

Callback Request Options
¥ Alow radios to make outgoing calls
¥ Send a DTMF command to request a calback
¥ Send a text message to request a calback
Use this prefix n text messages:  [sip:

Wait for answer -

Immediately d
Unlimited 2| seconds

[~ Check f the radia is availzble before making a call

Start transmission:
calls to Radios and PoC Devices
Start transmission:

Max ring time:

[V Call notifications

[V Play a tone when PTT is pressed or released

Tone volume level: -——t +
@ Activer

A special setup is required for radios in MOTOTRBO CPS.

e Read a subscriber's radio in CPS and go to Systems > Phone Systems >

System (1):

Fle Device Lienses Tooks Help

Ir J | j= vi I HE =ed t8 Y +H
Open Save Read wite [l Cione [l Clone Express [l Update Register [l Activate

DP480Te » Phone Systems > Sys1*

Set Categories

« B configurtion”

B Device Information

)

(% General

General  DTMF

» [ Genersl
Do > SstemName (551 ]
v B systems T Gy [0 18
[ signaling Systems 3 <A{:esscnde fo
[ User Defined 5 Tone —
> D 5 Tone Systems s A
> (D MDC Systems @ DTMF
» [ Quik-Calll Systems Pretime (ms) | 500 K]
> D Digial Emergeny Systems TTone Duration (ms) 120 '8
» (D) Capacity Plus Emergency Syste
+ D Phone ystems TX Tone Interval (ms) | 80 18
Pause Duration (ms) | 4000 18

L Css—_

| — »

Valication Results | Warning Messages| Search Resuits| Help|
Serial Number. 871TSHF956

e Make sure that Gateway ID (2) is equal to TRBOnet Peer ID in the
Repeater settings of TRBOnet Server.

e Set Access Code to 0 and Deaccess Code to #, respectively (3).

e Go to Zone/Channel Assignment >...> Zone> Channel (1) and select the

Phone System you have previously specified (2):

File Device Licenses Tools Help

I | | )= HE =HE 18 ¢ *8
open fll sme Read clone [ Clone Express [l Update Register [l Actiete

DP4g01e » Zone » Zonel » Zoneltems »

Set Categories

+ ] Configuration®
B Device Information
[ General
[ b Tickets
[ systems
[ Encoder
[ Decoder
[ Contacts
[ RX Group Lists
{5 Zone/Channel Assignment
v D zone
(@ Zonel )
@ Channel Pool
> [ scan Lists
» [ Capacity Plus Lists
 ——

Changel*
1 Voice Announcement File
Dual Capacity Direct Mode

Timing Leader Preference  Eligible

Scan/Roam List | None

Auto Scan

Color Code 5

Extended Range Direct Mode | Disabled
Inbound Color Code 1

Outbound Color Code 1

[}
I
O syt Crange B\
2

Enhanced GNSS. -

Repester/Time Slot
Phone System

4 ARS

oo et [Waring issoges] S Rt |

Ready Serial Number: 871TSHF56.
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Appendix F: NAI VOICE & DATA Support

TRBOnet Dispatch Software supports MOTOTRBO Network Application
Interface (NAI) VOICE and DATA.

NAI protocol allows operating with MOTOTRBO Capacity Plus and MOTOTRBO
Linked Capacity Plus repeaters over IP (Wireline Dispatch Console).

Voice Repeaters must have NAI VOICE and NAI DATA license activated. Data
Revert repeaters must have NAI DATA license activated. A repeater must have
32 Mb memory.

Voice and Data Flow 1

TRBOnet Voice and Data flow for NAlL is represented on the following scheme:

TRBOnet Server PC

Voice on\y

MS SQL Server

S _ <>
Data

[ ] TRBOnet \

E Server \

Dispatcher

MNIS
(Data
Geteway)

DDMS
(Presence

Notifier)

Voice and Data Flow 2

MNIS is responsible for sending/receiving Data Packages and forwarding them
to TRBOnet Server.

DDMS (aka Presence Notifier) is responsible for ARS and notifies TRBOnet
Server when a radio is turned on/off. For more details, see
NAI_RM_Training_v02.pdf.

All the repeaters in all sites should be available for TRBOnet Server, which
normally requires Port Forwarding rules on routers. For more details, see
MOTOTRBO Linked Capacity Plus (LCP) - HP MSR 20-20 Router Confiquration Guide.

Single PC Installation

TRBOnet Server and Dispatch Console can be installed on the same computer.
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LCP/Cap+ System

LTSN

Client and Server

Client-Server Installation

For the systems with 2 and more dispatch positions, it is recommended to have
a dedicated server computer (could be a virtual machine).

Dispatcher 1

LCP/Cap+ System

TRBOnet
Server

Dispatcher N

TRBOnNet Server and all the LCP sites must be in different networks, behind
their corresponding routers:
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Site 1, Network 1

Site 2, Network 2

srmmEmRRR
P72 TTTESSS
—

TRBOnet
Server
Network 0

Site 3, Network 3

Use the recommended Routers only.

Notes:

One TRBOnNet Server computer is for one LCP System.

It is possible to connect two or more LCP systems (System Bridging).

TRBOnNet System Bridging supports Group and Individual Calls.

It is possible to use a Virtual machine as a Server.

LCP/Cap+ System 1

L
TRBOnet
Server

LSS

Dispatcher

LCP/Cap+ System 2

Swift.Agent
for System 2
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Limitations

e Logging of Radio-to-Radio TEXT is NOT SUPPORTED.
e Phone Connect is available with some limitations.
e Local Talk Group IDs must be unique per system.

Radio Subscriber Configuration

Network Settings

File Device Licenses Tools Help

il 'é B He 7} 1 *H
Open Save Write Clone << Ml Update Register ll Activate

DP480Te » Network x
Set Categories i General  Radio Network  Services  Control Station  IP Site Connect  Bluetooth
v 5 Configuration Blugtooth Serial Port Profile Data Routing  USB HID Data Routing ~ WAVE 5000  WAVE CnCloud
B Device Information
v 3 General (=) Services B
[ Welcome Bitmap (=]
(ARs Radio ID [ 64250 ) | 8

[ Language Packs

ARSI 120250250
[0 General settings

a
P s v (1 )
[ Control Buttons Cvsragion (o250 ) K]
[ Text Messages TMSIP 130250250
[ Telemetry TMS UDP Port | 4007 | 8
M
[ Menu User Defined UDP Port 1|0 - Disabled | 8
[ Security
User Defined UDP Port 2| - Disabled | 8
[ Network £ o
[ WiFi Network User Defined UDP Port 3|0 - Disabled | 8
[ Voice Announcement XCMP Server D [0~ (Bank) |
[ Indoor Location XCMP Server IP 0
» [ Job Tickets Battery Management Server ID |0 - (Blank) | s
» [ systems
Battery Management Server 1P 0000
» [J Encoder
> D Decoder @ Contrel Station
» [ Contacts =
cice Only
» [ R¥ Group Lists
Data Modem System T N
» [ Zone/Channel Assignment aa Modem System Type [ Zon2 -]
» [ sean Lists Data Modem Window Size 5
» [ Capacity Plus Lists Repeater Latitude (degree)
Repeater Longitude (degree) 2
(BRS Monitoring ID |0 - (Blank) ) |
4 » ARS Monitoring 1P 0.0.0.0 -
Validation Results | Warning Messages| Search Results Help |
Ready Serial Number: 871T5HF956
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Personality Settings - 1

File  Device Licenses Tools Help

r L] b EH =HE 1H Y *H
Open Read Write Clone Clone Express il Update Register ll Activate
DP4801e » Zone *» Zonel ® Zoneltems ® Personality 1* x
Set Categ k4 General  RY/TX
v [F configuration*
B Device Information £} @ General L
» [ General
Channel Type  Capacity Plus Personality (Linked)
» [ Job Tickets
» [ systems Channel Name | Personality_1 |
» [ Encoder Voice Announcement File  None
» [ Decods
[ Decoder ARS | On System/Site Change B
» [ Contacts =
P
» [ RX Group Lists vaey [
v [ Zone/Channel Assignment Frivacy Alias  None
v D Zone Fixed Privacy Key Decryption  No
e G Vo Pkt s
@ Channel Pocl RAS Aliss | None a
> O'scan lsts Option Board ||
» [ Capacity Plus Lists Lone Hork "
one Worker o
Delay [ms) | 60 |
Compressed UDP Data Header | DMR Standard S B
Over-the-Air Battery Management ||
N
1 " Auto Roam -

Validation Resuts | Warning Messages Search Results | Help|

Personality Settings - 2

RX/TX

General

(Contact Name {Call'\

( Emergency System [Capac\'tyPIusEmergen:ySystems/Syﬂ
vox [ ]

Power Level | High

TOT (se) | 60

TOT Rekey Delay [sec) |0

Allow Interruption [ |
TX Interruptible Frequencies |

CAdmit Criteria {Colar Code Free

In Call Criteria {Fo\low Admit Criteria

- 9

RSSI Threshold (dBm)  -124

Private Call Confirmed ||

Data Call Confirmed | | =
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MNIS and DDMS Settings

General Settings

MOTOTRBO Network Interface Service Configuration Utility -- MNIS Restart Reg o -0/ x|
Configration  View Edit Service Help

NrkHd 00O

@ LCP_Tes

El ? Grop Lt ( System Operation Mode | Linked Capacity Plus '! )
L LgiBun (NS Appication D [52250 = )

EI & Conventional
| ' =8 Domain 1
@ Capacty Plus

B <@ Linked Capaciy lus
LB stes QA‘IN\SIP Address 1152 168.10.76 )
B @ Advanced Tunnel [P Address  192.168.10.77

- 2 Network

. I Fowardng Rues Subnet Mask  255.255.255.0

Application Oveni

Talk Group Settings

MOTOTRBO Network Interface Service Configuration Utility - MNIS Restart Reg

Configuration  View Edit Service Help

N)rHOCO O

(oo ts e [emyrmicr = )
C Al Groups [ )

- =& Domain 1
¢g Capacty Plus |

- Add Delete |
[} <:#: Linked Capacity Pius

£ [B) Shes [ | First Cal ID | Last Call ID
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Master Repeater Settings

MOTOTRBO Network Interface Service Configuration Utility -- MNIS Restart Res

Configuration  View Edit Senice Help

N)rEHCOO

@ LCP_Test

i @M Generad

- @ Security

= & Goup Lis @a IP Addess [10.10355 )

[ L 8B Lt

q a'&.ﬂvﬂimd (“amunp Pot [50011 = )

MNIS LE Port
Authentication Key |
[ Forwarding Rules
- B cation Qv
Popi e Privacy Setting INone 'I

LCP Sites Settings

=l -loix
Configuraon  View Edit Service Help
NrHOCO O
@ LCP_Test
- Generl
3 & Group List P \
98 L "~ [sten Group List Outbound Data Limt
1 List1 xl2
[ 2 List1 =2
c Capaciy Plus N j
= Linked Capacity Plus
- B Forwarding Rules
Application Overic
Advanced Settings
MOTOTREO Network Interface Service Configuration Utility - MNIS Restart Req = 100
Configuration  View Edit Service Help
@ LCP_Test
@ Securty
5 @ Gow st Data Cal Confimed [V
4 L émmud UDP Deta Header @ )
[ @ Convertional
| =@ Doman 1 Battery Saver Preamble =
¢ Capacty Plus Indvidual Data to Registered Ste [
&) <@ Linked Capacity Plus
- LB Sies TX Preamble Duration fms) [0 =
= o R
2% Network Convertional Channel Access m
- & Forwarding Rules
. Ppplication Overic
VMISLEID '@ se s 1D
o) Manually Assigned None I
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Network Settings

{% MOTOTRBO Network Interface Service Configuration Utility * — a x
Configuration  View Edit Service Help

Db H O 7]

= @ Untitled
=8 General
@ Securty CAlNetwork  [12 |2
@ Group List
- 488 Lstt CAl Group Network (225 |2

£ @ Conventional
- =B Domain 1
@o Capacity Plus

A ARSUDP Pot [ap0s =
8 Linked Capacity Plus

& @ Advanced TMSUDPPat [4007 =
"
[Ep Forwarding Ruleg Telemetry UDP Port 4008

Appiication Over Location Server UDP Pot 4001

Battery Managemert UDP Port 4012 =
User Defined UDP Port 1 | Disabled |5
User Defined UDP Port 2 Disabled |2
User Defined UDP Port 3 | Disabled |5

XCMP Enable [
XCMP Server UDP Pott  |4004 2

ARS Monitor  []

ARS Monitor I |None =

{ Server Address ) [127.0.0.1
o

DDMS Settings

The DeviceRefreshTime parameter defines how often radios should send ARS
to TRBOnet Dispatch Software. The value depends on the number of radios and

channels.
ol =Iofx]
Fle Acton Hep
O 1EE
Service |
=l tafaces
.jmsm Papo
25 Watcher Settings
£ Loggng
DeviceRefresh Time
Dievice Reisirtion duration in minutes, rounded up to the nearest 30
minute imterval Range: 0 - 6460 {[I<forever)
Setiings for ARS/SU interface
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ARS TRBOnet Settings

Configuration Service Management
ﬂ Service
0 Metwork Presence service
.5! Redundancy Auto request presence timeout: 3 ~ | minutes
Remote Access Restriction -
= ARS refresh interval: 1440 ~ | minutes
Database
Storage Locations | Ignore unregistered Radios
= File Formats Locati .
- ocation service
(@ Reports
Dispatch Console update interval: |5 * s
/?v Advanced Settings +| Send last known locations of radios in alarm
)\ Geocoding Servers — .
IR Rado Systems (®) For the last: 10 - | minutes
B PTT over Cellular () GPS points: 10

T Teltonika
il Remote Agents

Indoor service

] Friendly 5 Remove offiine radio from beacon
5l Friendly Servers

‘R Phone Connect
)9'_ Advanced Settings
@ Internal PBX Server
} Data Sources
4 Email
(B SMS Notifications

= .

Don't use beacon location if radio in alarm has GPS fix (K-TERM only)

Set Defaults Apply Cancel

¢ Auto request presence timeout
Set this parameter to the value of the DeviceRefreshTime parameter in
MOTOTRBO DDMS.

¢ ARS refresh interval

Set this parameter to the value of the PersistenceTO parameter in
MOTOTRBO DDMS.

LCP Repeater Settings

Configuration Repeater 1
& Service ~
0 Metwark System Name: Repeater 1
@ Redundancy TREOnet Peer ID: 100 :
| Remote Access Restriction -
TREOnet Radio ID: 64250 -
Database
Storage Locations TRBOnet Local Por 50001 -
% File Formats Master Repeater Connection Information:
| Reports 1P Address: 10.12.110.29 -
£¥ Service Management
){ Advanced Settings UDP Port: 50011 - Test
L.\ Geocoding Servers Authentication Key: 123456
l Radio Systems System Type: iLinked Capacity Plus -

Services

Repeater 1 System Identifier:

){ Advanced Settings
) Privacy

L DDMS service

W Advanced Setting
MNIS data service
,’_ Advanced Setting
L. Audio Paths

< >

+ | Use NAI Voice
+| Use NAI Data (MNIS and DDMS)

Use RCM to monitor radio activity

W

Set Defaults Apply Cancel

Special settings:
e TRBOnet Peer ID - any unique value.
o TRBOnet Radio ID - the default TRBOnet ID.
e TRBOnet Local Port - any free port on the PC.
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Audio Paths

Configuration
@ Service
O Metwork
& Redundancy
E, Remote Access Restriction
Database
| | Storage Locations
&= File Formats
@ Reports
L} Service Management
X Advanced Settings
-\, Geocoding Servers
IR Radio Systems
L. LF Services
3 Repeater 1
X Advanced Settings
{5 Privacy
4} DOMS service
X Advanced Setting
-} MNIS data service
X Advanced Setting
-
[ — PR

€ >

Set Defaults

Special settings

v

Audio Paths

Load Groups Map

Call Type Group ID Site ID
[]| Group call 10 Wide
[]| Group call 20 Wide
[v]| Private cal -
[v]| Al call
| Apply | | OK | ‘ Cancel |

e Load Groups from Master Repeater;

e Add Local Groups manually.
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Appendix G: Redundant Server

TRBOnet Server supports a redundant (secondary/backup) configuration which
allows automatic switching from the primary to the redundant
(secondary/backup) server in case of failure of the primary server.

There are two modes of running the Redundant server: Passive mode and
Active mode.

Overview

The radio system's master repeater supports up to 4 simultaneously
connected Software Peers (for example, MNIS, RDAC, TRBOnet Enterprise
or TRBOnet Watch).

The databases on both servers are not synchronized. Before making a
copy of the primary server's database and deploying it on the redundant
server, make sure that all the appropriate information, such as radios,
radio groups, map objects, etc., have been entered into the primary
server's configuration.

The dispatch console will connect to the redundant server when one of

the following happens:

= The primary server is unavailable.

= All radio systems are unavailable for the primary server (except for
Phone Connect or POC systems).

Connection to the redundant server takes up to 2 minutes.

The dispatch console will reconnect to the primary server when the
primary server is available again and the radio system is available for it.

It's a good practice to configure an Alarm Management rule to send
emails to desired addresses whenever the primary server gets
disconnected/reconnected, and/or the radio system gets
disconnected/reconnected.

License Notes

The Hardware ID of a redundant server must be specified in the License.
The License ID of both primary and redundant servers must match.

When the primary server becomes unavailable (or all radio systems are
unavailable for the primary server), the redundant server will start and
run for a period of 7 days. Information that the Dispatch Console is
connected to the redundant server is displayed in red in the status bar. In
addition, a pop-up window with the remaining operating time is displayed
every time the administrator is connected to the redundant sever, or once
a day when a dispatcher is connected to the redundant sever.
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Passive Mode

The scheme below shows how the Redundant server is used in Passive mode.

In the scheme, a red solid line means a connection to the primary server. A
blue dash line means a connection to the redundant server that will be
established once the primary server fails. A black dotted line means a heartbeat
connection between the redundant and primary servers.

TRBOnet
Dispatch Console

~
~
~
~
~
~
A
Primary TRBOnet Server Redundant TRBOnet Server
P Passive Mode
Active MNIS Passive MNIS
/
/
/
/
/
/
K

Radio System

. X
3 v
=

WV

e The primary and redundant servers are configured identically. Note that
both servers may have equal TRBOnet Peer ID because the redundant
server is not connected to the radio system until the primary server fails.
The redundant server is constantly monitoring the primary server's
status.
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Note: In the case of Capacity Max, TRBOnet Peer ID is not
used and some special settings are required in
MOTOTRBO Radio Management for the secondary
MNIS Data Gateway. For information on how to
configure the secondary MNIS Data Gateway, refer to
MOTOROLA Capacity Max Installation and
Configuration Guide.

e When the primary server fails, the redundant server gets activated, starts
its MNIS service, and connects to the radio system.
The dispatch console will connect to the redundant server automatically.

e Once the failed primary server is back online, the dispatch console will
automatically reconnect to the primary server.

¢ Note that the databases on both servers are not synchronized. The
redundant server's database will have data only for the time period the
primary server is down. Once the primary server is restored, the
redundant server will stop adding data to its database. Thus, there will be
no data in the primary server's database for the time period the primary
server is down.

Active Mode

The scheme below shows how the Redundant server is used in the Active
mode.

In the scheme, a red solid line means a connection to the primary server. A
blue dash line means a connection to the redundant server that will be
established once the primary server fails. A black dotted line means a heartbeat
connection between the redundant and primary servers.
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TRBOnet
Dispatch Console

N
N
N
N
N
~a

Primary TRBOnet Server Redundant TRBOnet Server

PR Active Mode

Active MNIS Active MNIS

Passive DDMS

Radio System

2,

e The primary and redundant servers are configured identically, except for
TRBOnet Peer ID which must be unique for each server.
The redundant server is constantly monitoring the primary server's
status.

e When the primary server fails, the dispatch console will connect to the
redundant server.

e When the dispatch console connects to the redundant server, the DDMS
service running for the redundant server must be manually set to the
active mode (MOTOTRBO DDMS > ARS Settings > PassiveMode set to
OFF). To prevent channel collisions when multiple ARS packets are
transmitted at the same time, it is recommended that the
ARS Initialization Delay (min) parameter be set to 30 min for each radio
subscriber (see MOTOTRBO CPS\RM reference guide).

When the dispatch console is reconnected to the primary server, the
DDMS service running for the redundant server must be manually set to
the passive mode (MOTOTRBO DDMS > ARS Settings > PassiveMode set
to ON).
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¢ Note that two TRBOnet Servers and two MNIS services are connected to
the radio system's master repeater, thus occupying all four available peer
connections. As a result, no additional software, such as TRBOnet Watch
or RDAC application, can be connected in such a scheme.

¢ Note that the databases on both servers are not synchronized when the
redundant server is active and the primary server is inactive. The
redundant server's database will always have the full set of data. The
primary server's database won't have data for the time period it was
down.

Active mode and TRBOnet Agents

The scheme below shows how the Redundant Server is used when running in
the Active mode and being connected to Radio Systems via Primary and
Redundant TRBOnet Agents.

In such a scheme, one TRBOnet Server and one MNIS service are
simultaneously connected to the radio system's master repeater, thus
occupying only two of the four available peer connections, and consequently
you can additionally connect TRBOnet Watch or an RDAC application, or an
additional TRBOnet Server.

Note that in the scheme, a red solid line means a connection to the primary
server. A blue dash line means a connection to the redundant server that will
be established once the primary server fails. A black dotted line means a
heartbeat connection between the redundant and primary servers (agents).
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TRBOnet
Dispatch Console

Primary TRBOnet Server Redundant TRBOnet Server
Active Mode

—_ |

N
Primary TRBOnet Agent Redundant TRBOnet Agent
P Passive Mode
Active MNIS Passive MNIS
/
7
/
/
/

Radio System

EN

b7
Qo
3

¢ Note that this is the only feasible solution for running the redundant
server in the Active mode when a Capacity Max system is used.

Redundant Server Configuration

¢ Inthe Configuration pane, select Redundancy.
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Configuration Redundancy
ﬂ Service ~
0 Network Server mode: Secondary
@ Redundancy
= Remote Access Restriction
Database
Storage Locations

" : Active
2= Fie Formats Primary servers:
- e Passive "
i @ Reports IF Address t

I} Service Management 1 |[v] 10.12.97.7 4021
,’_ Advanced Settings
[N Geocoding Servers
I8 Radio Systems
L} Services
1:3 Capacity Max
f Advanced Settings
-5} Privacy
¥ Presence Notifier
)f: Advanced Setting
¥ Data Gateway
: /’ Advanced Setting
VRC Gateway

+| Switch to redundant server if all connections to radio systems are lost

Redundancy Mode: Passive

: M v Add Edit Delete Test Allv
< >

Set Defaults Apply Cancel

e In the Redundancy pane, specify the following parameters:

= Server mode
Select Secondary. As a result, the server will be operating as the
standby server in a redundant system.

= Switch to redundant server if all connections to radio systems are
lost
If this option is selected, the dispatch console will be switched to the
redundant sever (the one that is the backup server for this server)
when all connections to the radio systems are lost.

= Redundancy Mode
Select the mode for a redundant server from the drop-down list.

= To add a primary server, click Add.

Server Properties x

IP Address: | 172.20.40.24
Port: 4021

Password: LI L]

Cancel Test

o IP Address
Type the IP address of the primary server.

e Port
Enter the same port number as specified for the Command port.

e Password
Enter the password that will be used to connect to this server.
Synchronizing server configurations

To copy the configuration of the primary server to the redundant server, do the
following:
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e Inthe Redundancy pane, click Test.

e Inthe Primary Server dialog box that opens, click the Copy
configuration link.

Primary server x

T Remote Server information
172.20.40.24:4021

Server is available

1P Site Connect
LCP_home: Slot #1
Serial number: 484TO511I7
Firmwvare version: 20.20.1.6
1P Site Connect
LCP_home: Slot #2
Serial number: 484TQ51117
Frmware version: 20.20. 1.6

Copy configuration Close

o Verify that the settings in the Network, Redundancy, and Database tabs
are correct.

Dispatch Console Configuration

To add a server to the list of servers:

e Launch TRBOnet Dispatch Console to open the Connect to TRBOnet
Server dialog box, or on the File menu, click Connect to TRBOnet

Server.
Connect to TREOnet Server X

Connect to:
Address: 127.0.0.1 |
Port: 4021 = Configure

Authentication:
Method: TRECnet Authentication v
User Mame: |admln ’ |

Password: e |

D Connect on startup

¢ Click Configure to register the new primary server:
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=k Add =) Edit | = Delete

Servey Label
Servel

Server

Server Address
10.10.164.45

Port ‘
4021

Register TRBOnet Server

Label: |Ser\rer 3

Address: [127.0.0.1
Port: 4021

Redundant servers:

| | Address

Port

Add Delete av]
J Cancel

= Click Add to add a new TRBOnet Server:
Label - enter a name for the new primary server.

Address - enter the primary server's IP Address.

Port - specify the command port of the primary server.

Add - click and specify the IP address and port of the redundant
(backup) server for the primary server being registered.

Click OK to save settings and close the dialog box.

Connecting Dispatch Console to Servers

¢ Go to File > Connect to TRBOnet Server, and from the drop-down list
select the primary server you created:

Connect to TREOnet Server

Connect to:

Address: |m

[v

Serverl
Part: Server2
Authentication:

Method: TRBOnet Authentication

User Mame: |admin

P— e —

D Connect on startup

e Click OK to connect to the primary server.

Now you are connected to the primary server. In case of a lost connection
to the primary server, the Console will try to restore the connection within
30 seconds. After 30 seconds have passed, the console will change
connection to the redundant server automatically. When the primary
server is restored, the Dispatch Console will reconnect to the primary
server automatically.
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