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2 1 Introduction 

1 Introduction 

1.1 About This Guide 
This document describes the steps that must be followed to migrate to the 
OAUTH 2.0 protocol that is used for authorization when accessing email 
services. 

1.2 About TRBOnet 
TRBOnet is a suite of professional applications for MOTOTRBO digital two-way 
radio networks. TRBOnet manages voice and data communication paths across 
network endpoints. It provides a unified graphical dispatcher workbench 
interface for the entire range of workforce fleet management tasks. 
For more information about TRBOnet products, refer to our website. 

1.3 Contacts 

Region Phone Email & Support 

EMEA +44 203 608 0598 info@trbonet.com — general and 
commercial inquiries 

support@trbonet.com — technical 
support 

https://trbonet.com/kb/ — online 
knowledge base  

Americas +1 872 222 8726 

APAC +61 28 607 8325 

 
 

https://trbonet.com/
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2 TRBOnet Server 
This section contains step-by-step instructions on configuring email services in 
TRBOnet Server to comply with OAUTH 2.0 

2.1 Incoming Mail Sever 
• In the Configuration pane, under Email, select Incoming Mail Server. 

 

• In the right pane, specify the following OAuth-related parameters: 
 Connect using 

From the drop-down list, select OAuth 2.0: 
 Provider 

From the drop-down list, select either Office 365 or Gmail. 
 Email 

Enter the email address. 
 If Gmail is selected as the email provider, enter the Client ID and 

Client secret (obtained in this section). 
If Office 365 is selected as the email provider, enter the Client ID and 
Tenant ID (obtained in this section). 

 Authorize and Check 
Click this button to authorize your email account and check for new 
emails. 
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2.2 Outgoing Mail Server 
• In the Configuration pane, under Email, select Outgoing Mail Server. 

 

• In the right pane, specify the following OAuth-related parameters: 
 Connect using 

From the drop-down list, select OAuth 2.0: 
 Provider 

From the drop-down list, select either Office 365 or Gmail. 
 Email 

Enter the email address. 
 If Gmail is selected as the email provider, enter the Client ID and 

Client secret (obtained in this section). 
If Office 365 is selected as the email provider, enter the Client ID and 
Tenant ID (obtained in this section). 

 Authorize 
Click this button to authorize your email account. 

 Send Test Message 
Click this button to send a test message from the Sender Email 
address. 
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3 Google Service 
This section contains step-by-step instructions on configuring your Google 
email account authorization to comply with OAUTH 2.0. 

• In a browser, go to console.cloud.google.com and log in with your 
account. 

• In the upper toolbar, click Select a project. 

 
• In the Select a project pane that pops up, click NEW PROJECT. 

 
• In the New Project page, enter the Project name and click CREATE. 
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• In the left side menu, select APIs & Services > OAuth consent screen. In 
the right pane, choose the appropriate User Type and then click CREATE. 

 

• The Edit app registration page opens in the right pane. Configure your 
app registration as desired and click SAVE AND CONTINUE at the bottom 
of the page. 

• In the left side menu, select APIs & Services > Enabled APIs & services. 
In the right pane, click ENABLE APIS AND SERVICES. 

 

• Navigate to the Google Workspace section and click Gmail API. 
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• Click ENABLE. 

 

• In the left side menu, select APIs & Services > Credentials. In the right 
pane, click CREATE CREDENTIALS > OAuth client ID. 

 

• From the Application type list, select Desktop app. Enter the Name of 
the OAuth 2.0 client. Click CREATE. 

 

• As a result, you will see the values of the Client ID and Client secret 
parameters that are used when configuring email settings in TRBOnet 
Server (see section 2, TRBOnet Server). 
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4 Office 365 Service 
This section contains step-by-step instructions on configuring your Office 365 
account authorization to comply with OAUTH 2.0. 

• In a browser, go to portal.azure.com and sign in with your account. 
• Search for and select Azure Active Directory. 

 

• In the left pane, under Manage, select App registrations > New 
registration. 
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• Enter a display Name for the application. Under the Supported account 
types section, choose the desired option. Click Register. 

 

 

• In the left pane, under Manage select Authentication. In the right pane, 
in the Mobile and desktop applications section, under Redirect URIs, 
select https://login.microsoftonline.com/common/oauth2/nativeclient. 

 

https://login.microsoftonline.com/common/oauth2/nativeclient
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• In the left pane, under Manage select API permissions. In the right pane, 
click Add a permission. 

 

• In the right pane, under Request API permissions > Microsoft APIs 
choose Microsoft Graph. 
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• Choose Delegated permissions. 
• Select the following permissions: 
 email 
 offline_access 
 IMAP.AccessAsUser.All 
 POP.AccessAsUser.All 
 SMTP.Send 
 User.Read 

• Click Add permissions. 

 

• In the Configured permissions page, click Grant admin consent for … 
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• See that the required permissions are granted (Status column). 

 

• In the left pane, select Overview. In the right pane, under Essentials, see 
the values of the Application (client) ID and Directory (tenant) ID 
parameters that are used when configuring email settings in TRBOnet 
Server (see section 2, TRBOnet Server). 
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