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1 Introduction

1.1  About This Guide

This document is intended for the radio network control room personnel in
charge of the radio system monitoring and maintenance. It introduces the user
interface and functionality of the TRBOnet Watch Server and TRBOnet Watch

Console applications.

1.2 About TRBOnet

TRBOnet is a suite of professional applications for the MOTOTRBO digital two-
way radio networks. TRBOnet manages voice, text and data communication
paths to network endpoints and provides a unified graphical dispatcher
workbench interface for all the messaging and workforce orchestration tasks.

1.3 Contacts

Region Phone Email & Support

EMEA +44 203 608 0598 info@trbonet.com — general and
commercial inquiries

Americas +1 872 222 8726 support@trbonet.com — technical
support
https://trbonet.com/kb/ — online

APAC +61 28 607 8325 knowledge base
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2 Overview

2.1 About TRBOnet Watch

TRBOnet Watch is an advanced software packet sniffer designed for logging and
analyzing data streams in your MOTOTRBO radio networks. This solution also
gives you an integrated view into the health of your network. The application
monitors infrastructure resource usage and allows a user to detect topology
problems and verify that all components of the system are configured correctly.

The software provides views of system performance from every perspective.
Built-in tools and monitors greatly reduce time required for data analysis and
eliminate the necessity for on-site visits. This cutting-edge technology enables a
simple setup procedure and does not require NAI Data licenses.

The Channels tab shows activity on each slot of your system. TRBOnet Watch is
capable of determining what kind of data is transmitted on available channels.
You can easily verify that radios send registration statuses and GPS data to the
system. This software can recognize voice calls, telemetry, and option board
data, as well as text messages and system packets. The log contains detailed
information about each entry including sender and recipient identifiers, slots,
talk groups and signal strength for calls.

The Topology tab gives you an insight into MOTOTRBO networks connected to
TRBOnet Watch. It helps you pinpoint configuration problems and check if there
have been any alarms from the repeaters. This is especially useful for large multi-
site systems. It also allows you to check if new repeaters have been successfully
added to your network. The Topology screen allows you to verify that all
components of the system have unique identifiers and there are no conflicting
identifiers.

The Health Monitor tab provides full information about IP connections in the
system and the uptime for each repeater. This tab offers enhanced features such
as remote channel change or disabling repeaters.

The Reports tab is used to visualize megabytes and gigabytes of information
obtained from the radio network. Advanced filters help you get a clear
understanding of system performance by system name, slot, frequency, unit ID
or talk group. This information can be used to bill customers using your radio
infrastructure. The Channel Usage and Frequency Usage reports are of interest
to those who want to ensure their systems have sufficient capacity for efficient
communications. The All Channels Busy report shows how often the radio
channels have not been available for radio users within a user defined time
interval.
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2.2 Features

TRBOnet Watch features include:
e Support for all MOTOTRBO platforms
e Multiple systems monitoring
e Topology problem detection
e Real-time traffic capture
e Network usage by system, site, slot, channel, talk group, radio user
e Hardware alarms
e Signal strength
e RSSIlevel map
¢ SNMP integration
¢ No NAI Data licenses required

2.3 Architecture

TRBOnet Watch is a client-server solution that does not require additional
hardware and can be added to a MOTOTRBO radio system of any size and
architecture.

© TRBOnet™Watch : :  TRBOnet™Watch !
: Console . . Server with Database*

o
AN N N N N N N N N NN

*Microsoft SQL Server (Express is the free edition)
Figure 1: TRBOnet Watch architecture

The server part of the application is installed on any networked computer that
meets the hardware and software requirements. The TRBOnet Watch Server
implements the MOTOTRBO protocols, manages IP connection to repeaters, and
stores data.

The client software can run on any remote computer and receives all the
information about the system from anywhere over an IP connection.

TRBOnet Watch Page 6 of 145
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2.4 Hardware and Software Requirements
Table 1: TRBOnet Watch hardware and software requirements
Channels Less than 50 | Greater than 51 but less than 250 | 250+
CPU Intel Core Intel Core i7 Contact technical
i3/i5 support
Memory 4GB 8 GB
HDD 2 GB for installation files
Sound Card No
Supported OS Windows 10 (x64)/11, Windows Server 2016/2019/2022 (x64)
Note: Windows Server 2016/2019/2022 requires Desktop
Experience Role/Feature installed.
Software .NET Framework 4.8, MS SQL Server 2016 or higher
CPU Intel Core i5
Memory 4GB
HDD 2 GB for installation files
Sound Card Yes
Display 1600x900 minimum resolution, 1920x1080 and higher resolution is
recommended
Additional Devices | Speakers
Supported OS Windows 10 (x64)/11
Software .NET Framework 4.8
2.5 Compatibility with MOTOTRBO Firmware Versions
TRBOnet Watch can monitor all kinds of traffic on MOTOTRBO systems IP Site
Connect, Capacity Plus Single Site, Capacity Plus Multi-Site, Extended Range
Direct Mode (ERDM), and Capacity Max. The following table describes the
compatibility between TRBOnet Watch product versions and MOTOTRBO
firmware versions for each supported system type.
Table 2: MOTOTRBO firmware versions compatible with TRBOnet Watch
TRBOnet IPSC Capacity Plus Capacity Plus ERDM Capacity
Watch Single Site Multi-Site Max
version
235 02.40.12 Not supported
2.5 02.06.00.07 02.07.00.03
3.0 02.08.00.07 02.08.00.07
TRBOnet Watch Page 7 of 145
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TRBOnet Capacity Plus Capacity Plus ERDM (of-] Y114
Watch Single Site Multi-Site Max
version
3.2 2.10.0.13 2.10.0.13
4.0 2.10.0.13 2.10.0.13
2.6 Licensing

When you purchase TRBOnet Watch, you obtain a permanent (non-expiring)
license that specifies functional modules and types of radio networks available
for users. All repeaters that need to be monitored must be included in the
license. If the actual number of repeaters exceeds the license limits, extra
connections are ignored.

The list of optional features includes:
e Additional repeater connections
e Additional consoles
e RSSI monitoring
e Watch for mobile devices

2.7 System Monitoring Levels

TRBOnet Watch can monitor a MOTOTRBO system on one of the following levels:

e Level 1: Link Establishment: Watch monitors all IP connections in the
system.

e Level 2: Diagnostics: Watch monitors all IP connections in the system and
RDAC connections of all repeaters in the system.

e Level 3: Call Monitoring: Watch monitors all IP and RDAC connections in
the system and air traffic in the system channels. Traffic is not parsed.

e Level 4: Call Parsing: Watch monitors all IP and RDAC connections in the
system and air traffic in the system channels. Traffic is parsed, all types of
traffic are recognized.

The features available in TRBOnet Watch Console depend on the system type as
well as on the monitoring level specified for each system in the TRBOnet Watch
Server configuration tool. Some features require a special license.

The following table summarizes the functionality available in TRBOnet Watch
Console for each system type and at each level of system monitoring.

TRBOnet Watch Page 8 of 145
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Table 3: TRBOnet Watch Console functionality available on each level of system monitoring

TRBOnet Watch IP Site ERDM Capacity LCP Capacity Max
feature Connect Plus

Level 1: Link establishment

Diagnostics IP connection status
Topology IP connections only
Reports Event Viewer only. Other reports display no information.
Level 2: Diagnostics

Diagnostics Full support
Topology Full support Level 2 is not supported
Reports Event Viewer only. Other reports display no

information

Level 3: Call monitoring

Diagnostics Full support -
Topology Full support
Real-time traffic | Slots, Slot Channels | Channels Channels
monitoring channels

Recognized traffic:

® Location - - - - Yes
= System Yes Yes Yes Yes Yes
= Voice Yes Yes Yes Yes Yes
= Data Yes Yes Yes Yes Yes
Call parsing Not supported
Reports:
RSSI Levels: GPS Yes Yes Yes Yes Yes
RSSI Levels: Map Yes Yes Yes (with (with TRBOnet PLUS
TRBOnet only)
PLUS only)
GPS Data - - - - -
Text Messages - - - - -
Charts All All All All All
TRBOnet Watch Page 9 of 145
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TRBOnet Watch IP Site ERDM Capacity Capacity Max
feature Connect Plus
Level 4: Call Parsing
Diagnostics Full support
Topology Full support
Reports All All All
Charts All All All
Real-time traffic | Slots, Slot Channels
monitoring channels
Recognized traffic:
= Registration Yes Yes Yes
= Telemetry Yes Yes Yes
= Text Yes Yes Yes
= | ocation Yes Yes Yes Level 4 is not supported
= System Yes Yes Yes
= Voice Yes Yes Yes
= User Yes Yes Yes
= Data Yes Yes Yes
= Option Board | Yes Yes Yes
Call parsing Yes Yes Yes
Listening to Yes Yes Yes
voice
transmitted on
the channel
(Mute button)

TRBOnet Watch
User Manual
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3.1

3.2

Installation and Upgrade

This section describes how to install, repair, uninstall, and upgrade your
TRBOnet Watch software to the higher version.

Installing TRBOnet Watch

Before you start installing TRBOnet Watch, make sure that your computer meets
the minimum hardware and software requirements. For more information, refer
to section 2.4, Hardware and Software Requirements (page 7).

To install TRBOnet Watch:

1. Double-click the TRBOnet.Watch_<version>.exe file to run the TRBOnet
Watch setup wizard. Click Next.

2. Accept the terms in the license agreement. Click Next.
3. Select the installation type:

= TRBOnet Watch Console and Server: Choose to install both the server
and client software on one computer.

= TRBOnet Watch Console: Choose to install only the client software on
the computer, for instance, on the dispatcher’s desktop.

4. Click Next.
5. Click Install, then click Finish to exit the setup wizard.

After the installation is finished, you need to specify several configuration
settings as described in section 4, TRBOnet Watch Server (page 13).

Repairing TRBOnet Watch

To repair the TRBOnet Watch installation:

1. Double-click the TRBOnet.Watch_<version>.exe file to run the TRBOnet
Watch setup wizard. Click Next.

2. Select the Repair option.
3. Click Repair, then click Finish to exit the setup wizard.

4. Run the TRBOnet Watch Server as a Windows service as described in
section 4.10, Installing and Starting the Service (page 25).

Except for the Windows service, the repaired installation keeps all configuration
settings unchanged.

TRBOnet Watch Page 11 of 145
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3.3

3.4

Uninstalling TRBOnet Watch

To uninstall TRBOnet Watch from your computer:

1. Double-click the TRBOnet.Watch_<version>.exe file to run the TRBOnet
Watch setup wizard. Click Next.

2. Select the Remove option.
3. Click Remove. TRBOnet Watch is removed from your desktop.
Note: Log files, configuration files, and folders are not removed from the disk

automatically. Uninstalling TRBOnet Watch does not affect the TRBOnet
Watch database.

Upgrading TRBOnet Watch

To upgrade TRBOnet Watch:

1. Uninstall the current version of TRBOnet Watch as described in section
3.3, Uninstalling TRBOnet Watch (page 12).

2. Install the TRBOnet Watch as described in section 3.1, Installing TRBOnet
Watch (page 11).

3. Launch the TRBOnet Watch Server.

The configuration settings of the uninstalled server are preserved in the
configuration file and are displayed in the TRBOnet Watch Server window
after the upgrade.

4. Run TRBOnet Watch Server as a Windows service as described in section
4.10, Installing and Starting the Service (page 25).

5. Click Database in the Configuration pane. Then click Upgrade Database
in the right pane.

TRBOnet Watch Page 12 of 145
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4 TRBOnet Watch Server
This section describes how to configure your TRBOnet Watch for radio network
monitoring and diagnostics.
4.1  Launching TRBOnet Watch Server
To launch the TRBOnet Watch Server, double-click the Watch Server icon on the
desktop, or click All Programs and then navigate to Neocom Software and
Watch Server on the Start menu.
When the TRBOnet Watch Server is launched for the first time, the main
configuration window appears.
Configuration General
Q -base Maintenance & Service
){ Data Types Status: Mot installed Install service
GNEtwnrk
/ Advanced Settings
lSysbems
i SHMP
Ef Mobile Gateways Database
B ticense 0L Server: (local)\SQLEXPRESS
Authorization: Windows Authorization
Database: TRECnetWatch - Test
Use TLS
& view log |\ Export Configuration
Set Defaults Apply Cancel
Figure 2: TRBOnet Watch Server - General
4.2 Managing the Software License
TRBOnet Watch contains a free trial license that allows you to evaluate the
product.
To use the product after the evaluation period, order a license from a reseller or
Neocom Software directly. Include the information about your current license in
the request. This can be done by opening the License tab, clicking Copy to
Clipboard, and inserting the copied details to the request.
To apply a new license:
1. Copy the new license file to a local folder. If this folder contains other
license files, delete them.
2. In the TRBOnet Watch Server window, select License in the
Configuration pane.
3. Click License Manager. The License Manager dialog box appears.
TRBOnNet Watch Page 13 of 145
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4. Click Next. Click the search button next to the License file field and
navigate to the license file.

5. Click Next, then click Finish.

4.3 Creating a TRBOnet Watch Database

Perform the following steps to create a TRBOnet Watch database.

Note: Before creating a database, make sure that an SQL Server application is
installed on your server or on a networked storage device. For the list of
SQL Server editions compatible with the current version of TRBOnet
Watch, refer to section 2.4, Hardware and Software Requirements (page

7).

To create a TRBOnet Watch database:

1. In the TRBOnet Watch Server window, select Database in the
Configuration pane.

2. Specify the following database connection properties:
Table 4: TRBOnet Watch Database connection properties

Property Description

SQL Server

The SQL Server. Select an instance from the list of the database
management systems found on your network.

Authorization

The authorization method. Select the preferred option:

= Windows Authorization: TRBOnet Watch will use your Windows
credentials to access the database. To use Windows
authorization, the Local System account must be granted MS
SQL Server administrator privileges. For details, refer to section
4.3.2, Configuring the Local System Account (page 16).

= SQL Server Authorization: TRBOnet Watch will use an MS SQL
Server user account to access the database. To use SQL Server
Authorization, the MS SQL Server user account must be granted
MS SQL Server administrator privileges.

Username

The MS SQL Server username. Required for SQL Server Authorization.

Password

The MS SQL Server user password. Required for SQL Server
Authorization.

TRBOnet Watch
User Manual
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Property ’ Description
Database The preferred database name. Follow the naming rules specific to the

selected SQL Server edition.
Type the new database name and click Create.
You can also use one of the following two options:

Click Create and import configuration to set up a new database
using an existing configuration file.

Click Create using current configuration to create a new database
using the configuration of the current database.

Note: This option may be useful if the database of
TRBOnNet Watch 4.0 reaches its maximum size and
you want to create a new database using the same
settings.

Use TLS Select this option to enable TLS encryption for database connections.

Trust server Select this option to skip certificate verification.
certificate

3. Configure how the TRBOnet Watch database will be maintained. For
details, refer to section 4.3.3, Configuring Database Maintenance (page

17).
Once the database connection is established, you will be able to configure server
param eters.
Configuration General
oEm Py
== Database Maintenance
-~ Data Types Status: Mot installed
9 Network.
X Advanced Settings
IR systems
4 SHMP
I Mobile Gateways = Database
5 License 0L Server: | Gocal)\sqLEPRESS -
Authorization: |Windows Authorization - ‘
Username: | ‘
Password: | ‘
Database: |TRBOnEt\"a’and1 v| ‘ Test ‘
[useTis by
Trust server certificate
B view log |3} Export Configuration
Set Defaults | | Apply ‘ | 0K | | Cancel ‘
Figure 3: TRBOnet Watch Server - Database created
TRBOnet Watch Page 15 of 145
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4.3.1 Updating TRBOnet Watch Database
To update a previously created TRBOnet Watch database:
e Click the arrow on the right of the Database box, and from the list, select
the Watch database, and click Test.
Note: If the test fails because of an incorrect database version, you
will be prompted to start the wizard to update the database to
the correct version (Fix with the wizard).
4.3.2 Configuring the Local System Account

If the TRBOnet Watch database connection uses Windows authentication, verify
that the list of MS SQL Server administrators includes the Local System account.
Otherwise, the following error message will be displayed when attempting to
connect to the database:
Cannot open the database requested by the login. The login failed. Login failed
for user 'NT AUTHORITY\SYSTEM'.
Privileges for the Local System account can be configured (granted) during or
after the MS SQL Server installation.
To grant administrator rights to Local System when installing MS SQL
Server:

1. Run MS SQL Server setup. Click Database Engine Configuration and
then the Server Configuration tab.

2. Under Specify SQL Server administrators, click Add.

3. In the Select Users or Groups window, click Advanced.

4. Click the Find button and select the LOCAL SERVICE account. Click OK to
add the user and close the window. The NT AUTHORITY\LOCAL
SERVICE(LOCAL SERVICE) user appears in the list of SQL Server
administrators.

5. Click Next and follow the prompts to finish setup.

To grant administrator rights to Local System after MS SQL Server
installation:

1. Launch MS SQL Server Management Studio.

2. In the Connect to Server dialog box, expand the Server name menu and
point the SQL Server instance on which the TRBOnet Watch database is
created. Click Connect.

TRBOnet Watch Page 16 of 145
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at Connect to Server “
Microsoft*
:gb SQL Server 2012
Database Engine
Server name: S0190N\SQLEXPRESS v
Athentication: SQL Server Authentication ]
Login: admin ]

=

["] Remember password

Password:

Connect Cancel Help Cptions =>

Figure 4: Connecting to the SQL Server instance

. In the Object Explorer pane, expand the SQL Server instance to which

you have just connected.

. Go to the Security node and select Logins.
. Under the Logins node, right-click NT AUTHORITY\SYSTEM and click

Properties.

. In the Login Properties window, click Server Roles in the left pane. Select

the sysadmin checkbox in the right pane.

Click OK to add sysadmin privileges to the selected user.

4.3.3 Configuring Database Maintenance

To prevent data loss and reduce the size of the TRBOnet Watch database,
reqularly create database backups and delete old data. You can do it at your
convenience (unscheduled), or you can schedule regular database maintenance.

To configure database maintenance:

¢ Inthe Configuration pane, select General > Database Maintenance.

Configuration Database Maintenance
L ¥ General
Database Maintenance Startup Type: #) Scheduled Once
)’- Data Types Time Range: Run every month -
0 Metwork . =
}' Advanced Settings Schedule: On day 1 .| at|00:00 2
! Systems

N sNMp

Ef Moabile Gateways

Enable Actions:

[ License | Back up database
Custom backup directory: C:'\ProgramData\eocom Sof ...
| Remove old data
Delete data older than 10 7| days
| Clear log
Clear log if its size exceeds 10 - |MB
| Switch the database to the simplified model of logging
Jp Run 2 Scheduler Log
Set Defaults Apply Cancel

Figure 5: Configuring database maintenance

TRBOnet Watch
User Manual
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In the Enabled Actions section of the right pane, enable the required options:

e Back up database
Select this option to back up the database to the default local folder.
To save the backup to a particular folder, select Custom backup
directory, click the Search button in the edit box, and select the
preferred folder.

e Remove old data
Select this option to remove old data from the database. Configure the
options:

= Delete data older than
For scheduled maintenance, specify the number of days to keep the
data.

= Delete data created before
For occasional maintenance, specify the date before which all data
should be cleared.

e Clearlog
Select this option to clear the transaction log. Configure the options:

= Clear log if its size exceeds
Specify the maximum allowed log size (in MB). If the threshold is
exceeded, the transaction log is cleared.

= Switch the database to the simplified model of logging
If your database uses the full transaction logging model, select this
option to switch to the simplified model in order to reduce the volume
of logged transactions.

If the database uses the simplified logging model, this option is
unavailable.

The database maintenance options are executed in the order they appear in the
Database Maintenance pane. If backup is enabled, the data is backed up and
then removed.

To schedule database maintenance:
1. In the right pane, click the Scheduled option.

2. On the Time Range menu, select to run database maintenance every
hour, day, week, or month.

3. Specify the day and/or time for maintenance to be started.
4. Select the actions to be executed.
5. Click Apply to save the changes.

To run database maintenance immediately:

1. In the right pane, click the Once option.

2. Select the actions to be executed.

TRBOnet Watch Page 18 of 145
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3. Click Run to start maintenance. The progress of the selected operations is
displayed in the Database Maintenance window.

When maintenance is complete, the Results area displays the maintenance log
record.

To view all records in the database maintenance log, click the Scheduler Log link
and click the Scheduler tab in the View log entries window.

4.4 Data Types

If your radio systems use protocols other than standard MOTOTRBO protocols
(ARS, Location, Text Messaging, and Telemetry), you can configure the
appropriate ports.

¢ Inthe Configuration pane, select General > Data Types.

Configuration Data Types
L} General
----- Database Maintenance | Protoca Part
Lo B 5
4 S | Registration 4005
0 Network
/f_ Advanced Settings /| Location 4001
BB systems 7| Text Messages 4007
s
wp SNMP | Telemetry 4008
B Mobile Gateways .
B3 License || Swift 4104
+|| Indoor K-TERM 3022
| Tallysman Sprite 4010
|| F55000 location 4004
|| G45 R5232 4004
Add Delete
Set Defaults Apply Cancel
Figure 6: Configuring data ports
* Protocol
From the list, select the protocol name.
= Port

Specify the port number that will be used for the selected protocol.

4.5 Network Parameters

Perform the following steps to configure IP communications between TRBOnet
Watch Server and TRBOnet Watch Consoles.

To specify the IP network settings:

e Inthe TRBOnet Watch Server window, select Network in the
Configuration pane.

TRBOnet Watch Page 19 of 145
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Configuration Network

Database Maintenance Command port: 4019

/": Data Types Performance Monitor port: | 4018
}'_ Advance ttings BB I 02 e
& Systems Encrypt network protocol

P ShmP
B Mobile Gateways

E License Reset administrator account

Set Defaults Apply Cancel

Figure 7: Configuring the Network settings
¢ Inthe Network pane, specify the following settings:

= Command Port
Specify the IP port for communications with TRBOnet Watch Console
(default value: 4019).

= Performance Monitor port
Specify the port that will be used to monitor computers with running
TRBONET Enterprise | PLUS software.

= Data ports
Specify the ports for transferring data.

* Encrypt network protocol
Select this option for TRBOnet Watch Server to communicate via
encrypted data with TRBOnet Watch Console.

= Reset administrator account
Click this button to reset the administrator's login and password to
their default values.

4.6 Advanced Settings

e Inthe TRBOnet Watch Server window, select Advanced Settings in the
Configuration pane.
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Configuration Advanced Settings
LF General

- Database Maintenance Language: English

e / Data Types Logging level: Warning
G Metwark
}'_ Advanced Settings
! Systems RSSI Range:
B SNMP Spedfy the minimum and maximum RSSI values (dBm). Values out of the
Bf]| Mobile Gateways range will be replaced by these values.
E License [l [

-130 | dBm & "2 dBm

+*| Enable extended diagnostics for SLR5000,/8000 and MTR.3000
Duration column format:

58.555

Set Defaults Apply Cancel

Figure 8: Advanced settings
Language
From the drop-down list, select one of the supported interface
languages.

Logging level

From the drop-down list, select the preferred level of detail in the
system log: Debug, Information, Warning (default), or Error. Use the
default Warning option unless you are requested by the technical
support team to select a different level.

Note: The TRBOnet Watch Server logs specific information that can
help the technical support team to investigate a customer
reported issue. The level of detail in the system log depends on
the Logging level settings.

The Debug level of detail is recorded to the TRBOnet Watch
database, which quickly increases the database size.

RSSI Range
Specify the minimum and maximum RSSI values (dBm). Values out of
the range will be replaced by these values.

Enable extended diagnostics for SLR5000/8000 and MTR3000
Select this option so that TRBOnet Watch will show the extended
diagnostic information about SLR/MTR repeaters in all monitored
systems. This information is displayed in additional fields on the
Health Monitor tab.

Duration column format
From the list, select the format used for displaying duration time.
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4.7

4.8

Systems

Radio systems are now managed through the TRBOnet Watch Console.

From the Channels tab, right-click the Watch Server in the left pane and select
Systems. See section 5.4, Radio Systems.

All radio systems will become available after the database has been updated to
the latest version.

SNMP Communication

The TRBOnet Watch Server includes the SNMP Agent module that sends
notifications and allows for polling tables with information about system
topology, current alarm status, and alarm history. For more information, refer
to Appendix B: SNMP Support (section B.2 MIB Objects, page 138).

You can optionally configure the TRBOnet Watch Server to send notifications to
a remote NMS using the SNMPv2 or SNMPv3 protocol. The SNMP Agent module
supports all security levels for SNMPv3: "no authentication and no privacy",
"authentication no privacy", and "authentication and privacy".

To configure a remote NMS for communication with the TRBOnet Watch SNMP
Agent, you need to load the MIB files to a remote NMS and configure it. The MIB
files are located at the following URL:

https://cdn.trbonet.com/download/tools/NeocomMIBs.zip

Note: To learn more about configuring an NMS, refer to Appendix B: SNMP
Support (page 137).

Next, you need to configure the SNMP Agent for sending notifications to the
NMS as further described in this topic.
To configure the SNMP Agent for communication with an NMS:

1. Inthe TRBOnet Watch Server window, click SNMP in the Configuration
pane. The SNMP pane loads the default SNMP communication settings.

2. Update the following settings where necessary:
Table 5: SNMP configuration settings
Setting ‘ Description ‘

System Parameters section:

Includes basic settings that will be visible in an NMS. Except sysObjectID, these settings
can be modified in NMS.

sysDescr Specify a description of the TRBOnet Watch solution.
Default: The full name and version of TRBOnet Watch.

sysObjectID TRBOnet Watch OID. Read-only.
Value: 1.3.6.1.4.1.40730.1.1.
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Setting ‘ Description ‘
sysContact Specify the contact information of the person or organization
responsible for solving SNMP Agent issues.
sysName The name of the SNMP Agent.
sysLocation The descriptive physical location of the SNMP Agent. Default:
"Default location".
Engine ID The identifier of the SNMP Agent. Specify the value that contains 10

to 64 hex characters, or use the default value.
Default: 80000AD0431AF108.

Note: If SNMPv3 is enabled, the Engine ID value must match the
appropriate setting in NMS.

SNMP Agent section:
Enable the SNMP Agent and configure the NMS connection.

Enabled Select to run the SNMP Agent.

SNMPv3 Only Select to use the SNMPv3 protocol for (encrypted if required)
communication between the remote NMS and TRBOnet Watch. The
SNMPv3 Agent will ignore all unauthorized requests, including
notification requests (if configured to do so).

Note: If you select this option, fill out the fields in the SNMPv3
User section and the Engine ID field.

Notification section:

Configure the SNMP Agent to notify the recipient about unauthorized connection
attempts.

SNMP Select to enable the SNMP Agent to send notifications.

Authentication Select to enable the SNMP Agent to send notifications in case of
unsuccessful authentication on the agent.

Note: This option also requires that the SNMPv3 Only option is
selected.

To The IPv4 address to which the SNMP Agent sends notifications. The
UDP port is 162.

Note: Click Test to send a test notification to the recipient.

Version The SNMP protocol version for sending notifications. Values:
SNMPv2, SNMPv3.

Note: If you select SNMPv3, fill out the fields in the SNMPv3 User
section.

SNMPv3 User section:
If SNMPv3 is enabled, specify the SNMP Agent user credentials.
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Setting ‘ Description ‘

User Specify the user of the SNMP Agent with the required security level
(noAuthNoPriv, authNoPriv, or authPriv).

Auth Password Specify the authentication password if required by the user’s
security level.

Privacy Password Specify the privacy password if required by the user’s security level.

Auth Protocol If the authentication password is used, specify the authentication
protocol. Values: None, MD5, SHA.

Privacy Protocol If the privacy password is used, specify the privacy protocol.
Values: None, DES, TripleDES, AES128, AES192, AES256.

4.9 Mobile Gateways
To enable connections of Mobile Client applications to TRBOnet Watch Server,
you must configure at least one dedicated gateway.
e Inthe Configuration pane, select Mobile Gateways.
e Inthe Mobile Gateways pane, select Enable Mobile Gateways.

e Inthe Configuration pane, under Mobile Gateways select
Mobile Gateway. Click the Add button.

e Inthe Mobile Gateway pane, specify the following parameters:

Configuration Mobile Gateway #1
L} General
----- Database Maintenance Name: Mobile Gateway #1
o /" Data Types Local Interface: 10.12.97.7 - ik
G Metwork
/’_ Advanced Settings Local Port: 5070 -
IR Systems Public Address/Domain: | 45.12,138.226
N sMp

I Mobile Gateways

...... I Mobile Gateway #1

E License
Set Defaults Apply Cancel
Figure 9: Mobile Gateway pane
= Name

Enter a name for the mobile gateway.

= Local Interface
Enter the IP address of the PC with TRBOnet Watch Server.
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= Local Port
Enter the local UDP port number for the Mobile service (5070, by
default).

= Public Address/Domain
This is the public IP address of your PC. Enter the Public Address if
your TRBOnet Server is behind a router. To detect the public address,
click the ellipsis (...) button.

Public IP Address *

Detect public IP Address over STUN server

STUN Server: stun.ekiga.net

Port: 3478

IP Address detected: 45.12.138.226

: Detect QK Cancel

Figure 10: Public IP Address

e STUN Server
From the drop-down list, select the STUN Server.

e Detect
Click this button to detect your public IP address.

4.10 Installing and Starting the Service
TRBOnet Watch runs as a Windows service and this is a mandatory configuration
step.
To run the TRBOnet Watch Server as a Windows service:
1. In the Configuration pane, select General.

2. Click Install Service in the Service pane.
As a result, the Windows service will be created.
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Configuration General

a & service

Database Maintenance

X Data Types Status: Not installed Install ruioe

G Network

X Advanced Settings

IR systems

M SNMP

I Mobile Gateways Database

5 License SQL Server: | focal) \sQLEXPRESS -]
Authorization: | Windows Authorization - |
Username: | |
Password: | |
Database: |TREOnEtWatch - ‘ Test
[JuseTLs

Trust server certificate
& view log |, Export Configuration
Set Defaults | | Apply | | O | | Cancel

Figure 11: Service not installed

3. Click the Start service link.

Configuration General

Q General e Service

Database Maintenance

X Data Types Status: o Stopped Urinstall service

G Network Start service

X Advanced Settings \Vf’ Save changes and restart servic:

! Systems

S SNmp

Ef Mobie Gateways Database

53 ucense SGL Server: | focal) \sQLEXPRESS -
Authorization: |Windows Authorization - |
Username: | |
Password: | |
Database: |TREOnet\"a’ahd1 - | Test
[Jusens

Trust server certificate

|2 view log | Exoort Confiquration

| Set Defaults | | Apply | | QK | | Cancel |

Figure 12: Service not started

Once the Windows service is started, you won't be able to configure server
parameters until the service is stopped.
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Configuration
{3 General
iz Database Maintenance

0 Metwork

/’_ Advanced Settings
IR Systems

i SNMP

I Mobile Gateways

E License

Set Defaults

General
& Service
Status: o Running
Stop service

. Save changes and restart service

Database
SQL Server:
Authorization:
Username:
Password:
Database:
Use TLS

Trust server certificate

& View log

(local)\SQLEXPRESS

Windows Authorization

TREOnetWatch

| Export Confiquration

Apply

Figure 13: Service started

Uninstall service

oK

Test

Cancel

The following links and buttons and commands are available in the General

pane:

e Stop

Click to stop the Windows service.

e Uninstall service
Click to remove the service.

e View log
Click this link to open the TRBOnet Watch Server system log in the View
log entries dialog box. The log may be requested by our technical
support team, should the customer report any TRBOnet Watch issue.

e Export Configuration
Click to export the server configuration to a .config file.

TRBOnet Watch
User Manual

Page 27 of 145



neocom
software

5 TRBOnet Watch Console

This section describes how to configure, manage, and use the TRBOnet Watch
Console for monitoring different system types, building analytics and reports,
and diagnostics.

5.1 Connecting to TRBOnet Watch Server
When you launch the TRBOnet Watch Console for the first time, the dialog box

appears.
X
TRBOnet Watch
Connection
Server address  127.0.0.1
Port 4019
Server name  Watch Server
Authentication
Type
User name  admin
Password |essss
Remember password @D
Autoconnect @D
Figure 14: The Connect to Server dialog box
Connection

= Server address
The IP address of the TRBOnet Watch Server you are connecting to.
Select this address from the drop-down list or type it in manually.

*= Port
Enter the local port of the TRBOnet Watch Server PC to accept
connections from the TRBOnet Watch Console.

Note: This is the Command Port parameter of TRBOnet Watch Server
configured in section 4.5, Network Parameters (page 19).

= Server name
Enter a name for the server that will be displayed in the TRBOnet
Watch Console.

Authentication

= User name
Enter the User Name registered in the TRBOnet Watch Console Users
list.
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= Password
Enter the User Password.

Note: The default Administrator credentials are admin for the user
name and admin for the password.

= Remember password
Select this option to have the Dispatch Console application remember
your password.

= Autoconnect
Select this option to launch the Dispatch Console application without
having to type the User Name and Password every time. Use this
option if you regularly connect to the same TRBOnet Server and your
workstation is in a secure location.

e Once you have completed the required fields, click Connect.

5.2 Main Window Overview

=

- - o x
= TRBOnet Watch Dashboard [GIENGESMM Health Monitor ~ Topology ~ Map  Incident Management  Reports ¢ @ 15:54
4] sort ~ = = Senders - Session Types  ~
Show last 1 min S min 10min 15 min 1 hour
——
Q Recipients  ~ Misc. Options  ~
v & O waen server Linked Capacity Plus #1\ Peer 64250\ Slot 2 % busy per 5 min 50 | |
» @ connections MRegistration MTelemetry | Text W Location MISystem /Undetermined data
v v B Linked Capacty Plus #1 B o HRcM EVoice MOption Board aam | 1 Pee 642500t 2 Peer 64250\Slot 1 Peer 640\lot 2 Peer 640\Slot 1
v B peertio ] 0% 0% Offline Offline
v @ peer13s 0
43 e
- Ei Peer 430 © 0 Peer 2.21\slot 2 Peer 2.21\slot 1 Peer 1.13\Slot 2 Peer 1.13\Slot 1
» v [ peercao ® o% 0% Offline Offiine
» v ) peer6a2s0 80
v
> v s 100 | oeer 1.11\slot 2 Peer 1.115lot 1
> a €2 sice2 20 offline offline
@ swift IP Gateway #1
pt 4 3 2 1 min
v [ TReONet enterprise | PLUS #1
11 Pause & Reload | Y Filter ') Restore Defaults %% || BB Legend | = Group Record 0 of 0
Session Type Session Subtype  StartTime Duration (sssss)  Sender Sender Alias Recipient RecipientAlias  System Site
No activity
B, Connected | admin | B Licensed to: demo Tasks(0) »  Version: 4.3.0911

Figure 15: Main window overview
In the upper bar of the main window, you see the following tabs:
e Dashboard
e Channels
e Health Monitor

e Topology
e Map
e Incident Management

e Reports

e Radio Systems
*Appears if you are in the mode of adding/editing radio systems
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5.2.1 Moving/Hiding Tabs

If you right-click on a tab, the context menu will appear, allowing you to do the
following:

Move tab to new window
Select this item to move the tab to a new window.

Move tab to main window
Select this item to return the tab to the main window.

Move tab to another window
Select this item to move the tab to an existing window.

Move all tabs to main window
Select this item to return all tabs to the main window.

Hide tab
Select this item to hide the tab.

Restore hidden tabs
Select this item to restore all hidden tabs.

Note: You can perform some of the above actions just by dragging

and dropping tabs.
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5.3 Console Settings

This section describes how to set up the TRBOnet Watch Console.

e Click the Menu button ( = ) in the upper-left corner of the main window.

e On the slide-out menu, click Settings.
As a result, the Settings window will appear.

| settings o x

= Language

* General 1l Language English

[ maps Output Device Default Audio Device

Figure 16: The Console Settings window

5.3.1 Changing the Language

You can configure the TRBOnet Watch Console to display all labels and messages
in one of the supported languages.

To select a different language for the console:

¢ In the Settings window, in the General tab, from the drop-down list,
select the preferred language.

5.3.2 Selecting the Output Device
¢ In the Settings window, in the General tab, from the drop-down list,
select the output device for playing the sound.

5.3.3 Configuring the Maps

¢ Inthe Settings window, select the Maps tab.

e To add a map, in the Maps pane, click the Add button.
Or, click the Edit button to edit the selected map.
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w
=
]
|
o
x

+ Add 2 Edit

Map type Description
MAPNIK

Close

Figure 17: Console settings - Maps

In the Add map (or, Edit map) window that opens, enter the following
information:

Add map x

General Advanced settings

Name: Map 1

Description:

Map

Map Type: MAPNIK ~

Cache Folder: CaUsersw.kulinichev\AppData\Local\Microsoft\windows\INetCache Change

Update Mode: Don't update (use cache) Forced update Scheduled

Scheduled interval 30 days

n Cancel

Figure 18: Maps - General tab

Name
Enter a name for the map.

Description

Enter a description for the map.

Map Type

From the drop-down list, select the map type. For available map types,
refer to section 5.3.2.1, Supported Map Types.

Map API Key
Enter the API key for the selected map type.

Note: To obtain the API key, click the API Key info link on the right
and follow the instructions.

Cache folder
Click the ellipsis (...) button and locate the folder on the PC where you
want to store map data.
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= Update Mode
Select the mode for updating the map tiles stored in the specified
Cache folder ('Don't update', 'Forced update’, or 'Scheduled’).

¢ Click the Advanced settings tab.

Add map X

General Advanced settings
L ——

Icon Size

P
a s\ g 2
Reyal lire attl =
!
* . QG : oo & 2)
attl (.
9
Block % L i Same si % Bhy: P
o | . ©
Device icons Groupi

Cancel

Figure 19: Maps - Advanced Settings tab

= In this tab, you can select what to show on the map by turning on the
appropriate toggle switches.

5.3.3.1 Supported Map Types

e MAPNIK - free online map. For more details on OpenStreetMaps, visit the
official the website: https://www.openstreetmap.org/

e Thunderforest - commercial online maps. Visit
https://www.thunderforest.com/docs/apikeys/ to get a key.

e Microsoft BING - commercial maps from Microsoft. Includes
BING_ROAD, BING_AREA, and BING_HYBRID subtypes. A user may use
BING maps for 90 days and then they must get a Basic Key. Visit
https://msdn.microsoft.com/en-us/library/ff428642.aspx to get a Basic
Key.

e Google Maps - online mapping service from Google. Visit
https://developers.google.com/maps/documentation/javascript/get-api-
key#key to get a key.

e Custom Maps - online mapping services such as TRBOnet Map Server,
WMS and WMTS services. For more details, refer to TRBOnet Map Server
User Guide. For more details on the WMS/WMTS services, visit
https://www.opengeospatial.org/standards/wms/introduction.
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5.3.4 Viewing the License Information

To see the current license permissions in the TRBOnet Watch Console

e Click the Menu button ( = ) in the upper-left corner of the main window.

e On the slide-out menu, click License.
As a result, the Help window opens with the License tab selected.

Help x

ABOUT  LICENSE  CONTACT US

Figure 20: License

5.3.5 Color Themes
To switch between the dark/light themes, and then back to the gray theme:

¢ Click the Change theme icon ( L ) on the right side of the title bar.

When clicked, the icon will be successively changed to I, &, and back
QED

to

5.4 Radio Systems

Radio systems are now configured in TRBOnet Watch Console.

¢ Inthe left pane, click the ellipsis button on the right of the Watch Server
item, and from the context menu select Radio Systems.

Or, click the = icon on the left pane's toolbar.

= TRBOnet Watch Dashboard

4| sort ~ ke S & = Senders -

Q Recipients  ~

v & [ watch server - @ Linked Capacity Plus #1\
» @ connections gistration M Te
v v T Linked Capacity Plus #1 M Hvoice BC

¥ Disconnect

< & Peer 110
¥ &P Peer135
¥ & Peer 430

»
»

»

» v &P Peer 540 4 Maintenance mode
| 7 (:;\ Peer 64250 2 settings

> @ [.j Site i Radio Systems

» v B site2 \_F

@ SwiftIP Gateway #1 I—a

¢ [ TREONet Enterprise | PLUS #1

[ Legout

Figure 21: Watch Server - Radio Systems
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5.4.1 MOTOTRBO IPSC, CP, LCP, and ERDM

In the right pane (under the Radio Systems tab), click one of the following links:

e Add IP Site Connect

e Add Extended Range Direct Mode
e Add Capacity Plus

e Add Linked Capacity Plus

= TRBOnetWatch & D.. C. Heo T Me  Ine. R ® ¢ ® 1102 -nx

EEC

ﬁ Watch Server £ Settings

S

B Connected | admin | B Licensed to: demo Tasks (0) ~  Version: 4.3.0.914

Figure 22: Adding MOTOTRBO systems
5.4.1.1 General Settings
In the General section, specify the following parameters:
Table 6: MOTOTRBO General settings

Property Description ‘

System Name The name of the system that uses the master repeater. The system
name will be displayed in the TRBOnet Watch Console.

Valid characters: spaces, alphanumeric and special characters.

TRBOnet Peer ID The peer ID of the TRBOnet Watch Server in the system. Range: 1
to 16777215. Range for LCP and Capacity Plus: 1-65535. Default:
200.

This value must be unique among the repeaters and software
agents in the radio system.

TRBOnet Local Port The IP port of the TRBOnet Watch Server used for connection with
a radio network. Use a unique port for each master repeater in the
system.

SNMP ID Any value within the valid range used to generate the repeater’s

physical index. Valid range: 1 to 127.

Move the mouse cursor over the SNMP ID label to see the
generated physical index stored in the physical entity table (object
entPhysicalTable) of the SNMP Agent.

To learn more about SNMP communication with TRBOnet Watch,
refer to Appendix B: SNMP Support (page 137).
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Property Description ‘

Master Peer subsection

Master IP Address The static IP address of the master repeater. Default:
192.168.0.100.

Master UDP Port The UDP port of the master repeater. Range: 1024 to 65535.
Default: 50000.

Authentication Key The private key value of the master repeater as specified in the
repeater’s configuration. Valid characters: 0-9 and A-F. Max length:
40 characters. Leave this field blank if the repeater authentication

is disabled.
System Type Displays the topology of a MOTOTRBO system.
Connection Select the level of monitoring in the system. Choosing a low level

helps reduce traffic and the database volume.
Options:
= Level 1: Link Establishment: Select to monitor the IP
connections in the system.
= Level 2: Diagnostics: Select to monitor the IP and RDAC
connections in the system.
= Level 3: Call Monitoring: Select to monitor the IP and RDAC
connections in the system and non-parsed traffic in the
channels.
= Level 4: Call Parsing: Select to leverage the full-featured
monitoring in the system.

For details, refer to section 2.7, System Monitoring Levels (page 8).

e Click Test to check the IP connection to the master repeater. The result
appears in a popup window. If successful, the firmware version and serial
number are displayed. Click Close to close the popup window.

Adding Peers

Indicate all system peers that you may need to include in reports and charts.
Peers added on this tab can be selected as filter settings in the Reports tab. For
details, refer to section 5.12, Reports (page 99).

To add system peers:

¢ Click the Load Peers from Repeater link in the right pane to
automatically find all system peers, including all connected software
peers.

e Click the Add Peer link to add a new peer to the list.
Edit the Peer ID and Alias, if necessary.

5.4.1.2 Privacy Settings

In the Privacy section, specify the following parameters:
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Table 7: Privacy settings of the MOTOTRBO repeater

Property Description

Privacy Type The type of privacy as specified in the repeater configuration.
Options:

= None: Privacy is disabled.

= Basic: Basic Privacy (utilizes a Motorola proprietary non-
cryptographic algorithm to encrypt and protect voice and
data).

®= Enhanced: Enhanced Privacy (utilizes a cryptographic
algorithm to encrypt and protect voice and data).

Basic Privacy Key ID Applies to Basic Privacy only. The privacy key specified in the
repeater configuration. Valid range: 1 to 255.

Enhanced Algorithm Applies to Enhanced Privacy only. The encryption algorithm
specified in the repeater configuration. Options: ARC4, DES, AES

128, AES 256.
Enhanced Privacy The Enhanced Privacy keys specified in the repeater
Keys configuration. Applies to Enhanced Privacy only.

Click the + New key button and add up to 16 Enhanced Privacy
keys. Each key appears in the table with the following
properties:

= ID: A unique index key within the range of 1 to 255.

= Key Name: A unique 16-character alias of the encryption
key ID.

= Key Value: The encryption value that maps the key ID.
Range: 1 to FFFFFFFFFE.

5.4.1.3 Data Storage

By default, the TRBOnet Watch Console stores traffic from all monitored radio
channels in the database.

In order to save storage space, you can set up filtering rules. Using the filter,
select the type of data that will be added to the database. The filtering rules allow
you to define:

» Groups and radios whose activity needs to be monitored.

* Groups and radios whose activity should be added to the database.

=  Whether the All Calls log should be displayed in the console.

» Whether repeater control messages should be stored in the database.

To configure monitoring and data storage in a system:

In the Data Storage section, specify the following parameters:
e Select the required tab and adjust the settings as follows:
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Table 8: Call filtering and data storage settings of the MOTOTRBO repeater

Tab name Instructions

Group Call/ On each tab, do any of the following:

Private Call = Select Enable Group call filter to enable filtering. Then add filtering
rules for the selected type of calls as described in section Creating Rules
(page 38).

All call Configure monitoring and data storage of All Call calls.

= Show All Call in console: Select to display All Calls in the console.
= Store Voice All Call: Select to store All Call voice data.

Advanced Configure storage of repeater call monitoring (RCM) messages.

= Allow Sync Undetect messages

= Store RCM messages: Select to store the RCM messages in the
database. Enable this option to show RCM data for the given system in
the Channels tab and in charts and reports.

= All channels busy threshold
Enter the time interval, in seconds, that will be used as a threshold for
channel busy level.

Creating Rules
To add filtering rules for group calls or private calls:

e inthe Data Storage section, click the Group call or Private call tab,
respectively.
Data Storage

Group call  Private cal All ca Advanced
—

Enable Group call filter: D
GROUP ID RANGE + Add range ~ £ Edit
Enable Range Show in console Store voice Store data
L O] all groups (*) @ @ «©
GROUP ID RANGE: 1 - 254 .3 sabled Enabled

Show in Console
Store Voice
Store Data

Figure 23: Filtering rules for group calls
Filtering is enabled if the Enable Group call filtering option is selected. By
default, the selected tab shows the default rule. The title of this rule indicates the
range of group IDs (all groups) or radio IDs (all radios) covered by this rule.
If necessary, create custom rules for smaller ranges or for individual IDs and set
options for each ID or range.
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To create a new rule:

1.

Click Add Range. On the Group Call tab, click Specified Group or Group
Range to filter calls made in a particular talk group or a in group range,
respectively. On the Private Call tab, click Specified Radio or Radio
Range to filter calls initiated by a particular radio or a radio range.

. In the popup dialog box, specify the group ID or the radio ID, or the first

and last ID in the range. Click OK.
Table 9: Number ranges allowed in MOTOTRBO system types

System Group range Radio range

IP Site Connect, Extended 1-16,776,415 1-16,777,215
Range Direct Mode

Capacity Plus, LCP 1-254 1-65,535

. Enable or disable options in the rule. These options apply to a call if the

calling number matches the number or range specified in the rule:

= Show in Console: If enabled (selected), the call is displayed in the
console.

= Store Data: If enabled, the data call is stored in the database.

The storage options are available only when the Show in Console option
is enabled.

. Set the priority of the rule by using the arrow keys. The top entry in the

list has the higher priority.

At runtime, when a group call or a private call is initiated in the system, the
filtering rules for this call type are checked one after another in the order
they follow on the respective tab. If the calling ID matches a rule, this rule
is applied and the rules with lower priority are not checked. If the calling ID
does not match a rule in the list, the default rule will be applied. The default
rule always takes the last position in the list and cannot be moved.

Note: If some rules have overlapping ranges, set their priority as described in

section Ordering Rules with Overlapping Ranges (page 40).

To edit the rules, do the following:

Click Edit to modify the rule.
Click Delete to delete the rule.

Clear the checkbox to disable the rule. Disabled rules are ignored at
runtime.

The default rule (all groups or all radios) cannot be removed or disabled.
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5.4.2

Ordering Rules with Overlapping Ranges

The order of rules on the tab is important if the rule ranges overlap. For instance,
you need to monitor group calls in the IP Site Connect system as follows:

¢ Inthe range of 5,000,000 to 10,000,000 you need to store data
¢ Inthe range of 8,000,000 to 11,000,000 you need to store voice
e For the remaining numbers, you do not monitor calls

You need to create the following rules:
Data Storage

Group call  Private ca All ca Advanced
—

Enable Group call filter: ‘D
GROUP ID RANGE + Add range ~ _" Edit '@ Delete A~

Enable Range Show in console Store voice Store data

groups 8000000-11000000

o] oo

GROUP ID RANGE: 1 - 16776415 W Disabled Enabled

Figure 24: Ordering rules with overlapping ranges

In this example, ranges 5,000,000 - 10,000,000 and 8,000,000 - 11,000,000
overlap. Calls in the range of 8,000,000 - 10,000,000 will be handled as specified
in the rule that works first. If you stay with the above rule order, data will be
stored in this range. If you move the rule "groups 8000000-11000000" to the top
position, voice will be stored.

The color band below the rules visualizes the expected effect of the rule options.
Options appear in the color band as three horizontal-colored stripes:
Show in Console, Store Voice, and Store Data. The length of each stripe
stretches from group 1 (left) to the maximum possible ID in the system. In case
of private calls, the horizontal axis shows radio IDs from 1 (left) to the maximum
possible ID. Rules break the horizontal axis into ranges. Within each range, the
color stripes are green or red, depending on the status of the respective rule
option - enabled or disabled. If you move the mouse cursor over the colored
stripe, the tip shows the range of IDs where the option applies.

MOTOTRBO Capacity Max

To monitor a Capacity Max system, you need to add the system, all RF sites, and
Trunk Controllers in TRBOnet Watch. Registering other system components,
such as Data Gateways and VRC Gateways, is optional.

Note that once you have added/changed Capacity Max components in TRBOnet
Watch, you must specify the IP address/UDP Port of the TRBOnet Watch Server
in Call Monitor Application 1 IP/UDP Port settings and rewrite the
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configuration (Trunking Controller, VRC Gateway, RF Site and Peers) in
Motorola's RM Software.

5.4.2.1 TRBOnet Watch
To add a Capacity Max:

e Intheright pane, click Add Capacity Max.

@ Capacity Max #1 [ save changes and restart server Disable system [ RemoveSystem @) SetDefaults

General

System Name Capacity Max #1

Listening local UDP port

Status control for system components using ICMP ping:

TRBOnNet Bridge

TREOnet Server

System

Link Status Empty

Figure 25: Adding Capacity Max

¢ Inthe General section, specify the following parameters:

Table 10: Capacity Max IP connection settings

Property Description

System Name The name of the Capacity Max system to be displayed in
the TRBOnet Watch Console. Valid characters: spaces,
alphanumeric and special characters.

Listening local UDP port The UDP port of the TRBOnet Watch Server host for
listening to the Capacity Max system. This setting must
match the Call Monitor Application 1 UDP Port setting
in the Radio Management tool.

Status control for system
components using ICMP ping

Main items If this option is selected, the system components will be
periodically pinged to check their status.

Redundant items If this option is selected (available only if the above
option is selected), the redundancy system components
will also be pinged to check their status.

Status control interval Specify the ping interval, in seconds

e Add Trunking Controller, Data Gateway, and VRC Gateway components.
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e Add all RF sites as described in section RF Site (page 46).

Trunking Controller
Perform the following steps to add a Trunking Controller:
¢ Inthe right pane, click the Add Trunking Controller link.

[®) savechangesand restart server  Mf§ Test Connection Disable system il Remove

ﬁ Trunking Controller 250

General

Name Trunking Controller 250

site ID

IP address Test

Service port

Local port

@ Add Trunking Controller

Figure 26: Adding Trunking Controller
¢ Inthe General section, specify the following properties:

Table 11: Trunking Controller connection settings

Property ‘ Description
Name The name of the Trunking Controller to be displayed in the TRBOnet Watch
Console.
Site ID Enter the ID of a non-existing site (for example, 250 if it has not yet been
assigned to another site).
IP address The IP address of the Trunking Controller as specified in the Capacity Max

system configuration (Figure 35).

Service port

Specify the service port number (50015, by default).

Local port

Specify the local port number (0 means any free port).

Data Gateway

Perform the following steps to add a Data Gateway:

¢ Inthe right pane, click the Add Data Gateway link.

% Data Gateway 257 [B) save changes and restart server

8B Test Connection Disable system  fij Remove

General

Name Data Gateway 257

Site ID

1P address 17221424

Service port

Figure 27: Adding Data Gateway

¢ Inthe General section, specify the following properties:
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Table 12: Data Gateway connection properties

Property Description

Name A user-friendly name of the Data Gateway to be displayed in the TRBOnet
Watch Console. Valid characters: spaces, alphanumeric and special
characters.

Site ID The site ID on which the Data Gateway is deployed. Enter the site ID
specified in the Capacity Max system configuration.

Note: Open the Capacity Max configuration on any system repeater as
described in section RF Site (page 46).
IP address The IP address of the host on which the MNIS Data Gateway is installed.
Service port Specify the service port number (55000, by default).

VRC Gateway

Perform the following steps to add a VRC Gateway:
e Inthe right pane, click the Add VRC Gateway link.

D VRC Gateway 256 [B) savechanges and restartserver [} Test Caonnection Disable system  fif Remove

General

Name VRC Gateway 256

Site ID

1P address 172.21.04 Test

Senvice port 56000

Local port

Encryption

@ 2dd VRC Gatewa

Figure 28: Adding VRC Gateway

¢ In the General section, specify the following properties:

Table 13: VRC Gateway connection properties

Property Description ‘
Name A user-friendly name of the VRC Gateway to be displayed in the TRBOnet
Watch Console. Valid characters: spaces, alphanumeric and special
characters.
Site ID The site ID on which the VRC Gateway is deployed. Enter the site ID specified

in the Capacity Max system configuration.

Note: Open the Capacity Max configuration on any system repeater as
described in section RF Site (page 46).

IP

The IP address of the VRC Controller as specified in the Capacity Max system
configuration (Figure 36).

Service port

Specify the service port number (56000, by default).

Local port

Specify the local port number (0 means any free port).
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Property Description
Encryption Select this option to enable encryption on the VRC Gateway.
RF Site

Perform the following steps to add an RF Site and peers:
e Inthe right pane, click the Add RF Site link.

&3 RFsite: B) sovechangesond restartsenver ] Remove

General

Name RF Site: 1

Site ID

Base P 172.16.1.0

Gateway IP 172.16.1.20

©
S

Figure 29: Adding RF Site
¢ Inthe General section, specify the following RF Site connection

properties:
Table 14: RF site connection settings
Property ‘ Description ‘
Name A user-friendly name of the RF site to be displayed in the TRBOnet Watch
Console. Valid characters: spaces, alphanumeric and special characters.
Site ID The site ID. This setting must match the Site ID value in the Radio
Management tool (Figure 34).
Base IP The base IP address of the RF site. This setting must match the Base IP value
in the Radio Management tool (Figure 34).
Gateway IP The IP address for the site router. This setting must match the Gateway IP
value in the Radio Management tool (Figure 34).

e C(Click the Add Peer link.

&> Peeri.1 [0 Sesrmrrerletrsme [ Bemms

General

Name

Site ID

Device ID

1P address 172.16.1.24

G g pee

Figure 30: Adding Peers to RF Site

e Inthe General section, add information for the repeater belonging to the
RF site. To edit the properties of the peer, click the respective field and
type the required value.
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5.4.2.2 Motorola’s RM Software

To register a Capacity Max system, you need to open the system configuration

in Motorola’'s Radio Management (RM) software.

To open the Capacity Max configuration:
1. Launch the Radio Management software. Click Radios.

| Radio Management =1 1= -
[ Actions ] [ Scheduler ] 1 _|- Radios Systems Jobs ]
Radio View
==
Show Details... Analyze Schedule Job...
All 3
Serial Number Radio Alias Configuration Group Modified Model Number Firmware
87 1TRREG04 MAX_170indoor SU indoor None ~ W m = m m m ® H56RONOVATAN  ROZ07.000
E7ITQVESS2 MAX_120 su None ~ ® m m = = m ®m H55RONIKATAN  ROZ07.00.0
ETITQVES TS MAX_122 su None ~ = = = = = = = H56R0NIKATAN  ROZO7.00.0
E7ITQVESSS MAX_123 su None ~ = m m m m m ®m S55R0NMIKATAN  ROZO7.00.0
S7ITQVES43 MAX_35521 s None ~ = m m m m = = H5FRONIKATAN  RO2.07.00.0
87 1TRREE99 MAX_56Tindaor SU indoor None ¥ m m m m m m ®m H55RONVATAN ROZ.07.00.0
MXQ6320086 CMSS_Redundency None ¥ = = m ®m ®m ® = SOMOTSUMOZETA N/A
2 b CZBR20GWQR CMSS_Serv None v = = = = = = = SQMOTSUMOZ2IA NA
DATAGWCFZT  DATAGW None ~ = = = = = = = MjY NA
478IRS 1196 SLR_S1R1 SIRI T None ~ = m m m m m = RIJQCCGANQIAN ROZO7.00.0
Figure 31: Opening the Capacity Max system configuration
2. In the list, click the arrow in front of the entry with the CMSS
configuration.
3. Click the Edit Configuration button.
@ | Radio Management == -
‘: Scheduler | [ Radios Systems Jobs J

Configuration View » CMSS » Capacity Max Systems » CMSS System v.2

v [5 Configuration: CMSS
§ Device Information: CZI5320GWQ

v M Capacity Max Features
[«d] Capacity Max Systems: CMSS System v.2-Lc

[e2] Capacity Max Site Selection: v2 VoiceGatew

General  Authentication  Timers  Capacity Max Sites

User Name Verification Application

~ General

Save As

Adjacent Sites

Close

Site Announcement

ﬂ CMSS Network: Network-1801-Load5(1)

» Il MNis

System Name

| CMSS System v.2

System Type | Capacity Max Advantage
Metwork Model | Small
NetworklD 123
Individual Voice Call Type | FOACSU
Call Queve Enable  [+]
Max Infrastructure Voice Interrupt Attempts | 3
Max Preemption Interrupt Attempts | 6
Primary Trunking Controller [P | 172.20.36.1
Primary Trunking Controller UDP Port | 50000
Call Monitor Application 1IP ‘ 172.20.37.72
Call Monitor Application 1 UDP Port | 51112

Figure 32: Opening the general settings of the Capacity Max system

4. In the left pane, expand Capacity Max Features and click Capacity Max

Systems.
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For your TRBOnet Watch to receive traffic from the Capacity Max system, the Call
Monitor Application 1 IP setting must specify the IP address of the TRBOnet
Watch Server.

RF Site

To register all RF sites from your Capacity Max system, use Radio Management
to open the system configuration for all the any repeaters registered in that
system to view the information about those repeaters.
To open the Capacity Max configuration for a repeater:
1. Launch the Radio Management software. Click Radios (Figure 33, step 1).
2. In the right panel, click the arrow in front of an entry with the repeater
configuration (Figure 33, step 2). Make sure that the entire line is selected.
3. Click the Edit Configuration button (Figure 33, step 3).
@ | Radio Management =-|0 -
1 =t Radios Systems Jobs ]

Radio View

x| [0 a] 37 | d

Serial Number Radio Alias Configuration Group Modified Model Number Firmware Version Radio ID
87 1TRRE904 MAX_170indoor SU indoor Nene ~ ® = = = = m ® H55RDNIVAIAN  ROZ07.00.0001 170
871TQVEE32 MAX_120 St None ¥~ m m m m m = = H55RONOKAIAN  RO207.00.0001 120
E7TTQVEG TS MAX_122 SU Nene ~ ® = = m = m ® H55RDNIKATAN  RO207.00.0001 122
871TQVEES3 MAX_123 su None ~ = m m m m m = H55RDNIKAIAN  RO207.00.0001 123
ETITQVEE43 MAX_35521 St None ~ = m m m m = = H56RONGKAIAN  RO2407.00.0001 35521
8r1TRRE893 MAX_567indoor SU ingoor None ~ ® = m m = m ® H56RONSVAIAN  ROZ07.00.0001 567
MXQE320086 CMSS_Redundency CMSS_Red None ~ = m m m m m ®m SOMOISUMOZEIA NA NA
CZI53206WQ CMSS_Serv CMSS Nene ~ ®m m = m = m B SOMOISUMOZEIA NA N
DATAGWCF21  DATA_GW DATA MNone ~ = = = m m = = ANY NA NA

2 m—) 478IRSTIS6 SLR_S1R1 SIRTT None ~ = = m m m = = J/0QCGANQIAN R0207.00.03 30
478IRUOTI3 SLR_SZRZ SLR2.2 Nene ~ ™ = = = = m = FOOQCCGANQIAN  RO207.00.03 60

Figure 33: Opening the Capacity Max configuration for a repeater

4. In the left pane, expand Capacity Max Features and click Capacity Max
Systems (Figure 34, step 1).

5. In the right pane, click Capacity Max Sites (Figure 34, step 2).

| @) Radio Management == -
Radics System Job
¥ SLR1T » Capacity Max Systems b CMSS System v2
Save As Cl
v 11
tion: 478IRS1196 General  DataRevert  Authentication  Timers  Channel Plan Lists  Capacity Max Sites

> M General

v T Capacity Max Features 2 1
1 ——Ff Capacity Max Systems: CMSS System v2-Lc 1 items found (0 currently selected).

» [l Zone/Channel Assignment

Capacity Max Sites

Capacity Max Sites
#]:1/]0]
£ SetName Site Name. Site ID Site Type Channel Plan  Base IP Base UDP Port | Gateway IP Gateway Netrr

> Capac\'tyMaxS\te'W801—Lnad5[‘|)|RF Site 1 7 I RF Site v2.Channels 17216360 .16.36. 2352552550
CapacityMaxSite-1 BOZ-LDadS[Z)IRF Site 2 9 I RF Site v2.Channels 172.16.37.0 65000 |172 163720 255.255.255.0

CapacityMaxSite-1803-Load5(3) VG Site 21 21 Gateway Site 17220360 65000

CapacityMaxSite-1804-Load5(4) DG Site 31 31 Gateway Site 172.2037.0 65000

Figure 34: Opening the system sites
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Register the repeater information in TRBOnet Watch for all RF sites that are
displayed in the Capacity Max Sites list.

Trunking Controller

Perform the following steps to register a Trunking Controller:

1. Open the Capacity Max system configuration as described in section
5.4.2.2, Motorola’s RM Software (page 45).

| Radio Management = [a=
i [ Scheduler | Radios System: Jobs
onfi w * CMSS b Capacity Max Systems # CMSS System v.2
Save A: Cl
v onfi on: CMSS
e mation: CZI5320GWQ. General  Authentication  Timers  Capacity Max Sites  Adjacent Sites  Site Announcement  User Name Verification Application
apacity Max Features
| & Capacity Max Systems: CMSS System v.2-Lc SetMame | CMSS System v.2-Load5 | -
5] Capacity Max Site Selection: v2 VoiceGatew Last Modified Date 11/18/2016 13:38:28
(7] CMsS Network: Network-1801-Loads(1)
Comments | |
» I MNIS
~ General
System Name | CMSS System v.2 ]
SystemType | Capacity Max Advantage B
Network Model | Small B
NetwerkID | 122 |
Individual Voice Call Type | FOACSU .
Call Queue Encble  [v]
Max Infrastructure Voice Interrupt Attempts |3 1 5
Max Preemption Interrupt Attempts | 6 ]
[ Primary Trunking Controler | [ 17220361 |
Primary Trunking Controller UDP Port | 50000 |

Figure 35: The IP address of the Trunking Controller

VRC Gateway
Perform the following steps to register a VRC Gateway:
1. Open the Capacity Max system configuration as described in section
5.4.2.2, Motorola's RM Software (page 45).
2. In the left panel, click CMSS Network under Capacity Max Features
(Figure 36).

Radio Management = | = -

[ Radios Systems Jobs ]

{ Actions Jl Scheduler |

Configuration View *» CMSS » CMSS Network » Metwork-.-Load3(1)

Set Categories L
Close

v E Configuration: CMS5
. Device Information: CZJ3320GWQ General
v Tr Capacity Max Features

@ Capacity Max Systems: CMS5 System v.2-L¢

Set Name | Metwork-1801-Load5(1)

@ Capacity Max Site Selection: v2.VoiceGatew Last Modified Date  08/28/2016 14:25:12
[ ] cMsS Network: Network-1801-Load5(1) 4 Comments |
» Il MmN
~ General

Trunking Controller Enable  [v]

CMSSIP [ 172.20.36.0 |

CMS5 UDP Port | 50000

Trunking Controffer 1P 172.20.36. 1:50000

Presence Server [P 1722036, 1:50015

| VRC Gateway P 17220.36.4 |

System Advisor 1P 172.20.36.5

Figure 36: The IP address of the VRC Controller
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5.4.3 Swift IP Gateway

TRBOnet Watch can monitor the traffic of a hardware RoIP gateway that
connects a MOTOTRBO two-way radio to the system's IP network. To monitor a
RoIP gateway, register the respective hardware unit - Swift IP Gateway
A100/A200.

Perform the following steps to register a Swift IP Gateway:
e Inthe right pane, click Add Swift IP Gateway.

¢ Inthe General section, specify the following properties:
Table 15: Swift IP Gateway settings

Property ‘ Description ‘

System Name The name of the RolIP gateway. Valid characters: spaces,
alphanumeric and special characters.

IP Address The IP address of the TRBOnet Swift Agent. The expanded list
shows all TRBOnet Swift Agent units available on the network.
Default: 192.168.0.100.

Port The IP port of the TRBOnet Swift Agent. Default: 8002.

Local Port The local port number that will be used by TRBOnet Watch to
establish a connection to the Swift Agent. The value 0 (default)
means that a random port will be used.

Ignore voice data Select to ignore voice traffic from the TRBOnet Swift Agent. If this
option is enabled, the TRBOnet Watch Console does not receive
voice calls from this RoIP gateway.

VoIP port The local port of the TRBOnet Swift Agent for voice-over-IP
communication. Default: 4000.

Audio Format From the drop-down list, select the format to transmit audio data.

e Click Test to see information about the connected Swift IP Gateway (radio
ID, Serial Number, Firmware version, etc.)
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£ Swift IP Gateway #1

10.12.110.249:8002

Agent is available

Radio ID: 325

Serial Number: 511TSFES62

Firmware Version:  2.21.1.0

XCMP Version: 7.0.0

Platform: MOTOTRBO Enhanced Portfolio
Swift model: Swift A200 (USB RolP Gateway)
Swift firmware: 03.07.13

Copy to Clipboard “

Figure 37: Testing Swift IP Gateway

5.4.4 TRBOnet Enterprise | PLUS

If your Linked Capacity Plus or Capacity MAX radio systems are using the NAI
protocol to transfer data (Location, ARS, TMS), then in order to build reports and
RSSI analytics, you'll have to connect to the appropriate TRBOnet Enterprise |
PLUS.

You can also monitor the performance of the PC hosting the TRBOnet Enterprise
| PLUS. Hardware performance includes CPU usage, Memory usage and Disk
space usage. In addition, you will find information about the installed operating
system, and the version of TRBOnet Enterprise | PLUS.

Note: Before connecting to TRBOnet Enterprise | PLUS, make sure that the
required radio systems are properly registered in. Also note that the
TRBOnNet Enterprise | PLUS must be of version 6.2 or later.

e Inthe right pane, click Add TRBOnet Enterprise | PLUS.
¢ Inthe General section, specify the following properties:

Q TRBONet Enterprise | PLUS #2 [B) ave changes and restart server @ Test Connection [ Disable system ] Remove System (@) Set Defaults
General
Name TRBONet Enterprise | PLUS #2
IP address 10.12.97.7
Watch PM Port 407 Test

O Watch can receive information about CPU, memory and disk usage from a computer hosting TREOnet Enteprise
PLUS 6.2 or newer. Use the same port number as the Watch PM port selected in TRBOnet Enterprise | PLUS.

Import configuration settings

TRBONET ENTERPRISE | PLUS SYSTEMS 2 Reload L, Import al
Name 1P address Imported
IPSC 1 Disabled) 10.12.110.29:50011 Yes
LCP Ent Disabled) 192.168.0.100:50000 Ves
Capacity Max 127.0.0.1:50015 Import
Swift IP Gateway #1 10.12.110.249:8002 Yes
Agent #1 10.12.97.7:4020 Yes

Figure 38: Adding TRBOnet Plus/Enterprise
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e Inthe 'TRBONnet Enterprise | PLUS' pane, specify the following
parameters:

= Name
Enter a name for the TRBOnet Enterprise | PLUS you are connecting to.

= IP address
Enter the IP address of the PC hosting the TRBOnet Enterprise | PLUS
Server or TRBOnet Enterprise | PLUS Agent.

= Watch PM port
Enter the port number to be used by TRBOnet Watch to connect to the
PC hosting the TRBOnet Enterprise | PLUS. Use the same port number
as the Watch PM port selected in TRBOnet Enterprise | PLUS.

Note: If you are adding both TRBOnet Enterprise | PLUS Server and
TRBOnNet Enterprise | PLUS Agent, make sure they have
different Watch PM port numbers.

= Test
Click this button to see information about the connected TRBOnet
Enterprise | PLUS and available Location services.

O TRBOnet Enterprise | PLUS #1

10.12.97.7:4017

Performance monitor is available

TRBOnet Enterprise 6.4 / Server

Version: 6.4.0.8724

PM protocol: min 1.0, selected 1.4, max 1.4
Mumber of systems: 4

Mumber of Agents: 1

IPSC 1 (Disabled)

System type: Capacity Plus Single Site
IP Address: 10.12.110.29

Port: 50011

TREOnet Peer ID: 130

LCP Ent (Disahled)
Copy to Clipboard “

Figure 39: Testing TRBOnet Enterprise

5.4.4.1 Importing Settings

¢ Inthe Import configuration settings section, click Import all.
As a result, you will see the imported systems in the table below.
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Import configuration settings

TRBONET ENTERPRISE | PLUS SYSTEMS 'E:f! Reload Q‘QA Test system 4, Import a
Name P address mported

IPSC1 (Disabled) 10.12.110.29:50011 Yes

LCP Ent Disabled) 192.168.0.1

moomom W
ot om

Figure 40: Imported TRBOnet Enterprise settings

5.4.4.2 TRBOnet Bridge

If you want TRBOnet Watch to receive RSSI and location data from Linked
Capacity Plus or Capacity Max systems connected to an Enterprise or PLUS
server, you should link these systems together. Note that MNIS connection
must be properly configured in Enterprise | PLUS.

This section describes how to configure a bridge between the Watch
systems and the corresponding Enterprise | PLUS systems.

Go to the Linked Capacity Plus or Capacity Max system you have imported
from TRBOnet Enterprise | PLUS.

¢ Inthe TRBOnet Bridge section, specify the following parameters:

TRBOnet Bridge

TRBONet Server TRBONet Enterprise | PLUS #1 - Update Systems
System Capacity Max v Link
Link Status Ok v

f you want Watch to receive RSSI and location data from Capadity Plus Multi Site or Capacity Max systems connected
O to an Enterprise or PLUS server, select the system from drop down list and press Link button. Note that MNIS
connection must be properly configured in Enterprise/ PLUS.

Figure 41: TRBOnet Bridge
e TRBOnet Server
Select the connected Enterprise | PLUS server.
e System
Select the name of the radio system in TRBOnet Watch.

e Lins Status
Indicates the link status of the radio system.

5.4.5 Watch Performance Monitor

The Watch Performance Monitor is used to monitor the performance of the
remote PC hosting the TRBOnet Watch Server or TRBOnet Enterprise | PLUS
Server.
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Hardware performance includes CPU usage, Memory usage and Disk space
usage. In addition, you will see information about the installed operating system,
and the version of TRBOnet Watch Server or TRBOnet Enterprise | PLUS. If the
remote PC is hosting the TRBOnet Watch Server, you will also see information
about the MS SQL database (database name, size, version).

Note: To view performance monitor information, hover over the

corresponding item in the left pane of the TRBOnet Watch Console.

e Inthe right pane, click Add Watch Performance Monitor.

% Watch Performance Monitor #1 [2) Save changes and restartserver ~ §f§ TestConnection Disable system  fij RemoveSystem @) SetDefaults

Name Watch Performance Monitor #1

1P address 1012.97.7

O The Watch Performance Monitor is used to monitor the performance of the remote PC hosting the TRBOet Watch
Server or TREONet Enter prise/PLUS Server.

Figure 42: Adding TRBOnet Watch Performance Monitor

¢ Inthe General section, specify the following parameters:

Name
Enter a name for the TRBOnet Watch (or, TRBOnet Enterprise | PLUS)
you are connecting to.

IP address
Enter the IP address of the PC hosting the TRBOnet Watch Server (or,
TRBOnet Enterprise | PLUS).

Watch PM port
Enter the port number to be used to connect to the PC hosting the
TRBOnet Watch Server (or, TRBOnet Enterprise | PLUS).

Test
Click this button to see information about the connected TRBOnet
Watch Server (or, TRBOnet Enterprise | PLUS).

% Watch Performance Monitor #2

10.12.97.1:4018

Performance monitor is available
TRBOnet Watch 4.2/ Server

Version: 4.2.0.759
PM protocol:  min 1.0, selected 1.4, max 1.4

Figure 43: Testing TRBOnet Watch Performance Monitor

TRBOnet Watch
User Manual

Page 52 of 145



neocom
software

5.4.6 Applying Changes

Once you have added required systems to TRBOnet Watch, you see them in
green with a plus sign on the right.

To apply changes and restart the server, click the Apply button on top of the left

pane.
= TRBOnet Watch D. C. H. T. M. . R. ¢ ¢ @ 12 - B
@ apply. © Reset E=RF
Li Watch Server

Q
v F General

+

+
B, Connected | admin | B Licensed to: demo

Tasks(0) ~ Version: 4.3.0.914

Figure 44: Added radio systems

To exclude a system from monitoring, click the ellipsis button on the right of the

corresponding item in the left pane and click Disable system on the context
menu.

Note: The license limits the number of systems that TRBOnet Watch can
monitor simultaneously. To determine how many systems you can
enable, check the number of repeaters specified in your license. If you
enable more systems and exceed the limit, TRBOnet Watch will only
monitor the allowed number of systems, and the remaining enabled
systems will be ignored.

To view and edit the configuration settings of any system, select it in the left
pane, and in the right pane, modify the required system settings.

Using the Context Menu

e Right-click on a system in the left pane to access the menu.

= TRBOnet Watch Dashboard for Capacity Max Channels
Es|
£ swift IP Gateway #1
Q
hd Q Watch Server
£ Suwift IP Gateway #1
[ TRECNet Enterprise | PLUS #1

Q% Test Connection
F_@ Capacity Plus Multi Site #1

Disable system

'ﬁ Remaove

Figure 45: The context menu of a radio system
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Use the context menu commands as follows:

= Test connection: Click to test the IP connection between the system
and the TRBOnet Watch Server.

= Enable system/Disable system: Click to enable or disable monitoring
of the selected system.

= Remove: Click to remove the selected system or the system
component from.

5.5 Server Settings

This section describes the Server settings that can be specified in
TRBOnNet Watch Console.

To access the server settings:

¢ Inthe left pane, click the ellipsis button on the right of the Watch Server
item, and from the context menu select Settings.

Or, click the % icon on the left pane's toolbar.

= TRBOnet Watch
2] sort ~ ES 2

Q

v 8 [ watch server

» @ connections

v v T Linked Capacity Plus #1
» v & peer1io
» v & peeriss
» v & peeraso
» ¥ &P Peer640
» v &P Peer 64250
y v {) Site 1
y v {) Site 2

@ Swift IP Gateway #1

Dashboard

Senders

- I
Recipients  ~

K Linked Capacity Plus #1\ f
gistration MTe

M Evoice H(
&¥ Disconnect

[= Logout

# Maintenance mode

= £ Settings [s

54 Radio Systems

[y

v [} TRBONet Enterprise | PLUS #1

Figure 46: Accessing server settings

As a result, the Settings dialog box opens.

Settings

£ Access control
= connections
= Automation rules

™ email

=] notification profiles

BEE Activiy
@ Aliases

Ls

Accounts  Permissions  Password Policy

Name Role
& admin admin
& userName2 Custom settings
ACCOUNT HISTORY
Date Description

- o x

4 Newaccount  Edit T Delete | [ Forgetall devices

Access profile Registration date Max. connections Enable

all sys 12/23/2025 1155155, 10

Custom settings 701402026 4:02:08.. 10 [ o]
Data not found

Close

Figure 47: Server settings - Access Control
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5.5.1 Access Control

This tab contains information about access control in TRBOnet Watch.

5.5.1.1 Accounts
The administrator can add, edit, and delete user accounts in the system.
¢ Click the Accounts tab.

Creating an Account

e To create an account, click + New account.
In the 'Account' dialog box, specify the following parameters:

Account: User 3 - o x

Authentication Description Role Systems Radios
Name: User 3
Password: ~ sssss
Repeat password: ~ esses
Maximum connections: 10
Permissions
Role: Custom settings

Access profile: Custom settings

“ Cance‘

Figure 48: Adding user account

= Name
Enter a name for the user.

= Password
Enter a password for the user.

= Repeat password
Enter the password again to confirm.

= Maximum connections
Specify the maximum number of connections to the Watch Console
from the user account.

Permissions

* Role
From the drop-down list, select the role of the user. If you select
'Custom settings', you can specify required permissions on the Role
tab that appears in the dialog box.

= Access profile
Choose the access profile for the user. If you select 'Custom settings’,
you can specify required permissions on the Systems and Radios tabs
that appear in the dialog box.
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On the Description tab, enter the Email and Description for the account.

Role tab
This tab will appear if you have selected 'Custom settings' in the 'Role’
field. On this tab, select the modules that will be available to the user.

Systems and Radios tabs

These tabs will appear if you have selected 'Custom settings' in the
'Access profile’ field. On these tabs, select systems and radios that will be
available to the user.

Disabling/Enabling a User Account

To disable an account:

Select an account in the Accounts table and turn off the toggle switch in
the Status column.

Just for fun =

Period (days): 100000

Disable account Cancel

Figure 49: Disabling user account
In the 'Disable User Account' dialog box, specify the following parameters:

= Reason
Enter the reason you are disabling the user.

* Period (days)
Enter the number of days during which the user will not be allowed to
connect to the Watch Console.

To enable an account:

Select an account in the Accounts table and turn on the toggle switch in
the Status column.

Account History

The table below shows the history of the selected account.

Detaching Mobile Devices from a User Account

In addition, you can detach mobile devices that have ever been used to connect
to TRBOnet Watch Server via the given user account.

e Just select an account in the list and click the Forget all devices button.

As a result, all mobile devices will be detached from the account and thus
won't receive any push notifications configured for this account.
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5.5.1.2 Permissions

The Permissions tab contains information about the roles and access profiles
available to the user accounts.

Settings N - o x
= Accounts  Permissions  Password Policy
o2 Access control + Newrole 4 New access profile
i= Connections Name Role type ~ Modules Systems adios
+ Role type: Role
(=* Automation rules Administrator Role Full access
Console user Role Dashboard, Channels, Health Monitor. Topology. Map, Incident Management. Reports

Email .
™ ~ Role type: Profile
E Notification profiles All systems Access profile Full access  Full access

4+ RsSiranges

gun
888 Activity heatmap

@ Aliases

Close

Figure 50: Server settings - Access control > Permissions
Creating a Role

e To create arole, click + New role.
In the 'Role' dialog box, specify the following parameters:

= On the General tab, specify the Name and Description of the role.
= On the Role tab, select the modules that will be available to this role.

Role: I} - 0O X

General Role
—

Dashboard

RS

Channels

“

Health Monitor
Topology
Map

RS

Incident Management
Reports

User Management

<«

Radio Systems

m Can(el

Figure 51: Creating role
Creating an Access Profile

e To create an access profile, click + New access profile.
In the 'Access profile' dialog box, specify the following parameters:

= On the General tab, specify the Name and Description of the access
profile.

= On the Systems and Radios and tabs, select the systems and radios
that will be available to this profile.
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Access profile:

General Systems Radios

All systems are available

® Only selected systems are available

Q

./ E!Eg Linked Capacity Plus #1

[0 TRBONet Enterprise | PLUS #1

./ G Swift IP Gateway #1

Figure 52: Access profile - Systems

Access profile:

General Systems Radios

All radios are available

® Only selected radios are available

Min
100
400

- 0O X

= Newrange ¢ Edit i Delete
Max
300
600

Cancel

Figure 53: Access profile - Radios

5.5.1.3 Password Policy

The Password Policy tab contains information about password requirements.

Settings

e

sl

(T C

®

Accounts  Permissions Password Policy
—

Password requirements

Minimum password length:
Require uppercase and lowercase |etters
Require letters and numbers

Require special characters

=

O Apply

«©

«©

Close

Figure 54: Password policy

¢ Minimum password length
Enter the minimum password length, in characters.

e Require uppercase and lowercase letters
Select this checkbox to require that a password include at least one
uppercase letter (A-Z) and one lowercase letter (a-2).
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¢ Require letters and numbers
Select this checkbox to require that a password include at least one
character from [A-Za-z] and at least one from [0-9].

e Require special characters
Select this checkbox to require that a password include at least one non-
alphanumeric character.

5.5.2 Connections

This tab contains information about current connections to the server.

Settings - o x
= CONNECTIONS
s . Devicetype Username  Hostname  Port Transport  Device  Session start Session ID
st Access control
pC admin 127004 56753 Tep 50142 9/26/2023 10:50:17 AM 1630602228
= pC User2 127004 57698 Tep 50142 9/26/2023 11:30:58 AM 761664031

£ Automation rules
™ email

] notification profiles
74 RSl ranges

888 Activity heatmap

@ Aliases

Close

Figure 55: Server settings - Connections

5.5.3 Automation Rules

This tab contains information about the configured incident detection rules.

Settings - o x
= AUTOMATION RULES 4 Newrule 2 Edit Add copy SLA | @ Enableall (B Disable all
& Access contral Name Event type & [} % Sseverity Enable
= @ No connection to system No connection to system v v [HnEm @
i= connections @ roAC ACfailure RDAC status activated v v (o]
= Automation rules @ RDAC: Unstable system operation RDAC events received v v [ o)
& email @ RDAC: Hardware failure RDAC events received v v RN - CRiTiCAL] [ o]
@ Poor connection to systems Unstable connection to system v v [ o]
@ R @ unstable connection to systems Unstable connection to system v v RN ' - CRITICAL [ o]
{Z: Rssiranges ©  High cPU usage High CPU usage N v
BB Actviy heatmap @ tigh memory usage High memory usage v v «©
® Lowdiskspace Low disk space v v [ o]
@ Aliases
@ Database ful Database ful v v v [EEm @
@ Database almost full Database almost full v v [ o]
@ slow database write performance with possible datalo  Database write queue ovarflow v v v [HEn @©
@ intermittent dat: ailure Intermittent database connection failure v v [ o)
@ Longterm lack of connection to database with possible  Long-term lack of connection to database v v v «©
) user with admin rights created User with admin rights created v v o
() Login attempt by blocked user Login attempt by blocked user v v [ o]
() Login attempt limit exceeded Login attempt limit exceeded v v [ o]
() Login attempt with incorrect password Login attempt with incorrect password v v [ o]

Close

Figure 56: Server settings - Automation rules

For more information about adding/editing rules, refer to section 5.11.1,
Incident Automation Rules (page 92).
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5.5.4 Email Settings

To be able to send and receive email notifications, configure the following email-
settings.

e Inthe Settings window, select the Email tab.

5.5.4.1 Email groups

In this section, you define the email groups that will be used for notification
purposes.

Settings - O x
= Email Groups  Incominy 2 Mail Server Outgoing Mail Server
A Access control + Add | Edit T Delete

Name: Description Email list
123@black.com; 321@white.com

™ email
[E Notification profiles

{7t rssiranges

Figure 57: Server settings - Email settings
e Inthe right pane, click the Email Groups tab.
e To add an email group, click the Add button.

In the dialog box that opens:

Add email group X

Name:

Blutty hats

Description

Group for fun

Email list
12345@gmail.com

trosty12@gmail.com

m Cancel

Figure 58: Adding an email group
= Enter the Name and Description of the group.
= To add an email address to the group, click the Add button and in the
dialog box that opens enter the desired address.
5.5.4.2 Incoming mail server
In this section, you configure the incoming mail server parameters.
¢ Inthe right pane, click the Incoming Mail Server tab.
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IMAP Server imap.gmail.com
£ Automation rules

Secure Connection (S5L) [ o]
™ email

Port 993
= notification profiles
£7% ReSIranges Connec tusing Anonymous Windows authentication  Login and password QAuth 2.0
EEE“ heatmap Provide mofﬂczlﬁs
@ Alisses email ‘ ‘

client ID

clie £ ssessecesseesessssecscassesenes

Authorize and Check

Figure 59: Email settings - Incoming mail server

= Enable
Select this option to enable Incoming Mail Server.

= IMAP Server
Enter the server hostname or IP address.

= Secure connection (SSL)
Select this option to enable a secure connection. Note that a dedicated
port will be used to connect to the mail server via SSL.

Note: The port number will automatically change from 143 to 993
when you select this option.

= Port
The port number to be used for the connection.

Note: This box is populated automatically depending on whether a
secure connection is selected or not.

= Connect Using
Choose one of the following options:

¢ Anonymous access
Choose this option to use an anonymous access to the incoming
mail server.

¢ Windows authentication
Choose this option to connect via TRBOnet Service Windows
Account, if it is running under a specific account;

¢ Use login and password
Choose this option and specify the credentials for the mailbox:
v Login
Enter the incoming mail server login.

v Password
Enter the incoming mail server password.
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e OAuth 2.0
Choose this option if the email server requires
OAuth 2.0 authorization.

v" Provider
Choose either Office 365 or Gmail.

v Email
Enter the email address.

v If Gmail is selected as the email provider, enter the Client ID and
Client secret.

If Office 365 is selected as the email provider, enter the Client ID
and Tenant ID.

v Authorize and Check
Click this button to authorize your email account and check for
new emails.

Notes: You must log into your email account on the same computer
where TRBOnet Watch Server is running.
Also note that only a single IMAP server account can be
associated with a single TRBOnet Watch Server.

5.5.4.3 Outgoing mail server

The SMTP Server is used to send emails from users to mail servers as well as
between mail servers to deliver emails to the final destination.

e Inthe right pane, click the Outgoing Mail Server tab.

Email Groups  Incomin g Mail Server Outgoing Mail Server

Enable [ o] Apply Cancel
sender's Emai testtrbonet@gmail.com
SMTP Server smtp.gmail.com
™ Email
Encryption None Explicit (TLS)
] notification profiles
2t rss Port e
i —— e
@ Aliases Provider Office 265
Email
Client ID
Clentsecret  sesssssssssssssssssssssssssesses
Authorize
Send Test Message

Figure 60: Email settings - Outgoing mail server

= Enable
Select this option to enable Outgoing Mail Server.

= Sender's Email
Enter the email address (optional) of the sender.
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SMTP Server
Enter the server hostname or IP address of the SMTP server.

Encryption

Choose one of the encryption protocols (TLS or SSL) if a secure
connection is required, or select None if not. Note that three different
dedicated ports will be used to connect to the mail server: via SSL, TLS,
or with no encryption.

Note: The port number will automatically change when you select the
encryption protocol. For example, from 25 (no encryption) to
465 for SSL, and to 587 for TLS.

Port
The port number to be used for the connection.

Note: This box is populated automatically depending on the selected
encryption protocol.

Connect using
Choose one of the following options:

e Anonymous access
Choose this option to use an anonymous access to the SMTP server.

¢ Windows authentication
Choose this option to connect via TRBOnet Service Windows
Account, if it is running under a specific account;

e Login and password
Choose this option and specify the credentials for the mailbox:

v Username
Enter the SMTP server user name.

v Password
Enter the SMTP server password.
v Type
Choose the SMTP login type.
e OAuth 2.0

Choose this option if the email server requires
OAuth 2.0 authorization.

v Provider
Choose either Office 365 or Gmail.

v" Provider
Choose either Office 365 or Gmail.

v Email
Enter the email address.
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v' If Gmail is selected as the email provider, enter the Client ID and
Client secret.
If Office 365 is selected as the email provider, enter the Client ID
and Tenant ID.

v Authorize
Click this button to authorize your email account.

v" Send Test Message
Click this button to send a test message from the Sender Email
address.
As a result, you will receive a response to your message with the
same subject.

Note: You must log into your email account on the same computer

where TRBOnet Watch Server is running.

5.5.5 Notification Profiles

In this tab, you can configure notification profiles that will be used in the Incident
Detection Rules (see section 5.11.1, Incident Automation Rules)

Settings - o x
= NOTIFICATION PROFILES <+ Add ¢ Edit i Delete

Name:

] notification profiles
£7% RSS! ranges

sag
EBR Activity heatmap

Close

Figure 61: Server settings - Notification profiles
To add a notification profile:
e Click the Add button.
In the dialog box that opens, specify the following parameters:

* Name
Enter a name for the notification profile
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Email Groups tab

Add notification profile X

Name: Maintenance 2

Email Groups  Users
—

Include SNMP notification [ o)

a8t

m cancel

Figure 62: Notification profile - Email groups
= Include SNMP notifications
Select this option to include SNMP notifications in the notification
profile.
= Add email groups by turning on the appropriate toggle switches.
Users tab

Add notification profile X

Name: Maintenance 2

Email Groups  Users

Acknowledgement timeout 00:02:00

Only selected users o)
Name: Enable
admin [ o]
user 1 [ o]
User 2

ﬂ cancel

Figure 63: Notification profile - Users
= Acknowledgement timeout
Enter the timeout for waiting for an acknowledgement. If an incident is
not acknowledged during this time, TRBOnet will resend it using a
different delivery option (push notification and/or email message).
= Only selected users

Select this option to send notifications only to selected users, and turn
on the appropriate toggle switches.
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5.5.6 RSSI Ranges

On this tab, you can define the colors for RSSI zones depending on the RSSI level,
in dBm. These colored zones will be displayed on the map, as well as in the RSSI
Levels report. In addition, you can introduce your own RSSI zones with their
respective colors.

See also section 5.10.1, Loading RSSI data.

Settings - 0 X

= Group and Site Affillation Heatmap  RSS| Ranges

22 Acces
= Connections
50%
< Automation rules
& email o
120 -100

[ 22 ] -80 60 a0 20

[ notification profiles
RSSI RANGES EH Addabove [ Addbelow [l Delete | ¥ Restore Defaults || gl Reportsample | [ Map sample
7% RsSIranges
888 Activity heatmap -8 Very good
@ Aliases 90 Good

-102 ‘ satisfacton|

-110 Poor

Chart "RSSI Levels” and Map display the RSSI data evaluated to a particular level and color. The default RSS! levels
and colors are preinstalled. You can define your own RSS! levels and assign the color for each.

Close

Figure 64: : Server settings - RSSI Ranges

5.5.7 Activity Heatmap

On this tab, you can define the colors for displaying group and site affiliation
levels on the Dashboard tab. In addition, you can introduce your own levels with
their respective colors.

See also section 5.6, Dashboard.

Settings - o x

= Radio activity heatmap  Advanced

£ Access control Site 1 Site 2 Site 3 Site 4. Site 5 Site 6 Site 7 Site 8 Site 9
i Connections 200 400 600 800 1000 1200 1400 1600 1800
D prmEE -100 -80 60 -40 -20 +20 +40 +60
& emai Site 10 Site 11 Site 12 Site 13 Site 14 Site 15 Site 16 Site 17 Site 18
B Notification profiles 2000 2200 2400 2600 2800 3000 3200 3400 3600
RANGES 50 25 -1 0 +1 +25/450 @ Apply D) Restore Defaults
74 Rssiranges
B8R Actiity heatmap 50 High Increase
@ Aliases 25 Moderate Increase

1 slight Increase

0 No Change

-1 slight Decrease

-25 Moderate Decrease

50 High Decrease

O The module displays the distribution of subscribers across groups and sites. The value next to the color indicates the number of units at the sitefin the
group. A value greater than 0 means subscribers have registered at the site/group. A value less than 0 means subscribers have left the site/group.

Figure 65: : Server settings - Radio activity heatmap
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5.5.7.1 Advanced
On this tab, you configure how radio activity is displayed in the Dashboard

Settings - O X
= Radio activity heatmap  Advancad
£ Access control site 1 Site 2 Site 3 Site 4 Site 5 Site 6 Site 7 Site 8 Site 9
i Connections 200 400 600 800 1000 1200 1400 1600 1800
= -100 -80 -60 -40 -20 +20 +40 +60
< Automation rules

= Site 10 Site 11 Site 12 Site 13 Site 14 Site 15 Site 16 Site 17 Site 18
- . . : . . . .

2000 2200 2400 2600 2800 3000 3200 3400 3600

[Z] notfication profiles
50 -25 -1 0 +1 +25 450 @ Apply | D) Restore Defaults

{7t RSSiranges

Maximum number of tiles to display 100
888 Actvity heatmap pley

Radio online status timeout, min 240
@ Aliases

Tile size Dynamic Fixed

Minimum tile size, px 100

Figure 66: Activity heatmap - Advanced

e Maximum number of tiles to display
Enter the maximum number of tiles that will be displayed. If the number
of sites/groups exceeds this number, the remaining sites/groups will be
placed in a separate tile named 'Other".

e Radio online status timeout, min
Enter the timeout for the radio online status. If the radio gets offline, it
will be displayed as offline after this timeout expires.

o Tile size
= Dynamic
Choose this mode so that the tiles will be scaled according to their
corresponding site/group load.
* Fixed
Choose this mode so that all tiles will have the same size regardless of
the site/group load.

e Minimum tile size
Enter the minimum size for the same-sized tiles.
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5.5.8 Aliases

In this tab, you can configure the aliases that will be used for radios and radio
groups. In addition, you can add tags and assign them to radios.

Settings - o x

Radios  Groups

@ Apply | + Addnewradio ¢ Editalias [ Delete | Cg Addnewtag | 7 Filter
Radio I Alias Mobile Portable  Impres
101 Radio 101 [ o] [ o]
102 Radio 102 o
103 Radio 103 o
104 Radio104 o©

Figure 67: Aliases for radios and talk groups

e Inthe Radios pane, click Add.

Add/Edit alias X
Radic ID;

105

Alias:
Radio 105

TAGS g Addnewtag  / Edit [ Deletatag

Tag Name
Mobile
v Portable

v Impres

“ ‘ Cancel ‘

Figure 68: Aliases for radios and talk groups

In the Add/Edit Alias dialog box, specify the following parameters:

= Radio ID
Enter the ID of the radio.

= Alias
Enter the alias for the radio.

= Add new tag
Click this button and enter the tag name.
In the list of tags, select the tag(s) that can be assigned to the radio.

In a similar way, you can add aliases for radio groups (except for tags). Just go to
the Groups tab and add aliases for groups.
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5.5.8.1 Importing Radios and Groups

You can also import aliases of radios and radio groups from the connected
TRBOnet Enterprise | PLUS systems.

e While on the Channels tab, in the left pane, select TRBOnet
Enterprise | PLUS you have added to Watch server.

e Intheright pane, go to Import aliases section, and click the Reload
Radios and Groups link.

Click Import buttons for radios and groups.

Note: If radios or radio groups with the same IDs already exist, you
will be prompted to overwrite or skip them.

Import aliases

O import aliases for radios and groups from TRBOnet Enterprise | PLUS server.

Figure 69: Importing aliases for radios and talk groups

Once you have imported radios and talk groups, you can assign to them required
tags.
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5.6 Dashboard

This tab displays the visual representation of the connected radio system, such
as controllers, repeaters, RF sites, radio units, etc.

To configure the display of radio systems in the Dashboard screen, see section
5.5.7, Activity Heatmap.

To highlight the site the radio is on, select the Find Radio button and enter the
ID of the radio.

5
~ o x|
= TRBOnet Watch DECILSEYCI Channels  Health Monitor ~ Topology ~ Map  Incident Management  Reports ¢ 9 © 15:19
] Capacity Max .
— o ) 9 < [l g 4 [
ystem ftems count Controllers RF Sites Repeaters Units online Active calls Queued calls
O ocmmis o | 2|2 | 4 5 0 0
) Radios per Site || g% Radios per Group ||| & | {i# || f& FindRadio | & Find Group 120 X | 2 Reload | [/ Export ~ | B2 & Odoevskogo21 Y Filter ) Restore Defaults Record 1 of 2
- |
RADIOS PER SITES 10 - 77 Changes from last 605ec 50 -25 -1 0 +1 +25 450 Eml A sl GIoU
120 Radio 120 Odoevskogo 21 20
VRC Gateway 77 Odoevskogo 21 Data Gatew... | Data Gatew... | RF Site: 57 Site 10 € 35521 Radio 35521 Odoevskogo 21 10
N IN I N I
< < <
> »' »' A 2
RADIOS PER GROUPS 10 - 20 Changes from last 60 sec  -50 -25 -1 0 +1 +25 450
10 Group CapMax Group 20
X X
B Connected | admin | B Licensed to: test Tasks(0) ~  Version: 4.3.0.922,

Figure 70: Dashboard tab - Highlighting a Site

To highlight the radio group, select the Find Group button and enter the ID of
the radio group.

= TRBOnet Watch Dashboard Channels Health Monitor Topology Map Incident Management Reports ¢ ¢ @

o x
15:20
o] Capacity Max . N
P —— 9 @ S 1 1 4 fl
ystem items count Controllers RE Sites Repeaters Units Online Active calls Queued calls
o @ Connected: 12 Disconnected: 0 2 2 4 13 9 0 0
@ Radios per Site || g Radios per Group ||| & | {it | @ Find Radio | g Find Group | 2q X | & Reload | [/ Export ~ | X =& Group20 Y Filter ) Restore Defaults Record 1 of 1
- |
RADIOS PER SITES 10 - 77 Changes from last 60 sec 50 -25 -1 0 +1 +25 450 Iy A itz Gy
120 Radio 120 Odoevskogo 21 Group 20
VRC Gateway 77 Odoevskogo 21 Data Gatew... | Data Gatew... | RF Site: 57 Site 10
s AN S X N
« ' >’ -

RADIOS PER GROUPS 10 - 20

Changes from last 60sec  -50 -25 -1 0 +1 +25+50
10 Group CapMax

Group 20

B Connected | admin | B Licensed to: test

Tasks(0) ~  Version: 4.3.0.922

Figure 71: Dashboard tab - Highlighting a Gadio Group
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5.7 Channels

Channels Monitoring is used for real-time monitoring of MOTOTRBO systems
and Radio-over-IP gateways.

Note: The time on the computer hosting the TRBOnet Watch Console must be
synchronized with the time on the computer hosting the TRBOnet Watch
Server.

¢ Click the Channels tab in the upper bar.

= TRBOnet Watch Dashboard HealthMonitor  Topolegy ~ Map  IncidentManagement  Reports  RadioSystems X ¢ & @ 1150

D308 & &

 busy per'S min

8 IR

Peer 15l0t2

Figure 72: Channels tab

5.7.1 Left pane

In the left pane, you see the connected Watch Server and the associated radio
systems. Select the checkboxes of the corresponding systems, repeaters, or slots
to monitor their traffic in the right pane.

tlson~ |30 2 @ 0|8 | & =

Q

v v [P watch server
» | @ connections
> v %EapamtyMax - @
v T3 capacity Max #1
v [ enterprise CapMax Agent
v [ enterprise server
v &3 extended Range Direct Mode #1
v v &5 ipsite connect #1
¥ v &3 peert
+ & slot1
v &3 slotz
v B esc
v IE%E Linked Capacity Plus #1
v B Swift IP Gateway #1
v By watch Performance Monitor #1

-

Figure 73: Left pane

In the upper part of the left pane, there is a toolbar from where you can manage
elements as follows:
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° 21 sort -
Click this button and select to sort elements in ascending or descending
order.

Click this button to expand all elements.

EEl

Click this button to collapse all elements.

o

Click this button to select all elements.

R

Click this button to unselect all elements.

o
Y @

Click this button and on the menu that opens select the following options:
= Notify Watch users when new elements are added in server
Select this option so that notifications will arrive when new elements
are added on the server.

= Enable monitoring of new elements
Select this option so that new elements will be automatically checked
for monitoring.

Click this button to access the server settings.
See section 5.5, Server Settings.

=%
Click this button to configure radio systems.
See section 5.4, Radio Systems.

o« QA
In the text box next to this icon, type the text to search for in the names
of systems, repeaters, slots, etc.

5.7.1.1 Watch Server

When a Watch server is connected, its status icon is displayed as a green circle.

If you click the ellipsis (...) button on the right of the server, the server's context
menu will appear.

31 sort ~ £ &
Q
v @ @WatchSeNer - @
» | @R connections
L {!:riapec\rylv'\;x .
m «° Disconnect
4 F:,' Capacity Max #1

= =+ Log out
v [ Enterprise capmax Agent B Lo

v L,J Enterprise Server
¥ & Extended Range Direct Mode 4 # Maintenance mode
¥ ¥ i IPSite Connect #1 X Settings
v v &p Peeri
- 5% Radio Systems
v B Slot1

Figure 74: Watch Server's context menu
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e Disconnect
Select this menu item to disconnect from the server.

e Log out
Select this menu item to log out and then log in as a different user.
See also section 5.1, Connecting to TRBOnet Watch Server.

¢ Maintenance mode
Select this menu item to start/stop the maintenance mode for
Watch Server. In the dialog box that opens, select the duration of the
maintenance mode, and whether to apply this mode to nested elements
(systems and repeaters).

e Settings
Select this menu item to open the Server Settings window. See section
5.5, Server Settings.

e Radios systems
Select this menu item to configure radio systems. See section 5.4, Radio

Systems.
5.7.1.2 Repeaters

If you click the ellipsis (...) button on the right of the repeater, the repeater's
context menu will appear.

st~ 3 B 4 O
Q

v Ei Watch Server
> —§ Connections
¥ ¥ i IPSC
v & Master M | @
v [0 peereo
v & Peer 1410
v ([ peerorzo
v & SR

b Set RSSI color
W Remove color
‘f_) Reset

¥ k4 Note book 11.101

v @ Swift Agent 240 @ Disable repeater
v B swift Agent 241

gl set TX power to High

& Maintenance mode

Figure 75: Repeater's context menu

e Set RSSI color
Select this menu item to change the RSSI color for the selected repeater.

¢ Reset
Select this menu item to reboot the repeater.

o Disable/enable repeater
Select this menu item to disable/enable the repeater. A disabled repeater
won't be able to receive and transmit data.

e Set TX power to High/Low
Select this menu item to set the appropriate TX power level for the
repeater.
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e Maintenance mode
Select this menu item to start/stop the maintenance mode for the
repeater. In the dialog box that opens, select the duration of the
maintenance mode, and whether to apply this mode to nested elements
(repeaters).

Note: When the repeater is in the maintenance mode, Watch won't
generate any incidents on the repeater's alarms.

Note: For more information on how to remotely control repeaters, refer to
section 5.8.3, Repeater Remote Control (page 80).

5.7.2 Filters

The filters are located on the upper toolbar on the right panel.

Senders v Session Types -

° et - e e oo~ Show last 1 min 5 min 10 min 15 min 1 hour Reset
Figure 76: Channels - Filter toolbar
Senders / Recipients
Click the arrow on the right and choose one of the following options:
[} A"

e Specified
Enter the ID of the radio.
Here you can also enter multiple radios. Just separate each ID by a
comma, or enter the range, like: 12, 35, 105-111, 249.
e Range
Enter the From and To values to define the range of radio IDs.
e By mask
To specify a mask, use digits and the following wildcards:
= % to replace any number of digits in the radio ID

* _(underscore) to replace one digit in the radio ID

For instance, enter the mask _12%34 6 to filter out IDs 112003406,
91263476, and others.
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Session Types

Session Types =

ey

ESlc !

Jo)

v v @ voice
v g Alcall
v g% Group Call
v @ Pprivate call
v fh Emergency Call
v U Rremote Monitor
v % CapMAX Phone Individual Call
v € capmax Phone Group call
v EE€ capmMAx Phone Site All Call
v [€ capmax Phone mMulti site All Call
v E€ capMAX Phone System All Call
¥ g Location
v @ Registration
v A Telemetry
» v [ Text
v System / Undetermined data
& 4 ReM
» v & Option Board

Show only Failed Calls

Show only Interference

Figure 77: Session types

Select the Show only Failed Calls and Show only Interference options to select
the respective messages in the RCM section.

m o

&
i}

RCM

A All channels Busy Failure

CWID In Progress Failure
Destination Slot Busy Failure
Higher Priority Call Takeover Failure
OTA Repeat Disabled Failure
Unknown Call Failure

Invalid/Prohibited Call Failure

e L

Race Condition Failure
Signal Interference Failure

TOT Expiry Premature Call End Failure

B @

PepPbEEPPERPPPPPPP

Transmit Interrupted Call Failure
Start of Signal Interference
end of signal Interference

v Destination Group Busy Failure

' Destination Site/Sites Busy

CSBK Raw Data

v Local Group Call Not Allowed

Show only Failed Calls [ @]

Show only Interference
Figure 78: RCM section
Misc. Options

e Show only calls from radios
Select to avoid duplication of calls in a report for the case when a multi-
site system is used and radio calls are routed to multiple sites.

e Show RCM
Select to include RCM messages.
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Show last

Select the data collection time period (last 1 min, 5 min, 10 min, 15 min, or 1

hour).

Reset Filters

Click the Reset button to clear the selected filters.

5.7.3 Slot’s traffic

In the right pane, you see the slots of the systems selected in the left pane.

LCP_113\ Site 2\ Peer 2.21\ Slot 2
MiRegistration M Telemetry | Text M Location
System / Undetermined data MIRCM M Voice

9% busy per 5 min

Slot 1

7% | Slot2

0% | Slot1

40% dBm I | I
-60 N "
Swift Agent 240 0% Swift Agent 241 0% Slot2
.00
0 I I I
3 2 1 min
Il pause | ¥ clear &3 Reload | ¥ Filter '%0) RestoreDefaults %% || BB Legend | i= Group Record 0 of 24
Protocol Message type start Duration (mis.ms)  Sender sender Alias Recipient Recipient Alias System Site
System / Undetermined data Unknown 12:17:56.291 00:00.060 11020289 Radio 11020289 16777215 Radio 16777215 Swift Agent 240 N/A
oy Voice Group call 12:17:10.493 102 Radio 102 200 Group 200 Lep_113 site 1
o Voice Group Call 12:17:10.174 102 Radio 102 200 Group 200 Site 2
System / Undetermined data Unknown 12:16:46.891 00:00.060 11016468 Radio 11016468 16777215 Radio 16777215 NAA
System / Undetermined data Unknown 12:16:26.388 00:00.060 11020289 Radie 11020289 16777215 Radio 16777215 NFA
System / Undetermined data Unknown 12:15:16.887 00:00.060 11016468 Radio 11016468 16777215 Radio 16777215 N/A
a Unknown 12:14:56.287 00:00.060 11020289 Radio 11020289 16777215 Radio 16777215 N/A
® System / Undet: ned data Delivery Confirm  12:14:50.284 00:00.060 64250 Radio 64250 102 Radio 102 Site 2
System / Undetermined data Unknown 12:14:49.857 00:00.180 102 Radio 102 64250 Radio 64250 Site 2
‘@ System / Undetermined data  Delivery Confirm e

12:14:48.153 00:00.060 64250 Radio 64250 102 Radio 102

Figure 79: Channels - Slot's traffic

The real-time traffic monitor displays activity in the slot in real time. The received
calls are displayed as vertical-colored bars moving across the monitor.

e The height of the bar indicates the RSSI level (in dBm) of the received
signal relative to the Y-axis.

e The width of the bar corresponds to the duration of the signal (in
milliseconds) relative to the X-axis.

e The color of the bar indicates the type of the transmitted data. The legend
above the bars shows the meaning of each color: Registration (ARS),
Telemetry, Text, Location (GPS), System, Voice, User (user-defined data
format), Data (all non-voice calls in LCP systems), Option Board.

The color-graded bar is located on the left of the image of each slot, and the
percentage value in each monitor indicates the workload of the slot.
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5.8

Health Monitor

The Health Monitor tab displays the diagnostic information from all MOTOTRBO

systems registered in your TRBOnet Watch. This tab

repeaters and helps to pinpoint configuration problems.

TRBOnet Watch

00

v & (B watchserver
»

B, Connected

@ connections
v B3 capacity Max #1

v ) pata Gateway 277
> v B resitert

v [@ Trunking Controller 250

v (@ VRC Gateway 256
v esc

v & Master

v &P Peerdo

v @ peereo

v & Peer110

v D peer1zo

v @ reer140

v &P Peer 200

v &P PeerSLR
v & swift Agent
v BB xrT emulator

admin

Channels Health Monitor
GroypH§7  None | System | Status
Name 1P Address
> system:
@ swiftagent 10.12.110.240
> System: IPSC
@ Master 10.12.110.29
@ reersir 101211029
@ reerizo 1012114101
Peer 40 N/A
@ reer200 1012114101
@ Peeris 10.12.101.1
Peer 11/1PSC(PSQ) [/ Export ~
1P Address 101211029
port 50011
Server Watch Server
System 1PSC
Alias Master
Firmware 202212
Serial Number 484TPC1324
Link Type 604142837
Status Repeat, Unlocked
Channel 1PSC
Channel Type Digital
RSSI Slot 1, dBm 113.0614

B Licensed to: Neocom Software Ltd

Topology

B D Restore Defaults

Port

Map

System

1pSC
1pSC
1pSC
1psC
1psC
1psC

Sensors:
Major

Minor

Al

Incident Management Reports
B print [ Export ~
site Peer ID Firmware
02.07.06
0 1 202212
0 3 202216
0 130
0 40
0 200
0 140
Triggered M0 Ao @ o

Transmitter Alarm.

Temp Alarm.
VSWR Major Alarm.

Not supported alarm 4.

Informational

(2]

Channel:
Power:

State:

RSSISlot 1, dBm

-113.9614
-113.2661

Roc Alarm.

AC Power Alarm,

Transmitter Power Maj...

Channel  Name  Type Color C..
Netset T Notset  LinkedCa... 8
Notset Digtal 6
Low High
E Notset Capacity.. 8

Reset

Figure 80: The Health Monitor tab

@

shows alarms from

10:46 AM

Record 4 of 11

RSSISlot2,dBm  Serial Number

S11TSFES62

-113.4107 424TPC1224

-112.9536 4331TA0224.
Fan Alarm.

Forced Rest Failure

TXFreq,.. RXF.. TXP.. TOT.. Ba.
428.0500... 430... Low  00:0.. 125.
422.0000... 435... Low  00:0.. 125.
428.0500... 430... Low  00:0.. 125.

Version: 4.0.0.238

Additionally, you can use the Health Monitor tab to manage repeaters remotely.
To learn more about this option, refer to section 5.8.3, Repeater Remote Control
(page 80).

Note: The Health Monitor functionality is unavailable for Capacity Max

systems.

TRBOnet Watch

00

v v [ watch server

3

B connections

v v Tliescris

£, Connected

v

<

v [ enterprise
v &3 Master

v 2 Peer 13

v (@ peerttz
@ swiftAgent 240
@ swiftAgent 241

admin | B Licensed to: test

o x
Channels Health Monitor Topology Map Incident Management Reports [i¢ ®@ 12:14PM
Group by: | None | System Status | %t 0 RestoreDefaults B Print [/ Export ~ Record 5 of 6}
Name 1P Address - port System Site Peer ID Firmware RSSISlot1,dBm  RSSISlot2, dBm  Serial Numl
@ reeriiz 1042.11.101 13 pscii3 o 13
@ SwitAgent240  10.12.110.240 8002 03.07.06 S11TSFESG2
@ SwitAgent241 1012110241 8002 03.07.06 511TPB4743
@ Master 101211028 50011 1PSC113 0 " 202212 -108.2661 -100.2661 484TPC1224
@ peeri3 104211029 50013 1PSC113 0 13 202216 883208 -28.3208 4331TA0234
@ cEnterprise 10.12.97.30 60 1PSC 113 0 50
Peer 13/1PSC(IPSC113) [7] Export v sensors: Al Triggered Ml 0 A0 @0
1A
IP Address 10.12.110.29 Major Transmitter Alarm. R Alarm. VSWR Major Alarm.
port 50013 Interoperability Betwee...  External ref clock. Reference Incompatibili.
— Watch Server RF Power Control Alarm.  Modem Module ID Failu..  PAMadule ID Failure
PA Communication Fail.. PA Program Failure Power Amplifier Over V...
System IPSC113
Power Supply Module . Power Supply Commun. Front Panel Board Mod...
Alias SLRISiteLCP
power Supply Program... Wireline Board Module...  Power Supply Hardwar..
(e 202316 Front Panel Board Com..  Front Panel Board Prog.. PA Hardware Version In...
Serial Number 433ITA0234 Front Panel Board Hard...  Wireline Board Hardwa.. Chassis Hardware Versi...
Link Type 604143836 PSUIncompatible DCS..  Notsupported alarm 4,
SIS Repeat, Unlocked Minor Temp Alarm. AC Power Alarm. Fan Alarm.
Gzl IPsc VSWR Minor Alarm, Transmitter Power Min..  Transmitter Power Min...
Channel Type Digital
O Click on n alarm to see its short description
RSSI Slot 1, dBm 883208
e R o Chan.. Name  Type Color.. TXFre.. RXFre.. TXPo..
Channel:  IPSC 1 IPSC Digital 6 442.50... 44550.. Low
AC Voltage, v 217.0000 2 Lcet LinkedCap... 8 420.00.. 448.00.. Low
Power: Low High g
- - E =] Capacitypl... 8 420.00.. 448.00.. Low
State: pisabed T a PSite  Digital H 457.53.. 467.53.. Low
VSWR 13438 s Analogu... Analog 1 408.02.. 413.02.. Low
Uptime (d.hbimm) 52002 — 3 Channel2 Digital 1 457.53.. 467.53.. Low 125,

Figure 81: The Health Monitor panels

Version: 4.0.0.260
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5.8.1 Repeaters
The Repeaters, Controllers and Software Applications list displays the
diagnostic information about repeaters and peers in all registered MOTOTRBO
systems. This panel is shown in Figure 80 as number 1.
You can also select which columns to display in this panel. Just click the gear
button () on the top of the panel and select/unselect required columns.
The form (1A) shows more detailed information about the peer.
Table 16: Repeaters, Controllers and Software Applications list - settings
Setting Description
IP Address The IP address of the peer.
Port The UDP port of the peer.
System The radio system the peer belongs to.
Site The site ID of the peer. Applies to Linked Capacity Plus systems, and RF
sites (Capacity Max). Otherwise, displays 0.
Peer ID The peer ID.
Alias The peer alias (if defined). To learn more about adding aliases, refer to
section Adding Peers (page 36).
Firmware The firmware version of the repeater. Not applicable to software peers.
Serial Number The serial number of the hardware.
Status The operational state of the repeater. The normal state is "Repeat,
Unlocked".
Not applicable to software peers.
Channel The channel name of the repeater specified in MOTOTRBO CPS. Not
applicable to software peers (displays "No Data").
Channel Type The channel type. Values: Digital, Capacity Plus Voice, Capacity Plus Data,
Linked Capacity Plus Voice, Linked Capacity Plus Data.
Not applicable to software peers.
RSSI Slot 1 The signal strength level on Slot 1 of the repeater.
(dBm)
RSSI Slot 2 The signal strength level on Slot 2 of the repeater.
(dBm)
AC Voltage The AC voltage of the repeater (when not powered from the battery).
) Supported by New Generation repeaters only.
Output Power The output power. Supported by New Generation repeaters only.
(dBm)
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Setting Description

VSWR Voltage Standing Wave Ratio of the repeater. Display format: X:1.
Supported by New Generation repeaters only.

Uptime (d.h:m) The total time the repeater is up and running.

5.8.1.1 Exporting repeater data

To export repeater data to a different format, click the Z “* | button and from
the drop-down menu, select the desired format.

Har |2 DB

Q

Figure 82: Exporting repeater data

5.8.2 Sensors

The Sensors panel is shown in Figure 80 as number 2. It displays alarms of the
repeater selected in the Repeaters, Controllers and Software Applications list.

sensors: Al Triggered Wl 2 A2 @1

DetectedMajor Rx Alarm. Transmitter Alarm.
Minor Power Supply Modu... Low Battery

Infermational PA Voltage Minor Al...

O Click on an alarm to see its short description

Figure 83: The Sensors panel for a repeater

5.8.2.1 Alarm icons
The following icons are used to indicate alarm severity levels:
B The "red box" icon indicates a major alarm.
£u The "attention" icon (yellow triangle) indicates a minor alarm.

@  The "information" icon (blue circle with the "i" character) indicates an
information alarm.

If a repeater generates several alarms of different severity levels (major, minor,
and/or information), the highest of these severity levels is indicated by the icon.
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Click on a particular alarm to see its short description.

5.8.3 Repeater Remote Control
The Remote Control panel (number 3 in Figure 80) displays the current settings
of the repeater that you can modify remotely:

e Channel: The selected channel.

e TX Power: The transmission power configured for the selected channel.

e State: The operational status of the repeater.

The Repeater preprogrammed channels panel (number 3A in Figure 80)
displays the list of channels available for use with this repeater.

The information in the list is read-only. The settings of the programmed channel
are as follows:

e Channel: The ordinal number of the channel programmed in the repeater
configuration.

¢ Name: The channel name programmed in the repeater configuration.

e TX Freq, MHz: The TX frequency of the channel.

¢ RXFreq, MHz: The RX frequency of the channel.

e Bandwidth, Hz: The bandwidth of the channel.

e Color Code: The color code of the channel.

e Type: The type of the channel programmed in the repeater configuration.
Allowed values: Digital, Capacity Plus Voice, Capacity Plus Data, Linked
Capacity Plus Voice, Linked Capacity Plus Data.

e TX Power: The transmission power programmed in the repeater
configuration.

e TOT, sec: The timeout, in seconds, during which the radio can
continuously transmit before transmission terminates automatically.

You can perform the following remote operations with a repeater.
Use a different channel on the repeater:

o Select the repeater in the Repeaters, Controllers and Software
Applications list (number 1 in Figure 80).

¢ Inthe Remote Control panel (number 3 in Figure 80), expand the
Channel drop-down menu and click a different channel.

¢ Click the Write button. The repeater configuration update may take more
than a minute.

o If the channel type has changed after the update, launch the TRBOnet
Watch Server and specify the System Type setting accordingly, as
described in section 5.4.1, MOTOTRBO IPSC, CP, LCP, and ERDM (page 35).
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Change the TX Power of the repeater:

High transmission power is required to get a stronger signal and extend
transmission distances. Low transmission power is preferred for communication
in close proximity; it also serves to prevent transmissions into other
geographical groups.

e Select the repeater in the Repeaters, Controllers and Software
Applications list (number 1 in Figure 80).

¢ In the Remote Control panel (number 3 in Figure 80), click the desired TX
Power option: High or Low.

e C(Click the Write button.

Enable/disable the repeater:
When enabled, the repeater transmits, receives, and repeats operations.

When disabled, the repeater cannot transmit, receive, or repeat. In the disabled
mode, the repeater responds to GPIO controls such as channel steering and
diagnostics to sending alarms.

e Select the repeater in the Repeaters, Controllers and Software
Applications list (number 1 in Figure 80).

¢ In the Remote Control panel (number 3 in Figure 80), click the desired
Status option: Enabled or Disabled.

e Click the Write button.

Reboot the repeater remotely:

e Select the repeater in the Repeaters, Controllers and Software
Applications list (number 1 in Figure 80).

e Click the Reset button in the Remote Control panel (number 3 in Figure
80).

Note: You can also use the context menu of a repeater in the left pane (see
Figure 74: Repeater's context menu) to remotely modify the repeater’s
transmission power and operational status, as well as to remotely
reboot the repeater.

Reload the configuration settings:

e Select the repeater in the Repeaters, Controllers and Software
Applications list (number 1 in Figure 80).

#ul
e Click ™ ]in the Remote Control panel (number 3 in Figure 80).

The latest configuration settings of the repeater are loaded to the
Remote Control panel and to the Repeater Preprogrammed Channels list.
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5.8.4 RoIP gateways

If you select a RoIP gateway, you will see the following information:

TRBOnet Swift Agent #1 (Watch Server)  [#] Export ~ OFilter: Al () OFF:5 @ ON:4
—

1P Address 10.12.110.240 O g 26 °C % 0 rpm %® 0rpm
Port 8002

Inputs Qo oFF @:on @z2o0n Oz orF
Server Watch Server Qa4 oFF @5 on Q6 oFF
Message

Outputs Qo oFF @7on
Model| Swift A200 (USB RolP Gate...

Zone Channel Name

Channel Pool 1 Master

Channel Pool 2 Peer2_1
Channel Pool 3 Peer1_2
CP_Interrupts 1 Color Code Boss

CP_interrupts 2 Color Code 1

CP_Interrupts 3 Color Code 3

7

Figure 84: Diagnostic information for a RoIP gateway
On panel 1:
o IP Address
The IP address of the RoIP gateway.

e Port
The IP port of the RolIP gateway.

e Model
The model number of the RoIP gateway.

On panel 2:
e Sensors

= Temperature, °C
The temperature measured inside the hardware RoIP gateway
(TRBOnet Swift Agent).

= Cooler 1, rpm
The speed of cooler 1 connected to the TRBOnet Swift Agent (rotations
per minute)

= Cooler 2, rpm
The speed of cooler 2 connected to the TRBOnet Swift Agent (rotations
per minute)

e Inputs
The statuses of the input pins configured on the TRBOnet Swift Agent.

e Outputs
The statuses of the output pins configured on the TRBOnet Swift Agent.

On panel 3, you see information on the channels configured on the TRBOnet
Swift Agent.
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5.9

Topology

The Topology tab allows you to inspect the topology and connection statuses of
all MOTOTRBO system peers and RoIP gateways monitored in TRBOnet Watch.

To show/hide an element, select/deselect it in the left pane.

- - 0O X
= TRBOnet Watch Dashboard ~ Channels  HealthM.. [RGWSIEAEN Map  Incident.. Reports @ @ 2:04 PM
2l sort ~ ES| 8 RF Site: 17 RF Site: 300
A Custom X  MindMap Tree | & | & {#
° A=l o “e e “e
v a (@ watchserer R ) Peer17.1 || Peer17.2 Peer300.2 || Peer300.1
» @ comnections v

P

Trunking Controller 250

VRC Gateway 256

+

» v €3 Resite:300
¥ [P Trunking Controller 250

w
v (B VRC Gateway 256
- oG esc Data Gateway 277
v & Master M

& Peer 40

v Peer 60 1
D pee Capacity Max
 peer 110
v [ peer130
v Peer 140
3 . g — 9
v © peer 200 ‘<‘ [ ]
. Swift Agent
v @ PeerSIR Watch Server =
v & swift Agent |
I\
IPSC
L / " S
@ (@) @ Peer 60
Master
Peer 130 PeerSLR | | Peer 200 Peer 140

B Connected | admin | B Licensed to: Neocom Software Ltd

Version: 4.0.0.245

Figure 85: Topology of connected systems

Navigation
e Use the navigation arrows:

B>

4| X| P>

Or, drag the mouse.

Scale
e Drag the slider or use the plus or minus button to scale the layout.
.=||}=.

Or, use the mouse wheel to zoom in/out.

1:1

[ ]
Click this button to use the original scale.
.
Click this button to fit the displayed system(s) to the window.
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Background
o
Click this button and select the background for the Topology view.

Layout
e Custom
Click the Plus button and define your own topology layout by dragging
the nodes to the desired positions.
¢ Mind Map
Click this button to represent the topology layout as a mind map.
e Tree
Click this button to represent the topology layout as a tree.
=
Toggle this button to show/hide labels on the topology layout.
2
Click this button to center the topology layout horizontally.
it
Click this button to center the topology layout vertically.

5.9.1 Topology elements

MOTOTRBO system elements are represented with the help of images, labels,
and icons:

e Images classify elements as a repeater, hardware, software, or an
unknown item (a non-registered element detected in the IP network).

e Labels identify elements.
e Icons provide information about the connection status of the elements.

If you point at an element with the mouse cursor, the tooltip shows the
information about the element (ID and alias), the IP connection settings, and

system settings.
Q Master

Site ID: ]
Peer ID: "
Master Hosu/IP: 10.12.110.28
Port 50011
Type: Master
Radio Name: Master

1 IPSC
2 LCP test voice
3: cpP

The following examples explain how to read the information in the topology
view.
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<@

Watch Server

Image: Server
= TRBOnet Watch Server (key element)

Icon: Normal IP connection

Q

Image: Repeater
= MOTOTRBO system

Icon: Normal IP connection

IPSC 113
Image: Repeater
@ = Master repeater
Master

Icon: Normal IP condition, no RDAC issues

Image: Repeater

= Peer repeater

Peer 13 . .
eer Icon: Normal IP connection, no RDAC issues
Image: Repeater
AN Icon: RDAC issue, minor severity level ("attention")
Master

G

Image: Repeater

Icon: Repeater disabled (no transmission)

Peer 13
Image: Repeater
Icon: No RDAC connection
Peer 13
Image: Repeater
» Icon: Maintenance mode
Peer 2.21
~ Image: Repeater
beer 221 Icon: Not licensed

e

Swift Agent 240

Image: Swift Agent

Icon: Normal IP connection

n

Peer 113

Image: Software peer
=  TRBOnet Watch application

Icon: Normal IP connection

9 )

Image: Software peer

=  TRBOnet Enterprise application

Peer 60 Icon: Normal IP connection
Image: Software peer
<® =  TRBOnet Enterprise application
Peer 60 Icon: Redundancy - Active
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5.10 Map

In the Map tab, the dispatcher can monitor the location of the selected radio
systems, display RSSI levels, etc.

- O x
= TRBOnet Watch Dashboard Channels Health Monitor  Topology m Incident Management Reports. ¢ ¢ O 11:16 AM
21 sort ~ Eel 2 Radios - | Before
Q RSSIlevel  ~ | 12/4/202510:53:59 AM [
v v [ watch server 9
» @ connections A RSS! level type:  Predefined Groupby: System Site Peer | RX T | [ W [ S =@ @ [ Z % &
v v B capmax
v ) DataGateway 277 4| K| >
v v 3 resite
v P peertl § v
v P peer12 @
v v € resite:2 +
v P peer21 @ = 3
COrer220 []@ < S
v (@ Trunking Controller 2 [dl Show on map Peer 35ﬁ
v [ VRC Gateway 256 N
(] vz & Set RSS! color (" (z)
» v s
1PSC Peer 1
» v Busce e
@ setlocation »
: (2)
& Remove from map
RX Region
@ RSSI Level %%
TX Region Very go0d
3 Good
# Maintenance mode satsfactory
Poor
s
B Connected | admin | B Licensed to: test Tasks(0) ~  Version: 4.2.0.759

Figure 86: Map

In the left pane, you see the connected Watch Server and the associated radio
systems.

To open the context menu, right-click on an item or click the ellipsis (...) button
on the right of an item:

e Show on map
Select this menu item to view the selected system/site/peer in the center
of the map.

e Set RSSI color
Select this menu item to change the RSSI color for the selected
system/site/peer.

Select color =

Main Colors —

D D D . D #FFFF8080
EEEEE =

ECEEN
EEEEE
TTE=E

Additional Colors

00000 ™

00000 7]

C ]

Cancel

Figure 87: Selecting RSSI color
= In the dialog box that opens, select the desired color, and click Set.

e Remove color
Select this menu item to restore the RSSI color to its default value.
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e Set location

= Position on map
Select this menu item and in the right pane click on the map where you
want to place the selected system/site/peer.

= Use coordinates
Select this menu item and in the dialog box that opens select the
coordinate system and enter the desired coordinates.

e Remove from map
Select this menu item to remove the selected system/site/peer from the
map.

e RXregion
Under this menu item, select one of the tools for drawing regions with
the expected RX signal reception:

LR
n

Select this tool to draw a rectangular region around the selected
site/peer.

Select this tool to draw a circular region around the selected site/peer.

- @

Select this tool to delete the region around the selected site/peer.

e TXregion
Under this menu item, select one of the tools for drawing regions with
the expected TX signal reception:

]
| |

Select this tool to draw a rectangular region around the selected
site/peer.

Select this tool to draw a circular region around the selected site/peer.

- @

Select this tool to delete the region around the selected site/peer.

5.10.1 Loading RSSI data

RSSI data is used to vizualize the actual coverage zone of your radio network on
the electronic map. You can see on the map the RSSI levels measured in the
selected system(s) during the predefined date and time range.

To load RSSI data:
e Click the Load RSSI button.

The coverage zone is represented on the map by colored rectangles. A rectangle
is an area where the RSSI signals are measured. The map is divided into
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rectangles of equal size. A rectangle is colored if any RSSI signal is detected in
this area.

When pointed to with a mouse cursor, the rectangle shows its square outline,
the number of RSSI signals, and the average RSSI level.

System: Caphiax
RF Site: 1
Peer Fesr 12

or
RSSI, dBm: 102610
nts: 5

49, Bezirk
Thal, Amtei Thal-Géu, Solothurn, 4715,
Switzerland

Figure 88: RSSI information
See also section 5.10.2, Display filters (RSSI level type).

5.10.1.1 Filter settings
The filters are located on the upper toolbar on the map panel.

Senders
Click the arrow on the right and choose one of the following options:
e All
e Specified
Enter the ID of the radio.

Here you can also enter multiple radios. Just separate each ID by a
comma, or enter the range, like: 12, 35, 105-111, 249.

e Range
Enter the From and To values to define the range of radio IDs.

e By mask
To specify a mask, use digits and the following wildcards:

= % to replace any number of digits in the radio ID

= _(underscore) to replace one digit in the radio ID

For instance, enter the mask _12%34 6 to filter out IDs 112003406,
91263476, and others.

RSSI Level
Click the arrow on the right and choose of the following items:
e Al
Choose this item to load data with all available RSSI signal levels.

e Show data with RSSI level lower than
Choose this item to load only data with the RSSI signal level lower than
the specified value, in dBm.
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e Show data with RSSI level from ... to ...
Choose this item to load only data where the RSSI signal level falls within
the specified range, in dBm.

e Show data with RSSI higher than
Choose this item to load only data with the RSSI signal level higher than
the specified value, in dBm.

Date and Time
Click the arrow on the right and choose one of the following options:

o Between
Choose this option and select the From, To, and Timeframe values for
the desired time period.

o Before
Choose this option and select the date before which you want data to be
included in the report.

e Since
Choose this option and select the date since which you want to include
data in the report.

o Specific date
Choose this option and select the date.

¢ Predefined values
Choose this option, then click the arrow on the right of the box below and
choose the data collection time period (last x minutes/hours, today,
yesterday, etc.).

5.10.2 Display filters

The map display filters are located in the upper part of the map pane.

)

A RSS! level type:  Predefined m Groupby: System site pPeer | R Tx | [ B [ S = | & 0 Z % &
+
<3
Peer 35
¥
IPSC Peer 1
RSS! Level %%
Very good
Good
Satisfactory
Poor
=l |

Figure 89: Map - Display filters
e RSSI level type
Select how to display RSSI levels.
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= Predefined
RSII levels are represented in graduation of green. The brighter the
color, the higher the RSSI level. The corresponding color legend is
displayed in the lower-right corner of the Map pane.

= Manual
RSII levels are represented according to the color scheme defined in
Server Settings > RSSI ranges (see section 5.5.6, RSSI Ranges). The
corresponding color legend is displayed in the lower-right corner of
the Map pane.

e Group by
Select how to group RSSI levels: by System, by Site, or by Peer.
o RX/TX
Select which RSSI data to display: RX or TX. Where,
RXis the signal received by the repeater.
TX is the signal received by the radio equipped with the option board.

Note: The minimum firmware versions that support RSSI TX data are
as follows:
Swift GOB option board 04.00.38
Swift GOB R7 option board 07.00.14
Swift ST002m option board 06.00.17

PO
Toggle this button to show/hide loaded RSSI data.
L
Select this button to show only intersections of RSSI regions.
=
Select this button to blur the underlying map.
[
Toggle this button to show/hide repeaters and systems.
=
Toggle this button to show/hide labels for the repeaters and systems.
« @
Toggle this button to show/hide RX regions.
o« ¥
Toggle this button to show/hide TX regions.
)
Click this button and select one of the following commands:

Add Map, Manage Maps, or Default Map.
For details, refer to section 5.3.2, Configuring the Maps.
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5.10.3 Map toolbar

The map toolbar is located in the upper-right corner of the map pane.
« @
Click this button to export RSSI data.
Navigate to where you want to save the file, enter a File name and from
the Save as type list, select either CSV or KML.

Click this button to download the tiles of the map currently displayed in
the Map pane.

Download Map Tiles - o X

Zoom level: 8 Download progress
Tiles to download: 10 e ——
Zoom level: 8

Refresh all tiles
Cache tiles: 10

Tile expiration, days 1 R
Preview tiles Refreshed tiles: 0

Show downloaded tiles Failed to download: 0

Tiles: 10 of 10 (100 %)

Figure 90: Downloading map tiles

In the dialog box, specify the following parameters:

= Zoom level
Move the slider from left to right to increase the detail level of the
map.

= Refresh all tiles
Select this option to refresh the map tiles before saving to your PC.

= Tile expiration, days
Enter the time the saved offline map will be stored before it is
automatically updated.

= Preview tiles
Select this option to show borders around the tiles to be downloaded.

= Show downloaded tiles
Select this option to show how the tiles are being downloaded.

= C(Click Start and wait for the system to save the files. This may take
several minutes.

[g]
[ )
Click this button to print the map region currently displayed in the Map
pane.
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5.1

Incident Management

Incidents are generated based on the detection rules specified.

For more information on the rules, refer to section 5.11.1, Incident Automation

Rules.

= TRBOnet Watch
Serverand systems
Incident categories
81 Sort by severity ~ | %
Q
@ 00001

Not stable connection to Radio Systems

IM-00002

Not stable connection to Radio Systems

@ 00003

Not stable connection to Radio Systems

@ moooos

Not stable connection to Radio Systems

IM-00005

Not stable connection to Radio Systems

@ 00006

Not stable connection to Radio Systems

@ o007

Not stable connection to Radio Systems

@ 00008

Not stable connection to Radio Systems

@ m-00009

Not stable connection to Radio Systems

@ 00010

B, Connected | admin

o N o x
Dashboard ~ Channels  Health Monitor ~ Topology ~ Map [INSSNSVERE Rl  Reports ¢ ¢ @ 123
Status:  Open - s oAl - Reset
M AssigntoMe 2 Assign | > Start Task 11 Defer Add Note  £* Change Severity | & Reload
Not stable connection to Radio Systems [EIGTIIANAGIITES &= I a0
e . Device: Peer SLR, State: Disconnect
T IM-00002  Category Radio systems Subcategory Connection
Assignee Assign to Me status New
1 - CRITICAL
Description Dates
op | —
The incident is generated when a connection to the selected system is re-established 2 times within 2 period of 1 Ceated 71772023 4:07 PM
minutes, The rules based on this event type allow you te menitor the cannection to the systems and respond to
EEXETTY @ B || connection and power issues in a timely manner. Updated 77742023 8:07 PM
% = CRITICAL Time to First Reaction -00d 20h 11m [ ]
Time to Resolution -90d 17h 11m

op
Events  History

Connection ta equipment established or lost: Device: Peer SLR, State: Disconnect - 7/7/2023 4:07 PM

Connection to equipment established or lost: Device: Peer SLR, State: Disconnect ~ 7/7/2023 4:07 PM

B Licensed to: Neocom Software

Figure 91: Incident Management tab

5.11.1 Incident Automation Rules

To add/edit incident detection rules, click the gear button on the left pane:

= TRBOnet Watch Channels Health Monitor ~ Topolog
Server and systems  ~
Status: Open Unassigned Assigned Assignedto
Incident categories  ~
8| sort by severity ~ || % 4 AssigntoMe 2 Assign | | StartTask

a ~N

© o000t L]

Not stable connection to Radio Systems

Not stable connection to Rad

Device: Master, State: Disconnect

IM-00002 EEEm O | 000 Category Radio
Not stable connection to Radio Systems
Assignee Assigt

© o000z o

Not stable connection to Radio Systems

IM-00004 oD

Not stable connection to Radio Systems

© mro000s o

Not stable connection to Radio Systems

Description
The incident is generated when a connection to th

based on this event type allow you to monitor the
manner.

Figure 92: Accessing Incident Detection Rules

Version: 4.0.0.254

As a result, the Settings window appears with the Automation rules tab

selected.
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Settings - o x

AUTOMATION RULES. D siA | @ Enableall B Disable all

F 4 @ & seveny Enable

_ 0w v v v OEES ©

=@ v v «©

20 v v ©

= O = v v v o«

O » v v ©

= @ wunstable connection to systems v ©
{2 @ vigh GUusage & &

mo - Ll ©

@@ v v ©

@ o v v v [IEEs  ©

® v v «©

@ s ssinie. v [+ cranicac } ©

@ n v v ©

@ v o©

v [ o]

v v [s)

v o)

v v ©

Figure 93: Server settings - Automation rules

To enable a rule:
e Turn on the toggle switch in the Enable column.

To create a rule:

e Click the + New rule button.
As a result, the Rule window opens.

Rule: Rule 987 - o x

Name: Rule 987

Source Action
Category: Systems  Events
D securiy All available ftems
. Radio systems
o / ® Only selected items
@ application N
Ec
Event type
Unstable connection to system v Q
+ 8 sai
Conditions: ;q Swift IP Gateway #1
Linked Capacity Plus #1
Timeout Number of retries w Hinked Capacity Plus
00:01 1

The incident s generated when a connection to the selected system is re-established 1 times within a period of 1 minutes. The rules based on this event
type allow you to moniter the connection to the systems and respond to connection and power issues in a timely manner.

m Cancel

Figure 94: Incident automation rules - Adding a rule - Source

= Name
Enter a name for the rule.

Source

= Category
Choose the desired category for the rule (Security, Radio systems, or
Application).

= Event type
From the list, select an event type for the chosen category.

= Conditions

e Timeout
Enter the time period within which to count the events.

TRBOnet Watch Page 93 of 145
User Manual



neocom
software

¢ Number of the retries
Enter the number of times for the event to happen within the
specified timeout.

= Systems
Under this tab, select the radio systems.

= Events
Under this tab, select the events to be expected.

Note: The Systems and Events tabs are available if the
Radio systems item is chosen in the Category section.

Action

Rule: Rule 987 - o x

Name:  Rule 987

. COmETEETTD Audio file: ALARM.WAV

m Cancel

Figure 95: Incident automation rules - Adding a rule - Source

e Createincident
Select this item to create an incident task.

= Severity
Choose the severity of the incident (Critical, High, Moderate, or Low).

= Choose notification profile
Select the notification profiles that will be used to send appropriate
notifications in the following three cases: when the associated task is
created, changed, or completed.

Note: For how to create notification profiles, refer to section
5.5.5, Notification Profiles (page 64).

e Enable sound notification
Select this item to enable sound notification.

= Audio file
From the list, select the audio file to be played back.

= Playback
Click the green arrow icon to listen to the selected audio file.
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* Play sound

e Once
Select this item to play the notification sound only once.

¢ Repeatedly
Select this item to play the notification sound repeatedly.

= Repeat interval
Enter the repeat interval, in seconds.

* Repeat until

e Stopped by user
Select this item to play the notification sound util the console user

stops playback manually by clicking the flashing bell icon (H) on the
console's upper bar.

¢ Number of times
Select this item to play the notification sound the specified number
of times.

* Number of repeats
Enter the number of repeats for the sound notification.

* Notification profile
Select the notification profile that will be used for this sound
notification.

. O

Here you see a description of the rule you are creating.

5.11.1.1 Changing SLA terms
e Click the SLA button.

Settings - 0O X
= AUTOMATION RULES == Newrule £ Edit Add copy SLA || @ Enableall (B Disableall
2 Name Eventtype rl o -3 Sevarity Enable
"~ @ o connection to system No connection to system v v v ©
= © roAc ACfailure RDAC status activated v v [ o]
=) | RDAG Unstable system operatior  RDAC events received v v [ o)
RDAC events received v v v 3 - CRITICAL o)
Unstable v v [ o]
& @ Unstable connection to systems  Unstable connection to syst. v v v 1 - CRITICAL [ o]
] @ High CPU usage High CPU usage v v
B @ High memory usage High memory usage v v [ o)
@ Low diskspace Low disk space N v [ o]
@ @ Database ful Database full v v v [ o]
() patebase almost full Database almost full v v [ o]

Figure 96: Automation rules - Accessing SLA terms
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SLA X
Severity: Severity:
Time to First Reaction o1 il Time to First Reaction 04:00
Time to Resolution 04:00 Time to Resolution 08:00
Caption Caption
system down security incident or high impact
Severity: Severity:
Time to First Reaction 08:00 Time to First Reaction 24:00
Time to Resolution 2400 Time to Resolution 72:00
Caption Caption
Minor impact Informational only

Reset to default settings m Cancel

Figure 97: Incident detection rules - Editing SLA terms

For each of the severities, you can modify the following SLA parameters:

= Time to First Reaction
Time before the task is started.

= Time to Resolution
Time before the task is resolved (closed).

= Caption
Caption that is displayed for the severity.

5.11.2 Incident Workflow

When an incident occurs, the corresponding notification will appear at the
bottom right of the screen. In addition, the incident will appear in the left pane
of TRBOnet Watch window when the Incident Management tab is selected.

- o x
= TRBOnet Watch Channels Health Monitor ~ Topology Map Incident Management Reports ¢ @ 3:54 PM

Server and systems  ~

Status: Open Unassigned Assigned Assignedtome  In Progress Deferred Closed SLA: Al Approaching deadline  Overdue tasks
—
Incident categories  +
81 sortbyseverity v | £t | E Archive All M AssigntoMe 2 Assign | P StartTask 10 pefer [E Add Note  /* Change Severity & Reload
Q Low disk space
@ M00021 1 CRITICAL n Disk C, Used space: 91%
Agent Pin 1 ON
© mooezs ETGRIIGAD IM-00025  Category Application Subeategory Health
Agent Pin 1 ON
Assignee Assign to Me Status New
© m-00024 [ ]
Login attempt with incorrect password Descrption Dates
® mooozs —
Low disk space The incident is generated when the hard drive of the controlled server reaches 90% of its capacity. The rules based on this event type allow Gresiizi) 3-Feb-24 2:08 PM
You to monitor the hard drive status on the computers with the running TREONet Watch, TRBOnet Enterprise / PLUS and timely delete or
® m-00026 archive older data, thus avoiding the loss of most recent information. Updated
Low disk space
@ rooczr Time to First Reaction  0d 2h 14m
Low disk space
Time to Resolution 0d 6h 14m
© m-00023
Agent Pin 2 OFF Events History
© m-00022 —
User with admin rights created Created by TRBOnetWatch Center — 13-Feb-24 13-Feb-24 2:08:18 PM
B, Connected | admin | B Licensed to: test Version: 4.0.0.328

Figure 98: Incident Management - Workflow
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5.11.21 View filters
The view filters are located on the upper toolbar.

e Servers and systems
Select the radio systems which incidents you want to display.

e Incident categories
Select the categories/subcategories you want to display.

e Status
Choose one of the incident statuses you want to display.
The statuses are as follows:
Open, Unassigned, Assigned, Assigned to Me, In Progress, Deferred,
Closed

e SLA
Choose one of the SLA statuses you want to display.
The SLA statuses are as follows:
All, Approaching deadline, Overdue tasks

e To reset the filters, click the Reset button,

5.11.2.2 Incident handling

In the right pane, you see the detailed information on the incident selected in
the left pane. To handle incidents, use the upper toolbar buttons in the right part
of the window.

To assign the incident:

e Click the Assign button.
In the dialog box that opens select an assignee for the task and enter the
note, if required.

e To assign a task to yourself, just click the Assign to Me button.

To start the task:

e Click the Start Task button.
The incident status will change to In progress.

To reject the task:

o Click the Start Task button.
The incident status will change to New.

To defer the task:
e Click the Defer button.
The incident status will change to Deferred.
To close the task:

¢ Click the Close button.
The incident status will change to Closed.
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To change incident's severity:

¢ Click the Change Severity button.

In the dialog box that opens, choose the desired new severity for the
incident.

Note: Once you have changed the incident's severity, the
Time to First Reaction and Time to resolution parameters will
correspondingly change for the incident.
To archive the closed task:

¢ Click the Archive button.
In the confirmation dialog box that opens, click Confirm.

Note: The archived incidents won't be displayed in the tree of
incidents. The archived incidents can be viewed in the Incidents
report.

SLA times

The Time to First Reaction and Time to Resolution parameters are displayed
in the right part of the window.

The following icons are used to indicate the SLA times for the incident:
This icon indicates that the remaining time meets the SLA requirements.

This icon indicates that the remaining time is less than 10% to meet the SLA
requirements.

) This icon indicates that the SLA time has already been exceeded.
" This icon indicates that the incident has been closed within the SLA time
frame.
! This icon indicates that the incident has been closed with SLA overdue.
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5.12 Reports
TRBOnet Watch comes with a set of predefined reports and charts to help you
instantly retrieve and visualize the database information of any aspect of system
monitoring. By setting filters, you can adjust reports and charts to include
specific channels, types of traffic, and time settings.
This section describes how to build and analyze reports and charts, and how to
retrieve the required scope using filters.
e Click the Reports tab in the upper bar.
= TRBOnet Watch Channels Health Monitor Topology Map Incident Management ¢ @ 11:09 AM SOh
Q Channels Senders = WorkHours  + | Specific date + Timeframe Autald Hours) —
Filter ) Restore
Figure 99: Charts and reports
The left pane displays the list of predefined charts and reports. You cannot add
custom reports/charts or delete any report/chart from this list. Use the search
bar on top of the left pane to quickly find a report/chart by its name/description.
The filter toolbar provides controls for managing filters and for building charts
and reports. Learn more about filters in section 5.12.1, Filters below.
The right pane displays the generated report. The message line (yellow) displays
a warning about the generated report.
For a detailed description of each report and chart, refer to Appendix A: Charts
and Reports
5.12.1 Filters
The filter settings are configured in the upper toolbar on the right panel.
Chame\sl - Senders - Work Hours = ° Date and Time = - p——
RSS! Level - Recipients -
Figure 100: Reports and Charts - Filter toolbar
Channels
Click the arrow on the right and select the channels whose traffic will be included
in the report/charts.
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RSSI Level
Click the arrow on the right and choose of the following items:

e All
Choose this item to load data with all available RSSI signal levels.

e Show data with RSSI level lower than
Choose this item to load only data with the RSSI signal level lower than
the specified value, in dBm.

¢ Show data with RSSI level from ... to ...
Choose this item to load only data where the RSSI signal level falls within
the specified range, in dBm.

Senders / Recipients
Click the arrow on the right and choose one of the following options:
e All

e Specified
Enter the ID of the radio.
Here you can also enter multiple radios. Just separate each ID by a
comma, or enter the range, like: 12, 35, 105-111, 249.

e Range
Enter the From and To values to define the range of radio IDs.

e By mask
To specify a mask, use digits and the following wildcards:

= % to replace any number of digits in the radio ID

= _(underscore) to replace one digit in the radio ID

For instance, enter the mask _12%34 6 to filter out IDs 112003406,
91263476, and others.

Work Hours
Click the arrow on the right and choose one of the work schedules:

o 24x7
Choose this schedule for 24x7 hours.

e Same each day
Choose this schedule and set the From and To times for the schedule.

e Vary by day
Choose this schedule and select specific days of the week and hours for
each day.

Date and Time

Click the arrow on the right and choose one of the following options:
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o Between
Choose this option and select the From, To, and Timeframe values for
the desired time period.

o Before
Choose this option and select the date before which you want data to be
included in the report.

e Since
Choose this option and select the date since which you want to include
data in the report.

e Specific date
Choose this option and select the date and the Timeframe value.

¢ Predefined values
Choose this option, then click the arrow on the right of the box below and
choose the data collection time period (last x minutes/hours, today,
yesterday, etc.).

5.12.2 Drilling down in Charts

If the mouse is pointed to a section of a pie or bar chart and that section changes
to a different pattern (for example, striped), then clicking on this section will
open a new chart with additional details about the pointed section.
sage M User
10/3/2023 12:00:00 AM - 10/4/2023 12:00:00 AM

M Registration: 2
System: 962

(2]

10/3/2023 10/4/2023 10/5/2023
Figure 101: Drill-down in a bar chart

In a line chart, if a pointed section shows the frame with a "drill down" button (
[Z2]), click the line within the frame to drill down into the highlighted section.

Date: 10/3/2023 9:36:51 AM (1PE3 10/5/2023

Figure 102: Drill-down in a line chart
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Or, click the "drill down" button and select the preferred timeframe of the new
chart on the context menu.

Change timeframe to: 4 Hours
Change timeframe to: 2 Hours
Change timeframe to: Hour
Change timeframe to: 45 Minutes
Change timeframe to: 30 Minutes
Change timeframe te: 15 Minutes
Change timeframe to: 5 Minutes

Change timeframe to: Minute

Figure 103: Drill-down with the preferred timeframe
The time axis's scale in the new chart equals to the length of the clicked (selected)
timeframe.

Or, if you click the line rather than the "drill down" button, the new timeframe
will be one scale smaller than the clicked timeframe.

Note: The timeframes are ranged as follows: Week, Day, 4 Hours, 2 Hours,
Hour, 45 Minutes, 30 Minutes, 15 Minutes, 5 Minutes, Minute.
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6.1

6.2

TRBOnet Watch Mobile

This section describes how to install and configure TRBOnet Watch Mobile which
is a software application for Android and iOS smartphones that provides
important TRBOnet Watch information.

Installation

The latest version of the TRBOnet Watch Mobile 4.0+ software application is
available for download on the Google Play Store or the Apple App Store.

To install TRBOnet Watch Mobile:

1. Visit Google Play Store or Apple App Store from your mobile device.
2. Tap the TRBOnet Watch Mobile 4.0+ Install button.

Connection to TRBOnet Watch Server

On the login page, make sure the connection profile and credentials are correct,
and tap Connect.

Note: If the connection cannot be established, make sure that your
mobile device is connected to the network.

6.2.1 Adding Connection Profile

10:58 il = D

< Connection manager

Connection Profile
Main

Connection Profile Name

l\;m
7o
£

- Connection Profile 3
TRBOnet™Watch Mobile Gonnectian profila 1

Main 4
Version 4.0.5

‘;.'Tll
L]

Login

Add Connection Profile Brown

Connection Profile Name
Password
Connection Profile Scan QR code
ogin
Primary Server
Server name
Server 3

IP Address or Host Name

10.10.100.99

CONNECT

Port

5070)

CANCEL oK

neocom
g . _

Figure 104: TRBOnet Watch Mobile - Adding a connection profile

e Tap on the Connection Profile Name (1).
¢ Inthe Connection Manager page:

= Tap Add Connection Profile, and in the box that pops up, enter the
following information:
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Connection Profile Name
Enter the name of the profile.

Login: The login for your TRBOnet Watch Mobile application. See also
section 5.5.1, Access Control.

Password: The password for your TRBOnet Watch Mobile application.

Note: The connection settings in the figure serve as an example. Contact your

administrator to get the actual connection settings.

Primary Server

Server Name
Enter the name of the server.

IP Address or Host Name: The IP address or the host name of the
TRBOnet Mobile Gateway.

Port: The local port of the TRBOnet Mobile Gateway (by default, 5070, see
section 4.9, Mobile Gateways).

Tap OK.

Or, to add a connection profile with the QR code:

Tap the button on the right (2).
While in the Scan QR code page,

= Point the camera at the QR code and wait for the QR code to scan.
As a result, the corresponding connection profile will be added to the
list of connection profiles.

TRBOnet Watch Page 104 of 145

User Manual



neocom
sOfFtware

6.3 Operation

Once you have connected to TRBOnet Watch Server, you'll see the following
screens.

6.3.1 Statistics

On the Statistics screen, you will see the following information:

11:12 & ¢

— TRBOnet Watch Mobile

STATISTICS

all = D

o

1h
8h
24h

1h

Server state: OK
Last Update: 11/14/2023 11:12:12 AM

raires 00 Faliees 00

Server Usage
0%
0%
0%

Calls Count
° ) o b o

Server Disconnected

— 40%
| 86%
95%

> @ o

Statistics Diagnostic

Server state

Displays the state of the radio systems
connected to TRBOnet Watch Server.
If there are any failures, their number
and severity will be displayed.

Server Usage

Displays the statistics for busy
channels in the radio systems during
the specified periods (1 h, 8 h, and
24 h), in percent.

Calls Count

Displays the total number of voice
calls made over the radio systems
during the specified periods (1 h, 8 h,
and 24 h), in amount.

Server Disconnected

Displays the statistics for disconnected
channels in the radio systems during
the specified periods (1 h, 8 h, and

24 h), in percent.

Figure 105: TRBOnet Watch Mobile - Statistics
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6.3.2 Diagnostics

On the Diagnostics screen, you will see a list of radio systems connected to
TRBOnet Watch Server.

6.3.2.1 Repeater

e Tap the desired system and then tap the repeater to be diagnosed.

112 & D M2 & ¢ iR Ji:al 113 & - T G
= TRBOnet Watch Mobile Q < Ipsc Y Q < Master
oGNeSTE REPEATERS ALAgvS
IPSC Master
@ 10.12.110 O Peer ID: 11 Tx Alarm
L3_CallPa
s © Q SLR Rx Alarm
Swi Peer ID:13
10.
@ Sw P Galeviay) O (;" Eff";i) Temp Alarm
]Sw.ﬂ {A’gen.iﬁ?‘\ @] Peer 4268 AC Power Alarm
0.12:110241:8002 Peer 1D: 4268
X St azo ate O

Enterprise
o Peer ID: 60 Fan Alarm
VSWR Major Alarm

Transmitter Power Major
Alarm 3db

Forced Rest Failure

© © 0000 0 0O

4191

> © o > @ o > © o

Statistics Diagnostic Statisties Diagnastic Statistics Diagnostic

Figure 106: TRBOnet Watch Mobile - Repeater diagnostics
For the meaning of alarm icons, see section 5.8.2.1, Alarm icons (page 79).

6.3.2.2 RoIP gateway

If you tap on a hardware RoIP gateway (TRBOnet Swift Agent), you will monitor
the statuses of its sensors (temperature and fans speed) and input/output pins

in real time.
naz = l 1220 = ol D
= TRBOnet Watch Mobile Q < swift Agent 240

@ Sensors
. © § ¥ &
36°C 0rpm 0rpm
- ‘ ‘ O Inputs
Swift Agent 241 O O O o0 O
@ 1012110 ) 1:0FF 20FF %OFF 4ON 50FF
o )| O O O O O
6: OFF
Outputs
© O O 0 O
O 0O O0O0O0

Figure 107: TRBOnet Watch Mobile - RoIP gateway diagnostics
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6.3.3 Push notifications

The app system push shows the status of the connected TRBOnet Watch Server.
If you tap on this notification, the running TRBOnet Watch Mobile app will open
in the foreground. Or tap the Close button to close the app.

Figure 108: TRBOnet Watch Mobile - App system push notification

The TRBOnet Watch Mobile app can also receive push notifications about
incidents and alarms occurring on the current and previously connected
TRBOnet Watch Servers. A push notification consists of the following elements:
connection profile name, message text, and a corresponding icon (see section
5.8.2.1, Alarm icons). There can be three types of notifications: Informational
notification, Major failures notification, and Minor failures notification.

000 -

(i)

o My Watch Server profile
Push with confirmation

Confirm [

(- TRBOnet Watch Mobile
Server state: Major failures

Figure 109: TRBOnet Watch Mobile - Push natifications

Notifications may also contain a Confirm button if there is a need to confirm the
receipt of the push notification. If you tap on the Confirm button (or just on the
notification area), the app will open and connect to the corresponding TRBOnet
Watch Server. A confirmation request will be sent to the server and, as a result,
you will get a successful delivery notification.
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6.3.4 Settings

To configure your TRBOnet Watch Mobile application, tap the Menu button and
then tap Settings. Scroll the Settings page and tap the option that you need to
configure. Tap the Back button on the Settings page to save the settings and
leave the page. The updated settings apply immediately.

1332 & all B 1332 & @D

= TRBOnet Watch Mobile

admin (1] NOTIFICATIONS

Online - Server 3

admin@®10.12.97.30:5099 Vibrate
Enable/Disable vibration

L} settings
Silent Mode D
Disable all sound netifications

@ About
Information Toasts
Enable/Disable information toasts In the

[> Dpisconnect interface

() APPeaRaNCE

7% POWER SAVING

‘1) LoGs

Statistios. Diagrostic

Figure 110: TRBOnet Watch Mobile - Settings

6.3.4.1 Notifications

e Vibrate
Select this option to enable vibration for notifications, PTT button, etc.

e Silent Mode
Select this option to disable all sound notifications.

¢ Information Toasts
Select this option to display information toasts in the app.
6.3.4.2 Appearance
e Language
Tap to choose the application language.

e Show on Lock Screen
Select this option to show the app on the lock screen.

6.3.4.3 Power Saving

e Background Mode
Choose one of the modes for running the app in the background:

* Full-time work
The service will work constantly until you manually disconnect it.

= Stops when closed in running apps list
The service will be stopped when you close the app from the Running
Apps list.
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= Stops when minimized
The service will be stopped when you minimize the app.

e Screen brightness
Select this option to decrease the screen brightness to a pre-defined
value.

6.3.4.4 Logs

¢ Incoming messages

Select this option to include incoming messages in the log file.
e Outgoing messages

Select this option to include outgoing messages in the log file.

e System info messages
Select this option to include Info messages in the log file.

e Error messages
Select this option to include received error messages in the log file.

e Send Logs
Tap this link to send the log file to TRBOnet Server.
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Appendix A:  Charts and Reports

A1 Charts
This section describes all the predefined charts that TRBOnet Watch can
generate. Presented below are the detailed descriptions of all the charts,
including their goals, required filter settings, chart settings, and supported
features.
A.1.1 Data Overview
The Data Overview charts summarize the workload of the specified channel(s)
and displays traffic in these channels sorted by type.
Table 17: Data Overview charts - filter settings
Channels The channels whose traffic is shown in the charts.
RSSI Level The RSSI signal levels that will be considered when building the charts.
Work Hours The time interval(s) within the reported time that is used in the charts.
Date and The reported time and the timeframe.
Time
A.1.1.1 Messages by Type
The Messages by Type pie chart shows the percentage of each type of traffic in
the monitored channel(s) during the reported time. The traffic in all monitored
channels adds up to 100%.
Messages By Type & print  [/] Export ~ from 5/1/2017 to 10/19/2017
Figure 111: Messages by Type chart
e The reported time is displayed on the chart’s toolbar.
e The colored sectors indicate the amount of each type of traffic.
e The legend shows the color, the type of traffic, and the percentage of this
type of traffic.
A.1.1.2 Channel Load
The Loading Level of the Channels line chart shows the workload (%) of the
selected channel(s) during the reported time.
The number of channels affects the layout of the chart:
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e Fora MOTOTRBO IPSC system, two charts (Slot 1 and Slot 2) are
displayed.

o If a single IP gateway or multiple systems are selected, the chart
calculates and displays the average workload for all channels.

Note: To get the individual workload of each channel in a multi-channel
configuration, use the Channels Usage chart.

[Slot 1] Loading Level of the Channels '5‘] Print L_D Export - | Screll | 11/29/2016 [5lot 2] Loading Level of the Channels '5}] Print L_D Export~ | Scroll | 11/29/2016

3.00 % 5.00 %

4.00 %
9

2,00 % -

LT 2.00%

00 %

1.00 %

0.00% [z 5 0.00% g 5

06:00 AR 12:00PM 06:00 P 12:00 AM 05:00 AM 1z:00 PM 06:00 PM 12:00 AM
09:00 AM 03:00 PM 09:00 PM 09:00 AM 03:00PM 09:00 Pr

Figure 112: The loading level in the time slots of a MOTOTRBO IPSC system

e The X-axis shows the reported time divided into timeframes. These time
settings are displayed on the chart's toolbar next to the Scroll button.

e The Y-axis shows the workload (%) of the selected channel(s). The
workload is calculated in each timeframe as the total time when the
channels were loaded, divided by the total time when they were
connected.

e The color of the line indicates the connection status of the channel(s). A
red line indicates that all reported channels were disconnected during the
entire timeframe. If any channel was connected even for a minimum time
interval within the timeframe, the line is blue.

Note: A channel is disconnected if the repeater is not connected to TRBOnet
Watch over IP or if the IP gateway is not connected to a radio.

To drill down into a particular timeframe, click on the blue line in that timeframe.
You cannot drill down into a timeframe where the line is red ("no connection").

A.1.2 Activities by Radio: Quantity

The Activities by Radio: Quantity charts show the quantities of different types
of traffic produced by the most active radios on the specified channels during
the reported time.

Table 18: Activities by Radio: Quantity charts - filter settings

Setting Description

Channels The channels whose traffic is included in the charts.

RSSI Level The RSSI signal levels that will be considered when building the charts.

Senders The radio ID whose outgoing traffic is included in the charts.

Work Hours The time interval(s) within the reported time to be included in the charts.
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Setting

Description

Date and
Time

The reported time and the timeframe.

A.1.2.1 Top 5 Most Active Radios

The Top 5 Most Active Radios pie charts show information about the five most
active radios that are sending the following types of traffic - voice, GPS, ARS,
other types, and a total of all types (summary). Each pie chart shows the
percentage of traffic generated by each radio in the monitored channel(s) within
the reported time.

Top 5 Most Active Radios & pPrint  [/] Export = from 5/1/2017 to 10/19/2017

Voice Calls

I Radio 15: 14.29%

GPS packets ARS packets Total

I Sanitsive Bonneau: 22.16% I Radio 16448250: 65.80% I Radio 16448250: 96.66% I Radio 16448250: 20.14%

i
Sanitaire Bonneau: 10.31% Radio 12: 19.20% Radio 8158: 5.83% Radio 12: 0.63% Sanitaire Bonneau: 12.26%

I Radio 13:7.29%
I Radio 2709: 6.79%
I Radio 12: 6.18%
I others: 55.15%

I Radio 13:17.64% I Radio 14: 454% I Radio 1009: 0.51% I Radio 12: 10.44%
I Radio 14: 10.94% I Radio 13: 4.19% I Radio 8158: 0.39% I Radio 13: 9.75%
I Radio 1058: 8.56% I Sanitaire Bonneau: 3.94% I Sanitaire Bonneau: 0.33% I Radio 14: 6.05%
I others: 21.50% I\ others: 15.70% I others: 1.49% I\ others: 21.37%

Figure 113: The percentage of call sessions initiated by the 5 most active radios

e In each chart, the total amount of all call sessions made by all active
radios is 100%.

e Each radio is presented by a sector of a different color.

e The legend indicates the color and the radio ID, and the percentage of call
sessions of a given type initiated by this radio.

e The reported time is displayed on the chart's toolbar.

To drill down into voice and data activity of a particular radio, click the respective
sector in any chart.

A.1.2.2 Activity by Radio

The Activity by Radio list (located below the pie charts) shows in a tabular
format the number and duration of call sessions (voice, GPS, ARS, all other, total)
made by each top five active radio in the reported time.

Table 19: Activity by Radio list - fields

Field Field Description
(level1) (EE 3]

Radio ID The radio ID of the top five active radios.

Voice calls, | Quantity The number of voice calls made by the radio in the reported

total time.

Duration The duration of all voice calls initiated by the radio in the
reported time. Format: dd.hh:mm:ss.ms
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Field Field Description
(level1) (level 2)
Average The average duration of a voice call made by the radio.
duration Format: dd.hh:mm:ss.ms
GPS Quantity The number of GPS calls made by the radio in the reported
packets, time.
total

Duration The total duration of GPS calls made by the radio in the

reported time. Format: dd.hh:mm:ss.ms
ARS Quantity The number of ARS transmissions made by the radio in the
packets, reported time.
total

Duration The total duration of ARS transmissions made by the radio in
the reported time. Format: dd.hh:mm:ss.ms

Other, total | Quantity The number of calls other than voice, GPS, and ARS, made by
the radio in the reported time.

Duration The total duration of calls other than voice, GPS, and ARS,
made by the radio in the reported time. Format:
dd.hh:mm:ss.ms

Total Quantity (%) | The total amount of all traffic (%) generated by the radio on
the selected channel(s) during the reported time.
Traffic generated by all most active radios makes 100%.

Duration (%) | The total duration of all calls made by the radio in the
reported time.

To drill down into details about a particular radio, click the respective line in the
list. Two charts will be displayed for that particular radio: Voice Activity for radio
and Data Activity for radio.

A.1.2.3 Voice Activity for Radio

The Voice Activity for Radio chart shows the number of Group calls, Private
calls, and Broadcast (All) calls made by the radio in each timeframe of the
reported time.

Voice Activity for Radic "12" B Print  [4] Export ~ | K3l Scroll £ Drill Up from 8/1/2017 to 10/19/2017  Autc (Week)

M Common Calls M Group Calls M Private Calls

400

200 I I I I
0 l

7130/2017 8/13/2017 8/27/12017 9/10/2017 9/24/2017 10/8/2017

Figure 114: Voice activity of "radio 102"
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* The legend indicates the color for each voice call type.

* The X-axis shows the reported time divided into timeframes.

= The Y-axis shows the number of voice calls.

* The height of each bar indicates the total number of calls made in the
timeframe. Bars may include sections of different colors, indicating
different call types made by the radio.

= If the cursor points on a bar, a pop-up tip will show the call details (the
timeframe, the call type, the number of calls, and their total duration).

To drill down into a particular timeframe, click the respective bar. If the bar has
sections of different color, click any section. To define the timeframe of the new
chart to which you drill down, point on the bar and click the arrow. Click the
preferred timeframe on the context menu.

A.1.2.4 Data Activity for Radio

The Data Activity for Radio chart shows the number of data calls of different
types made by the radio in each timeframe of the reported time.

Data Activity for Radio "12" = Print L/; Export = | [ Seroll 2 Drill Up from 8/1/2017 to 10/19/2017  Auto (Week)
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Figure 115: Data activity of "radio 102"

e The legend indicates the color for each data call type.

e The X-axis shows the reported time divided into timeframes.

e The Y-axis shows the number of data calls.

e The height of each bar indicates the total number of data calls made
within the timeframe. Bars may include sections of different colors,
indicating different call types made by the radio.

o If the cursor points on a bar, a pop-up tip will show the call details (the

timeframe, the data call type, the number of calls and their total
duration).

To drill down into a particular timeframe, click the respective bar. If the bar has
sections of different color, click any section. To define the timeframe of the new
chart to which you drill down, point the bar and click the arrow. Click the
preferred timeframe on the context menu.
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A.1.3 Activities by Radio: Duration

The Activities by Radio: Duration charts show how long the specified channels
were busy with traffic from each of the five most active radios.

The filter settings and the included charts are similar to the ones described in
section A.1.2, Activities by Radio: Quantity (page 111). The major difference is
that the Activities by Radio: Duration charts show the duration of call sessions
rather than their quantity. The Activity by Radio list is completely identical to
the one included in the Activities by Radio: Quantity charts.

A.1.4 Activities by Group

The Activities by Group charts show the traffic of the most active talk groups in
the selected channels during the reported time.

Table 20: Activities by Group chart - filter settings

Setting Description
Channels The channels whose traffic is included in the charts.
RSSI Level The RSSI signal levels that will be considered when building the charts.
Work Hours The time interval(s) within the reported time to be included in the charts.
Date and The reported time and the timeframe.
Time

A.1.4.1 Top 5 Most Active Groups

The Top 5 Most Active Groups pie chart shows the percentage of voice traffic
generated by each of the most active talk groups on the selected channel(s)
during the reported time. Traffic generated by all talk groups totals 100%.

Top 5 Most Active Groups 1 Print  [/] Export ~ | from 8/1/2017 to 10/19/2017

Transport Bouchard: 49.81%

Asphalte H Laberge: 19.31% g

Figure 116: The percentage of traffic generated by the five most active groups
e Each talk group is represented by a sector of a different color.

e The legend indicates the color of the talk group, the talk group name, and
the percentage of traffic generated in the talk group.

e The reported time is displayed on the chart's toolbar.
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A.1.4.2 Group Activity

The Group’s Activity list located below the pie chart shows the number and
duration of group calls on each of the five most active talk groups during the
reported time. The list also shows the share (%) of each talk group in the voice
traffic generated by all of the most active groups.

Table 21: Group's Activity list - fields

Field Field Description
(level1) (level 2)
Group ID The talk group number.
Voice calls | Quantity The number of voice calls made by the talk group in the

reported time.

Duration The duration of all voice calls made by the talk group during
(d.h:m:s.ms) | the reported time.

Average The average duration of a voice call made by the talk group.
duration
(d.h:m:s.ms)

Quantity % The percentage of voice traffic (%) generated by the talk group
during the reported time. Traffic generated by all talk groups
makes 100%.

A.1.5 RSSI Levels: All Data

The RSSI Levels: All Data charts show the quality of voice and data calls in the
selected channels based on the signal strength. Calls with the measured signal
strength are evaluated to one of the preconfigured RSSI levels and displayed in
the charts with a particular color.

Table 22: RSSI Levels: All Data chart - filter settings

Setting Description

Channels The channels whose traffic is included in the charts.

RSSI Level The RSSI signal levels that will be considered when building the charts.

Session Types | The types of traffic such as Voice, Data, Telemetry and other and, optionally,
the types of calls included in the charts.

Recipients The radio ID whose incoming traffic is included in the charts.

Work Hours The time interval(s) within the reported time to be included in the charts.
Date and The reported time and the timeframe.

Time

Note: The RSSI Levels: All Data charts require at least 10 calls with a
measurable signal strength. Otherwise, the "Data not found" message
will be displayed.
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A.1.5.1 RSSI by Thresholds

The RSSI by Thresholds pie chart shows the percentage of calls with different
RSSI levels on the selected channels within the reported time.

RSSI BY THRESHOLDS = Print Z Export = 1/1/2010 2:00:00 AM - 12/4/2025 12:10:13 PM

-

Poor: 3.86%

Satisfactory: 8.68%
Good: 23.01%

Figure 117: The amount of traffic per RSSI level band
e The colored sectors indicate calls at different RSSI levels.

You can also click on a sector in the chart and see the filtered report on that
RSSI level.
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Figure 118: The filtered report on a selected RSSI level

e The legend indicates the color, the name of the RSSI level, and the
percentage of voice and data calls with this RSSI level.

A.1.5.2 Relative RSSI Frequency by Thresholds

The Relative RSSI Frequency by Thresholds area chart shows the distribution
of calls by RSSI levels in the selected channels(s) during the reported time.

RELATIVE RSSI FREQUENCY BY THRESHOLDS &= print [/ export * | @0 scroll | £ 1/1/2010 2:00:00 AM - 12/4/2025 12:10:13 PM
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Low __‘
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Figure 119: AMOTOTRBO IPSC system traffic ranged by RSSI level thresholds
e The X-axis shows the RSSI scale (dBm).
e The Y-axis shows the percentage of calls with the given RSSI level. All calls

with the measured RSSI on the selected channels during the reported
time add up to 100%.
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e The color indicates a particular RSSI level. The legend indicates the colors
of all RSSI levels. Click the [ *! button to change the RSSI color scheme (see
section 5.5.6, RSSI Ranges).

A.1.6 RSSI Levels: GPS Only

The RSSI Levels: GPS Only charts show the quality of GPS calls based on the
signal strength. GPS calls with the measured signal strength are evaluated to
one of the preconfigured RSSI levels and displayed in the charts with a particular
color.

The displayed charts are identical to the RSSI Levels: All Data charts, except the
traffic analyzed and displayed in the RSSI Levels: GPS Only charts is restricted
to GPS calls only.

A.1.7 Channel Usage

The Channel Usage charts show the average loading level and individual levels
for all selected channels within the reported time.
Table 23: Channels Usage charts - filter settings

Setting Description

Channels The channels whose traffic is included in the charts.

Work Hours The time interval(s) within the reported time to be included in the charts.
Date and The reported time and the timeframe.

Time

A.1.7.1 Average and Individual Loading Levels of the Channels

The Average and Individual Loading Levels of the Channels line chart shows
the average loading level of all selected channels during the reported time. The
individual loading levels of all channels are displayed below as line charts.

Average duration (d.h:mis.ms) &0 erint [7] Bport ~ | 3 Scroll 234un-23 13:30:00 - 23-un-23 15:30:00  Minute
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0% I
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Figure 120: Average and Individual Loading Levels of the Channels chart

e The X-axis shows the reported time divided into timeframes. The time
settings are displayed on the chart's toolbar next to the Scroll button.
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e The Y-axis shows the workload (%) of all selected channel(s). The workload
is calculated in each timeframe as the total time when the channels were
loaded, divided by the total time when they were connected.

e The color of the line indicates the connection status of the channel(s). A
red line indicates that all reported channels were disconnected during the
entire timeframe. If a channel was connected even for a short time
interval within the timeframe, the line is blue.

Note: A channel is disconnected if the repeater is not connected to TRBOnet
Watch over IP or if the IP gateway is not connected to a radio.

To drill down into a particular timeframe, click the blue line in that timeframe.
You cannot drill down into a timeframe where the line is red ("no connection").
To define the timeframe of the new chart to which you drill down, point to the
line and click the arrow. Point to the preferred timeframe on the context menu.

A.1.8 System Overview

The System Overview chart helps you understand how busy your system was
for a selected period, from a few minutes to a year or even more. You can easily
spot peak times when the system was used at its full capacity, which means that
the available radio system might not be sufficient to handle all calls. The graph
shows information about the number of channels that were disconnected or
busy at any moment within the selected period, in other words, the number of
channels that were not available for voice or data traffic.

The bar charts reflect the number of channels that were disconnected or busy,
thus being unavailable for radio communication. The color saturation gives you
an idea about the relative duration of time when this number of channels were
disconnected (red) or busy (blue)- the darker the shade, the longer the period.

Disconnected and Busy Channels ~ ‘ B print [/ Export ¥
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Figure 121 System Overview charts
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Table 24: System Overview charts - filter settings

Setting ‘ Description
Channels The channels to be included in the charts. You need to indicate at least two
channels for this type of analysis.
Work Hours The time interval(s) within the reported time to be included in the charts.
Date and Time | The reported time and the timeframe.

Once you have generated the report, you will see two charts below: A and B.
Chart A represents the whole time period specified in the chart filter. Chart B
represents the time period selected in Chart A. To change a selection in a chart,
drag a new selection and click on it. Clicking on a selection in chart B will open
Chart C,and so on (D, E, etc.). As soon as you reach the most detailed time frame,
you won't be able to make further selections in the chart. In this case, the Open
Detailed View button will become active in the chart's toolbar.

A.1.8.1 Detailed View

The Detailed View can be used by an experienced user to perform a more
detailed analysis of the channel states at a 1:1 timescale.

e Click the Open Detailed View link in the last, most detailed chart.

As a result, the Detailed View window will open.
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6/23/2023 2:18:..
6/23/2022 2:18:..

EndTime

6/23/2023 Z:17-..

6/23/2023 2:18:..

6/23/2023 2:18:..
6/23/2023 2:18:..
6/23/2023 2:18x..
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Figure 122

: Detailed View window

e Make a selection or multiple selections (by clicking/dragging) in the upper

chart.

The collective selection

in the chart will be represented in the
Channel states table (information on the sessions, such as start/end
times, duration, etc.). If you select a record or multiple records in the
Channel states table, the Calls table will represent the calls (start/end
times, duration, sender, recipient, session type, etc.) occurred within the
selected session(s).

TRBOnet Watch
User Manual

Page 120 of 145



neocom
sOfFtware

The contents of both tables can also be printed and exported to PNG
bitmaps.

A.1.9 All Channels Busy

The All Channels Busy charts show all cases within the reported time when all
selected channels were unavailable for radio users longer than the specified
threshold value.

Table 25: All Channels Busy charts - filter settings

Setting Description

Channels The channels to be included in the charts. You need to indicate at least two
channels for this type of analysis.

Threshold: The minimum duration (seconds) of an All Channels Busy event to be
Duration included in the charts. If set to 0, All Channels Busy events with any
duration are included.

Threshold: The minimum number of channels unavailable simultaneously that make
Level an All Channels Busy event.
Work Hours The time interval(s) within the reported time to be included in the charts.

Date and Time | The reported time and the timeframe.

A.1.9.1 Number of All Channels Busy

The Number of All Channels Busy chart is a sum of All Channels Busy events
detected in each timeframe of the reported time. An event is added to this sum
if the channels (in an amount not less than specified in the Threshold: Level
filter setting) remain unavailable during the time specified by the Threshold:
Duration filter setting, or longer.

Number of "All Channels Busy" events I Print [/ Export ~ | 3 Scroll Open All Channels Busy report| 23-Jun-23 13:30:00 - 23Jun-23 15:30:00  Minute

4

3

0

13:30 13:40 13:50 14:00 14:10 14:20 14:30 14:40 14:50 15:00 15110 15:20 15:30
Channels  Disconnected and Busy Channels = Print [} Export ~ | 3 Scroll Open Channels Usage analytics|  23-Jun-23 13:30:00 - 23Jun-23 15:30:00  Minute

. [Threshold value

13:30 13:40 13:50 14:00 14:10 14:20 14130 14:40 14:50 15:00 15:10 15:20 15:30

Figure 123: Number of All Channels Busy chart

e The X-axis shows the reported time divided into timeframes. The time
settings are displayed on the chart's toolbar next to the Scroll button.
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e The Y-axis shows the number of All Channels Busy events in each
timeframe.

o If pointed to with the mouse cursor, a timeframe with All Channel Bus
events displays a tooltip with the timestamps of the frame, the number of
calculated All Channels Busy events, and the total duration of all
calculated events.

o If an event lasts through several timeframes, it will be added to in each
timeframe as an independent event.

To drill down into a particular timeframe, click on the blue line in that timeframe.
You cannot drill down into a timeframe where the line lies on the X-axis ("no All
Channel Busy events"). To define the timeframe of the new chart to which you
drill down, point to the line and click the arrow. Click the preferred timeframe on
the context menu.

To learn the details about the All Channel Busy events displayed in the chart,
build the All Channels Busy report by clicking the Go to All Channels Busy
button on the toolbar above the chart. To understand what caused an All
Channels Busy event, build the Event Viewer report.

A.1.9.2 Channels

The Channels chart displays the number of disconnected and/or busy channels
in each timeframe of the reported time. The line chart is built for all selected
channels. When building the chart, the threshold filter settings are not
considered. The Threshold: Level is displayed in the chart as a dotted line.

Channels  Disconnected and Busy Channels -~ B Print  [£] Export ¥ | [ Scroll

nalytics| 23-Jun-23 13:30:00 - 23-Jun-23 15:30:00  Minute

13:20 13:40 13:50 14:00 1410 14:20 14:30 14:40 14:50 15:00 13:10 15:20 1330

Figure 124: Channels chart (Disconnected and Busy Channels mode)

e The X-axis shows the reported time divided into timeframes. The time
settings are displayed on the chart's toolbar next to the Scroll button.

¢ The Y-axis shows the number disconnected and/or busy channels within
each timeframe.

e The Views button opens the menu where you can select the preferred
view mode. The name of the selected mode appears near the Y-axis.

= Inthe Disconnected Channels mode, the red line in each timeframe is
the number of channels that were disconnected (not necessarily all
together) for any time within the timeframe.

= In the Busy Channels mode, the green line in each timeframe is the
number of channels that were busy (simultaneously or not) for any
time during the timeframe.
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= In the Disconnected and Busy Channels mode, the yellow line in each
timeframe is the number of channels that were unavailable
(disconnected or busy) for the radios for any time during the
timeframe.

To drill down into a particular timeframe, click on the line in that timeframe. To
choose the timeframe of the new chart to which you drill down, point to the line
and click on the arrow. Click the preferred timeframe on the context menu.

To learn the details about the usage of the selected channels, build the Channels
Usage charts by clicking the Go to Channels Usage Analytics button on the
toolbar above the chart.

A.1.10 Concurrency Report

The Concurrency Report charts show all cases of concurrent usage of the
disconnected and/or busy channels over the reported time range.

Channels  Disconnected Channels ~ [ Print [/} Export = | E3 Scroll Open Channels Usage analytics| Open All Channels Busy report | 234un-23 13:30:00 - 23-Jun-23 15:30:00  Minute

4

13:30 13:29 12:48 13:57 14:06 1415 14:24 1432 14:42 14:51 15:00 13:09 1518 15:27

Figure 125: Concurrency Report chart (Disconnected and Busy Channels mode)

e The X-axis shows the specified time range. The time settings are displayed
on the chart's toolbar next to the Export button.

e The Y-axis shows the total number of simultaneously disconnected and/or
busy channels.
The total number of simultaneously disconnected and/or busy channels is
computed at each timepoint. The obtained function is then divided into
time segments of a length equal to the specified timeframe. Note that for
each time segment, a maximum number of the simultaneously used
channels is obtained. Also note that for a series of disconnected and busy
channels, the maximum number on each time segment is obtained after
totaling the series of disconnected and busy channels.

e The Views button opens the menu where you can select the preferred
view mode. The name of the selected mode appears along the Y-axis.

= In the Disconnected Channels mode, the red line in each timeframe is
the number of channels that were disconnected for any time within the
timeframe.
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= In the Busy Channels mode, the green line in each timeframe is the
number of channels that were simultaneously busy for any time during
the timeframe.

= In the Disconnected and Busy Channels mode, the yellow line in each
timeframe is the number of the channels that were simultaneously
unavailable (disconnected or busy) for the radios for any time during
the timeframe.

A.1.11 Frequency Usage

The Frequency Usage chart shows the frequency usage (%) of each selected
peer in the reported time.

Table 26: Frequency Usage chart - filter settings

Setting Description

Peers Peers included in the chart.

Work Hours The time interval(s) within the reported time to be included in the charts.
Date and The reported time and the timeframe.

Time

Frequency Usage B print [/} Export ~ | EX Screll 23Jun-23 13:30:00 - 23Jun-23 15:30:00  Minute

Master (IPSC)

1334 13:47 14:00 14:13 14:26 14:39 14:52 15:05 15118

Peer SLR (IPSC)

50%
25%
0%

1334 13:47 14:00 14:13 14:26 14:39 14:52 15:05 15118

Figure 126: Frequency usage by two peers

Each selected peer is displayed in a separate line chart. The name of the peer is
displayed near the Y-axis in each chart.

e The X-axis shows the reported time divided into timeframes. The time
settings are displayed on the chart's toolbar next to the Scroll button.

e The Y-axis shows the frequency usage (%). The value is calculated in each
timeframe as activity time divided by the time when the peer stayed
connected.

e The color of the line indicates the connection status of the peer. Ared line
means that the peer was disconnected during the entire timeframe. If the
peer was connected even for a short time within the timeframe, the line is
blue.

TRBOnet Watch Page 124 of 145
User Manual



neocom
sOfFtware

To drill down into a particular timeframe, click the blue line in that timeframe. To
choose the timeframe of the new chart to which you drill down, point to the line
and click the arrow. Click the preferred timeframe on the context menu.

Note: You cannot drill down into a timeframe where the line is red ("no
connection") or where the frequency usage equals to 0.00% ("no

activity").
A.2  Reports
This section includes the description of each table report that can be generated
in the TRBOnet Watch Console. For each report, the section describes its goal,
filter settings, and included fields.
A.2.1 Activities over Time
The Activities over Time report shows all types of voice and data calls
transmitted on the radio channels between the parties (radios and software). For
each transmission, the report shows when it happened, how long the channel
was busy, which peers were involved, which system channel was used, and what
signal strength was detected.
Table 27: Activities over Time report - filter settings
Setting Description
Channels The system channels whose traffic is included in the report.
RSSI Level The RSSI signal levels that will be considered when building the report.
Session Types | The types of traffic such as Voice, Data, Telemetry and other and, optionally,
the types of calls included in the report.
Senders The radio ID of radios whose outgoing traffic is included in the report.
Recipients The radio ID of radios whose incoming traffic is included in the report.
Work Hours The time intervals within the reported time to be included in the report.
Date and The reported time.
Time
Table 28: Activities over Time report - fields
Field Description
Session Type The type of traffic.
Session The type of call.
Subtype
Start Time The start time of call transmission.
Duration The duration of the call (including hang time).
(m:s.ms)
Sender The radio ID of the sender.
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Field ‘ Description

Recipient The radio ID of the recipient (if applicable).

System The name of the system whose channel was used to transmit the call.

Peer In MOTOTRBO systems, the ID of the peer that repeated the call. Is set to 0
for other systems.

Slot ID The time slot of the repeater in which the call was repeated.

RSSI (dBm) The incoming signal strength measured in the MOTOTRBO repeater slot. Is
set to "N/A" if not applicable.

Received The type of the call sender ("Radio" or "Site").

from

A.2.2 Activities by Radio

The Activities by Radio report calculates and shows for each radio how many
voice calls and GPS and ARS messages were transmitted and how much time it
took to transmit each type of traffic during the reported time. The report also

summarizes all types of traffic initiated by each radio and the share (%) of each

radio in the overall system traffic.

Table 29: Activities by Radio report - filter settings

Setting Description

Channels

The system channels whose traffic is included in the report.

RSSI Level

The RSSI signal levels that will be considered when building the report.

Session Types

The types of traffic such as Voice, Data, Telemetry and other and,
optionally, the types of calls included in the report.

Senders The radio ID of radios whose outgoing traffic is included in the report.
Recipients The radio ID of radios whose incoming traffic is included in the report.
Work Hours The time intervals within the reported time to be included in the report.

Date and Time

The reported time.

Table 30: Activities by Radio report - fields

User Manual

Field Field Description
(level1) (level 2)

Radio ID The radio whose outgoing traffic is reported.

Voice Quantity The number of voice calls initiated by the radio during the

calls, reported time.

total
Duration The total duration of voice calls initiated by the radio.
(d.h:m:s.ms)
Average The average duration of a voice call initiated by the radio.
duration
(d.h:m:s.ms)
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Field Field Description
(level1) (level 2)

GPS Quantity The number of GPS messages sent by the radio during the

packets, reported time.

total

Duration The total duration of GPS traffic initiated by the radio.
(d.h:m:s.ms)

ARS Quantity The number of ARS messages sent by the radio during the

packets, reported time.

total

Duration The total duration of ARS traffic initiated by the radio.
(d.h:m:s.ms)

Other, Quantity The number of other data calls sent by the radio during the

total reported time.

Duration The total duration of other data calls initiated by the radio.
(d.h:m:s.ms)

Total Quantity (%) | The share of traffic (%) generated by the radio in the system
during the reported time. The value is calculated for all kinds of
traffic.

Duration (%) | The total duration of calls (%) initiated by the radio in the system
during the reported time.

A.2.3 Activities by Group

The Activities by Group report calculates and shows for each talk group how
many voice calls were made during the reported time. Also, the report calculates
the share (%) of each talk group in the overall voice traffic transmitted in the

system.
Table 31: Activities by Group report - filter settings
Setting ‘ Description
Channels The system channels whose traffic is included in the report.
RSSI Level The RSSI signal levels that will be considered when building the report.
Messages The types of traffic such as Voice, Data, Telemetry and other and, optionally,
the types of calls included in the report.
Work Hours The time intervals within the reported time to be included in the report.
Date and The reported time.
Time

Table 32: Activities by Group report - fields

Field
(level1)

Field
(EE )

Description

Group ID The talk group whose outgoing voice traffic is summarized.
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A.2.4

A.2.5

Field Field Description

(level1) (level 2)

Voice calls | Quantity The number of voice calls initiated by the talk group members
during the reported time.

Duration The total duration of voice calls initiated by the talk group
(d.h:m:s.ms) | members.

Average The average duration of a voice call initiated in the talk group.
duration
(d.h:m:s.ms)

Total % The share (%) of the talk group in the overall voice traffic

transmitted in the system during the reported time.

Events

The Events report allows you to trace all events that occurred in particular
systems during the reported time.

Table 33: Events report - filter settings
Setting ‘ Description

Systems and peers The list of systems and peers.

Event type The event types to be included in the report.

Date and Time The reported date/time.

Table 34: Events report - fields

Field Description

System The name of the system where the event occurred.

Timestamp The date and time when the event occurred.

Peer ID The system peer related to the event. Is set to "N/A" if not a peer event.

Peer Type The type of the system peer related to the event. Options: Hardware,
Software, N/A (if not a peer event or the peer is unknown).

Event Type The type of event.

Description The description of the event.

Call Interruptions

The Call Interruptions report shows all call interrupt events occurred in the
systems during the reported time.

Note: The Call Interruptions reports are supported only for IPSC and
Capacity Plus systems with the Level 4: Call Parsing monitoring level.

Table 35: Call Interruptions report - filter settings
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Setting Description

Systems

The list of system names.

Work Hours

The time intervals within the reported time to be included in the report.

Date and Time

The reported time.

Table 36: Call Interruptions report - fields

Field Description

Event type The type of event (Interrupt or Dekey).
Note: The Interrupt type means stopping a transmission and placing

one's own voice transmission on the current channel, whereas the
Dekey type means stopping a transmission in order to free up the
channel.

Interrupter The radio that interrupted a voice transmission.

Source The radio that initiated the transmission that was interrupted.

Target The target ID of the transmission that was interrupted.

Duration The duration of the voice transmission that was interrupted.

Timestamp The date and time when the interrupt event occurred.

System The name of the system where the interrupt event occurred.

Site The site where the interrupt event occurred.

Peer ID The system peer related to the event. Is set to "N/A" if not a peer event.

Session Type The type of traffic that was interrupted.

Session Subtype | The subtype of the interrupted traffic.

Result The result of the event (Success or Failure).

A.2.6 Text Messages

The Text Messages report shows all text messages sent by radios on the
selected system channels. For each message, the report shows the sender, the
recipient, the time when the message was sent, the system slot that was used,
and the text.

Table 37: Text Messages report - filter settings

Setting Description

Channels The system channels whose traffic is included in the report.

RSSI Level The RSSI signal levels that will be considered when building the report.

Senders The radio ID of radios whose outgoing traffic is included in the report.

Recipients The radio ID of radios whose incoming traffic is included in the report.

Work Hours The time intervals within the reported time to be included in the report.
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Setting

Description

Date and The reported time.
Time
Table 38: Text Messages report - fields

Field Description
Sender The radio ID of the sender.
Recipient The radio ID of the recipient.
Start Time The timestamp of the message.
System The name of the system in which the message was sent.
Peer The ID of the peer that repeated the text message.
Slot ID The channel that transmitted the message.
Text The text of the message (appears if the message can be parsed).

A.2.7 RCM Messages

The RCM Messages report shows Repeater Call Monitoring (RCM) messages
transmitted in the selected system(s) during the reported time.

Note: MOTOTRBO systems included in this report should have the "Store
Repeater Call Monitoring messages" feature enabled in the TRBOnet
Watch configuration settings. For details, refer to section 5.4.1.3, Data

Storage (page 37).

Table 39: RCM Messages report - filter settings
Setting

Description

Channels The system channels whose traffic is included in the report.

Senders The radio ID of radios whose outgoing traffic is included in the report.
Recipients The radio ID of radios whose incoming traffic is included in the report.
RCM The RCM messages to be included in the report.

Messages

Work Hours The time intervals within the reported time to be included in the report.
Date and The reported time.

Time

Table 40: RCM Messages report - fields

Description

Session The type of RCM. For a brief description of all RCM messages, refer to
Subtype Appendix C: RCM Messages (page 143).
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Field Description
Start Time The time when the message was sent.
Duration The duration of the message transmission.
(m:s.ms)
System The name of the MOTOTRBO system in which the repeater sent the RCM
message.
Peer The peer ID of the repeater that sent the RCM message.
Slot ID The time slot in which the message was transmitted.

A.2.8 All Channels Busy

The All Channels Busy report shows the occurrences of All Channels Busy cases
in the selected channels during the reported time.

Table 41: All Channels Busy report - filter settings

Setting ‘ Description

Channels The system channels to be included in the report. You need to indicate at
least two channels for this report.
Threshold: The minimum duration (in seconds) of an All Channels Busy event to be
Duration included in the report. If set to "0", any duration is included.
Threshold: The number of channels that should be busy at the same time to report an
Level All Channels Busy event.
Work Hours The time intervals within the reported time to be included in the report.
Date and The reported time.
Time
Table 42: All Channels Busy report - fields
Field ‘ Description

Radio Click the Load... value to see activity of radios in the busy channels. The
activity selected field can show any of the following:
while all

channels are
busy

= No activity: No radio activity was registered in the busy channels.
= Collapse: The expanded list shows the radios whose traffic made the
channels busy. The included fields are:

= Protocol: The type of traffic.

= Subprotocol: The type of call or message.

= Start: The start time of the transmission.

= Duration: The duration of the transmission (including hang time).

= Sender: The radio ID of the sender.

= Recipient: The radio ID of the recipient.

= System: The system that transmitted the call or message.

= Site: For Linked Capacity Plus systems, the site where the transmission
occurred. Not relevant to other system types (set to 0).

= Peer: The peer ID of the repeater that transmitted the call or message.
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Field ‘ Description
= Slot: The time slot that was busy.
Start Time The date and time when all selected channels became busy.
End Time The date and time when any selected channel became available after all of
them were busy.
Duration The total time during which the selected channels were busy. Format:
DD.HH:MM:SS

A.2.9 GPS Data

The GPS Data report shows all GPS messages transmitted in the selected
channels during the reported time.

Table 43: GPS Data report - filter settings

Channels The channels included in the report.

RSSI Level The RSSI signal levels that will be considered when building the report.
Senders The radio ID of radios whose outgoing traffic is included in the report.
Recipients The radio ID of radios whose incoming traffic is included in the report.
Work Hours The time intervals within the reported time to be included in the report.
Date and Time The reported time.

Table 44: GPS Data report - fields

Field Description

Session Type GPS transmission.

Session Subtype | The type of GPS message.

Start Time The start time of the GPS transmission.

Duration The total time during which the repeater used the channel to transmit
the GPS message. Hang time is included.

Sender The radio ID that sent the GPS message.

Recipient The radio ID that received the GPS message.

System The name of the system that transmitted the GPS message.

Peer The peer ID of the repeater that transmitted the GPS message.

Slot ID The time slot that transmitted the GPS message.

RSSI (dBm) The incoming signal strength detected by the repeater.

Longitude The GPS longitude of the sender.

Latitude The GPS latitude of the sender.
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Description

Radius, m The tracking inaccuracy (in meters) of the GPS coordinates. This report
includes all GPS transmissions where the tracking inaccuracy does not
exceed 15 meters; records with greater inaccuracy are not included in
the report.

A.2.10 Frequency Usage

The Frequency Usage report shows for all selected peers:

e The total time during which every peer was connected to the network,
and the duration (%) of the connected state

e The total time during which every peer was active

e The percentage of the "activity" time relative to the connection time
Table 45: Frequency Usage report - filter settings

Setting Description

Peers The system peers included in the report.
Work Hours The time intervals within the reported time to be included in the report.
Date and Time The reported time and the timeframe.

Table 46: Frequency Usage report - fields

Field Field Description

(level1) (EE )

Timeframe The timeframe of the report per which the activity and connection
of each peer is evaluated.

State The state of the peer in each timeframe. Values:

= Activity: The peer transmits traffic.
= Connection: The peer is connected to TRBOnet Watch over
IP. A RolIP getaway is connected to the radio.

Note: If the peer had no activity during the reported timeframe,
the Activity status is not displayed.

<Peer ID> Duratio | The total time the peer was active or connected within the
(<system>) | n timeframe.

h:m:s.m

s

Duratio | The meaning depends on the state of the peer:

n % = Connection: The percentage of time in the timeframe when

the peer was connected.
= Activity: The percentage of the connection time within the
given timeframe when the peer was active.
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A.2.11 Incidents

The Incidents report shows incidents created by Watch based on alarms that
occurred in selected systems within a selected time period. You can select
incident categories, processing and SLA statuses.

Table 47: Incidents report - filter settings

Setting Description

Systems and peers The systems and peers included in the report.
Incident categories The categories of incidents to be included in the report.
Severity The incident severities (Critical, High, Moderate, and/or Low) to be

included in the report.

Assignee The assignees of the incidents to be included in the report.
Status The status(es) of the incidents to be included in the report.
SLA The SLA statuses (In progress, Success, and/or Overdue) of the

incidents to be included in the report.

Date and Time The reported time.

Table 48: Incidents report - fields

Field Description

T
Category The incident' category.
ID The incident's ID. Click it and see the detailed information of the incident.
Name The incident's name.
Created The date/time the incident was created.
Updated The date/time the incident was last updated.
Closed The date/time the incident was closed (if closed).
Severity The incident's severity.
Status The incident's status.
SLA Reaction Shows if the ticket was reacted in time or not.
SLA Close Shows if the ticket was reacted in time or not.
Assignee The ticket's assignee.

A.2.12 Call Queues (Capacity Max)

This Call Queues report shows all queued voice and data calls in Capacity Max
within a selected time period. You can select specific types of calls.

Table 49: Call Queues report - filter settings

TRBOnet Watch Page 134 of 145
User Manual



neocom
sOfFtware

Setting

Capacity Mas
systems

Description

The Capacity Max systems included in the report.

Session Types

The session types to be included in the report.

Date and Time

The reported time and the timeframe.

Field

Table 50: Call Queues report - fields

Description

Session Type The session type.

Session Subtype

The session subtype.

Timestamp

The date and time when the call was queued.

Time in queue

The time the call was standing in a queue.

Sender The sender of the queued call.
Sender Alias The alias of the sender of the queued call.
Recipient The recipient of the queued call.

Recipient Alias

The alias of the recipient of the queued call.

System

The Capacity Max system.

Site

The site in the Capacity Max system.

A.2.13 AC Voltage

The AC Voltage report shows AC voltages of connected repeaters within a
selected time period. You can apply filters to view voltages within a specific

range.

Note: Only SLR repeaters can be used in AC Voltage reports.

Table 51: AC Voltage report - filter settings

Setting ‘ Description
Peers The repeaters whose voltage values will be included in the report.
AC Voltage The voltage values (higher than, lower than, and in the range of) to

be included in the report.

Date and Time

The reported time and the timeframe.

Field

Table 52: AC Voltage report - fields

Description

Timestamp The date and time the AC voltage was measured on the repeater.

System The system of the repeater.
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Field

Description

Site The site of the repeater.
Peer The repeater on which the AC voltage is measured.
Peer Alias The repeater's alias.

AC Voltage (V)

The AC voltage measured on the repeater.

A.2.14 RSSI Noise

The RSSI Noise report shows RSSI level values when selected radio channels are
idle within a selected time period.

Table 53: RSSI Noise report - filter settings

Setting ‘ Description
Channels The channels included in the report.
RSSI Level The RSSI levels (higher than, lower than, and in the range of) to be

included in the report.

Date and Time

The reported time and the timeframe.

Table 54: RSSI Noise report - fields

Timestamp The date and time the RSSI level was measured on the repeater's slot.
System The system of the repeater.
Site The site of the repeater.
Peer The repeater.
Peer Alias The repeater's alias.
Slot The slot of the repeater on which the RSSI level is measured.
RSSI (dBm) The RSSI level measured on the slot.
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Appendix B: SNMP Support

B.1

MIB Files

To configure communication with the TRBOnet Watch SNMP Agent, you need to
upload and install on the NMS system the following MIB files:

e common\ns_00_INET-ADDRESS-MIB.mib

e common\ns_01_CISCO-SMIL.mib

e common\ns_02_CISCO-TC.mib

e common\ns_03_RMON-MIB.mib

e common\ns_04_TOKEN-RING-RMON-MIB.mib

e common\ns_05 SNMP-FRAMEWORK-MIB.mib

e common\ns_06_RMONZ2-MIB.mib

e common\ns_07_ENTITY-MIB.mib

e common\ns_08_CISCO-ENTITY-ALARM-MIB.mib

e common\ns_09_ALARM-MIB[rfc3877].mib

e ns_10_NEOCOM-SMILMIB

e ns_11_NEOCOM-PRODUCTS-MIB.MIB
The latest version of MIB files can be obtained at the following URL:

https://cdn.trbonet.com/download/tools/NeocomMIBs.zip

MIBs numbered 08-09 and all references (00-07 files) are contained in the
MIB\Common folder. The number in the file name indicates the compilation order
on a remote NMS.

NEOCOM-PRODUCTS-MIB (11) describes TRBOnet Watch and determines the
scope of ENTITY-MIB and CISCO-ENTITY-ALARM-MIB (08) functionality
implemented in the current version of the product.

ENTITY-MIB (07) contains information for managing physical entities in the
system. It also arranges the entities into a containment tree that depicts their
hierarchy and relationship to each other. The MIB supports the entPhysicalTable
table.

The entPhysicalTable describes each physical component (entity) in the system.
The table contains an entry for the top-level entity (master repeater) and for each
entity connected to the master (hardware peers, applications, and other). Each
entry provides information about the entity: its name, type, vendor, and a
description, and describes how the entity fits into the hierarchy of system
entities.

CISCO-ENTITY-ALARM-MIB (08) provides the information about all types of
alarms in the system. This information serves for the following:

e Monitoring when alarms are asserted and cleared.
e Obtaining alarm history information.
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e Tracking alarm statistics and counts.
e Generating SNMP traps and syslog messages in response to alarms.

MIB Objects

TRBOnet Watch works with the MIB objects listed in the table below.
Table 55: MIB objects related to TRBOnet Watch

Object Name

Description

MIB file

entPhysicalTable

Object ID

1.3.6.1.2.1.47.1.1.1

The Physical Entity
(Overall System
Topology) Table.

Describes each
physical component
(entity) in the system.

ENTITY-MIB

ceAlarmDescrMapTable

1.3.6.1.4.1.9.9.138.1.1.1

The mapping between
an alarm description
and a vendor type.

CISCO-ENTITY-
ALARM-MIB

ceAlarmDescrTable

1.3.6.1.4.1.9.9.138.1.1.2

Alarm Description
Table.

CISCO-ENTITY-
ALARM-MIB

ceAlarmTable

1.3.6.1.4.1.9.9.138.1.2.5

Alarm control and
status information
related to the
corresponding
physical entity,
including a list of
alarms currently being
asserted by that
physical entity.

CISCO-ENTITY-
ALARM-MIB

ceAlarmHistTable

1.3.6.1.4.1.9.9.138.1.3.3

This table contains a
history of
ceAlarmiIndicate and
ceAlarmClear traps
generated by the
agent.

CISCO-ENTITY-
ALARM-MIB

Communication (page 22).

The following objects are the notifications expected on a remote NMS if SNMP notification is
enabled in the TRBOnet Watch Server configuration. For details, refer to section 4.8, SNMP

ceAlarmAsserted

1.3.6.1.4.1.9.9.138.2.0.1

Alarm Enabled

CISCO-ENTITY-
ALARM-MIB

ceAlarmCleared

1.3.6.1.4.1.9.9.138.2.0.2

Alarm Disabled

CISCO-ENTITY-
ALARM-MIB
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Object Name Object ID Description MIB file
1.3.6.1.2.1.47.2.0.1 ENTITY-MIB
entConfigChange Generated when
entPhysicalTable
modified

B.3 Alarms

An alarm contains the following information:

e Type: A unique code that identifies the alarm
e Severity: The severity of the condition causing the alarm
e Description: The information about the condition that caused the alarm

Alarm state

The alarm state indicates the current state of the condition that caused the
alarm:

e Asserted: The condition currently exists.

e C(Cleared: The condition has been resolved.

Alarm severity
The severity of the alarm indicates the type of condition the alarm represents.

o Critical (1): A severe, service-affecting condition that requires immediate
corrective action.

e Major (2): A hardware or software condition that indicates a serious
disruption of service or the malfunctioning or failure of important
hardware. Although less serious than a critical alarm, a major alarm
requires immediate attention and response of a technician to restore or
maintain system capability.

e Minor (3): A condition or problem that does not seriously affect customer
service, or occurs on nonessential hardware.

¢ Info (4): The information message concerning the event that improves
operation, or the indication of a condition that could cause a problem.

Interpreting alarm information in CISCO-ENTITY-ALARM-MIB

To determine if any alarms are currently being asserted, read the ceAlarmTable
object values.

Each entry in the table contains information about the alarms currently being
asserted by each physical entity. Each entry is indexed by object
entPhysicallndex (ENTITY-MIB) of the entity.

To obtain information about individual alarms, read the ceAlarmDescrSeverity
and ceAlarmDescrText object values.
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TRBOnet Watch Alarm Codes
Table 56: TRBOnet Watch alarm decimal codes

Alarm Decimal code

TxAlarm 1

RxAlarm 2

Temp_Alarm 3

AC_Power_Alarm 4

FanAlarm 5

PA_EEPROM_Corruption_Type_1 6

PA_EEPROM_Corruption_Type_2 7

PA_EEPROM_Corruption_Type_3 8

Exciter_EEPROM_Corruption_Type_1 9

Exciter_EEPROM_Corruption_Type_2 10
Exciter_EEPROM_Corruption_Type_3 11
Receiver_EEPROM_Corruption_Type_1 12
Receiver_EEPROM_Corruption_Type_2 13
Receiver_EEPROM_Corruption_Type_3 14
PA_Voltage_Alarm_High 16
PA_Voltage_Minor_Alarm 17
PA_Voltage_Major_Alarm 18
VSWR_Minor_Alarm 19
VSWR_Major_Alarm 20
Transmitter_Power_Minor_Alarm_2db 21
Transmitter_Power_Minor_Alarm_3db 22
Transmitter_Power_Major_Alarm_3db 23
Interoperability_Between_Exciter_and_PA 24
Incorrect_Carrier_Frequency 25
Incorrect_Codeplug_for_MTR2000_PA 26
Reference_Incompatibility 30
Exciter_Driver_Amp_Alarm 31
Exciter_Final_Amp_Alarm 32
Volt_8_Supply_Alarm 33
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Alarm Decimal code

Volt_10_Supply_Alarm 34
RF_Power_Control_Alarm 35
PA_Gain_Alarm 36
Ext_Circulator_Temp 37
PA_Revision 38
Exciter_Revision 39
RxRevision 40
PeerDisconnected 107

B.4 Examples

The following examples demonstrate how to configure an NMS for SNMP
communication with TRBOnet Watch.

Note: All examples use SNMPc Enterprise by Castle Rock Computing. For
details, refer to https://www.castlerock.com/products/snmpc/.

Table 57: Examples of configuring an NMS for SNMP communication with TRBOnet Watch

To do this: Take these steps:

Install custom MIBs in the
SNMP management
console

2. Launch the management console.
3. On the main menu, choose Config and then Mib Database.

. In the dialog box, click Add and choose all necessary files

. Click the Compile button to recompile the MIB database.

1. Copy all MIB files from the MIB folder
to the ...\SNMPc Network Manager\mibfiles\
folder.

from the list. Click OK.

Add TRBOnet Watch to the
list of monitored entities

. On the main menu, select Insert and then Map Objects and

. In the dialog box, specify the IP address and the name of

1. Launch the management console.
Device.

TRBOnNnet Watch. Click OK.

Configure SNMPv3 protocol
for authentication and
confidentiality

. In Root Subnet, right-click the Watch object and select

. In the dialog box, click the Access tab and specify the

1. Launch the management console.
Properties.
following fields. For instance, you can show the following

values:
=  Read Access Mode: Set to SNMP V3 Priv-DES Auth-MD5.
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To do this: Take these steps:

= Read/Write Access Mode: Set to SNMP V3 Priv-DES
Auth-MD5.

= V3 Engineid: Show the value specified in TRBOnet Watch
configuration (default: 80000AD0431AF108).

= V3 Auth/Prive Security Name, V3 Auth Passwd, V3
Priv Passwd: Show the values specified in TRBOnet
Watch configuration.

Note: For the description of TRBOnet Watch SNMP
configuration settings, refer to section 4.8, SNMP
Communication (page 22).

4. Click OK.

Read the list of alarms from | The ceAlarmList object (ceAlarmTable, Oid:
a ceAlarmList 1.3.6.1.4.1.9.9.138.1.2.5.1.3) contains alarms as 32-byte strings
in hexadecimal format.

Note: If no alarm is set, ceAlarmList will contain an empty
string (zero length).

The ordinal bits in the string specify the alarm code.

For example, you get an alarm encoded in the following string:

00 00 00 00 00 00 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00

You see 13 bytes holding zeroes and then a byte holding
information. In this byte, (08) stands for (00001000) in binary
format. Bits in the byte ‘08’ are indexed from right to left, so
the position of the ordinal bit is 3.

Calculate the alarm code:

13*8 (the number of ‘zero’ bits prior to byte ‘08’) + 3
(00001000)= 107

Look for code 107 in Table 70 (page 140). This code indicates
the PeerDisconnected alarm.
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Appendix C: RCM Messages

When the system is unable to set up the call or continue the requested call, it
declines the call setup request with the reason code. TRBOnet Watch Console
displays such reason codes in the Channels tab and includes them in reports as
RCM messages.

The following table describes all RCM messages that can be displayed in the
TRBOnNet Watch Console.

Table 58: RCM messages

RCM Message

(Reason Code)

Failure Scenario

CALL TRANSMISSION STATUSES

Race Condition Failure

The Call Setup request is rejected during Arbitration.

Invalid/Prohibited Call Failure

Incorrect or forbidden format.

Destination Slot Busy Failure

The destination channel is busy.

Destination Group Busy
Failure

The Call Setup request is declined because the destination
Group is busy on another channel.

This scenario applies to setting up a new call on the rest
channel in Capacity Plus/LCP systems only.

All Channels Busy Failure

The Call Setup request is declined because all the channels
at the site are busy. The rest channel is busy.

This scenario applies to setting up a new call on the rest
channel in Capacity Plus /LCP systems only.

OTA Repeat Disabled Failure

The Call Setup request is declined because the repeater
where the request is sent is momentarily disabled by a
system monitoring application.

Signal Interference Failure

The Call Setup request is declined because the repeater
where the request is sent is experiencing an FCC type I or II
interference.

In Capacity Plus /LCP systems, this scenario applies to
setting up a new call on the rest channel only.

CWID In Progress Failure

The Call Setup request is declined because the repeater
where the request is sent is transmitting CWID.

In Capacity Plus /LCP systems, this scenario applies to
setting up a new call on the rest channel only.

TOT Expiry Premature Call End
Failure

The call ended because the TOT timer expired.

Transmit Interrupted Call
Failure

The Call Setup request with interrupt access failed to
interrupt the ongoing OTA voice call.

Higher Priority Call Takeover
Failure

The call is preempted by another call with higher priority
such as Emergency call.
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RCM Message Failure Scenario

(Reason Code)

Local Group Call Not Allowed The Call Setup request for starting a Local Group call is
declined because the site where the request is sent is
reserved for Wide Area or Private calls.

This scenario applies to setting up a new call on the rest
channel in Capacity Plus /LCP systems only.

Non-Rest Channel Repeater The Call Setup request is received on the non-rest channel
repeater.

This scenario applies to Capacity Plus /LCP systems only.

Destination Site/Sites Busy The Call Setup request to start a wide area group call is
declined because the destination sites of the group do not
have channels available.

This scenario applies to setting up a new call on the rest
channel in Capacity Plus /LCP systems only.

Long Under Run Condition The repeater ends the call due to jitter buffer under-runs
occurring continuously for over 720 ms. This may be due to
network congestion.

Undefined Call Failure Any other failures.
All Call Ongoing or In- The Call Setup request is declined because All Call is
progress ongoing.

This scenario applies to setting up a new call on the rest
channel in Capacity Plus /LCP systems only.

RCM REPEAT BLOCKED INDICATION

Start of Signal Interference Signal interference is strong enough and blocks the

(FCC TypeI) repeater operation (FCC Type I).

End of Signal Interference Signal interference is weak enough where the repeater

(FCC Type I) resumes over-the-air operation (FCC Type I).

Start of Signal Interference Signal interference is strong enough and blocks the

(FCC Type II) repeater operation (FCC Type II).

End of Signal Interference Signal interference is weak enough where the repeater

(FCC Type II) resumes over-the-air operation (FCC Type II).

Start of CWID/BSI Repeat The repeater has to transmit CWID/BSI and begins to block
the repeater operation.

End of CWID/BSI Repeat The repeater has ended its transmission of the CWID/BSI
and resumes normal repeater operation.

Signal Interference Failure Broadcast of the calls into the air is intermitted.
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Appendix D:

Glossary of Acronyms

Table 59: Acronyms

Term Description ‘
ARS Automatic Registration Service
BSI Base Station Identification
CPU Central Processing Unit
CWID Continuous Wave Identification
ERDM Extended Range Direct Mode
GPIO General Programmable Input Output
GPS Global Positioning System
HDD Hard Disk Drive
P Internet Protocol
IPSC IP Site Connect
LCP Linked Capacity Plus (also known as 'Capacity Plus Multi-Site')
MIB Management Information Base
NAIL Network Application Interface
NMS Network Management Station
NSCP Neocom Software Control Protocol
OID Object Identifier
(6N Operating system
OTA Over the Air
RCM Repeater Call Monitoring
RDAC Repeater Diagnostics And Control
RolP Radio-over-IP
RSSI Received Signal Strength Indicator
SLA Service Level Agreement
SMS Short Message Service
SNMP Simple Network Management Protocol
TCP Transmission Control Protocol
TOT Time-Out Timer
UbP User Datagram Protocol
URL Uniform Resource Locator
XCMP Extended Command and Management Protocol
XNL XCMP Network Layer
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