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1 Introduction

1.1 About This Guide

This document is intended for MOTOTRBO radio network administrators
responsible for the dispatch operations. It provides guidance on the
installation, configuration, and maintenance of the TRBOnet Web Console
application.

1.2  About TRBOnet Web Console

TRBOnet Web Console is a special online application. It is an extension for
TRBOnet Dispatch Software which allows dispatchers to get access to the
system via a Web browser. The Web Console is the best solution for carriers,
operators and systems with a huge number of users.

This application allows you to monitor your system without any special
software installed on your computer.

1.3 About TRBOnet by Neocom Software

TRBOnet is a suite of professional applications for dispatch centers of
MOTOTRBO™ radio networks developed by Neocom Software since 2008.
TRBOnNnet manages voice, text and data communication paths to network
endpoints and provides a unified graphical dispatcher workbench interface for
all the messaging and workforce orchestration tasks. Recognized as the Best
Radio Application Partner by Motorola Solutions, TRBOnet enjoys a proven
track record of success in business-critical radio network deployments
worldwide.

The TRBOnet family of products deliver:

= Flexible, connection type independent cross-patching of subscriber
groups, both preconfigured by network designers and improvised by
dispatchers with a drag-and-drop ease.

= Extensive connectivity options for any mode MOTOTRBO networks
with public phone, SIP and private VoIP interconnects, SMS and email
gateways, intercom among multiple dispatchers.

= Comprehensive location awareness features which include
integration with a variety of online and offline map providers, indoor
positioning, geofencing, route and speed control and GPS event-
driven workflows.

= Support for communication scenarios typical for key vertical markets,
such as ‘lone worker’ monitoring, site alarms, job ticketing, RFID
integration, field device telemetry collection and many others.

= Full audio and activity logging complemented by a rich set of
configurable built-in reports.

2 1 Introduction
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2 Installation

2.1 Installing Web Console

e Click Start>Control Panel>Programs and Features.
e Click the Turn Windows features on or off link.

o}

<« ~ 4 [@ > ControlPanel > All Control Panelltems > Programs and Features v @ | Search Programs and Festures 9

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or

oft Organize ~  Uninstall/Change e @

Install @ prograr from the -

network Name Publisher Installed On  Size  ~
4/ TREOnet Enterprise 5.1 Neocom Software 21-0ct-2016 51t
(Y TREOnet Watch 23 Neocom Software 02-Sep-2016 "
< Unity Web Player Unity Technologies ApS 25-Aug-20. 124
2 Unlocker 1.9.2 Cedrick Collomb 09-Dec-2015
[ Visual Studic 2010 Prerequisites - English Microsoft Corporation 23-Nov-20... .
S Windows Driver Package - Google. Inc. (WinUSB) An...  Goagle, Inc. 22-Dec-2015
= Windows Driver Package - Motorola Solutions, Inc. (f... Metorola Selutions, Inc. 18-Nov-20...
= Windows Driver Package - Moterola Solutions, Inc. N... Motorola Selutions, Inc. 18-Nov-20...
= Windows Driver Package - Nokia pecsmcfd LegacyDr... Nokia 25-Aug-20,
& WinPcap 413 Riverbed Technology, Inc 12-Sep-2016
M Wireshark 2.2.0 (64-bit) The Wireshark developer comm...  15-Sep-2016 7
[ XnWiew 2.33 Gougelet Pierre-c 07-Sep-2015 162
(@ Cry6a asTomaTHHECKOTD OBHOBAEHMA Nporpatie  Mail.Ru 12-Sep-2016
Gl Uiermp b ypoft (Micros. MatikpocodT (Mic.. 25-Nov-20... 37
18 Assikoeoii narer Microsoft Visual Studic 2010 Tools 4. Microseft Corporation 03-Nov-20... 14y
< >

%ﬂ Motorola Solutions, Inc. Product version: ~12/16/2013 03.06.00.00
=Y

e Inthe Windows Features dialog box, expand Internet Information
Services:

= Expand Web Management Tools and make sure that
IIS Management Console is selected.

= Go to World Wide Web Services>Application Development Features
and make sure all of them are selected.

= In addition, expand Common HTTP Features make sure that
Static Content is selected.

[ Windows Features - m] be

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= W | Internet Information Services ~
[ | FTP Server
= | | Web Management Taals
1 | 1156 Management Compatibility
115 Management Console 1_,_______‘—‘—
[J/ | 15 Management Scripts and Tools
1 | IS Management Service
= @ | World Wide Web Services
= [ | Application Development Features
Il .NET Extensibility 3.5
JMET Extensibility 4.7
Application Initialization
ASP
ASP.NET 2.3
ASP.NET 4.7
cal
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= [ Commeon HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Rad\ractlo‘r/
Static Content
WebDAV Publishing v

Cancel

]

OROOOR
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e Restart your PC.
e Click Start>All Programs>Accessories>Command Prompt.

and Prompt

e For 32-bit systems:
Go to This PC>Local Disk (C: )> Windows > Microsoft.NET > Framework
> v4.0.30319/aspnet_regiis.
For 64-bit systems:
Go to This PC>Local Disk (C: )> Windows > Microsoft.NET >

Frameworké64 > v4.0.30319/aspnet_regiis.

e Drag the aspnet_regiis file into the Command Prompt then press the
space bar and add the -i key. Then press the Enter key:

e Go to Control Panel > Administrative Tools.

e Double-click the Internet Information Services (IIS) Manager shortcut
and double-click ISAPI and CGI Restrictions.

4 2 Installation
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) intemet Information Services (I5) Manages o x
e o s B h @
b View Help
Connections Actions
@) 50142 Home
] over
appl
F
o
[}
< o, s Eh e
B View betp
Connections - Actions
@) 1SAPIand C61 Restrictions
G r—
F Py NoGrouping x
Features View I3 Content View
Contiguratian: Ylocalhost apphicationtost.config o

e Copy the Web Site archive WebConsole to Computer > Local Disc (C: )
>inetpub to create a folder for the Web Console.

e Go to Application Pools (1). Double-click DefaultAppPool (2) and check
the .Net CLR Version (3):

= (3> S0 » Apphcation Pook

@5 Application Pools

This page

Ready

e Click Sites (1), right-click Default Web Site (2) and choose View
Applications (3):

2.1 Installing Web Console
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o
B he
Connections - Aerts
L “ﬂ' Sites (i) Thae ste mae st
Deul WebSite 1
—
o
e Click the Add Application link.
L]
z @ » S012 » Sies » DelaubWeb Site » e
Connections P Actions
-~ 0 Applications ~ .
4 a 2 This page! i -
“

e Specify the Alias and Physical path for the application:

Add Application T X

Sitename:  Default Web Site

Path: '
Alias: Application pool:
[TRBORet o | [pefauttappPoot | Select...

Exemple: sales

Physical path:
[ChinetpubiWebConsole ] |]\
Pass-through authentication

Connect as. Test Settings...

[ Enable Preload

oK Cancel

e Browse for the folder with unarchived Web Console.
e C(Click OK.

e Select Application Pools (1) and click the Set Application Pool Defaults
link (2):

6 2 Installation
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L]
CRC L
Actions
!!!!! N el
) /
ppiction 2

e Set Enable 32-Bit Applications to True (3).
The Web Console will be added as an application to under the Default

Web Site:
W) Intemet Information Services (I5) Manager 0 x
@7 5 o2 » Stes » DefaukWebSte » TREOMet [~
e : =
2 S /TREONet Home -
S i Radeiches Al | nee BT ey | e permision
ASPINET Setti
NG = =
NETRotes Manage Application
Browse Application
S S
Wk,
ot @
Ready o

Note: Make sure your account has sysadmin privileges.

2.1 Installing Web Console
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3 Configuration

3.1  Configuring Web Console

o If TRBOnet Server is not installed on the PC, select the application and
double-click Application Settings:

G iternet eformation Semaces 15) Manager 0 x
@75 5 so12 » Stes » Defouk Web St + TRBOnet r R
Fie View Hep

Connection | | Action

e & /TRBONEL Home

[ S012 0vSw kulekchey) 21| | e « % Go - EshowAll | Group by: Ares -@- B
e Y=
& o I
2 & ¢ 1 :
§ NT Nt NET NPl METRo
Authorist.. Compilaion  Pages | Globelzstion Manage Application
9 & M & .  brows Aplaon
4 b | ¥ 7 , :
NET Tt NET Usess | Applic Machine Key Pages and
T s (et
®
. =
2 %
viders SesionSte SMTP Emi
. et Vi J 2 Comtent Vi
Ready B

o Specify the IP address and Port of the PC with installed TRBOnet Server:

[ IP——————rP— 0 ox
@S 1[5+ % s Sam » DefwnebSie » THBOne: » Bihe-

Fle View Help

& application Settings

Groupby: Mo Growping -

¢ Right click TRBOnet Web Console and choose Edit Permissions.

W IntemetInformation Senaces 15) Manager 0 ox
@0 5+ 0 stm » Dewkwesste + TREORS @8-
Fie View Hep
Connections -t Actions.
o & /TRBONCt Home
u’ W 5014 \viuliniche) A
Eraeind = + 60 < Bl | Gepl A =
RSoNET A
NET Erroy s =
jon Peges. Browse Application
Sppicsion -
Settings °
&
e SMTPE mail
(5 Switchto ContentView [t View
Ready [

o Click the Security tab and then click the Edit button to edit permissions:

8 3 Configuration
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WebCansole Properties X

General Sharing Securty Previous Versions Customize
Object name:  C:\Webl sole

Group or user names

S8 Autherticated Users AN

SR 5YSTEM

£& Administrators {50142\ Administrators)
S8 Users (S0142\Users)

To change pemissions, click Edit W
Pemissions for Authenticated ] ]
L;

sers Allow Deny

Full contral 0
Modify

Read & execute

List folder contents

Read

Write hd

For special permissions or advanced settings, Advanced
click Advanced.

oK Cancel Apply

e Select User in the Users list. In the Allow column, select Write:

Permissions for WebConsole X
Security
Object name:  C:MWebConsole

GIUUD Or user names:

BB Authenticated Users

SR SYSTEM

ER Administrators (50142 Administrators)
88 Users (S0142\Users)

Add Remove

Permissions for Monssosatend Allow

Deny

Read & execute O

List folder contents O
|
|

Read N

Wit

Special pemissions w

Concel_| [ tooh

e Click Apply.
e Click OK.
To open TRBOnet Web Console:

e Go to Internet Information Services (IIS) Manager > Connections
>Sites > Default Web Site > TRBOnet

¢ Right-click it and choose Manage Application > Browse.

Y Itesnet eformation Senaces 15) Manager 0 x
e 5 » 5012 » Stes » Defauk WebSite » TREOmet » @ -

Fie View Hep

Coaects
S /TRBONEL Home

T R [ + %60 - Gyshowat g

I Switchto Content View

TRBOnet Web Console is now ready for operation.

3.1 Configuring Web Console 9
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4 Operation

4.1 Connecting to TRBOnet Server

Launch the browser.

In the browser's address bar, enter the IP address of the PC with the
installed TRBOnet Web Console, and the path (for example,
10.10.100.99/TRBOnet).

Note: For the path, see section 2, Installation,
IIS Manager>Add Application>Alias

As a result, the TRBOnet Login page will open:

3 TRBOnet WebConsole X = 4

&« = 0O ‘ 10.10.100.99/TRBONet/Account/Login.aspx?Returnurl=%2fTRBonets2

TRBOnet »

Web Interface

(B)

Login
Enter the User Name registered in the TRBOnet Dispatch Console Users
list.

Password
Enter the user password.

Click Connect.

Once you have connected to TRBOnet Server, you will see a window like this.

4 Operation
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B TREONet WebConsole X+ - o X
« = 0O ‘ 10.10.100.99/TREonet w ‘ = % Q -
TB B 0" et ™ web console D<) send Text

Map  Reports Messages Job Ticketing £ Dispatcher 1 LDnDat

Radios

\ Ela om!

| (O Online, Indoor
[ v| @ Cnline, GPS fixed

| (@ Radio 25
= @ Cniine, No GPS
< @125
- @75 M:R:‘.dm - Radio 333
< @ Radio 27 QA ars QH e,
[ v @ offiine
< @13 Q A ors £ Radio 25 X
< @333 QA ors 3 ¥ | ST
< @ 4444 Q| A ors 02 -
< @555 Q Ao G Radio 3662
@ 5555 Q A ors L L
@ Radio 300 Q|| ers K[ .
= DRSECBy-5A by
| @ Radio 333 Q A ors ‘ Text Messages &

| (@ Radio 3662 Q A ors K

4.2 Radio List

The Radio List pane is located on the left and contains the list of radios. From
this pane, you can perform the following tasks.

Click the Q button to see the selected radio in the center of the map.

Click the #* button to button to display a route traveled by the selected radio
on the map.

Show Route x

v @125

Select Al Deselect Al

From: | 24-Nov-2016 0:00 =
To: 24-Nov-2016 18:41 =
Optimize Route (group all nearest
points)
Load | Cancel

Specify the From and To date and time. Select the Optimize Route option to
group all points in a 100 meter radius.

Click the ™ button to request a location of the selected radio.

Information x
@ 125
24-Nov-2016 19:00:16

Latitude: 59°56'25.80"N
Longitude: 30°16'47.99"E
Accuracy: 46

Speed: 0.6 km/h

Message 1 of 1

Close

Click the o button to display the selected radio properties.

4.2 Radio List
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Properties *®
Callsign: 125
Talk Group: Firemen
Radio ID: 125
MDC 1D: 0
Equipped with Display:
Equipped with GPS Module:

Cancel

4.2.1 Disabling a radio

To disable a radio:
e Right-click the desired radio in the Radio List pane.
¢ Inthe shortcut menu that opens, click Disable.
e Enter the Reason and click OK.

Note: The dispatcher can disable a radio when they have relevant
Access Rights.

43 Map

4.3.1 Map Layers

e Click the small plus button on the right of the Map pane.
e Choose the map layer to display in the Map pane.

¢ Inthe Overlays list, select whether to display Regions, Map Objects and
Radios on the map. Just select/deselect the corresponding check box.

B3 TRBONet WebConsole X+

- o x
&< = 0O | 10.10.100.99/TRECNEt e | =7 Q0 -
TRBOnet™
Inet ™ web console [R<] send Text
Map Reports Messages  Job Ticketing © Dispatcher 1 Logout
Ratios = BEBBBES
Ny ~
> 3\ . B NNV
\\%75% " 4 P 3 < g o
| () Online, Indoor e 7o . J
B v @ Online, GPS fixed ;\q‘? 35 .
| @ Radio 25 Q| A s | LF VLN
= v @ Online, No GPS e E\: o O
o s<peii
v @125 Q| Ao |23 )\ \ Tartieaanssion, -
o $ 35 cmydun 3
C @2 QA e ¥ ZA0 & ‘E
< @ Radio 27 Q| A s [ L5 []2 " \\ rﬁ e
I \ o g \
© oftine 00" Hospital ; go
N
¥ A\ i
N\ Radio 27
£ \ Radio 25
FAN 3 Bloom 235
N
- \\ =
e PRERY
= NS
AR .
53,
AN
i \:‘0'3 Text Messages
50 SN

F 5= it L Ay

4.3.2 Zoom In/Out

e Click the large plus button on the left of the Map pane to zoom in the
map.

e Click the large minus button on the left of the Map pane to zoom out the
map.

Or:

12 4 Operation
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e Use the mouse wheel to zoom in/out the map.

4.3.3 Radio Coordinates and Address

e Inthe Map pane, click the radio you want to inspect.

As a result, a window will appear displaying the coordinates and address
of the inspected radio.

3 TRBOnet WebConsle X |+

< © | ter0r00ss, *

TBBOnet " Web Console K] send Text

[
od |
o o

Map Reports Messages  Job Ticketing © Dispatcher 1 Logout

wroro ™1
@ Radio 200 QA s ffery
(® Radio 201 Q A as

(@ Radio 202 QA s

Text )

=T - 1o | e |- s -+ 2 0] -
> 2 % ) B
‘1‘ ‘\\_
~ () Online, Indoor -
[ @ Online, GPS fixed gt 5
@125 Q A s Q ]
! School number 21
< @25 QA s L Q Spices & Joy Wikonahe 21 &
=« @ Online, No GPS 235 B
@ Radio2s0m... O A ors L3 Date 25-Nov-2016 13:40:12 % I:',E',Lil!
5 v @ Offine Latitude: 59°56'26.40°N By
- Longitude: 30°16'47.89°E | 5 M
@111 Q A |ers L Altitude: Unknown <
@ 222 Q A |ers & 9 7-ya liniya, 34, Sankt-Peterburg, Russia, 199034 stola
&
e
&
-

Google e et T GBBEE  TemS orUSE PO MDY

4.3.4 Filter Radios

You can filter the display of radios on the map. To do this, use the colored car
buttons at the top of the Map pane.

e Click to remove radios that are online and have a detected beacon
position from the map view. Click this button again to bring them back to
be displayed.

o Click ' to remove radios that are online and have a detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

e Click E to remove radios that are online and have no detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

e Click to remove radios that are offline and have no detected GPS
position from the map view. Click this button again to bring them back to
be displayed.

e Click and select the visibility of the radios having On Duty and/or
Off Duty states.

4.3 Map

13
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4.3.5 Search by address

¢ In the Find Address box, enter the address you want to locate on the map.
e Click the lens button on the right.
e Inthe Found addresses window, click the address to locate it on the map.

3 TReOnet WebConscle X |+

- o
& =5 O | e0i0nesrecessn x| =M 0O -

TR B on e t e Web Console

Map Reports Messages Job Ticketing
v (O Oniine, Indoor - 18 Broadway, Tarrytown, NY 10591, USA B ca
lon Cafe
[) ! (@ Online, GPS fixed it 18 Broadway, Somerville, MA 02145, USA i
v @125 Q A s L} — 18 Broadway, Denver, CO 80209, USA
@2 QA 18 Broadway, Denver, CO 80203, USA hited
18 Broadway, Bayonne, NJ 07002, USA
E) ] @ Onlne, No GPS 18 Broadway, Brooklyn, NY 11249, USA foe
@ Radio240m... Q ;A ors ¥
[= v () Offiine
@m Qo 23
@® 222 Q A s £t
@ Radio 200 Q A s
@ Radio 201 Q A s L
@rado2z QA @G Goog G | S|
S e mmn A - -

4.3.6 Text Messages

With TRBOnet Web Console, you can send text messages to radios/radio
groups/dispatchers.
e Click the Messages tab at the top of the window.

e Click the Send Text button.

3 TReOnet WebConscle X |+

& = O | rewiessmeonssn +*

TR B on el " web console <] send Text

Map Reports Messages  Job Ticketing © Dispatcher 1 Logout

n
of |
oo

235 All Send Text Message stovans
5 ™ fee

e oo you -

- 5 14
e ] 2 2 e
1255 A1 ‘
LG ™ 2 Radio 200 =

(] 2 Radio 201

[ ] 2 Radio 202

- a R

Send to Offline

Send | Cancel

In the Send Text Message window that appears:
= Enter the text of the message.
= Select the radios/radio groups/dispatchers to send the message to.

= Select the Send to Offline option to send the message to offline
radios.

4 Operation
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4.4  Job Ticketing

With TRBOnet Web Console, you can create, assign, and track job tickets
through the radio network.

e Click the Job Ticketing tab at the top of the window.

[© meoneewerconsole x| - o =x
& = 0| e - x| =& & -
™
TRBOnet ™ web consote <] send Text
Map Reports Messages Job Ticketing © Dispatcher 1 Logout
[Brdd |[Feae [ v Assion || DkArchie | |
L] Status D T | Text Performer Creation Time Start Time End Time Spe
Q Q 3 3 Q Q Q Q
v New #A00017 Gel out of there 25-Nov-2016 14:10:25
Badd || B et %) Assign || % Resend |[ Bk Archive || @ cancel |
Status 0 T Text Performer Creation Time Start Time End Time Spe
a Q Q Q
Assigned #AD0D07 456 07-Nov-2016 15:38:32
Assigned #A000T0 Stop smoking 07-Nov-2016 15:42:27
Rejected #A00014 To be done on %DATC% 07-Nov-2016 16:36:00 07-Nov-2016 16:36:33

In the upper pane, you see the list of created job tickets. In the lower pane,
there are assigned job tickets.

441 Addajob Ticket
e Click the Add button.

Text: Check the pipe

Enable Deadline

End Time: | 25-Nov-201614 |4

Priority. Medium
Comment:

e Ticket ID
This value will be set automatically once the ticket has been created.

o Text
Enter the text message in this box.

e Enable Deadline
Select this option and in the End Time box, specify a due date and time
for the task.

e Priority
From the drop-down list, select the task priority level.

4.4 Job Ticketing 15
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¢ Comment
Enter a comment for the ticket.

e Click OK.

Once you have added a ticket, it will appear in the list of tickets in the upper
pane.

4.4.2 Assign a Job Ticket

Select the job ticket in the upper pane, and click the Assign button.

I Cleaners

I Police
®m

< @125
® 222

< @235
@ Radio 200
(® Radio 201
® Radio 202
(® Radio 203
(® Radio 204
® Radio 240 mobile

@ walt

oK Cancel

e Inthe list, select a radio(s), radio or logical group to which to assign the
job ticket.

e Click OK to assign the task to selected radio(s).

As a result, the selected radio will receive the job ticket. The assigned job
ticket will appear in the upper pane.

4.5 Reports

¢ Click the Reports tab at the top of the window.

3 TRBOnet WebConsole X | =+

& O

[
of |
(3L

101010033/ TRBOer20WwebR20COnSOle P

TB B on et e Web Console

<] send Text

Map Reports Messages Job Ticketing © Dispatcher 1 Logout

T} GPS Reperts
D Location for Period
T Drive Activity Detailed

Location for period

Select data by period:

[ Staying in a region Start Date: 18-Nov-2016 11:21 B

[ idle time detailed End Date: 25-Nov-2016 11:21 |2 |
T Common Reports Filter:

T Messages for Period Radio: pm
T 6Ps Bxport Min.Interval: 0 s Seconds n

T Location for Period
T Drive Activity Detailed
T Staying in a region

[] Show street names

e Inthe right pane, select report parameters and click Generate Report.

4 Operation
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Once the report is generated, you will see it in a separate tab of your Web

browser.
5 TRBONet WebConsole B Location for period X 4 - o x
O | 101010098 x| = 48

Location for period
from 18-Nov-2016 11:21 to 25-Nov-2016 11:21

Radio: 125 (Cleaning 1)

18Nov-2016  Latitude: 59°56'25.95"N

11:21:29 Longitude: 30°16'47.96"  Unknown 37 00 0 s
18-Nov-2016  Latituder 50°5625.96"N

11:22:20 Longitude: 30°1647.91  Unknown 35 oo v ]
18-Nov-2016  Latitude: 59°56'25.96"N Unknown 46 02 0 -
11:22:59 Longitude: 30°16'47.90"E ) onmap
18Nov-2016  Latitude: 59°5625.96"N

11:23:29 Longitude: 30°16'47.80"  Unknown 37 = 0 e
18-Nov-2016  Latitude: 50°5625.96"N Unknown 37 0> 0 -
11:23:59 Longitude: 30°16'47.89"E - onmap
18-Nov-2016 Latitude: 59°56'25.96"N

11:24:20 Longitude: 30°16'47.80"  Unknown 37 [ g onma)
18-Nov-2016  Latitude: 50°5625.96"N Uk . 02 0

11:25:01 Longitude: 30°16'47.89"F nknown - SRLIAR
18-Nov-2016  Latitude: 56°5625.96"N
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You can print the report, save it as a file, and so forth.

Alarms

When an alarm is received from a radio, the radio icon will turn red, and a
corresponding Information window will pop up displaying the radio's name,
coordinates, and speed.
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